Canon

MF657Cdw / MF655Cdw / MF651Cw

User's Guide

USRMA-6625-00 2022-01 en Copyright CANON INC. 2022



Contents

SEELING UP ...ttt 3
IMAIN FUNCLIONS ..eiiuvieiiiieeeniieeesiteesntteessseessssseessssseessssesessssesesssssessssseessssssessssesesssssessssssessssesesssseessssseessssseesssseeesssees 4
Preparations ReQUIred BefOre USE .........ciiiuuiiiiuiiiiuiiiiuiiiiiiiiiiiriiuiesiniestsiererissssnsssesssssnssssrsssssssssssnsssssssssssssssssssnssssssssane 6
Preventing UNAULNONIZEA ACCESS ......ccuoiiiuiiiiniiiiiiriiiiiiiniiitiitierieierestsiessstesessmsessssssssnssssssssarssssrssssrsssssassssssssssnssssnssssnssss 8
Setting Up USiNG the SELUP GUITE .........ccceeeiiiireeeieeiiiireeeeeeeiiteeeeeeesitseeeeeeessssesesesssssesseesssssssssesssssssssssssssnssssssesssnsnnnes 10
SELLING the DAt@/TIME .......uvveeeiiieiiiieeeeeeeiirteeeeeeseitteeeeeeessseeeeeeessssseseessesassseaeeesessssaseeesesassasaessesssssasesessnssseneseesnsssnnes 13
Setting Up the NetWOrK ENVIFONIMENT ...........vvveeeieeiiieeeeeeeiiareeeeeeseisseseeessssssssssesssssssssesessssssssssssssssssssessessssssssesssnssnnes 15

Selecting Wired LAN OF WIr€lES5S LAN ..iiiieeeieeiiieeiiieieeeeeeeiinssssssssseeeeeeseeeeesessesssssessssssssssssssssssssssssssessesssssessssesssssnsnns 17
CONNECEING t0 @ WIFEU LAN 1iiivreeieirreeiiiieeesirreesssseessssseessssesssssessssssessssssssssssnsssssessssssessssssssssssessssssessnssassssseessssens 18
CoNNECtiNg t0 @ WIFCIESS LAN iuuiiiuuiiiuniiiiiiiiiiiitii ittt st s et e e ebae s ebasebaesetaeseraassrasessaseseassssessssernssernens 19
Setting Up Connection Using WPS PUSH BULLON MOTE ...vvveeeeeeivreeereeeiinreeeeeessisreeeessssssssesesssssssseessessssssssssssssnnns 21
Setting Up Connection Using WPS PIN COIE MOTE ...ccccuvrreeerieeiurrreeseeeirreeeesseasreeesesssssssseesesssssssesssssssssnsesssnnnns 23
Setting Up Connection by Selecting @ Wireless ROULET ....cuuiiiuuiiiiiiiiiiiiiiiiiiiiiiiii et srea et eanseans 25
Setting Up Connection by Specifying Detailed SEtHNGS ...ccvvveeeerererrrrreeeeseiireeeeeesisssereeeesssssssessessssssssesssssssssssssnnns 27
Checking the SSID aNd NETWOIK KEY ...cuvrreeerieeirrreeeeieeeiseeeesssesseeeeessessssseeessssssssesssesssssseessssssssssesessssssssesessnns 30
SEttiNG IP AGAIESSES touviiuriiiiruiiiiiiiteiteitent ettt er e eb s sa e bt s b s as e s ae s b e e b e s bb e sas e b s sabesbbesbs e s b e e b s esbesnbesasebeennees 31
SELEING IPVA AGUIESS c.uvvreeerrreeeitieeeeiteeeseteeeeeteeeeaseeeeesseeesasseesansesesassessssssesssassessessessssssesssssssessnsssssssseesssssaessnns 32
SEEING IPVD AQUIESSES uvvreeervreeriiurersiseersiresssseesssseessssesessssesssssssessssesesssssssssssessssssesssssassssssnssssseesssssessssssneens 35
VIEWING NETWOTK SEELINGS uvveerrrrreererreeirriseesssiaeeesiseeesssseessssesesssssesssssssssssesssssassssssesssssessssssessssssesssssesssssessssssassssne 38
Configuring Settings for Communication With @ COMPULEL ......iiiuuiiiuuiiiiiiiiiiiiiiiirre et erae s e seanes 40
Configuring Printing Protocols and WSD FUNCLIONS ..uvveeeieeerrreeeeeeesesseeeeesessssseseessssssssssssssssssssssssssssssssessesssssssseses 41
CONTIGUIING PIINEEE POITS 1uuuvvreeeeeeeivreeeseseiisreeessessssseeessesssseseessssssssesessssssssesessssssssessssssssssssessssssssssesessnssssseeses 44
SELEING UP PriNT SEIVEL 1iiuteeeieieeeeiteeieiteeeerteeeeasteesssseeesasseessassesasssesssassessssssssssssessssssessssssssssnsesssnssessssssesssssenen 48
Configuring the Machine for Your NetWork ENVIFONMENT vuveiiieivuueeeeieeiiirreeeseesiisneeesessisnseessssssesseesssssssenssssssssssnsssssns 51
Configuring Ethernet SEtHNGS ciuuiiuiiiiuiiiiiiiiiiiii e e e b s et s s easesebaeseasesensssenes 52
Changing the Maximum TranSMISSION UNIt v....ieecciereeeeeeieireeeeeeessirseeeseesssssseeesesssssssssssssssssssssssesssssssessessssssssessenns 54
Setting a Wait Time for CONNECtING t0 @ NELWOIK vvveeiieccrrrreeerieiiireeeeeseiirrneeeessiisseeeesssssssesessesssssssesssssnssssessssnnnns 55
CONFIGUING DNS 1utteeiereeeeiieeesiteeeerteeeseteesessaeesessaeeessesessssessssseesssssesssssssssnssesssssesssassesssssseessnssesssssensenssasesns 56
CONTIGUIING SMB ...utvvteeeeeeirreeeeeeeeirreeeeeesissreeseesassseesessssssssssssesssssssessssssssssessssssssssesssnssssssessenssssesseseensssnseees 60
CONTIGUIING WINS «..eeiitieeeeeieeiteeeeeeeeirreeeeseeasereeesesassssesssssnsssneesssssssesessessssssssessesssssssessesssssseeessesnssnseessennsnnes 64
REGISTEING LDAP SEIVES ..vveeeeurreeeirreeeeiseeesiseessissesasssessssssesssssssssessessessssssssssesssssesssssssssssssessssssssssssesssssnessnnens 66
Monitoring and Controlling the Maching With SNIMP ..........uuuuuiiuririeireeeeeeeeeeeeeeeeseeesssessssssnssssssssssesssessessessssssssens 71
OtNEr NEtWOTK SEELINGS 1vvverreeirrrreeeeeseirrreeeesseiisreeessessssseeesssssssseesesssssssssessssasssssessessassssesssssssssssessesssssssesssnsnnnnns 75
INSEAIIING DFIVEIS ..occcueeviieeeieeeiieeeeeeeeeteeeeeeessateeeeessssareeesaeasraaeeeessassasaeesesasssasaesessssssssessesssssssessessnssesesessnssssnneesnnns 79
Configuring Initial Settings fOr FAX FUNCLIONS ..........c.cveeeiiiiiiivreeeeieeireeeeeeesetereeeeesssssaeeesessassesessessssssssessessnssnsesssssnsens 80
Deciding Which Fax RECEIVE MOUE t0 USE vuvverererirrrrereeesiirreeeeeesisseeeesessssssseessesssssssessssssssssssssesssssssssssssssssesssesssssssees 81
Registering the Fax NUMDEr and UNIt NGIME ....ccccccciveeeeeieiiirreeeeeeieirsreeeessiissseesesssssssssessssssssssssssssssssssessesssssssesssssnnns 82
SEIECING the RECEIVE MOGE ....uuvrreeeeieeirireeeeeesiseeeeesesisseeeeesessssessesssssssssssssssssssssessesssssssssssessssssssssssssssssssesssnsnsaneeses 83
CONNECEING the TEIEPNONE LINE ciieeeurreeeeieeiirrreeeeeeerteeeeesesssreseesesssssesesssesssssssessssssssssssesssssssssessssssssssesssssssssssesssnnns 84
CoNFIGUIING SCAN SEELINGS ..oivuuiiiniiiiiiiiiiiiiiieritietitiertterttniestnestsnerersessrsssesssssrssssrssssrsssssssssssssssssssssnssssrsssarssssrassssanes 85
Preparing to Use the Maching S @ SCANNET ...uuviievueeeririeeeiiseessiseesssseesssiseesssssnessssnesssssssssssaesssssssssssssessssssssssnnsssnn 86
Procedure for Setting to Send E-Mail/Send and RECEIVE I-FAX cu.iiuuiiiiuiiiiuniiiiuiiiiiiiiiiiiiiiiiiciieri s senieeesnesenns 87
CoNfigUING BasiC E-Mail SEIEINGS 1eveevvrreeeeeriirereeeeseiissreeesessssssseessssssssesessssssssssesssssssssssssssssssssssessesssssssessssssssees 88



Configuring E-Mail/I-Fax Communication Settings

............................................................................................ 91
Procedure for Setting a Shared Folder as @ Save LOCAtION ..iiu.iiiveeriienirienirinneriinisrmnssrmnsrensisrsssresssrassssssesssnssssnssssnnsss 95

Setting a Shared FOIAEr as @ SAVE LOCATION .vvuveeerrureerrsureersireeesssseesssneeessssnesssssesssssseessssssessseesssnseesssseesssssnesssnsees 96
Procedure for Setting @ FTP SErver as @ SAVE LOCATION vivvuveerrrveeersreeessireerssseesssrresssseeessssesssssnsessssesssssessssseesssssnessns 99

Basic Operations

Parts and Their Functions

Front Side

Back Side

Paper Drawer

Operation Panel

Turning ON the Machine

Turning OFF the Machine

Turning OFF the Machine by Remote Operation
Powering OFF at a Fixed Time

ReStarting the MaChiNe cu..iiueiiuiiiiiiiiii i s aa et seaa s eaa s e tae s s tan s taneseanessessssessssennsns
Using the OPeration PANEl .........coiuuiiiimiiiiiiiiiiiii e e et s taae s s e s s eaa s ebasebasserassenasssnanss
Basic Screens

Home Screen

<STATUS IMONITOI™ SCIEEM 1uiviiviiniiiittrereetnereeenstsesseesessessnssnssssssssssssssssnsssssnssssssssssnssnssnssnssssssssssassnssnssnsnnssnses
Message Display

Basic Operation

Entering Text

Logging in to the Machine

o = T T e 0 g e 11 -1 PN
Loading Paper

Loading Paper in the Paper Drawer

Loading Paper in the Manual Feed Slot

Loading Envelopes

Loading Preprinted Paper

Specifying Paper Size and Type

Specifying Paper Size and Type in the Paper Drawer

Specifying Paper Size and Type in the Manual Feed Slot

Registering Default Paper Settings for the Manual Feed Slot

Registering a Custom Paper Size

Limiting the Paper Sizes Displayed

Automatically Selecting an Appropriate Paper Source for Each Function
Customizing the Display

Customizing the Home Screen

Registering Frequently Used Settings

Changing the Default Settings for FUNCLIONS ..........ccoiuiiiiiiiiiiiiiiiii s s e e

Setting Sounds

I



0L =T T o Y (=TT o B0 e T N
Registering DeStiNAtiONS ........ccciuiiiiuiiiiiiiiiiii e s s e e s e s e b e ab e eas

Registering Destinations in the Address BOOK ......ccuuviiiuiiiiuiiiiiiiiiiiiiiii s s eaa e ea e ranes
Registering Multiple Destinations @s @ GrOUP ...cuevierrenirinirusensrinsrensenssineressessenssensssnsens

Editing the Registered Destinations in the Address Book

USING @ USB MEMOIY DEVICE ......uiiiiiniiiiiiiiiiiiiiiiiiiiiiii ettt e s ettbie s e ttba s e e bbb s s e taaae s seeabsassseeassessesnasssssennsnanss

COPY BASIC FEALUIES SCIEEN ........eeeeiieecrireeerieeiuteeeeseeesrteeeeseassareeessssasseeeesssesssneeeessssssssessssssssssessesssssssessessnsssneeees 194
BaSiC COPY OPEIALIONS .....eeeeeieurireeeieeiiireeeeeeeittreeseeeasteeeesesassseeeessesssseseessssssssessssssasssesessessssssesessnasssseesssssnsssnesesens 196
(0T =Y [T Yo T (oY o 1=Y-= 3 201
Checking the COPYING StAtUS @NA LOG .vvveeeeereerrerreeeesiirrrreeeeesiisseseseesssssssesssesssssssesssessssssssesessssssssessssssssssesssesssssseees 202
Enhancing and Adjusting COPY QUANILY ..........ccccciiveeeerieiiiiiieeeeeiiirreeeeeesiseeeeeeesssaeeeseessssessessessssssessessssssssessessssenees 204
Selecting the Type of Original fOr COPYING ...uvvveeerreeirrveeeeeeseirsreeeseesssseeeeeeesssseseessssssssssssssssssssssssssssssssesssssssssssssens 205
Adjusting Sharpness for COPYING (SNAIPNESS) c..uuvreeeeereerrrrrereerieisreeeessisssseeesessssssesessesssssssssssssssssssessessssssssessssnsnnes 206
Erasing Dark Borders When COPYinNg (EFaSE FIAME) .uueeeeieeervreeeereeiveeeeeessssseeeseessssssssessssasssssssssssssssssessssssssassessennns 207

Adjusting the Color

Useful Copy Functions

Copying Multiple Documents onto ONE SNEEL (N ON 1) touuueiieieeeerieeeriieeersiseessinesssseessssaesssssesssssesssssesessssesssssaaeess 210
COlIAtiNG COPIES DY PAGE 1eiuvvreeiiureeieireeisireeeesiseessisreessssseessssssssssessssssssssssessssssesssssesssssesssssssessssessssssnesssssessssssnes 211
MaKING ID CArd COPIES wvveerrrrrerrsrreersrsreessrsaessssesesssessssssnsssssesessssesssssssssssssssssssassssssessssssssssssassssssesssssessssssesssnssness 212
MaKING PASSPOIt COPIES wvveerrrrrererrreerssreeeessseesssseesssssesssssessssssesssssssessssessesssessssessssssesssssssssssssesssssessssssesssssnsssssens 213
FAXINQ ...ttt 216
FAX BASIC FEATUIES SCIEEM .......eecvveriieriieeiienuteenstesistesiseesseessseesssessseessseesseessseesssessseessseessseesseesssesssessseessseessseesnses 219
Basic Operations fOr SENAING FAXES ........ccicvueeiiieeiiiieeriiieessieeessiseeessiseesssseesssssessnssassssssassssssnssssseessssseesssssnsssssenes 220
CaNCElING SENAING FAXES wvveereureererireeessureresseesessseessssseessssesssssssesssssesssssassssssessssssnsssssssessssesssssssessnsssssssseessssanssnnne 228
RECEIVING FAXES ..eeiuvveeieriereiireeeiteeesitreeeiiseessnsseesasseessssessssssesssssesessssesessssssssnssesssssssssnssesssnssesssssssssensesssnssessssssesss 229
Useful FUNCLIONS WHREN SENTING ......veeiiiiiiiiiiieeieiieeieiteeeesteeseitteeeeteeeesteeessstesessessssssasssnssasssssssesessesssssseesssseessssenes 232
Recalling Previously Used Settings for Sending (RECall SELHINGS) wvvveeervrrererrererirreeesieeeesieeesssseesessseessseessssseesssssnessnns 233
Sending a Fax after a Phone Call (ManUual SENTING) cevueeeerveeereieeeeiieeeeirieeeeiteeesiseessssesesssseessesseessssssssessesssssnessssenes 236
SaVing @ COPY OF @ SENE OFIGINAl wuveerirreereirieereirieeeeieeeeeteeeeiteeeeeiseeeesteesesseeesessassssssassessessssssesessssssssnsessssseessnsseensn 238
Various RECEIVING MEENOMS .........ceeeiuiiiiiiiieeiiiiieeeiieeeeitteeeeiteeeestaeeesteesesteeesseeesasseessasseessnsssssssseeesesssessssssessssseessnes 240
Saving Received Documents into the Machine (MemOory RECEPLION) ..uuuvreeereeerivrreerieesirreeeserenrreeesssessssreeessssssssneeesens 241
Forwarding the Received Documents AUtOMAtICAlY ...........ceeeiieeiiiieeriieiiiiee e s cecteeeeeseerrereeeeeearrreeeesssssnaeesesnnnsnnes 243
Checking Status and Log for Sent and Received DOCUMENLS ............cccccureerireiiiureeeseeeiieeeessessneeeeesesssssesessesssssnesessns 246
Sending Faxes from YOUr COMPUEEE (PC FAX) ....cccuuveerieeeiuieeeeeereiieeeeessessisreeeeseessssesesssssssssesssssssssssesssssnsssseesssssssnseees 248
SENAING PC FAXES vvvveeereiervrreeesreiissreeeeesaisseseesessasssssesssssssssssessssssssssssssssssssssssessssssesssssssssssesssssssssesssssssssneessssnnnne 249
USING INEEIrNEEt FAX (I-FAX) .eeeiieeurreeeeieieirreeeseeeitereeeseeasreeeeesssassreeessessssssesesssssssssessessassssessesssssesessessssssssessenssssenenses 251
SENAING I-FAXES 1evreurrrreeeereiirrreeseeeiisreeeeessissseeeseesasssssesssssasssssesssssssssssessssssssssessssssssssessssssssssseessnsssssesessnsnssssesesss 252
RECEIVING I-FAXES 1everreerrrreerreriirreeeseseeissreeesesaassssessessassssessssssassesessssssssssssssesssssssssessssssssessesssssssessenssssssessssnssnneens 259
PUrINTING ...ttt 261
PHiNtiNG frOM @ COMPULEET ........vviiieiieiiiiieeeeeecitteeeeeeeitreeeeeeeasraeeeeeseaasseeessesasssreessesasssseessesssssesessesssssseeessssnnsseneeses 262



CANCEIING PIINTS teevteeeereeeeireeesieeeesiseeesiiseesssaeessssaessssesssssssesssessesssessssssessssssssssssesssnssessssssessssseessssseesssssnsssssenes 264

Checking the Printing StAtus GNGA LOG veeiccueeeeerueeeriiuresriiueessssessessesssssseessssenesssseesssssssssssssssssssssssssssssessasessssssssssnneens 266
Various PriNtING MELROOS ........ccuiiiiiiiiiiiiiieiiiieeeeiie e seteeeectteesetteesstbeesessteesesbaeessstaessssassssseessnssesessseessssenssnsseesansens 268
Printing a Document Secured by @ PIN (SECUIE PriNt) vueiicieeeeerueeeeieeeeeseessssseessiseessssasssssesssssessssssesssssessesssnsssssenes 269
PriNting Vid SECUIE PHINT ciuuvveeeeeieeiveeeeeeeiiisseeeeessssssseesessssssssssesssssssssesssssssssssssssssssssssssessssssssesssssssssesssnsssssseees 270

Printing from a USB Memory Device (MemMOry Media PriNt) ....cccvveeeeeeeeirveeeeeeesiieeeeeesesssseseessessssseessssssssssesessnssssssess 273
SCANNING ...t 283
SCAN BASIC FEALUIES SCrEEM ....c.eeeeueereeerireeriteenteesteesstesastesseesseessseesssessseesseessseessseesssessseessseessseesssesseessseessseessseens 285
Basic Operations for SCANNING OFIGINaALS ............cocciivveeeeiiiiiiieeeeeeeiiireeeeeeeiireeeesesssssessesssssssssessessssssssessessssssseesensnes 288
Scanning and SAVING t0 @ COMPULET .uveiivveeirrueeisireeessiseeesssseeessseesssssesssssesssssseesssssssssssessssssnesssesessssssessssaeessssasssss 289
SaViNg Data to @ USB MEMOIY DEVICE .uuiivveeirireerrireeessiseeesiseesssssessssseesssssesssssessssssessssssssssssnssssssnssssssassssssesssssasesns 291
Sending Data by E-Mail/Saving Data to a Shared FOIAEr OF FTP SEIVET ...ccccuveeeevveeeriiueeessueesssneesssnesssseessssessssssnessnns 295
Canceling SENAING DOCUMENLS vevevureeirireeersisreesiseeessseesssssesssssesssssssssssesessssesssssesssssssssnssessssssesssssssssnssesssssesssssnns 305
Checking Status and Log for SCANNEd OFIiGiNAIS ....eeievureeriiurerriiueeeeieeesiiseesesseesssseeesssssessssseessssessssssassssssssssssssssssens 306
SCANNING CIEAIIY ....uvvieiiiieeeiitieeeetteeeeteeeeirteeeeiseeeesstaeessaaessssasanssessesssasaasstessasseessnsseessssesesssesssssseessnssasssssesesnnseneans 308
AdJUSTING IMAGE QUANILY cuvvreeeirreeririeeeeiteeeiiiteesesteesessreeesseseessesesessessssssesessssessssssssssssessssssessssssesssssesessnsesssnssnsssnns 309
AQJUSTING DENSILY 1evuvveeeeirreeeeirereeeireeeesseesesseeessssaeesasssesssssssssssessssssessssssssssnsessssssesssssesssassessssssesssssessssssesssssnessnns 310
Adjusting Sharpness When SCanning (SNArPNESS) cuiiccecvreeeeieeiiiineeeeessiisreessesssssseeessssssssssessssssssssesssssssssnessssssssseneees 311
USeful SCANNING FUNCLIONS .....coiiiiiiiieieiiiiiitieesieeiiteeeesseeiateeeeseesssateeessessssteeesssesssseeesssssssseneessssssssesesssssssssneesssnnnnnns 313
Enhancing the Security Of EI@CIrONIC FIlES 1iiiiiuireeeiieeiireeeeieeeirteeesseessereeessesssseeeesssessssneeessssssseneeessssnsssseessssnssnsess 314
Adjusting Balance between File Size and Image Quality (Data SiZ€) ..veeeeeervvreereererrrreereeririereeesessssreeesssssssnsessessssenns 317
CONFIGUIING @ FIlE NAME ..vvveeiiieeiuiieeerieeirteeeeseeeitreeeseeeesteeeeseessseeeessssasssneessssassseesessssssssesssssssssssessessssssssesessnnnns 318
Recalling Previously Used Settings for Sending/Saving (REcall SELHINGS) ..eeeevvreerrrrrerrerreernsreersnreeesssreessseeesssseessssseesss 319
SPECITYING E-Malil SELLINGS ©vvvveerreeerrreeerieiirrrreeeeeiirreeeeeeeiissreeseessssssessssssssssesssssssssssesesssssssesssssnsssssesssnsnssseessssnnnnns 322
Using Your Computer 0o SCan (REMOLE SCAN) ..........eeeereeeeivrreereeeirrreereesesreeeessessssreeessesssssseesssesssssaessssssssssessssssssnees 325
Scanning Documents from an APPHCALION ..uveeiieeccueeeereeeiiteeeeeeeeirreeeeeesesreeeeseesssreeeesessssessesessssssssesssessssnsesssnnnnnns 326
USING SCANGEAT MF ...vvveeeiieeierreeeeseeeiseeeeesssssseeeessesssssssesssssssseessessassssssessssssssssssessssssssessessnssssessssssssssessensnssesseses 328
Linking with Mobil@ DEVICES ... ssssss 330
Connecting With MOBIIE DEVICES ..........cceiieeiurieeiieiiiiieeeeeecitreeeeeeeetareeeeeessseeeeeeseansaraesssssssaseesessssssseessessssseeesennnes 331
Connecting via a Wireless LAN ROUtEr (LAN CONNECLION) «uvvvveeereeiirrreeeeeseisreeesessisssseessssssssesssesssssseesesssssssssssssnsnnns 332

Connecting Directly (ACCESS POINT MOTE) ..vvuuiiiruiiiiuiiiiuiiiiniriiniriiuiesiaestsmeresmssesnssssnsssarssssrssssrassssssssssnsssssssssssssannsss
Utilizing the Machine through Applications
USING AIFPIINT Loieuiiiiiiiiiiiiiiiiii ittt sttsesstaestssestssssesssssssssssessstessssnsssssssssssssssssssssssssssssssssssssssssssssssassssnssssnnsses

Printing WIth AITPIINT cevuuiieesiiiiiiiiirsieiesiiieriniererereriessenesstrssstrssssrasssrassssssessssesssssssssssssssssssssssssssssasssssssssssssssnsssses

SCANNING WIN AITPIINT 11tiuiiiiiiiiniiiiiisiitssiteusitatsiassestestasstasstnssssseassenssssssasssssstssssssssssesssssssssssssssnsssssssssssssansss

FaXiNg WIth AITPTINT ceuuiiuiiiiiiiiiiiiiiiiiriiiiiis ittt tasea st sasssasstaesassssssesssasssssssssstasssssssssssssssssssssssssnsssnssssssnsssns

If AIFPrINt CAnNOt BE USEA .evuiiuieniiiniiueieneetetneieueetneesereseernersnssssssessnsssnsssessnssensssnsssssnsssnsssesnssnsssnssssssnsssnsssnssnnes

Managing the Machine by the REMOte CONLIOl ............ccceeeiivveeeiiieiiieeeeeeeiireeeeeeessseeeeeesessssesesesesssssesesssnssssessessnnsses 353

Managing the Machine ... 356

SELLING ACCESS PLIVIIEYES .......vvvveeeiieeiiiieeeeiieitteeeeeeeirteeeeeeeestareeeeessssraeseeseessssaseesesssssseessessssssssessessssssseeessnssssnsessnnns 358
Setting the System Manager ID @Nd PIN .........eeeeeeceivveeeeeeeiiseeeeeessssesseesessssssseeesssssssssessessssssssessesssssssessesssssssssssenns 359



Setting the DepartMent ID MANAGEMENT ....ciiireerirueerieireeersseeeeiseeesssseeessssesesssssesssssssssssesssssnssssssnsssssasesssseesssssasess 361

SEttiNG @ REMOLE UL PIN ..iiiiiiuieeeiiireeeiteessiteessssseesnsesessssnessssessessessssssesssssssesssssssssssessssssesssssessssssesssssssessssnsssnes 367
LDAP SErVEr AULNENTICAtION 1evvuverreerreerireeriteesiteestessseessseesssesseessseesssessssessssessseessseesssesssessssesssessssesssseesssesssessses 369
Configuring the Network SECUFILY SELEINGS .......cccveiiiieeriiieeiiiieeeiieesesteeeesteeeeeteesesseeessnsesesssesesassesessssssssssenssnssenes 373
Restricting Communication bY USING FIFEWAIIS v.eciceeuureeerieeiiireeesieiiiteeeessessneeeessssssnseesssssssesessssssssssesssssssssseesssses 375
Specifying IP Addresses fOr FIFEWAIl SELLINGS .uvveiirvveerrveeersiseeesiieeesssseessiseessssseesssssesssssessssssnessssssessssasesssrasesns 376
Specifying MAC Addresses for FIreWall SELHINGS vevevvveerrrreeersrreeessrreeesieeesssseeessseesssssessssseessssseesssssesssssasssssesssnn 379
ChanNGing POIt NUMDELS .vveeieevrrreeeeeeetreeeeseeeiseeeeeessassreeseessassssessesssssssssssssssssssessssssssssssssssssssesesssssssssssessssssssneees 382
SELLING @ PrOXY teeeevrrreeeessersrreeeeessassseesessasssssessessssssssssssssssssssssessssssssessessssssssssessssssssesssssssssssssssssssssessensnssssesessnnns 383
Configuring the Key and CEertifiCate fOr TLS .u.uiiiieevreeereesriirereeesessseeeesssssssseesesssssssssssssssssssssssssssssssssssesssssssesessssnns 385
Generating the Key and Certificate for Network COmMmMUNICAtION ..eeevveerrrveeersrveersseeesssseeesssseesssseeessseesssnseesssnees 389
Configuring the Expiration Check Method for Received CErtifiCates ...cuuiiivuerrireereiieeereieeeessseeseseneessseesssssnesenns 392

Generating a Key and Certificate Signing Request (CSR)

Registering the Key and Certificate for Network Communication
CONFIGUIING IPSEC SETLINGS tvuvrirurirnirrinnirenirerueieressrtessieessrsssstasessssersssssessssssessssssssssssssrsssssasssssssssssssssssssssssssnsssans
Configuring IEEE 802.1X AUthentication SETtiNGS ......vviiiiuuiiiiiiiiiiiiiiiiiin ittt et e e s eeaae s s e seanassees

Restricting the Machine's FUNCLIONS .........covuiiiiiiiiiiiiiiiiiiiiiiriiiiriiiritiiireisstnssserssssrssssrasssssssssssessssssssssssssssssnssssrssssns

Restricting Access to Address Book and Sending Functions
Restricting Use of the Address BOOK .......cviiiiuuiiiiiiiiiiiiiiiiiiiiiiiii i e e eaaa s e raaa e ees
Limiting Available DeStiNatioNs ....cu.ciiuuiiiiuiiiiiiiiiiiiiieie et eaa et s et e s taa s ean s ebbeseabeseranssnes

Restricting the Fax SeNding FUNCLIONS tuuiiuiiuiiiiiiiiiiiiiiiiiiiiiiiisiaieistiistasenssissssseessinssssssassssssssssssssssssnsssnssssses
Restricting Printing from @ COMPULEE ...ciiuuuuiiiiiiiiiiiiiiiieiiiis it e it e e eaai s e ttaa s s e eaaas s eetassesseabasssssessnsssssssanes
LRy g et o T 1Y = 3 U g T o N
[DIISE=T o] 1T To o I I N o o] o Yo 00T o1 ToF= Lo o o N
(D1 1SF= T o] T o N 2= o o = U N

Increasing the Security Of DOCUMENLS ........c..iiiiiiiiiiiiiiiiiiiiiii e st raesease s e b s e ebsseebseseasssens
Generating @ Device SigNature KBY ..iiuiiiiiieiiiiiiiiiiiiiiiiiiiiiii et re st et st saaseaseaesasssrsessssesssrnesrnnes
Managing the Machine from a Computer (Remote UI) ..........cceuiiiiiniiiiiiiiiiiiiiiiiiiiii it eaa e aaaee
1S =TT o T =T g T} = )
Checking the STatus @Nd LOGS ..icuuiieuiiiiuiiiiuniiiiiiiiiiiiiu ettt etusetusetasstaestanesesseseessssessssesssserssserasssransssanes
Setting Up Menu Options from REMOLE UL ..u..iiiuiiiiiiiiniiiiiiiiiiiiiiiiisiiis et seii et s e s e s eansesaesssssssesnssesnssenanss
Registering Destinations from REMOLE UL .....iiuuiiiuiiiieiiiieiiiiiiiiiiii ittt staesraiseansesnsesasssessssessssennsserassses
LYol 8120 o 1P
IMporting/EXporting the SEtting Data ...c.ciieeeiieeiiiruiiiiiiiiiiiieriereiiretsertaerern et setessstasssrsnsssnnssssssssessssessssannsss

Updating the FIFMWAIE ..........cooiiiiiiiiiiiiiiiiiiiiiii e et e e s e e b s e e raaa s s e s eaaaesseraasassenes

INItialiZING SELEINGS ...uuviiiiiiiiiiiiii i e e e e e s e e e e ba s e e raaas

SELING MENU LISt ........ccoooooo st 456

SPPEFEIENCESS .....uuvvreiiiieeieeeeteeeeeeeteeeeeeeeesesaassssssssssssseasassssesseeeeeeesseeessssssssssssssssssssssssssssssseeeeseeseessensesssssssssssssssnssnnns 457
<DISPIAY SEEINGS™ 1eruvrerreureerrrrreerereeessiseeesssseesssseesssseessssseessassesssssssessssessssseessssseesssssessssssessssseessssesssssseessssesesss 458
<ENQGIISh KEYDOAIT LAYOUL> ...uuvvrreerieeiirreeeseeeieteeessesesrneeesessssssssessessssssesessessssssesessesssssessssssssensessssssssnseesssnsssnees 463
STIMEI/ENEIQY SEIHINGS™ 1uuvrrereeeeeiirrreeseeeeirrreeeseesssreeessesasssesessesasseessssesasssssessssssssssesesssssssssessssssssssesssnsnssssesessns 464
SINEEWOTKS 1rvveiieeeireeeesieeisteeeeeeeesareeeeseasseeeeessaasssseessasansssseseesssssssessessssssesssessssssssessesassssesssssnsssnseessnsnssseeesensnnnns 469



<SAJUSEMENT/MAINTENANCES ......veiiiiieeiiiieieiieeeeiteeesieeeesteesssseeessssaessasteesssssesssssesssssseessssesssssseessssssssssseessssssessssees 486

<AJUSt IMAGE QUANILY> wveeeeirrreieiieeiiirieeeiiteeeeiteessssaesseseesessseesasseeessssaessssesessseesssssesssnssessssssesssssesssnssesesssenesssenes 487
SMBINEENANCES ..vverveerireerireerterstersreesaseessseestessseessseesasessssessssessseessseesssessssessseessseessseesssessssessseessseessseesssesseessses 497
SFUNCEION SELLINGS> ....veeiiiiieieiiieeiiitteeeiteeesitteeseteeeeesteeaeseeesastaeeasteesasseessassaessnstessssesssnssessssssaesssenssnseessssseessssenes 499
SCOMIMON> uuttevterreesiseesseesssessssessssessseesseessssesssessssessssessseesssessssessssessseessseessseessseesssessseessseessseesssessssessssesseessses 500

B o] o) 505
CPFINEEI™ rttveteerteeseerseesareesiseesteesseessseessaesseesseessseessseesssessssessseessseessseesssessssessseessseesssesssseesssessseessseessseesssesssees 507
SN tuuveeeeeureereiureerssteesarressasreesaseaesansteeasssaesessteesansaessnsees s seeesanseee s s b e e eaa st ae s n b e e e e abeeeeRe e e e e raee e nreeeesaeesarneens 553
CRECEIVE/FOIWAIT> .uuvreerureerasureeresseeessseesssneeesssseeessseessasseessssseesasseeesssseessssseessnseessssseessssseesssseessasesssssseessnseessss 566
SSTOTE/ACCESS FIlES> 1eiuuririerreereiteeesirteeesiteessitreesesteesasseessssseesssseeesssseessssseessseassssseessasseesssssessssseeesssseessssseessssees 572
SSECUNE PIIME> 1eeiuteeieereeerereerreesteeseeeestesrtesseesaeeesseesaseesbeesaseesaeeeaneesaseesaseesaneesmseeeneesneesareesaseesnsessneesannesareesane 581
<@L DESEINALION ....eeiiiiiiieiiiieete et e et ee st e et e et e et s e st e s st e s ae e e mee s nee s s e e s s st e en st e s se e s nae s neesaneeenreesnseesnaesaneesneesanes 582
<MANAGEMENT SELLINGS> ..eeieeuviieeeeeieiitireeeeeeiitereeseeeirteeeeeeseisraeeeseesssraeessesassseeeessesasssneeesssssssraeesssnssssseeessnsnssneeesans 583
LYY Y Y0 T T 1=Y T o RSP 584
<DEVICE MANAGEITIENTS ....uuuvveeeeeeeirrreeeeeeesrreeeseesssreeesessssssssessssssssssessssssssssssssssssssssessessssssssessssssssssessessssssseessnnnnns 585
<License/Other>/<Remote UI Settings/UPdate FirMMWAIE™ ......ccicveererrueersseeesssreeesssseeessseesssssesssssaessssesssssssessssaeesns 589
<DAtA MANAGEMENTS 1eeeiieeiirrreeeeeeeirrreeeeesesreeeesssssssreeessesasssssesssssssssssessssasssssesssssssssssesessssssssessessssssssesssnsssssssssnans 591
CSECUNILY SELEINGS™ 1uuvrrreeerrreirrrreeeeersisreeeeesessssreesessssssssseseesssssssessesesssssssssssssssssessessssssssessssssssssesssnsssssssessenssssnsens 593
MAINTENANCE .........oooio st 596
LY [T o] LT 1 T T TSRS 598
ClEANING thE EXLEIION 1uvvrreeeereeirrereeeeesiisereeeesessssreeseesssssssesssssssssssesssssssssssessssssssssesssssssssssessesssssesessessssssessssnssssnseses 599
ClEANING the PIAEN GIASS .uvvveerireeirrreeeereeiisreeeeesessseeeeesssssssssessssssssssssssssssssssssssssssssssssessssssssesesssssssssssessssssssssssnnnns 600
ClEANING thE FERAET ..uvvrerrieeiirreeeeeeeeiirrreeeeesesrereeseesssressessesssseasssssssssssssesessssssssesssssssssessesssssssesssensssssnesssesssssnseses 601
Cleaning the FIXING ASSEIMDIY .u.ueieicccirereeeeeeiieereeeeeerssreeeeesssssssessessssssssessesssssssssesessssssssssssssssssssssessssssssssssasssssssss 604
Cleaning the Transfer BEIt (ITB) v...icccvvveeeeereeeiureeeeessesseeeeesesssssseessesssssssessessssssssssssssssssssssssssssssssssssssssssesseessssassees 605
RePIacing the TONEK CArtFIAgE ......ccueeiriuvieiiiireeiiiireeiiteessiseessiseeessseessssseessssesessssessssssaessssseessssaessssessssssesssssnnessseees 606
Checking the Remaining AMount of CONSUMADIES ...........ccccuveiiiiieeiniiieeinieeeeiieeesiteessisresssseesssssnessssesssssesssssenessnes 613
ReIOCAtING the MACKINE ......ccoiiuiiiiiiieeiiiteesceeeecteeesree e setee e e rtee e sbeeessbaeessstaeessseeessssaeesasbasesnsseesssteesssseessssnessnseees 614
Adjusting IMage QUANILY ........ceeiuieiiiiiieiiiieeiiieeesiteeeeiteesereeeesteesessteessseeessssaesssssaessssesssnssessssssnessssenssnsseesssssnessnns 616
AQJUSTING GrA0ALION 1eeeeuvrreieireeeeiieeesiteesessaesesseesssesesasseesssssesssssesessssessesssessssssessssssessnssessssssessssssssssssessssssnssssenes 617
COrrecting "PriNt COlOr MISMAtCR" ...viiicueeieieeeeeireeesiiteeeessteessssressesseesessssessssesssssseesssssnessnsessssssssssnssessssssesssssenssnnns 622
Adjusting Values for Text Color REProAUCIDINILY vevevuueererieereeieeresiteeieieeeesiseesesteesesseesessseessnseessssssessssessesssesssssnsssnn 623
AJUSTING PHINE POSITION 11vuvveeieitieeieiteeeseiteeeeeitteseieeessseeesssseessassesassssssssssessssssesssssssssesssssssssessssssssssassassssssnssnsseneens 625
ViIEeWINg the COUNLEI VAIUE ..........ceiiiiieiiiiieieiiteeceieeeesteeeeitteesetaessesteessesteesenbesesassaesensesesessessssssaesssssesssnsseesnssanesanes 627
PriNtiNg REPOIES AN LISES ..eeeiiiiiuiiiieiiiiiiiieeeeesiiitteeseesiitaeeeseseiuseeeessessssraeeessssssseseessssssseneessssnssenesssssnsseneesssnnsssnneees 629
CONSUMADIES ... .oeiiiiiiiiiiitieeeiteeeette e st teestteesesteeseubee e e sbeessseeeseusaeessasaessaseaesssseeesansaeesnsaesssssaesanseeessnseesssnsaesssneees 634
Troubleshooting (FAQ) ... ssss st sssss st ssssssnns 637
APPENAIX ...ttt sss st 639
TRIFA PArty SOFEWAIE ......c.ceeiueeeireirieenteritesiteeesseesteessessssessstessseesseesssessssessseessseessseesssesssessssessseessseessseesssessssesssees 641
FEAtUIE HIGRIIGNTS ...eoiiiiiiieiieieeeee sttt st st b et s e s b e st st e s st e be s e e sab e s bt e b e e besmae s st esbesasesnnanne 642
GOING Green aNd SAVING MOMNEY ..eiicveeeeiuieeieireeeeeiteeeeiteeseiseeeseseessssesssssesesassesesssssessssessssssessssssessnsessssssesssnssasssns 643



IMPFOVING EffiCIENCY teivvrreeirrteeeiiitrersiteeisieeseeiteesessaeesesseeesssnesssssssssssessssssessssssesssssesssssessssssessssstessssseessnssesssnenes 645

GOING DIGILA 1eereevreereirrreeeirereesireeeesreeeeiseeeesisaeessseeesssseesssssesssnssessassssssssseeesssessensssessnsessssssessssssssssnssessssssessnnseneens 647
SO MUCH MO 1evteiiierteerieeeieeetesseteesttesseesseessseesssesasaesseesbeesaseesssessssessaessseessseenssessssessseesseessseesnseenssesssesnsees 649
STz oL | [ L[+ L3RS 651
IVIEIN UL cuveeeuteenterereeseseessseesseesstessseesaseessessseessseessseesasessssessssessssessseesssessssessssessssessseessseessseessessssessseessseesssessne 652
FEEUET wveiurererrerireerireerteesteesseesaseesseessteessteassaesseesaseessseassseesseesseessseesssessssessseessseesnsesssessssessseessseessseesssessssennse 655
AVAIIADIE PAPET weeeieurieeeeiiieeeiieeeeiteeeeitteeeeseesessteeeeseeeeasaessasseessasssesansasesassessssssssssssesessnsesssssseessnssesssnseeessnsenesnne 656
FAX FUNCHON 1vtttetrtereireeeereeeesseesessteessiseesssnseessseeesanseessasseesassssessnsesesssseessssseesssseesssseessassesssssseessseessssseessssneesss 659
SCAN FUNCEION teruvreererreereureeesssreesesseeessuseesssseeessaseesssseessassesssssssessnsesesssseesssseeesssseesssseessnseessssssessssesssssseessssaeesss 660
PrINEEI FUNCHONS .vvetreureerrreeessreesesseeessseesssseesssseeesssseessassesssssssesssesessseessssssesssseessssseesssssessssssesssnsesssssseessssasesss 662
MaNAGEMENT FUNCHIONS 1evuuvreereireerssureersieeesssseesssseesssssesssssssessssesessseessssssessssesesssssessssseesssssasssssssessssasesssaesssssnesss 665
SYSTEM ENVIFONMENT 11veeiieeiurrreeeeeeerereeeseeassrereesessassseesssssassssesssssssssssesssssssssssessssssssssessessssssesssesssssssessesassssseessnnns 667
NETWOTK ENVIFOMIMENT 1eeuuteeeureeereerireerireeseeessteeaseesaseesseesseesssesaseesaseesaseessstessssesseesaseesaseessseesnseesnessnseesaseessseessnens 669
[0+ o T3P 670
OPLIONAl EQUIPITIENT 1..uvtvrreeesieeitrreeeseeeiereeeeessesssreeseesasssssesssssssssesesessasseseesesssssssesssssasssssessessssssseessessssasesssssnsnns 671
SYSTEIM OPLIONS uuuvrrreerreeiirrreeeeeesirsrreeseesasssseessssssseseessssasssssessesasssssssssssasssssessesassssseseessssssssssessssssssessessnsssssessnnnns 672
ManUAIS aNd THEIF CONEENLES .......cervueiriterrierrierirtesereestesstessseesaseesaseeseessstessstesasesssessseessseessseessseesnsesseessneessseesnses 674
USING USEI'S GUITE .....vveeeieeiirieeeeieriitteeeeeeesiseeeeseesassseeseesesssssasessssssssssessesssssssssesssasssssessesssssesssssssssssssessesssssssesssnnnnns 675
SCreen LayOUt OF USEI'S GUIE vuvveerereirrereereesiirreeeeeesessseseesessssssseessssssssssesssssssssssssssnssssssssssssssssssessessssssssssssssssssesss 676
VIEWING USEI'S GUIAE veeeeeeeurrrrereeeeiiureeeeeessisseeeeesssssssssesssesssssssssssssssssssssessssssssesssssssssssssssssssssessessssssssssssnssssssssnans 679
BasiC WINAOWS OPEIAtiONS ..........ccceeeivveeeiieeiireeeeeesiiseeeeesessssseseessssssssssssssssssssssesssssssssssessssssssssssesssssssssessnssssasessnnns 680
INOTICE ..eeeeureeeiierteeeiteertee et e e st e eettesbeesbeesateesute e st e sasaesaseesas e e ss e e ssesasaesaseesase e aseessseaasbesasaesaseenaseessaenseesasaesnsaesasnans 688

VII



Setting Up

Setting Up

SEUEING UP ..ottt R 3
MAIN FUNCEIONS ...c.eeiiiiiiiiieiiteeiteett ettt e st e st e st e et essbee s bt e s b e e s s b e esabe e saessseesssaesasaessseessesasaesnsaesnseesnsessnsessnees 4
Preparations ReQUINEd BEFOI@ USE .........cccuvvieiiiriiiieieiiniiirieeeeensiireeeessssnreeeessssssseseessssssseseesssssssssessssssssnneesssssnnns 6
Preventing UnNauthoriZed ACCESS ...ttt rrer e et e e e seeeeesssseesssesssssssnnssssnsssnnnnns 8
Setting Up UsiNg the SEtUP GUITE .........coouieriieiiieiieeeeeeete ettt st s e st e s s ee s e s reesbeesaseesmeessmeesanees 10
SEttING the DAt@/TIIME ......oeiiiiiiiiiiiieiritee ettt e e sttt e s sttt e s sabeessssbeessbeeesssseesssseaessssseessssaessasseesssssaessseeesssaesssnses 13
Setting Up the Network ENVIFONMENT .......ccocuiiiiiiiiieieeieneeereeee et srte st s e s ssee s ree s e s ne e sreesmeessmeesnees 15

Selecting Wired LAN OF WIreleSs LAN ..ccuuiiiriiieerriieerniiee sttt eesireesenteessseesssnseessseesssnseessanseessssessssssessssssasssnnes 17
CoNNECLING 10 @ WIFBA LAN .neiiieieitieieitee ettt ettt s et e s et e s eree e st e e s st e e s s saeesnsee e s nseeessnseesenneeessnseesssnseessnneees 18
CoNNECtiNG 10 @ WIFIESS LAN eiiiiiiiiieiiiiiittee ettt ettt e sttt e e s e et e e s seesre e e e s s seasreeeesseenssaeeesssannnneneess 19
Setting Up Connection Using WPS PUSh BUttON MOE ......cocueeeierriereuierieenieenieeseeeeneesreesreeseessseessneenas 21
Setting Up Connection Using WPS PIN COE MOTE ....cceeueerrireernereerirteesereeeesnreessseeessseesssnseesssseesssnseeess 23
Setting Up Connection by Selecting a Wireless ROULEN ........ccciiiiiiiiiiiiiiiiiiiiiiiiiiiitceecee e 25
Setting Up Connection by Specifying Detailed SEttNGS .....cccveeeerrerrrerieerree et snee s 27
Checking the SSID and NETWOIK KEY ....cievveieieriieriiierireeniieeniesssessseessseessseessessssessssessseessseesssessssessssesssaens 30
SEHLING IP AGGIESSES eeruviiriieeieenteerteeittesittesteesteesstesestesabeessseessseesssessaessaessseessseessseeassesasaesseesnseenssesnssessssens 31
SELLING IPVA AQAIESS .evveiircureeriireeisieeersireeessteeesireeesssseeesasesssssseesssssessssseessssseessssasessssssssssssessssseesssssesssssees 32
SELLING IPVO AGUIESSES ..eieureiiiiiirieriteeiiteesteestesereessteestessseessseessbeesseesssessseessaessseessseesseessseessseesssessssesssees 35
VIEWING NETWOIK SEHINGS .veieveierieririeriieerieenieritessteessteesteesstessseessseesseesssessssesssaessseessessssessssesssaesssessssessssesns 38
Configuring Settings for Communication With @ COMPULET ......eciiiiiiiiiiiiiiiiiitieee e 40
Configuring Printing Protocols and WSD FUNCLIONS ....c.cevieeriieerriierieereenseessieesreesreeseessneessneessneesneesanes 41
CONFIGUITNG PrINTEI POITS weiiiiiiiiiiiieeciteeeitteeeite e st te e sttt e s sbte e s bt e s sbteesenbeeesenseesenneeesenseeesnseessnneeessasaessnns 44
SEHLNG UP PIINT SEIVET c.eiiiiiieeeieecte ettt ettt st sre e ste e stessatessatesbeesaeessaee s seessseesasaesasessneessseessseesnses 48
Configuring the Machine for Your Network ENVIFONMENT v..ccuveeiriveeiniieeeniiieeensieessineesssseeesssseesssssessssnesssssness 51
ConfiIgUuIING EthernNet SEHINGS couvveeierrierieiteeectte ettt e eeite e st e e steessreeesnreessseeesenseeesenseesssnaeesenneeessnseessane 52
Changing the Maximum TransmiSSION UNIt ....cceveiiiiiiiiiiiiiririeeiieeeeeeeeeessseesssesssssssnsssnsssneesseeeeessessssssssens 54
Setting a Wait Time for Connecting t0 @ NEIWOIK ...c.c.eevvveririireierireerieeeee et et sree et esee s reesneesaneeene 55
CONTIGUIING DINS ..eetieieeite et sctee st eteest sttt s bt e sbeesabeessteesabesbaesasaessseessseestessaesasaesnseessseessessssesseesseens 56
CONFIGUITNG SIMB .cniiveiiiiieeiiieeeesireessiteessbeesssiteeessaeessssteesassaessssseesssssessssseesssssessssseeessseessssseessssseessssneens 60
CONTIGUIING WINS ..etiiiteeeteietesetee st e steestessttessteesabeesaeessseessbeesasaessseesssessseessaessseesssessssessseessseessseessesssees 64
REGISTEIING LDAP SEIVELS ..vtiiiirieiiieeeiiiieeesiteeesisneesssneesssesssssseesssesessssesssssseessssasesssssessssseessssssessssaeesssaees 66
Monitoring and Controlling the Machine With SNIMP .......cccciiiiiiiiiriiieiiieeeree et eereeessreesseeessseeesane 71
Other NEtWOIK SEHHINGS ..uvvvieeiiiriiiieeeeiriiieeeeeisiirrteeeessssreeeessssssseessssssssseeesssssssseesssssssssessssssssssesssssssrsnns 75
INSEAIING DIIVELS ...c..uviiiiiiieiiiiiee ittt ceste e s sree e s stee s ssbaeessbaeesssbaee s abaesssaaesssbaeessstaesssseaesssseesssaessssseessssseesnssens 79
Configuring Initial Settings for FaX FUNCLIONS ..........c.cccoiviiiiiiiiiiniieeinireessieecssree s ssireessssaeessvaeessssessssssassssneesns 80
Deciding Which Fax RECEIVE MOTE 10 USE ...uvieirvureeiiiirieiiieeennieessineessiseeesssseesssseesssssesssssnesssssesssssssessssssessssanes 81



Setting Up

Registering the Fax NUmMbBber and UNIt NAIME ....iiiiiieeiiiieeiiiieeenieeseseeesssieeeessnessssseesssssesssssnssssssesssssesssssnsesns 82
Selecting the RECEIVE MOTE .....uviiiiiiiiiiiieiiireesrire et e e ssire e sssireessabae e s sateessabaeessasaesssssaesssssaesnssassssssasssssanesssens 83
CoNNECtiNg the TEIEPNONE LINE c.uuviiiiiieiiiiieeiiiteesrieessre e ssiee e s sreesssaaeessbaeesssaaessssseessssaessssnesssssesesssseessssseenns 84
CONFIGUIING SCAN SEELINGS ....coivviiiiiiiiiiiieeieitee st esre e sste e e sstreesssbaeessbaeesssseessssseesssaeessssseessssaeesssseessssseesssseeenns 85
Preparing to Use the Maching @S @ SCANNET .......iiiviiiiniiieeinieeeiniteessteeessnreessssseessseeesssseessssseessssaeesssseesssssaeess 86
Procedure for Setting to Send E-Mail/Send and RECEIVE I-FaX ...ccccverriireerieeniieniteneeseee e see e s 87
Configuring BasiC E-Mail SETLINGS .eecvverrveerrieeriiirrteritenieessieesiseessessseessseessseesssesssesssesssaessseessseesssesssessnes 88
Configuring E-Mail/I-Fax COomMmMUNICAtioN SELHINGS tivvvveerriveerrireeriieeersireeessneesssneesssseesssseesssrssessssnesssnnees 91
Procedure for Setting a Shared Folder as a Save LOCAtioN ......ccocveeiriiieiiiiiiniiieiiiteenite et 95
Setting a Shared FOIAer as @ SAVE LOCAtION ...ciciervviirvieerieisierireerteesieestesseeseseessseessessssessseessseesssessssesns 96
Procedure for Setting a FTP Server as @ Save LOCAtioN ........uiiiiiiiiiiiiiiiiiiiiiee ittt e e 99



Setting Up

Setting Up

8052-000
Before using the functions of the machine, the environmental conditions must be set in advance. To begin with, check

the sequences of flow required to complete the setup, and then perform the actual settings. ©Preparations Required
Before Use(P. 6)

NOTE

e The functions installed on the machine vary depending on the model you purchased. Before using the
machine, see ©Main Functions(P. 4) and check the available functions.

Configuring Initial Settings of the Machine (Setup Guide)

e You can easily configure the initial settings required to use the machine, such as date, time, and network
settings, by following the on-screen guidance. ©Setting Up Using the Setup Guide(P. 10)
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Main Functions

8052-001

This manual covers all the functions of the model series you purchased. Before getting started, check which functions
are available on the model you purchased.

/ : With function — : Without function

Function MF657Cdw MF655Cdw MF651Cw
v v v
Print '/ /
Fax — —
Scan

2-sided printing

ANERN
AN

Forward received faxes

Send scanned data (e-Mail/SMB/FTP)

Wired LAN connection

Wireless LAN connection

USB connection

Remote UI

Keys and Certificates

ANEANEA N NI NI N NI NI NI N NN

ANEANE NI NI NI NN
ANER NN NI NI

Linking with Mobile Devices

v

Display Touch panel Touch panel Touch panel
Feeder / Platen glass cover Feeder (2-sided scanning)| Feeder (1-sided scanning)| Platen glass cover
Default System Manager ID 7654321 Not specified Not specified
Default System Manager PIN 7654321 Not specified Not specified

Department ID Management / / /
Application Library / / /

TELEPHONE 6 KIT Optional — —
Barcode Printing Kit Optional — —
Send PDF Security Feature Set Optional — —
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NOTE

e For the available driver types, see the User Software CD-ROM/DVD-ROM supplied with the machine, or see
the Canon website (https://global.canon/).

LINKS

OViewing User's Guide(P. 679)
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Preparations Required Before Use

8052-002
Set up the machine following steps 1 to 5 in order. For more information about a particular step, click on the link to go

to the corresponding section. In addition, to use the machine safely, also check ©Preventing Unauthorized
Access(P. 8) .

Step 1 (Osetting Up Using the Setup Guide(P. 10)

by

v

Step 2 (Osetting Up the Network Environment(P. 15)

Configure the network settings that are not covered in the Setup Guide. If you do not need
to use the Setup Guide, configure the network settings from here.

[k
\ W 4

Step 3 CIlnstalling Drivers(P. 79)

°‘i;1

k4

Step 4 (OcConfiguring Initial Settings for Fax Functions(P. 80)
k4

Step 5 (©Configuring Scan Settings(P. 85)

TIPS
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Setting from the Remote UI

e When the network environment settings are complete, you can efficiently set the machine from a computer
using Remote UL ©Starting Remote UI(P. 427)

Importing data from another machine to save time

e Aslong as the model is the same, you can save setting data registered on another Canon printer/
multifunction machine to a computer (export) and load the setting data to this machine (import). ©
Importing/Exporting the Setting Data(P. 448)
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Preventing Unauthorized Access

8052-003

This section describes the security measures on how to prevent unauthorized access from the external network. This is
a must-read for all users and administrators before using this machine, other printers, and multifunction machines
connected to the network. In recent years, a printer/multifunction machine connected to the network can offer you a
variety of useful functions, such as printing from a computer, operating from a computer using the remote function,
and sending scanned documents via the Internet. On the other hand, it is essential to take security measures to
reduce the security risk for information leakage, as a printer/multifunction machine has become more exposed to
threats, such as unauthorized access and theft, when it is connected to the network. This section explains necessary
settings you need to specify to prevent unauthorized access before using a printer/multifunction machine connected
to the network.

Security Measures to Prevent Unauthorized Access from the External Network
Assigning a Private IP Address(P. 8)
Using Firewall to Restrict Transmission(P. 9)
Specifying the TLS Encrypted Communication (P. 9)
Setting PIN to Manage Information Stored in the Multifunction Machine(P. 9)

Assigning a Private IP Address

An IP address is a numerical label assigned to each device participating in a computer network. A "global IP address" is
used for the communication connecting to the Internet, and a "private IP address" is used for the communication
within a local area network, such as a LAN in the company. If a global IP address is assigned, your printer/
multifunction machine is open to the public and can be accessed via the Internet. Thus, the risk of information leakage
due to unauthorized access from external network increases. On the other hand, if a private IP address is assigned,
your printer/multifunction machine is closed to a local area network and can be accessed by only users on your local
area network, such as a LAN in the company.

N

| Y | | e

L= o= Sl S
NErnet, a ermet s oenen

P L\’;‘ | Router L‘\—;

] o - L N

B !

Global IP Address Private IP Address
Can be accessed from the external network Can be accessed from the users within a local area network

CELEEEE LT

Basically, assign a private IP address to your printer/multifunction machine. Make sure to confirm the IP address,
assigned to the printer/multifunction machine you are using, is a private IP address or not. A private IP address is
found in one of the following ranges.
mRanges for Private IP addresses
From 10.0.0.0 to 10.255.255.255
From 172.16.0.0 to 172.31.255.255
From 192.168.0.0 to 192.168.255.255

For information on how to confirm the IP address, see ©Setting IPv4 Address(P. 32) .

NOTE

e If a global IP address is assigned to a printer/multifunction machine, you can create a network environment
to reduce the risk of unauthorized access by installing security software, such as a firewall that prevents
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access from the external networks. If you want to assign a global IP address to and use a printer/
multifunction machine, contact your network administrator.

Using Firewall to Restrict Transmission

A firewall is a system that prevents unauthorized access from the external networks and protects against attacks/
intrusions to a local area network. You can use a firewall on your network environment to block access from the
external network that appears to be dangerous, by restricting communication from specified IP address of the
external network. The function installed to a Canon printer/multifunction machine enables you to set up the IP
address filter. For information on how to set up an IP address filter, see ©Specifying IP Addresses for Firewall
Settings(P. 376) .

Specifying the TLS Encrypted Communication

For information on the TLS Encrypted Communication, see ©Configuring the Network Security Settings(P. 373) ,
and on the procedures to specify, see ©Configuring the Key and Certificate for TLS(P. 385) .

Setting PIN to Manage Information Stored in the Multifunction Machine

If a malicious third party attempts to gain unauthorized access to a printer/multifunction machine, setting PIN to
information stored in the machine will reduce the risk of information leakage. Canon printers/multifunction machines
enable you to protect various type of information by setting PIN.

mSetting PIN to Each Function

Setting PIN for Using Remote UI
For more information, see ©Setting a Remote UI PIN(P. 367) .

Setting PIN for the System Manager Settings
For more information, see ©Setting the System Manager ID and PIN(P. 359) .

Address Book PIN
For more information on setting a PIN, see ©Restricting Use of the Address Book(P. 413) .

Listed above are some examples of security measures for preventing unauthorized access. For more information on
the other security measures, see ©Managing the Machine(P. 356) and take necessary security measures for
preventing unauthorized access to suit your environment.
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Setting Up Using the Setup Guide

8052-004

When the machine is turned on ( ©Turning ON the Machine(P. 117) ) for the first time, the Setup Guide starts up to
assist you to configure the initial settings of the machine by following the on-screen guidance. In the Setup Guide, the
setting screens are displayed in the following order.

Step 1 Setting the Display Language and the Country or Region

Set the language to be displayed on the operation panel screen or in reports, as well as the
country or region where the machine will be used.

1 Select alanguage.
2 Select <Yes>.

3 Select a country or region.

Step 2 Setting the Date and Time

Adjust the machine's date/time.

1 Select atime zone.

NOTE:

What is UTC?

Coordinated Universal Time (UTC) is the primary time standard by which the
world regulates clocks and time. The correct UTC time zone setting is required
for Internet communications.

2  Enter the date and time, and select <Apply>.
Tap the entry field, and enter the date and time.
Step 3 Setting the Security

Specify the basic security settings to prevent unauthorized access to the machine.
W For MF657Cdw

1  Select <Yes> when using the Remote UL,
If you select <No>, the Remote UI settings are not configured, and the Setup
Guide proceeds to step 4.

2 Select <Yes> when using System Manager mode.

If you select <No>, the System Manager ID settings are not configured, and the
Setup Guide proceeds to number 6 in this step.

You can also set the System Manager ID and PIN later. ©Setting the System
Manager ID and PIN(P. 359)

Enter the System Manager ID, and select <Apply>.
Enter a PIN, and select <Apply>.

Enter the same PIN, and select <Apply>.

G B~ W

Select <Yes> when using General User mode.

10
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If you select <No>, PIN is not set, and the Setup Guide proceeds to step 4.

You can also set the access security measure of the Remote UI later. ©Setting
a Remote UI PIN(P. 367)

7  Enter a PIN, and select <Apply>.

8  Enter the same PIN, and select <Apply>.

B For MF655Cdw / MF651Cw

1 Select <Yes> when using the Remote UL

If you select <No>, the Remote UI settings are not configured, and the Setup
Guide proceeds to step 4.

2 Select <Yes> when using General User mode.
If you select <No>, PIN is not set, and the Setup Guide proceeds to step 4.

You can also set the access security measure of the Remote UI later. ©Setting
a Remote UI PIN(P. 367)

3 Enter a PIN, and select <Apply>.
4 Enter the same PIN, and select <Apply>.

Step 4 Performing the Color Adjustment

To achieve good copy quality, adjust the gradation.

1 Select <Yes>.

If you select <No>, color adjustment is not performed, and the Setup Guide
proceeds to step 5.

2 Check that the size and type of paper displayed on the screen is loaded in the
machine, and select <OK>.

3  Confirm the procedure, and select <Start>.

¥ An adjustment image is printed.
Open the feeder after the screen displayed during printing is closed.

5  Place the adjustment image on the platen glass.

Place the adjustment image with the print side facing down and the black
stripe toward the back side of the machine.

@

6  Gently close the feeder.

7 Select <Start Scanning>.

% Adjustment starts.

11
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When adjustment is complete, remove the adjustment image from the platen
glass.

Step 5 Setting the Wireless LAN

Configure the settings to connect to the network using the wireless LAN.

1 Select <Yes>.

If you select <No>, wireless LAN is not set, and the Setup Guide proceeds to
step 6.

2  Select the network with a matching SSID.
3 Enter the password (network key) and select <Apply>.

4  Select <Close>.

For more information about the wireless LAN settings, see ©@Connecting to a
Wireless LAN(P. 19) .

Step 6 Viewing Application Library

The one-touch button referred to as "Application Library" is provided in the Home screen. You
can read the description of each function.

1 To finish the Setup Guide, select <End>.

% When the Setup Guide is complete, the Home screen appears.

12
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Setting the Date/Time

8052-005

Set the date and time for the machine. The date and time are used as the reference for the functions specifying the
time, therefore, they need to be set accurately.

Setting the Time Zone(P. 13)
Setting the Current Date and Time(P. 13)
Setting the Daylight Saving Time(P. 14)

Setting the Time Zone

If the time zone setting is changed, the values set in <Current Date/Time Settings> are also changed accordingly.

1 Select <Menu> in the Home screen. ©Home Screen(P. 126)

2 Select <Preferences> » <Timer/Energy Settings> » <Date/Time Settings> » <Time
Zone>.

3 Select the time zone.

NOTE

What is UTC?

e Coordinated Universal Time (UTC) is the primary time standard by which the world regulates clocks and
time. Time differences exist depending on the country or area where the machine is used. The correct UTC
time zone setting is required for Internet communications.

Setting the Current Date and Time
1 Select <Menu> in the Home screen. ©Home Screen(P. 126)
2 Select <Preferences> » <Timer/Energy Settings> » <Current Date/Time Settings>.

3 Enter the date and time.

Tap the entry field, and enter the date and time.

13
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4 Select <Apply>.

€ IMPORTANT

Set <Time Zone> before setting the current date and time. If the <Time Zone> setting is changed later, the
current date and time are also changed accordingly.

NOTE

e The display format of the date and time can be changed, respectively.
<Date Format>(P. 465)
<Time Format>(P. 466)

Setting the Daylight Saving Time
If daylight saving time is enabled, specify the dates from which and to which daylight saving time is in effect.

1 Select <Menu> in the Home screen. ©Home Screen(P. 126)

2 Select <Preferences> » <Timer/Energy Settings> » <Date/Time Settings> » <Daylight
Saving Time Settings>.

3 Select <Off> or <On> in <Daylight Saving Time>.

When you select <On>, select <Start Date> and <End Date>, and set the month and day for each item. To set
the day, specify "what day of which week."

4 Select <Apply>.

14
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Setting Up the Network Environment

8052-006

When connecting the machine to a wired or wireless local area network (LAN), you need to set an IP address unique to
the selected network. Select "wired" or "wireless" depending on your communication environment and networking
devices. For specific IP address settings, contact your Internet service provider or Network Administrator.

€@ IMPORTANT

If the machine is connected to an unsecured network, your personal information might be leaked to a third
party.

NOTE

e The machine cannot connect to both wired and wireless LANs at the same time.
e The machine does not come with a LAN cable or router. Have them ready as necessary.

e For more information about your networking devices, see the instruction manuals for the devices or contact
your manufacturer.

m Before You Start

Follow these steps to connect the machine to a network.

- Check your computer settings.
A v P J

= Make sure that the computer is correctly connected to the network. For more
information, see the instruction manuals for the devices you are using, or contact the
device manufacturers.

Make sure that the network settings have been completed on the computer. If the
network has not been set up properly, you will not be able to use the machine on the
network, even if you perform the rest of the procedure below.

NOTE:

Depending on the network, you may need to change settings for the communication
method or the Ethernet type ( ©Configuring Ethernet Settings(P. 52) ). For more
information, contact your Internet service provider or Network Administrator.

To check the MAC address of the machine.
(OvViewing the MAC Address for Wired LAN(P. 38)
(OvViewing the MAC Address and Information for Wireless LAN(P. 39)

15
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To connect to an IEEE 802.1X network, see ©Configuring IEEE 802.1X
Authentication Settings(P. 406) .

~—, Select wired or wireless LAN.

"

! OSelecting Wired LAN or Wireless LAN(P. 17)

By

Connect to a wired or wireless LAN.

1 Proceed to the section that corresponds to the setting you selected in step 2.
!.Lm ©Connecting to a Wired LAN(P. 18)
©OConnecting to a Wireless LAN(P. 19)

Set the IP address as necessary.

At the time of purchase, the machine is set to automatically acquire an IP address.
Change this setting if you want to use a specific IP address. ©Setting IP
Addresses(P. 31)

Confirm that proper connection is completed.

- Start the Remote UI from a computer ( ©Starting Remote UI(P. 427) ). If the Remote
UI screen is displayed, the connection is completed.

©Configuring Settings for Communication with a Computer(P. 40)
(OConfiguring the Machine for Your Network Environment(P. 51)

16
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Selecting Wired LAN or Wireless LAN

8052-007

After you decide on wired or wireless LAN to connect the machine to the computer, select wired LAN or wireless LAN
using the operation panel. Note that if you change the setting from <Wired LAN> to <Wireless LAN> or vice versa, you
will need to uninstall the drivers installed on your computer and then reinstall them. For more information, see the
manuals for the relevant drivers on the online manual website.

1 Select <Menu> in the Home screen. ©Home Screen(P. 126)

2 Select <Preferences> » <Network>.

If the login screen appears, enter the correct ID and PIN. ©Logging in to the Machine(P. 137)

3 Select <Select Wired/Wireless LAN>.

4 Select <Wired LAN> or <Wireless LAN>.

LINKS

Setting Up the Network Environment(P. 15)
Connecting to a Wired LAN(P. 18)
Connecting to a Wireless LAN(P. 19)

17
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Connecting to a Wired LAN

8052-008

Connect the machine to a computer via a router. Use a LAN cable to connect the machine to the router.

1 Connect a LAN cable.

Connect the machine to a router by using a LAN cable.

Push the connector in until it clicks into place.

2 Wait for several minutes.

% The IP address is set automatically.

NOTE:

You can set the IP address manually. ©Setting IP Addresses(P. 31)

While the machine is connected to the wired LAN, the Wired LAN icon is displayed in the Home screen
or the Basic Features screen of each function. ©Home Screen(P. 126)

LINKS

OsSetting Up the Network Environment(P. 15)

18
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Connecting to a Wireless LAN

8052-009

Wireless routers (or access points) connect the machine to a computer via radio waves. If your wireless router is
equipped with Wi-Fi Protected Setup (WPS), configuring your network is automatic and easy. If your networking
devices do not support automatic configuration, or if you want to specify authentication and encryption settings in
detail, you need to manually set up the connection. Make sure that your computer is correctly connected to the
network.

(OSetting Up Connection Using WPS(P. 19)
©Manually Setting Up Connection(P. 20)

€ IMPORTANT

Risk of information leak

Use wireless LAN connection at your own discretion and at your own risk. If the machine is connected to an
unsecured network, your personal information might be leaked to a third party because radio waves used in
wireless communication can go anywhere nearby, even beyond walls.

Wireless LAN security

The wireless LAN function of this machine supports WEP, WPA-PSK, and WPA2-PSK. For the wireless security
compatibility of your wireless router, see the instruction manuals for your networking devices or contact
your manufacturer.

NOTE

Required devices for wireless LAN connection

e The machine does not come with a wireless router. Have the router ready as necessary.

Setting Up Connection Using WPS

When using WPS, two modes are available: push button mode and PIN code mode.

m Push Button Mode

Find the WPS mark shown below on the package of your wireless router. Also make sure that there is a WPS button on
your networking device. ©Setting Up Connection Using WPS Push Button Mode(P. 21)

o
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m PIN Code Mode

Some WPS routers do not support the push button mode. If WPS PIN code mode is mentioned on the package or in
the instruction manuals of your networking device, set up the connection by entering the PIN code. ©Setting Up
Connection Using WPS PIN Code Mode(P. 23)

NOTE

o If the wireless router is set to use WEP authentication, you may not be able to set up connection using WPS.

Manually Setting Up Connection

When manually setting up a wireless connection, you can either select a wireless router or manually enter the required
information. Regardless of the method, make sure that you have the required setup information, including the SSID
and network key. ©Checking the SSID and Network Key(P. 30)

m Selecting a Wireless Router

Select this setup option if you need to manually set up the connection but want to complete the setup as easily as
possible. ©Setting Up Connection by Selecting a Wireless Router(P. 25)

m Manually Entering the Setup Information

If you want to specify security settings in detail, such as authentication and encryption settings, manually enter the
SSID and network key to set up the connection. ©Setting Up Connection by Specifying Detailed Settings(P. 27)

LINKS

Setting Up the Network Environment(P. 15)
Selecting Wired LAN or Wireless LAN(P. 17)

20
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Setting Up Connection Using WPS Push Button Mode

8052-00A

If your wireless router supports WPS push button mode, you can easily set up a connection with a WPS button.

€@ IMPORTANT

How to operate the wireless router may vary on each device. See the instruction manuals for your
networking device for help.

1 Select <Wireless LAN Settings> in the Home screen. ©Home Screen(P. 126)

When a message appears on the display of the machine, select <Yes>.

NOTE:

If a message is displayed telling that no access point can be found, select <Close>.

2 Select <Other Connections>.
3 Select <WPS Push Button Mode>.

4 Press and hold the WPS button on the wireless router.

The button must be pressed within 2 minutes after selecting <WPS Push Button Mode> in step 3.

Depending on the networking device, you may need to press and hold the button for 2 seconds or longer.
See the instruction manuals for your networking device for help.

NOTE:
If an error message is displayed during setup
Select <Close> and return to step 2.
5 Wait until message <Connected.> is displayed.
G Select <Close>.

% Wait several minutes until the IP address and other items are set automatically.

21
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@ IMPORTANT:

When more than one wireless router is available for connection, the machine connects to the device
with the strongest signal. Signal strength is measured using RSSI (Received Signal Strength Indication).

NOTE:

You can set the IP address manually. ©Setting IP Addresses(P. 31)

While the machine is connected to the wireless LAN, the Wireless LAN icon is displayed in the Home
screen or the Basic Features screen of each function. ©Home Screen(P. 126)

NOTE

Reducing power consumption

e You can set the machine to enter <Power Save Mode> based on signals emitted from the wireless router. ©
<Power Save Mode>(P. 470)

If the IP address of the machine has changed

e In a DHCP environment, the IP address of the machine may be changed automatically. If this happens, the
connection is maintained as long as the machine and the computer belong to the same subnet.

LINKS

OConnecting to a Wireless LAN(P. 19)

22
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Setting Up Connection Using WPS PIN Code Mode

8052-00C

If your wireless router supports WPS PIN code mode, generate a PIN code with the machine and register the code to
the networking device.

€ 'MPORTANT

How to operate the wireless router may vary on each device. See the instruction manuals for your

networking device for help.

@ From a Computer

1 Access your wireless router from a computer and display the screen for entering a

WPS PIN code.
For more information, see the instruction manuals for your networking device.

From the Operation Panel

2 Select <Wireless LAN Settings> in the Home screen. ©Home Screen(P. 126)

When a message appears on the display of the machine, select <Yes>.

NOTE:

If a message is displayed telling that no access point can be found, select <Close>.

3 Select <Other Connections>.

4 Select <WPS PIN Code Mode>.

% The PIN code is generated and shown on the display.

@ From a Computer

5 Register the generated PIN code to the wireless router.

Register the PIN code on the setup screen displayed in step 1.
The PIN code must be registered within 10 minutes after selecting <WPS PIN Code Mode> in step 4.

NOTE:
If an error message is displayed during setup

Select <Close> and return to step 3.
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From the Operation Panel

6 Wait until the message <Connected.> is displayed.

7 Select <Close>.

% Wait several minutes until the IP address and other items are set automatically.

€ IMPORTANT:

When more than one wireless router is available for connection, the machine connects to the device
with the strongest signal. Signal strength is measured using RSSI (Received Signal Strength Indication).

NOTE:

You can set the IP address manually. ©Setting IP Addresses(P. 31)

While the machine is connected to the wireless LAN, the Wireless LAN icon is displayed in the Home
screen or the Basic Features screen of each function. ©Home Screen(P. 126)

NOTE

Reducing power consumption

e You can set the machine to enter <Power Save Mode> based on signals emitted from the wireless router. ©
<Power Save Mode>(P. 470)

If the IP address of the machine has changed

e In a DHCP environment, the IP address of the machine may be changed automatically. If this happens, the
connection is maintained as long as the machine and the computer belong to the same subnet.

LINKS

OConnecting to a Wireless LAN(P. 19)
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Setting Up Connection by Selecting a Wireless Router

8052-00E

You can search the wireless routers (or access points) available for connection and select one from the display of the
machine. For the network key, enter the encryption key/password. Before selecting a wireless router, check and write
down the required setup information, including the SSID and network key ( ©Checking the SSID and Network
Key(P. 30) ).

NOTE

Security settings

e If the wireless connection is set up by selecting a wireless router, the WEP authentication method is set to
<Open System> or the WPA/WPA2 encryption method is set to <Auto> (AES-CCMP or TKIP). If you want to
select <Shared Key> for WEP authentication or <AES-CCMP> for WPA/WPA2 encryption, you need to set up
the connection using <Manually Enter Network Name (SSID)>. ©Setting Up Connection by Specifying
Detailed Settings(P. 27)

1 Select <Wireless LAN Settings> in the Home screen. ©Home Screen(P. 126)

When a message appears on the display of the machine, select <Yes>.

1% The machine starts searching for available wireless routers.

NOTE:

If a message is displayed telling that no access point can be found, check the network settings. For more
information, see "Troubleshooting (FAQ)" on the online manual website.

2 Select a wireless LAN router.

Select the router whose SSID matches the one that you have written down.

NOTE:

If your wireless router is not found

Check whether the machine is properly installed and ready to connect to the network. For more
information, see "Troubleshooting (FAQ)" on the online manual website.

3 Enter the network key that you have written down.

Enter the network key, and select <Apply>.
On how to enter text, see ©Entering Text(P. 135) .

NOTE:

If an error message is displayed during setup
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Select <Close>, check whether the network key is correct, and return to step 2.

4 Wait until message <Connected.> is displayed.

5 Select <Close>.

% Wait several minutes until the IP address and other items are set automatically.

€ IMPORTANT:

When more than one wireless router is available for connection, the machine connects to the device
with the strongest signal. Signal strength is measured using RSSI (Received Signal Strength Indication).

NOTE:

You can set the IP address manually. ©Setting IP Addresses(P. 31)

While the machine is connected to the wireless LAN, the Wireless LAN icon is displayed in the Home
screen or the Basic Features screen of each function. ©Home Screen(P. 126)

NOTE

Reducing power consumption

e You can set the machine to enter <Power Save Mode> based on signals emitted from the wireless router. ©
<Power Save Mode>(P. 470)

If the IP address of the machine has changed

e In a DHCP environment, the IP address of the machine may be changed automatically. If this happens, the
connection is maintained as long as the machine and the computer belong to the same subnet.

LINKS

©Connecting to a Wireless LAN(P. 19)
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Setting Up Connection by Specifying Detailed Settings

8052-00F

If you want to specify the security settings in detail or cannot establish the wireless connection using the other
procedures, manually enter all the required information for the wireless LAN connection. Before specifying detailed
settings, check and write down the required information, including the SSID, network key, and wireless security
protocols. ©Checking the SSID and Network Key(P. 30)

1 Select <Wireless LAN Settings> in the Home screen. ©Home Screen(P. 126)

When a message appears on the display of the machine, select <Yes>.

NOTE:

If a message is displayed telling that no access point can be found, select <Close>.

2 Select <Other Connections>.
3 Select <Manually Enter Network Name (SSID)>.

4 Enter the network name that you have written down, and select <Apply>.

On how to enter text, see ©Entering Text(P. 135) .

5 Specify the security settings based on the information that you have written down.

If you do not need to specify the security settings, select <None>.

mUsing WEP

1 Select <WEP>.

2 Select an authentication method.

- B2 17 Authemivabian

<Open System>

Sets open system authentication, which is also called "open authentication.
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<Shared Key>

Uses the Encryption key as a password.

NOTE:

When <Open System> is selected
When connecting to a wireless LAN, the machine experiences an authentication error if the shared key
authentication is set on the wireless router. If this happens, the machine automatically changes the
setting to <Shared Key> and retries the connection.
3 Select the Encryption key you want to edit.
Select the Encryption key (1 to 4), and select <Edit>.

Up to four Encryption keys can be registered.

4 Enter the network key that you have written down.

Enter the network key, and select <Apply>.

5  Select the desired Encryption key.

Select the Encryption key you have edited, and select <Register>.

mUsing WPA-PSK or WPA2-PSK

1 Select <WPA/WPA2-PSK>.

2 Select an encryption method.

cryphion Relhod

<Auto>

Sets the machine to automatically select AES-CCMP or TKIP to match the setting of the wireless router.

<AES-CCMP>
Sets AES-CCMP as the encryption method.

3 Enter the network key that you have written down.

Enter the network key, and select <Apply>.

6 Wait until message <Connected.> is displayed.

7 Select <Close>.

% Wait several minutes until the IP address and other items are set automatically.

€ IMPORTANT:
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When more than one wireless router is available for connection, the machine connects to the device
with the strongest signal. Signal strength is measured using RSSI (Received Signal Strength Indication).

NOTE:

You can set the IP address manually. ©Setting IP Addresses(P. 31)

While the machine is connected to the wireless LAN, the Wireless LAN icon is displayed in the Home
screen or the Basic Features screen of each function. ©Home Screen(P. 126)

NOTE

Reducing power consumption

e You can set the machine to enter <Power Save Mode> based on signals emitted from the wireless router. ©
<Power Save Mode>(P. 470)

If the IP address of the machine has changed

e In a DHCP environment, the IP address of the machine may be changed automatically. If this happens, the
connection is maintained as long as the machine and the computer belong to the same subnet.

LINKS

(OConnecting to a Wireless LAN(P. 19)
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Checking the SSID and Network Key

8052-00H

When manually setting up a wireless connection, you need to specify the SSID and network key of your wireless router.
The SSID and network key may be indicated on these networking devices. Check your devices and write down the

necessary information before setting up the connection. For more information, see the instruction manuals for your
networking devices or contact your manufacturer.

SSID A name given for identifying a specific wireless LAN. Some other terms used for SSID include
"access point name" and "network name."
Network Key A keyword or password used for encrypting data or authenticating a network. Some other

terms used for network key include "encryption key," "WEP key," "WPA/WPA2 passphrase,"
and "preshared key (PSK)."

Wireless Security Protocols
(Authentication/Encryption)

When manually setting up a wireless connection by specifying detailed settings, you need to
specify security settings. Check the following information:

Security types (WEP/WPA-PSK/WPA2-PSK)
Authentication method (Open System/Shared Key)
Encryption method (TKIP/AES-CCMP)

LINKS

Connecting to a Wireless LAN(P. 19)
Setting Up Connection by Selecting a Wireless Router(P. 25)
Setting Up Connection by Specifying Detailed Settings(P. 27)
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Setting IP Addresses

8052-00)

Connecting the machine to a network requires a unique network IP address. Two versions of IP addresses are
available: IPv4 and IPv6. Configure these settings depending on the network environment. To use IPv6 addresses, you
need to properly configure the IPv4 address settings.

OsSetting IPv4 Address(P. 32)
OsSetting IPv6 Addresses(P. 35)
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Setting IPv4 Address

" X

IP:192.168.

\ W 4

OSetting IPv4 Address(P. 32)

8052-00K

The machine's IPv4 address can be either assigned automatically by a dynamic IP
addressing protocol, such as DHCP, or entered manually. When connecting the
machine to a wired LAN, make sure that the connectors of the LAN cable are firmly
inserted into the ports ( ©Connecting to a Wired LAN(P. 18) ). You can test the
network connection if necessary.

OTesting the Network Connection(P. 33)

Setting IPv4 Address

1 Select <Menu> in the Home screen. ©Home Screen(P. 126)

2 Select <Preferences> » <Network>.

If the login screen appears, enter the correct ID and PIN. ©Logging in to the Machine(P. 137)

3 Select <TCP/IP Settings> » <IPv4 Settings> » <IP Address Settings>.

4 Configure IP address settings.

<Auto Acquire>
Select to automatically assign an IP address via DHCP protocol. When <On> is displayed, automatic
addressing is enabled.

<Manually Acquire>

Select to configure the IP address settings by manually entering an IP address. In order to select this option,
the automatic acquirement must be set to <Off>.

<Check Settings>

Select when you want to view the current IP address settings.

mAutomatically assigning an IP address

1 Select <Auto Acquire>.

2 Select <On> in <Auto Acquire>, and select <Select Protocol>.

3 Select <DHCP>.
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NOTE:
If you do not want to use DHCP/BOOTP/RARP to assign an IP address

Select <Off>. If you select <DHCP> when these services are unavailable, the machine will waste time
and communications resources searching the network for these services.

4  Check that <Auto IP> is set to <On>.

If <Off> is selected, change the setting to <On>.

5  Select <Apply>.

NOTE:

IP addresses assigned via DHCP override the address obtained via Auto IP.

mManually entering an IP address

1  Select <Auto Acquire>, and select <Off> in <Auto Acquire> » <Apply> - <OK>,
2 Select <Manually Acquire>.

3  Enter <IP Address>, <Subnet Mask>, and <Gateway Address>, and select <Apply>.

5 Select <OK>.

6 Restart the machine. ©ORestarting the Machine(P. 122)

NOTE

Checking whether the settings are correct

e Make sure that the Remote UI screen can be displayed with your computer ( ©Starting Remote
UI(P. 427) ). If a computer is not available, you can check the connection by using the operation panel ( ©
Testing the Network Connection(P. 33) ).

When you have changed the IP address after installing the printer driver

e When the MFNP port is used, the connection is maintained as long as the machine and the computer belong
to the same subnet; therefore, you do not need to add a new port. When the standard TCP/IP port is used,
you need to add a new port. ©Configuring Printer Ports(P. 44)

*If you do not know which port is used, see ©Checking the Printer Port(P. 685) .

Testing the Network Connection

1 Select <Menu> in the Home screen. ©Home Screen(P. 126)

2 Select <Preferences> » <Network>.

If the login screen appears, enter the correct ID and PIN. ©Logging in to the Machine(P. 137)
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3 Select <TCP/IP Settings> » <IPv4 Settings> » <PING Command>.

4 Enter the IPv4 address of another device on the network, and select <Apply>.

i If a proper connection has been established, <Received response from the host.> is displayed.

LINKS

Setting IPv6 Addresses(P. 35)
Viewing Network Settings(P. 38)
Configuring WINS(P. 64)
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Setting IPv6 Addresses

8052-00L

The IPv6 addresses of the machine can be configured via the Remote UL Before
setting IPv6 addresses, check the IPv4 address settings ( ©Viewing IPv4
Settings(P. 38) ). You need to set the correct IPv4 settings to use IPv6 addresses.
Note that the scan function that uses the scanner driver or MF Scan Utility is not
available in an IPv6 environment. The machine can use the following multiple IPv6
addresses:

Type Description

Link-local address An address that is only valid within a subnet or link and cannot be used to communicate with
devices beyond a router. A link-local address is automatically set when the IPv6 function of the
machine is enabled.

Manual address An address that is entered manually. When using this address, specify the prefix length and default
router address.

Stateless address An address that is generated automatically using the MAC address of the machine and the network
prefix that is advertised by the router. Stateless addresses are discarded when the machine is
restarted (or turned ON).

Stateful address An address obtained from a DHCP server using DHCPv6.

NOTE

e For more information about the basic operations to be performed when setting the machine from the
Remote U, see ©Setting Up Menu Options from Remote UI(P. 436) .

1 Start the Remote UI and log in to System Manager Mode. ©Starting Remote
UI(P. 427)

Click [Settings/Registration] on the Portal page. ©Remote UI Screen(P. 428)

Select [Network Settings] » [IPv6 Settings].

~ W N

Click [Edit].

5 Select the [Use IPv6] check box and configure the required settings.
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[Use IPv6]
Select the check box to enable IPv6 on the machine. When not using IPv6, clear the check box.

[Stateless Address 1]
Select the check box when using a stateless address. When not using a stateless address, clear the check box.

[Use Manual Address]
When you want to manually enter an IPv6 address, select the check box and enter the IP address, prefix
length, and default router address in the corresponding text boxes.

[IP Address]
Enter an IPv6 address. Addresses that start with "ff" (or multicast address) cannot be entered.

[Prefix Length]
Enter a number that indicates how many bits are available for the network address.

[Default Router Address]
Specify the IPv6 address of the default router as necessary. Addresses that start with "ff" (or multicast
address) cannot be entered.

[Use DHCPv6]
Select the check box when using a stateful address. When not using DHCPv6, clear the check box.

G Click [OK].

7 Restart the machine. ORestarting the Machine(P. 122)

NOTE

Checking whether the settings are correct

e Make sure that the Remote UI screen can be displayed with your computer by using the IPv6 address of the
machine. ©Starting Remote UI(P. 427)
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Selecting settings from the operation panel
e IPv6 settings can also be accessed from <Menu> in the Home screen. ©<IPv6 Settings>(P. 473)
When you have changed the IP address after installing the printer driver

e You need to add a new port. ©Configuring Printer Ports(P. 44)

LINKS

OsSetting IPv4 Address(P. 32)
©OViewing Network Settings(P. 38)

37



Setting Up

Viewing Network Settings

8052-00R

Viewing IPv4 Settings(P. 38)

Viewing IPv6 Settings(P. 38)

Viewing the MAC Address for Wired LAN(P. 38)

Viewing the MAC Address and Information for Wireless LAN(P. 39)

NOTE

e The IP address is not correctly configured if it is displayed as "0.0.0.0".

e Connecting the machine to a switching hub or bridge may result in a connection failure even when the IP
address is correctly configured. This problem can be solved by setting a certain interval before the machine
starts communicating. @Setting a Wait Time for Connecting to a Network(P. 55)

e You can print a list of the current network settings. @User Data List/System Manager Data List(P. 632)

Viewing IPv4 Settings

<Status Monitor>  <Network Information>  <IPv4> = Select the setting to view  Check the
settings

Viewing IPv6 Settings

<Status Monitor> |+ <Network Information> = <IPv6> - Select the setting to view k- Check the
settings

Viewing the MAC Address for Wired LAN

1 Select <Menu> in the Home screen. ©Home Screen(P. 126)

2 Select <Preferences> » <Network>.

If the login screen appears, enter the correct ID and PIN. ©Logging in to the Machine(P. 137)

3 Select <Ethernet Driver Settings>.

i The MAC address is displayed.
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Viewing the MAC Address and Information for Wireless LAN

1 Select <Wireless LAN Settings> in the Home screen. ©Home Screen(P. 126)

When a message appears on the display of the machine, select <Yes>.

NOTE:

If a message is displayed telling that no access point can be found, select <Close>.

2 Select <Connection Set.>.
3 Select <Connection Information>.

4 Select the setting to view.

NOTE:

Viewing security information

To view WEP and WPA/WPA2-PSK information, select <Security Settings>.

Viewing from the <Status Monitor> screen
<Wireless LAN Status> and <Latest Error Information> can be viewed from <Status Monitor>.
<Status Monitor> - <Network Information> » <Network Connection Type>  Select the setting to view

LINKS

OConnecting to a Wireless LAN(P. 19)
OsSetting IPv4 Address(P. 32)
(OsSetting IPv6 Addresses(P. 35)
OConfiguring DNS(P. 56)
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Configuring Settings for Communication with a
Computer

8052-00S
Specify the protocol and port when operating the machine from a computer via the network. Before configuring the

machine for printing or faxing from a computer, perform the basic setup procedures. For more information, see the
manuals for the relevant drivers on the online manual website.

LPD

o

WsD

OConfiguring Printing Protocols and WSD Functions(P. 41)
OConfiguring Printer Ports(P. 44)
OSetting Up Print Server(P. 48)

NOTE

e Protocols explained here are rules for delivering document data between a computer and the machine, and
can be selected according to intended purposes or the network environment.

e Ports are gateways for passing data between network devices. If a communication failure occurs in the
network connection, the port settings may be the cause of the problem.
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Configuring Printing Protocols and WSD Functions

8052-00U

Configure the protocols that are used for printing documents from a networked computer.

NOTE

e For more information about the basic operations to be performed when setting the machine from the
Remote UI, see ©Setting Up Menu Options from Remote UI(P. 436) .

1 Start the Remote UI and log in to System Manager Mode. ©Starting Remote
UI(P. 427)

2 Click [Settings/Registration] on the Portal page. &©Remote UI Screen(P. 428)
3 Click [Network Settings].

4 Configure printing protocols.

mConfiguring LPD or RAW

1 Select [LPD Settings] or [RAW Settings] » [Edit].

2 Configure the settings as necessary.
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[Use LPD Printing]
Select the check box to print via LPD. When not using LPD printing, clear the check box.

[Use RAW Printing]
Select the check box to print via RAW. When not using RAW printing, clear the check box.

[RX Timeout]
Set a value as the restart wait time for data reception. If data reception does not resume within the set
time, printing is canceled.

3 Click [OK].
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m Configuring WSD

1  Select [WSD Settings] » [Edit].
2 Configure the settings as necessary.
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[Use WSD Printing]
Select the check box to print via WSD. When not using WSD printing, clear the check box.

[Use WSD Browsing]
Select the check box to obtain information about the machine from a computer via WSD. This check box is
automatically selected when the [Use WSD Printing] check box is selected.

[Use WSD Scanning]
WSD scanning enables you to scan documents to a computer without installing the scanner driver. Select
the check box to scan documents via WSD. When not using WSD scanning, clear the check box.

[Use Computer Scanning]

Select the check box to use WSD scanning by operating the machine with the operation panel. This check
box can only be selected when the [Use WSD Scanning] check box is selected. To perform scanning, select
<Scan> in the Home screen and specify a WSD-connected computer as a scan destination ( @Scanning
and Saving to a Computer(P. 289) ).

[Use Multicast Discovery]

Select the check box to set the machine to reply to multicast discovery messages. If the check box is
cleared, the machine stays in sleep mode even when multicast discovery messages are flowing on the
network.

3 Click [OK].

5 Restart the machine. ORestarting the Machine(P. 122)

NOTE

Selecting settings from the operation panel

e LPD, RAW, and WSD settings can also be accessed from <Menu> in the Home screen.
<LPD Settings>(P. 476)
<RAW Settings>(P. 476)
<WSD Settings>(P. 476)

Setting up WSD network devices

e The WSD network devices can be added from the printer folder. Open the printer folder ( ©Displaying the
Printer Folder(P. 680) ) » click [Add a device] or [Add a printer] and follow the on-screen instructions. For
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more information about how to install the driver for the WSD network, see the manuals for the relevant
drivers on the online manual website.

To change the port number

e The same port number used for the machine and a computer must be used for printing protocol.
Configuring Printer Ports(P. 44)
Changing Port Numbers(P. 382)

LINKS

Configuring Printer Ports(P. 44)

43



Setting Up

Configuring Printer Ports

8052-00W

Printing errors can occur when the IP address of the machine has been changed, or when a printer has been added via
the Windows printer folder. These errors are typically caused by incorrect printer port settings. For example, an
incorrect port number or port type may have been specified. In such situations, your attempt to print fails because the
document data cannot reach the machine. To fix this type of problem, configure the printer port settings on the
computer.

€ 'MPORTANT

To perform the following procedure, log in to your computer with an administrator account.

1 Open the printer folder. ©Displaying the Printer Folder(P. 680)

2 Right-click the driver icon for this machine, and click [Printer properties] or
[Properties].

3 Click the [Ports] tab and configure the required settings.
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mAdding a port

If you have changed the IP address of the machine or you have selected an incorrect port while installing
drivers from the Windows printer folder, add a new port. There are two types of port: "MFNP Port" and
"Standard TCP/IP Port." Select the port type according to your environment.

MFNP Port This is a port that allows the IP address of the machine to be detected automatically.
Even if the IP address of the machine is changed, the connection is maintained,
provided that the machine and the computer are in the same subnet. You do not need
to add a new port every time the IP address is changed. If you are using the machine
in an IPv4 environment, you should normally select this type of port.

€ IMPORTANT:

(only for IPv4 environment)

You can add an MFNP port only when you installed the driver from the provided
CD-ROM/DVD-ROM, or when you downloaded and installed the printer driver or
the fax driver from the Canon website.
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Standard TCP/IP Port This is a standard Windows port. When you use this type of port, you need to add a
new port every time that the IP address of the machine is changed. Select this type of

port when you are using the machine in an IPv6 environment and when you cannot
add an MFNP port.

Adding an MFNP port

Click [Add Port].
2 Select [Canon MFNP Port] in [Available port types] and click [New Port].

3 Select [Auto Detect] and select the machine when it is detected, and then click [Next].
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NOTE:
[ ]

If the machine is not detected

Click [Refresh]. If the problem persists, select [IP address] or [MAC address], enter the IP address or
MAC address of the machine ( ©Viewing Network Settings(P. 38) ) and then click [Next].

Click [Add] » [Finish].

Click [Close].

Adding a standard TCP/IP port

Click [Add Port].

Select [Standard TCP/IP Port] in [Available port types] and click [New Port].

Click [Next].

Enter the IP address or the DNS name of the machine, and click [Next].

The [Port Name] is entered automatically. If necessary, you can change it.
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*When you select the [Device Type], select [Canon Network Printing Device with P9100] under [Standard].

Click [Finish].

Click [Close].

mChanging the port type or number

1
2
3

1
2

If the printing protocol (LPD or RAW) has been changed on the machine side ( ©Configuring Printing
Protocols and WSD Functions(P. 41) ) or the port number has been changed ( ©Changing Port
Numbers(P. 382) ), the corresponding settings on the computer must also be configured. This operation is
not needed for WSD ports.

MFNP port

Click [Configure Port].

Under [Protocol Type], select [RAW] or [LPR], and change the [Port Number].

Click [OK].

Standard TCP/IP port

Click [Configure Port].

Under [Protocol], select [Raw] or [LPR].
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If you selected [Raw], change the [Port Number].
If you selected [LPR], enter "Ip" in [Queue Name].

3 Click [OK].

mDeleting ports

1  Select the port you want to delete, and click [Delete Port].
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NOTE:

You cannot delete a port currently configured as the printer port. To delete this port, select a different
port and click [Apply] to configure it as the new printer port, and then delete the original port.

2 Click [OK].

4 Click [Close].

LINKS

(OSetting Up Print Server(P. 48)
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Setting Up Print Server

8052-00X

With a print server, you can reduce the load on the computer that you print from. The print server also makes it
possible to install the drivers on each computer over the network, which saves you the trouble of installing the drivers
on each computer by using the provided CD-ROM/DVD-ROM. To set up a computer on the network as a print server,
configure the settings for sharing the printer.

€ IMPORTANT

To perform the following procedure, log in to your computer with an administrator account.

You may be unable to install drivers over the network depending on the operating system and the bit
architecture (32-bit or 64-bit) of the print server and client computers.

When implementing a print server in a domain environment, consult your Network Administrator.

NOTE

To carry out Department ID Management when using a print server

e "Canon Driver Information Assist Service" must be added during the printer driver installation. For more
information, see the manuals for the relevant drivers on the online manual website.

1 Open the printer folder. ©Displaying the Printer Folder(P. 680)

2 Right-click the printer driver icon for this machine and click [Printer properties] or
[Properties].

3 Click the [Sharing] tab, select [Share this printer], and enter the share name of the
machine.
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NOTE:

Click the [Change Sharing Options] button if displayed.

4 Install additional drivers as necessary.

This operation is required if you want to install the drivers in other computers running a different bit
architecture via the print server.
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1 Click [Additional Drivers].

2 Select the check box for the bit architecture that other computers are running, and click [OK].
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Select additional drivers from the following, according to the operating system of the print server.

Print server Select the check box for
32-bit operating systems [x64]
64-bit operating systems [x86] under [Processor]
NOTE:

If you do not know whether your Windows operating system is a 32-bit or 64-bit version, see ©
Checking the Bit Architecture(P. 683) .

3  Insert the provided CD-ROM/DVD-ROM into the drive on the computer, click [Browse] to specify the folder
that contains the drivers, and then click [OK].

If the print server runs a 32-bit operating system, select [intdrv] » [UFRII] » [uk_eng] k [x64]
[Driver] folders on the provided CD-ROM/DVD-ROM.

If the print server runs a 64-bit operating system, select [intdrv] » [UFRII] » [uk_eng] k [32BIT]
[Driver] folders on the provided CD-ROM/DVD-ROM.

4  Follow the on-screen instructions to install additional drivers.

5 Cclick [OK].

mInstalling the Drivers on a Computer via the Print Server

1 Locate the shared printer in the print server. ©ODisplaying Shared Printers in the
Print Server(P. 681)

2 Double-click the shared printer.
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3 Follow the on-screen instructions to install the drivers.

LINKS

Printing from a Computer(P. 262)
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Configuring the Machine for Your Network
Environment

8052-00Y

The configuration of a network varies depending on the purpose of the network. The machine has been designed to
be compatible with as many network configurations as possible, and it is equipped with a variety of technologies.
Consult your Network Administrator and set a configuration to suit your network environment.

DNS LDAP

Ethernet

SMB SNTP

<,

OConfiguring Ethernet Settings(P. 52)

(©Changing the Maximum Transmission Unit(P. 54)
(OsSetting a Wait Time for Connecting to a Network(P. 55)
Oconfiguring DNS(P. 56)

OConfiguring SMB(P. 60)

©cConfiguring WINS(P. 64)

(ORegistering LDAP Servers(P. 66)

OMonitoring and Controlling the Machine with SNMP(P. 71)
©other Network Settings(P. 75)
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Configuring Ethernet Settings

8052-010

Ethernet is a standard for communicating data in a local area network (LAN). You can
Eth_?mm set the communication mode and the Ethernet type. In general, the machine can be
@ used without changing the defaults ( ©<Ethernet Driver Settings>(P. 480) ), but
you can change these settings to suit your network environment.

1 Select <Menu> in the Home screen. ©Home Screen(P. 126)

2 Select <Preferences> - <Network>.

If the login screen appears, enter the correct ID and PIN. ©Logging in to the Machine(P. 137)

3 Select <Ethernet Driver Settings>.

4 Select whether to configure Ethernet settings automatically or manually.

If auto-detection is enabled, the machine detects and automatically sets the Ethernet communication mode

and the type that can be used.

A A N B89

m Configuring Ethernet settings automatically
Select <On> in <Auto Detect>.

mConfiguring Ethernet settings manually

1  Select <Off> in <Auto Detect>.

2  <Communication Mode> p select the communication mode.

<Half Duplex>
Alternately sends and receives communication data. Select when the machine is connected to a

networking device using half duplex.
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<Full Duplex>
Simultaneously sends and receives communication data. Use this setting for most environments.

3  <Ethernet Type> » select the Ethernet type.

4 Select <Apply>.

5 Select <OK>.

6 Restart the machine. ©Restarting the Machine(P. 122)

LINKS

Changing the Maximum Transmission Unit(P. 54)
Setting a Wait Time for Connecting to a Network(P. 55)
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Changing the Maximum Transmission Unit

8052-011

In most Ethernet networks, the maximum size of a packet that can be sent is 1500 bytes. A packet refers to a chunk of
data into which the original data is divided before being sent. The maximum transmission unit (MTU) may vary on each
network. Change the settings of the machine as necessary. For more information, contact your Network Administrator.

1 Select <Menu> in the Home screen. ©Home Screen(P. 126)

2 Select <Preferences> » <Network>.

If the login screen appears, enter the correct ID and PIN. ©Logging in to the Machine(P. 137)

3 Select <TCP/IP Settings> » <MTU Size>.

4 Select the MTU.

5 Select <OK>.

6 Restart the machine. ©ORestarting the Machine(P. 122)

LINKS

OConfiguring Ethernet Settings(P. 52)
(OsSetting a Wait Time for Connecting to a Network(P. 55)
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Setting a Wait Time for Connecting to a Network

8052-012

When a network is designed to enjoy redundant connectivity with multiple switching hubs or bridges, it must have a
mechanism to prevent packets from looping. One effective solution is to define the role of each switch port. However,
communication may still be disrupted for several tens of seconds immediately after you change the way that network
devices are connected, or if you add a new device. If this type of problem occurs, set a wait time for connecting to the
network.

1 Select <Menu> in the Home screen. ©Home Screen(P. 126)

2 Select <Preferences> » <Network>.

If the login screen appears, enter the correct ID and PIN. ©Logging in to the Machine(P. 137)

3 Select <Wait Time for Conn. at Startup>.

4 Enter the waiting time required to start a communication with the network, and
select <Apply>.

LINKS

Configuring Ethernet Settings(P. 52)
Changing the Maximum Transmission Unit(P. 54)
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Configuring DNS

8052-013
DNS (Domain Name System) provides a service for name resolution that associates a host (or domain) name with an IP

address. Configure the DNS, mDNS, or DHCP option settings as necessary. Note that the procedures for configuring
DNS are different for IPv4 and IPv6.

example.com

—

IP: 192.168. X3 XXX

NOTE

e For more information about the basic operations to be performed when setting the machine from the
Remote UI, see ©Setting Up Menu Options from Remote UI(P. 436) .

1 Start the Remote UI and log in to System Manager Mode. ©Starting Remote
UI(P. 427)

2 Click [Settings/Registration] on the Portal page. ©Remote UI Screen(P. 428)

3 Click [Network Settings].

4 Configure DNS settings.

mConfiguring IPv4 DNS

1  Select [IPv4 Settings] » [Edit].

2 Configure IPv4 DNS settings.
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DHLP Cptisn Ralliags

ralHE b

[DHCP Option Settings]

[Acquire Host Name]
Select the check box to enable Option 12 to obtain the host name from the DHCP server.

[DNS Dynamic Update]
Select the check box to enable Option 81 to dynamically update the DNS records through the DHCP
server.

[Acquire DNS Server Address]
Select the check box to enable Option 6 to obtain a DNS server address from the DHCP server.

[Acquire Domain Name]
Select the check box to enable Option 15 to obtain a domain name from the DHCP server.

[Acquire WINS Server Address]
Select the check box to enable Option 44 to obtain a WINS server address from the DHCP server.

[Acquire SMTP Server Address]
Select the check box to enable Option 69 to obtain an SMTP server address from the DHCP server.

[Acquire POP Server Address]
Select the check box to enable Option 70 to obtain a POP3 server address from the DHCP server.

[DNS Settings]

[Primary DNS Server Address]
Enter the IP address of a DNS server.

[Secondary DNS Server Address]
Enter the IP address of a secondary DNS server, if any.

[Host Name]
Enter alphanumeric characters for the host name of the machine that is to be registered to the DNS
server.

[Domain Name]
Enter alphanumeric characters for the name of the domain the machine belongs to, such as
"example.com."

[DNS Dynamic Update]

Select the check box to dynamically update the DNS records whenever the machine's IP address is
changed. When specifying the interval between updates, enter the time in hours in the [DNS
Dynamic Update Interval] text box.
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[MmDNS Settings]

[Use mDNS]

Adopted by Bonjour, mDNS (multicast DNS) is a protocol for associating a host name with an IP
address without using DNS. Select the check box to enable mDNS and enter the mDNS name in the
[MDNS Name] text box.

3 Click [OK].
mConfiguring IPv6 DNS

Select [IPv6 Settings] » [Edit].

2  Configure IPv6 DNS settings.
The [Use IPv6] check box must be selected to configure the settings. ©Setting IPv6 Addresses(P. 35)
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[DHCP Option Settings]

[Acquire DNS Server Address]
Select the check box to enable Option 23 to obtain a DNS server address from the DHCP server.

[Acquire Domain Name]
Select the check box to enable Option 24 to obtain a domain name from the DHCP server.

[DNS Settings]

[Primary DNS Server Address]
Enter the IP address of a DNS server. Addresses that start with "ff" (or multicast address) cannot be
entered.

[Secondary DNS Server Address]
Enter the IP address of a secondary DNS server, if any. Addresses that start with "ff" (or multicast
address) cannot be entered.

[Use Same Host Name/Domain Name as IPv4]
Select the check box to use the same host and domain names as in IPv4.

[Host Name]
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Enter alphanumeric characters for the host name of the machine that is to be registered to the DNS
server.

[Domain Name]
Enter alphanumeric characters for the name of the domain the machine belongs to, such as
"example.com."

[DNS Dynamic Update]

Select the check box to dynamically update the DNS records whenever the machine's IP address is
changed. To specify the type(s) of addresses you want to register to the DNS server, select the
check box for [Register Manual Address], [Register Stateful Address], or [Register Stateless
Address]. To specify the interval between updates, enter the time in hours in the [DNS Dynamic
Update Interval] text box.

[MDNS Settings]
[Use mDNS]

Adopted by Bonjour, mDNS (multicast DNS) is a protocol for associating a host name with an IP
address without using DNS. Select the check box to enable mDNS.

[Use Same mDNS Name as IPv4]
Select the check box to use the same mDNS name as in IPv4. To set a different name, clear the
check box and enter the mDNS name in the [NDNS Name] text box.

3 Click [OK].

5 Restart the machine. ©Restarting the Machine(P. 122)

NOTE

Selecting settings from the operation panel

e DNS settings can also be accessed from <Menu> in the Home screen. ©<DNS Settings>(P. 474)

LINKS

Setting IPv4 Address(P. 32)
Setting IPv6 Addresses(P. 35)
Viewing Network Settings(P. 38)
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Configuring SMB

8052-014
SMBE Server Message Block (SMB) is a protocol for sharing resources, such as files and
printers, with more than one device in a network. The machine uses SMB to store

I scanned documents into a shared folder. Depending on your network, you may have

to set the computer name and workgroup name.

Configuring the Computer Name and Workgroup Name(P. 60)
Configuring the SMB Client(P. 61)
Specify the Version of SMB Client(P. 62)

NOTE

e For more information about the basic operations to be performed when setting the machine from the
Remote UI, see ©Setting Up Menu Options from Remote UI(P. 436) .

Configuring the Computer Name and Workgroup Name

Specify the name of the machine on the network and the name of the workgroup it belongs to. If your environment
does not have workgroups, create a workgroup in Windows and enter the name of that workgroup.

1 Start the Remote UI and log in to System Manager Mode. ©Starting Remote
UI(P. 427)

2 Click [Settings/Registration] on the Portal page. ©Remote UI Screen(P. 428)
3 Select [Network Settings] » [Computer Name/Workgroup Name Settings].
4 Click [Edit].

5 Specify the required settings.
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[Computer Name]
Enter alphanumeric characters for the name of the machine on the network.

[Workgroup Name]

Workgroup name is a name for grouping multiple computers so that basic network functions, such as file
sharing, become available in a Windows network. Enter alphanumeric characters for the name of the
workgroup that the machine belongs to.

[Use NetBIOS]
Select the check box when using NetBIOS.

@ IMPORTANT:

Computer names or workgroup names that start with an asterisk (*) cannot be registered to a WINS
server.

G Click [OK].

7 Restart the machine. ©Restarting the Machine(P. 122)

Configuring the SMB Client

Specify the settings to use when the machine connects to a network as an SMB client.

1 Start the Remote UI and log in to System Manager Mode. ©Starting Remote
UI(P. 427)

2 Click [Settings/Registration] on the Portal page. ©Remote UI Screen(P. 428)
3 Select [Network Settings] » [SMB Client Settings].
4 Click [Edit].

5 Specify the required settings.
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[Authentication Type]
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Select the authentication protocol version. Select either [NTLMv1] or [NTLMv2], according to the destination
SMB server. You can also select both.

[Require SMB Signature for Connection]
Select the check box to request an SMB packet signature when connecting to an SMB server.

[Require Encryption for Connection]
Select the check box to request a connection with SMB v3.0 encrypted communication when connecting to an
SMB server.

[Timeout]
Set the time until the SMB connection destination responds.

When sending to an SMB server, the network connection was lost or the response on the server side was
slow, causing a wait time timeout on the machine side before the data could be sent or forwarding could
be completed. If this happens, you may be able to avoid a timeout by increasing the wait time.

G Click [OK].

Specify the Version of SMB Client

Specify the version of SMB to use with the SMB client.

1 Start the Remote UI and log in to System Manager Mode. &©Starting Remote
UI(P. 427)

Click [Settings/Registration] on the Portal page. (?Remote UI Screen(P. 428)

Select [Network Settings] » [Specified SMB Client Versions].

B~ W N

Click [Edit].
5 Select the check box for the version of SMB to use with the SMB client.

G Click [OK].

€ IMPORTANT

If you select the [Require Encryption for Connection] check box, the machine can only connect to SMB
servers that support SMB v3.0 encrypted communication. When the [1.0] and [2.0] check box is selected for
[Specified SMB Client Versions] but [3.0] check box is not selected, the machine cannot connect to SMB
servers that do not support SMB v3.0 encrypted communication.

Use the same version of SMB with the SMB server and SMB client. SMB cannot be used if the versions differ.

LINKS
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Configuring WINS(P. 64)
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Configuring WINS

8052-015

Windows Internet Name Service (WINS) is a name resolution service that associates a computer or printer name in an
SMB network with an IP address. To enable WINS, the WINS server must be specified.

€ IMPORTANT

In order to specify WINS server settings, [Computer Name/Workgroup Name Settings] are required to be
set. ©Configuring the Computer Name and Workgroup Name(P. 60)

If you clear [Use NetBIOS] check box in [Computer Name/Workgroup Name Settings], the WINS setting is
disabled. Make sure to select [Use NetBIOS] check box when using WINS.

The function is not available in an IPv6 network.

NOTE

e For more information about the basic operations to be performed when setting the machine from the
Remote UI, see ©Setting Up Menu Options from Remote UI(P. 436) .

1 Start the Remote UI and log in to System Manager Mode. ©Starting Remote
UI(P. 427)

2 Click [Settings/Registration] on the Portal page. &©Remote UI Screen(P. 428)
3 Select [Network Settings] » [WINS Settings].
4 Click [Edit].

5 Select the [WINS Resolution] check box, and specify the required settings.
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[WINS Resolution]
Select the check box to use WINS for name resolution. When not using WINS, clear the check box.

[WINS Server Address]
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Enter the IP address of the WINS server.
€ IMPORTANT:

If the IP address of the WINS server is obtained from a DHCP server, the obtained IP address overrides the
IP address entered in the [WINS Server Address] text box.

G Click [OK].

7 Restart the machine. ©ORestarting the Machine(P. 122)

NOTE

Selecting settings from the operation panel

e WINS settings can also be accessed from <Menu> in the Home screen. ©<WINS Settings>(P. 476)

LINKS

(Osetting IPv4 Address(P. 32)
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Registering LDAP Servers

8052-016

If an LDAP server is implemented in the network, you can search the server for fax

- numbers or e-mail addresses, and then specify them as destinations or register
@ them in the Address Book. Note also that if send function authentication ( ©LDAP
e Server Authentication(P. 369) ) is enabled, you must register the server used for
authentication. You can register a maximum of five LDAP servers each for searching
and for authentication to the machine. Register LDAP servers via the Remote UL

LDAP

NOTE

e For more information about the basic operations to be performed when setting the machine from the
Remote UI, see ©Setting Up Menu Options from Remote UI(P. 436) .

1 Start the Remote UI and log in to System Manager Mode. ©Starting Remote
UI(P. 427)

2 Click [Settings/Registration] on the Portal page. ©Remote UI Screen(P. 428)

3 Click [LDAP Server Settings].

4 Click [Register New Server] for [LDAP Server (For Search)] or [LDAP Server (For
Authentication)].

LDAP server registration needs to be performed separately either for searching or for authentication. To use
an LDAP server for searching for fax and e-mail destinations, register it for searching, and to use it for
authenticating sending of e-mail or faxes, register it for authenticating.

NOTE:

To edit registered server information

Click a text link under [Server Name] for the edit screen.

To delete registered server information

Click [Delete] on the right of the server name you want to delete » click [OK].

5 Register the LDAP server.

mRegister the server used for searches
Register the server for searching for fax or e-mail destinations.

66



Setting Up

4%} settingeRagivtration

it it . .

[y e— Register Mew LDWP Server (For Search)
Faper Gettingt SRR T ——— i Eamcal

Ertplan Serbegs L T ———

Timwr Satbrgn Thuch Coreachon

Mk Geriags

Extrial Irtwrhace Settings

TR Do Bai L il

gy Aurherbcabion faesn Wher Searching
¢ Ling S Sarbar bussn KPomasn o W S Dpnirsas Shred
Uie haTa

Sel/Charge Password

Erafiern $14 Corsfiatn do s LEAF Lo Ginen

AR K TR TRYS

[Check Connection]
After configuring the registration details, you can check the connection to the server.

[Server Name]
Enter the name to be assigned to the LDAP server.

[Server Address]
Enter the IP address of the LDAP server or enter alphanumeric characters for the host name of the server
(example: Idap.example.com).

€@ IMPORTANT:

To prevent errors from occurring when searching for destinations, make sure to check the following:
- If the host name is entered for [Server Address], make sure that a DNS server is available in the network.
- If the IP address is entered for [Server Address], check whether the DNS server supports only forward

lookup. If the server supports only forward lookup, select [Do Not Use] or [Use] for [Login Information]. If
you select [Use (Security Authentication)], make sure that the DNS server supports reverse lookup.

[Position to Start Search]
Specify the node in the directory information tree (DIT) that you want to start search from. Leaving the text box
blank sets the machine to start search from an arbitrary node selected automatically.

When specifying the node, enter "DC=," followed by a host name (a dot-delimited character string in the
Active Directory domain name), and separate each of the entries with a comma. If the domain name is
"john.example.com," for example, enter "DC=john,DC=example,DC=com."

[Use TLS]
Select the check box to encrypt communication with the LDAP server using TLS.

NOTE:

This is enabled only when [Use] or [Use (Security Authentication)] is selected in [Login Information].

[Port Number]
Enter the port number used for communicating with the LDAP server.
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[Search Timeout]
Specify how long the machine searches.

[Login Information]

Select [Do Not Use], [Use], or [Use (Security Authentication)] depending on the type of authentication
implemented by the LDAP server. When [Use] or [Use (Security Authentication)] is selected, the user name and
password must be specified.

[Do Not Use] Select not to authenticate the machine using the login information.

[Use] Select to authenticate the machine using the login information.

Select to use data obtained by Kerberos, a network authentication protocol, for the
[Use (Security Authentication)]| authentication password. If this setting is selected, the clock of the machine needs to be
synchronized with that of the LDAP server.

[Display Authentication Screen When Searching]

Select the check box to require the user to enter the user name and password when a search is requested. If the
[Use Same Authentication Information as When Send Operation Started] check box is selected, the user name
and password used for authentication when sending faxes or scans are also used here. If the check box is
cleared, authentication is carried out using the information entered in [User Name] and [Password].

[Use Same Authentication Information as When Send Operation Started]

Set whether the authentication information when the fax or scan function was used is also used when
searching. This check box is normally displayed selected; however, it is only valid when the [Display
Authentication Screen When Searching] check box is selected.

[User Name]
Enter the user name of the machine that was registered to the LDAP server.

When [Use] is selected for [Login Information], enter the user name in the form "(domain name)\(user
name)" (example: domaini\user1).

When [Use (Security Authentication)] is selected, enter the user name only (example: user1).

[Set/Change Password]
To specify or change the password, select the check box and enter alphanumeric characters in the [Password]
text box.

[Domain Name]
When [Use (Security Authentication)] is selected for [Login Information], enter alphanumeric characters for the
directory tree name in Active Directory (example: example.com).

[Confirm TLS Certificate for LDAP Server Access]

Select the check box to verify the certificate when encrypting communication with the LDAP server using TLS.
Also, select the [Add CN to Verification Items] check box as necessary.

mRegistering the authentication server
If the use of the fax and scan functions is restricted, register the server used for authentication.
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[Check Connection]

After configuring the registration details, you can check the connection to the server.

[Server Name]
Enter the name to be assigned to the LDAP server.

[Server Address]
Enter the IP address of the LDAP server or enter alphanumeric characters for the host name of the server
(example: Idap.example.com).

€@ IMPORTANT:

To prevent errors from occurring when searching for destinations, make sure to check the following:
- If the host name is entered for [Server Address], make sure that a DNS server is available in the network.

- If the IP address is entered for [Server Address], check whether the DNS server supports only forward
lookup. If the server supports only forward lookup, select [Use] for [Login Information]. If you select [Use
(Security Authentication)], make sure that the DNS server supports reverse lookup.

[Position to Start Search]
Specify the node in the directory information tree (DIT) that you want to start search from. Leaving the text box
blank sets the machine to start search from an arbitrary node selected automatically.

When specifying the node, enter "DC=," followed by a host name (a dot-delimited character string in the
Active Directory domain name), and separate each of the entries with a comma. If the domain name is
"john.example.com," for example, enter "DC=john,DC=example,DC=com."

[Use TLS]
Select the check box to encrypt communication with the LDAP server using TLS.

NOTE:

This is enabled only when [Use] is selected in [Login Information].

[Port Number]
Enter the port number used for communicating with the LDAP server.
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[Authentication/Attribute Acquisition Timeout]
Specify how long authentication and attribute acquisition can continue.

[User Name Attribute]
Enter the attribute name, to be compared with a user name entered during authentication, consisting of
alphanumeric characters (Example: "sAMAccountName").

NOTE:

Not required if [Use (Security Authentication)] is selected in [Login Information].

[E-Mail Address Attribute]
Enter the attribute name, to be used for obtaining an e-mail address from the authentication server, consisting
of alphanumeric characters (Example: "mail").

[Login Information]
Select [Use] or [Use (Security Authentication)] depending on the type of authentication implemented by the
LDAP server.

[Use] Select to authenticate the machine using the System Manager ID.

Select to use data obtained by Kerberos, a network authentication protocol, for the
[Use (Security Authentication)]| authentication password. If this setting is selected, the clock of the machine needs to be
synchronized with that of the LDAP server.

[Use System Manager ID]

If [Use] is selected in [Login Information], this specifies whether authentication using the system manager ID is
used. To use the system manager ID, select the check box and specify the user name and password used for
authentication. If you deselect the check box, logins are anonymous (no user name).

[User Name]
Enter the user name of the machine that was registered to the LDAP server in the form "(domain name)\(user
name)" (example: domain1\user1).

[Set/Change Password]
To specify or change the password, select the check box and enter alphanumeric characters in the [Password]
text box.

[Domain Name]

When [Use (Security Authentication)] is selected for [Login Information], enter alphanumeric characters for the
directory tree name in Active Directory (example: example.com).

[Confirm TLS Certificate for LDAP Server Access]

Select the check box to verify the certificate when encrypting communication with the LDAP server using TLS.
Also, select the [Add CN to Verification Items] check box as necessary.

G Click [OK].

LINKS

Configuring SNTP(P. 75)

Basic Operations for Sending Faxes(P. 220)
Basic Operations for Scanning Originals(P. 288)
LDAP Server Authentication(P. 369)
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Monitoring and Controlling the Machine with SNMP

8052-017

Simple Network Management Protocol (SNMP) is a protocol for monitoring and controlling communication devices in a
network by using Management Information Base (MIB). The machine supports SNMPv1 and security-enhanced
SNMPv3. You can check the status of the machine from a computer when you print documents or use the Remote UI.
You can enable either SNMPv1 or SNMPV3, or both at the same time. Specify the settings for each version to suit your
network environment and the purpose of use.

'
2 —

SNMP Manager

fr‘éb

SNMPv1

SNMPv1 uses information called "community" to define the scope of SNMP communication. Because this
information is exposed to the network in plain text, your network will be vulnerable to attacks. If you want to
ensure network security, disable SNMPv1 and use SNMPv3.

SNMPv3

With SNMPv3, you can implement network device management that is protected by robust security features.
Note that TLS must be enabled for the Remote UI before configuring SNMPv3 ( ©Configuring the Key and
Certificate for TLS(P. 385) ).

NOTE

e The machine does not support the trap notification feature of SNMP.

e To change the port number of SNMP, see ©Changing Port Numbers(P. 382) .

e SNMP management software, when installed on a computer on the network, enables you to configure,
monitor, and control the machine remotely from the computer. For more information, see the instruction
manuals for your management software.

e For more information about the basic operations to be performed when setting the machine from the
Remote UI, see ©Setting Up Menu Options from Remote UI(P. 436) .

1 Start the Remote UI and log in to System Manager mode. ©Starting Remote
UI(P. 427)

2 Click [Settings/Registration] on the Portal page. ©Remote UI Screen(P. 428)
3 Select [Network Settings] » [SNMP Settings].

4 Click [Edit].
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5 specify SNMPv1 settings.

If you do not need to change SNMPv1 settings, proceed to the next step.
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[Use SNMPv1]
Select the check box to enable SNMPv1. You can specify the rest of SNMPv1 settings only when this check box
is selected.

[Use Community Name 1]/[Use Community Name 2]

Select the check box to specify a community name. If you do not need to specify a community name, clear
the check box.

[Community Name]
Enter alphanumeric characters for the name of the community.

[MIB Access Permission]
For each community, select [Read/Write] or [Read Only] for the access privileges to MIB objects.

[Read/Write] Permits both viewing and changing the values of MIB objects.

[Read Only] Permits only viewing the values of MIB objects.

[Use Dedicated Community]

Dedicated Community is a preset community, intended exclusively for Administrators using Canon software,
such as iW Management Console. Select the check box to use Dedicated Community, and specify [MIB Access
Permission]. If you do not need to use Dedicated Community, clear the check box.

G Specify SNMPvV3 settings.

If you do not need to change SNMPV3 settings, proceed to the next step.
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[Use SNMPv3]
Select the check box to enable SNMPv3. You can specify the rest of SNMPv3 settings only when this check box
is selected.

[Enable User]
Select the check box to enable [User Settings 1]/[User Settings 2]/[User Settings 3]. To disable user settings,
clear the corresponding check box.

[User Name]
Enter alphanumeric characters for the user name.

[MIB Access Permission]
Select [Read/Write] or [Read Only] for the access privileges to MIB objects.

[Read/Write] Permits both viewing and changing the values of MIB objects.

[Read Only] Permits only viewing the values of MIB objects.

[Security Settings]
Select [Authentication On/Encryption On], [Authentication On/Encryption Off], or [Authentication Off/
Encryption Off] for the desired combination of authentication and encryption settings.

[Authentication Algorithm]
If you have selected [Authentication On/Encryption On] or [Authentication On/Encryption Off] in [Security
Settings], select the appropriate authentication algorithm for your network environment.

[Encryption Algorithm]
If you have selected [Authentication On/Encryption On] in [Security Settings], select the appropriate
encryption algorithm for your network environment.

[Set/Change Password]

To set or change the password, select the check box and enter alphanumeric characters for the password in
the [Authentication Password] or [Encryption Password] text box. For confirmation, enter the same password
in the [Confirm] text box. Passwords can be set independently for authentication and encryption algorithms.

7 Specify Printer Management Information Acquisition Settings.

73



Setting Up

With SNMP, the printer management information, such as printing protocols and printer ports, can be
monitored and obtained regularly from a computer on the network.
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[Acquire Printer Management Information from Host]
Select the check box to enable monitoring of the printer management information of the machine via SNMP.
To disable monitoring of the printer management information, clear the check box.

8 Click [0K].

9 Restart the machine. (ORestarting the Machine(P. 122)

NOTE

Disabling SNMPv1

e If SNMPv1 is disabled, some of the functions of the machine become unavailable, such as obtaining machine
information via the printer driver.

Using the operation panel

e You can enable or disable the SNMP settings from <Menu>. ©@<SNMP Settings>(P. 478)

Enabling Both SNMPv1 and SNMPv3

e If both versions of SNMP are enabled, it is recommended that MIB access permission in SNMPv1 be set to
[Read Only]. MIB access permission can be set independently in SNMPv1 and SNMPv3 (and for each user in
SNMPv3). Selecting [Read/Write] (full access permission) in SNMPv1 negates the robust security features
that characterize SNMPv3 because most of the machine settings can then be controlled with SNMPv1.

LINKS

Configuring the Key and Certificate for TLS(P. 385)
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Other Network Settings

8052-018

Configure the following items according to your network environment.

Configuring FTP PASV Mode(P. 75)
Configuring SNTP(P. 75)
Monitoring the Machine from the Device Management Systems(P. 76)

Configuring FTP PASV Mode

PASV is an FTP communication mode used for file transfer. To connect to an FTP server through a firewall, you must
use PASV mode. First check that the PASV mode is set on the FTP server.

€ IMPORTANT

Whether PASV mode is used for FTP depends on your network environment and the settings on the FTP
server to which data is being sent. For more information, contact your Network Administrator.

<Menu> - <Preferences> i <Network> - <TCP/IP Settings> » <Use FTP PASV Mode> - <On>
<OK> » Restart the machine

Configuring SNTP

Simple Network Time Protocol (SNTP) enables you to adjust the system clock by using the time server on the network.
If SNTP is used, the time server is checked at the specified intervals; therefore, the correct time can always be
maintained. The time is adjusted based on Coordinated Universal Time (UTC), so specify the time zone setting before
configuring SNTP ( ©Setting the Date/Time(P. 13) ). SNTP settings can be specified via the Remote UL

NOTE

e The SNTP of the machine supports both NTP (version 3) and SNTP (versions 3 and 4) servers.

e For more information about the basic operations to be performed when setting the machine from the
Remote UI, see ©@Setting Up Menu Options from Remote UI(P. 436) .

1 Start the Remote UI and log in to System Manager Mode. ©Starting Remote
UI(P. 427)

2 Click [Settings/Registration] on the Portal page. ©Remote UI Screen(P. 428)
3 Select [Network Settings] » [SNTP Settings].

4 Click [Edit].
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5 Select the [Use SNTP] check box and specify the required settings.
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[Use SNTP]

Select the check box to use SNTP for synchronization. If you do not want to use SNTP, clear the check box.

[NTP Server Name]
Enter the IP address of the NTP or the SNTP server. If DNS is available on the network, you can enter a host
name (or FQDN) consisting of alphanumeric characters instead (example: ntp.example.com).

[Polling Interval]
Specify the interval between one synchronization and the next.

G Click [OK].

7 Restart the machine. ©Restarting the Machine(P. 122)

NOTE

Testing communication with the NTP/SNTP server

e You can view communication status with the registered server by clicking [Settings/Registration] » [Network
Settings]  [Check NTP Server] in [SNTP Settings]. If a proper connection has been established, the result is
displayed as shown below. Note that this operation does not adjust the system clock.

SNTP Settings
Lrse SNTE: On
NTP Server Name: nip.example.com
Falling Interva 4 hr.
Check NTP Server

Check NTR Server

MTP Senver Chadk Result: oK

L]

Monitoring the Machine from the Device Management Systems

You can facilitate the collection and management of various information about networked devices by implementing
device management software, such as iW Management Console*, into the network. Information such as device
settings and error logs is retrieved and distributed via the server computer. If the machine is connected to such a
network, iW Management Console searches the network for the machine by using protocols such as Service Location
Protocol (SLP) to gather information from the machine, such as power supply status information. SLP settings can be
specified via the Remote UL This section also describes the procedure to configure settings for communication
between the machine and plug-ins for iW Management Console.
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*For more information about i Management Console, contact your dealer or service representative.

NOTE

To use iW Management Console plug-ins

e You need to enable the settings of the dedicated port and the SNMP settings. As for the SNMP settings, set
[MIB Access Permission] to [Read/Write] for both SNMPv1 and SNMPv3.
<Use Dedicated Port>(P. 479)

Monitoring and Controlling the Machine with SNMP(P. 71)
Remote UI Operations

e For more information about the basic operations to be performed when setting the machine from the
Remote UI, see ©Setting Up Menu Options from Remote UI(P. 436) .

m Configuring SLP Communication with Device Management Software

1 Start the Remote UI and log in to System Manager Mode. (©Starting Remote
UI(P. 427)

2 Click [Settings/Registration] on the Portal page. ©Remote UI Screen(P. 428)
3 Click [Network Settings].

4 Specify SLP settings.

mSpecifying multicast device discovery

1 Select [Multicast Discovery Settings] » [Edit].

2 Select the [Respond to Discovery] check box and specify the required settings.
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[Respond to Discovery]

Select the check box to set the machine to respond to device management software multicast discovery
packets and enable monitoring by device management software.

NOTE:

To change the port number for multicast discovery, see ©@Changing Port Numbers(P. 382) .
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[Scope Name]
To include the machine into a specific scope, enter alphanumeric characters for the scope name.

3 Click [OK].

mNotifying a device management software of the power status of the machine

1 Select [Sleep Mode Notification Settings] » [Edit].

2 Select the [Notify] check box and specify the required settings.
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[Notify]

Select the check box to notify a device management software of the power status of the machine. When
[Notify] is selected, you can expect the machine to avoid unnecessary communication during sleep mode
and reduce the total power consumption.

[Port Number]
Change the port number for this function according to the network environment.

[Number of Routers to Traverse]
Specify how many routers the notification packets can pass through.

[Notification Interval]
Specify how often the machine notifies a device management software of its power status.

3 Click [OK].

5 Restart the machine. ©Restarting the Machine(P. 122)

m Configuring Settings for Communication between the Machine and Plug-ins

You can specify the settings to enable communication between the machine and iW Management Console plug-ins.
Use of plug-ins allows you to manage the machine's settings from iW Management Console.

<Menu> » <Preferences> » <Network> j <Device Settings Management> » <On>
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Installing Drivers

8052-019

Install the various drivers and associated software on your computer.

1 Make the necessary preparation before proceeding with the installation.

Install the optional devices on the main unit in advance. ©Optional Equipment(P. 671)

Install the drivers and software to use from the included CD-ROM/DVD-ROM or by downloading them from
the Canon website for your country/region accessed via the URL indicated below.
https://global.canon/en/support/

NOTE:

When new versions of drivers and software become available, they will be uploaded to the Canon website.
You can download them as necessary after checking their system requirements.

Depending on your machine or environmental conditions, some functions may not be available.

Some of the drivers are not supported depending on the OS. For more information about the supported
status of the latest OS, see the Canon website.

2 Proceed with the installation.

For more information about the installation procedure, see the manuals for the drivers and software you are
going to use.

€ IMPORTANT

Installation of drivers is impossible if sending and receiving of the IP address are not permitted in [Firewall
Settings]. For more information, see ©Specifying IP Addresses for Firewall Settings(P. 376) .

If sending and receiving of the IP address of the computer on which drivers are installed become disabled by
[Firewall Settings], it is no longer possible to perform printing or send faxes from that computer.
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Configuring Initial Settings for Fax Functions

8052-01A

Follow steps 1 to 4 described below to configure the fax settings. First, determine which receive mode best suits your
intended use, and then follow the on-screen instructions to configure the settings. For more information about a
particular step, click on the link to go to the corresponding section.

Step 1 ©Deciding Which Fax Receive Mode to Use(P. 81)

Step 2 (ORegistering the Fax Number and Unit Name(P. 82)
Step 3 OsSelecting the Receive Mode(P. 83)

Step 4 ©Connecting the Telephone Line(P. 84)

80



Setting Up

Deciding Which Fax Receive Mode to Use

8052-01C

Before configuring the fax settings, determine which receive mode best suits your intended use.

Intended use Receive mode

Use fax only/Never use telephone <Auto>
This setting is for when you want to use the machine exclusively for receiving faxes,
and you do not want to use the telephone or optional handset.

Mostly use telephone/Almost never use fax| <Manual>
Connect your telephone or handset to the machine. This setting is for when you
mostly want to use the telephone. You can receive incoming faxes manually.

Use both fax and telephone Use answering machine <Answering Machine>

Connect your answering machine. Callers can
record a message if they call while you are away
from the telephone. The machine automatically
receives incoming faxes.

Use standard telephone or <Fax/Tel (Auto Switch)>

handset Connect your telephone or handset. The machine
automatically receives incoming faxes, and the
telephone rings for incoming calls.

NOTE

e Depending on the type of telephone connected to it, the machine may not be able to send or receive faxes
properly.
e You may be able to manually set receive modes other than those described above, depending on your
country or region.
Receiving Faxes(P. 229)

» Continue to ©ORegistering the Fax Number and Unit Name(P. 82)

LINKS

Receiving Faxes(P. 229)
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Registering the Fax Number and Unit Name

8052-01E

Register the fax number and unit name of your machine. This information is printed at the top of each page sent from
the machine.

Fax Number
Mumber's Type
Sent Time Unit Name Page Number
TWI0015 007 P FAN 12330000000 CANCN & o001

1 Select <Menu> in the Home screen. ©Home Screen(P. 126)

Select <Function Settings> » <Common> » <Fax Setup Guide>.

Select <Set Up Now>.

Select <Next>.

~ W N

U

Enter the fax number, and select <Apply>.

6 Select <Next>.

7 Enter the unit name (such as a user name or company name), and select <Apply>.

On how to enter text, see ©Entering Text(P. 135) .

i When the unit name has been registered, the RX mode setting screen is displayed.

9 Continue to GSelecting the Receive Mode(P. 83)

LINKS

Receiving Faxes(P. 229)
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Selecting the Receive Mode

8052-01F

Select the receive mode that suits your intended use beforehand ( ©Deciding Which Fax Receive Mode to
Use(P. 81) ).

1 Select <Next>.

2 Select the receive mode.

Select <Yes> or <No> to select the receive mode for the operations you intend to carry out.

NOTE:

You may be able to manually set receive modes other than those described below, depending on your
country or region. ©Receiving Faxes(P. 229)

HTo set the receive mode to <Auto>
Select <No>.

B To set the receive mode to <Answering Machine>
Select <Yes> p <Yes>.

H To set the receive mode to <Fax/Tel (Auto Switch)>
Select <Yes> p <NoO> p <Yes>.

H To set the receive mode to <Manual>
Select <Yes>  <No> » <No>.

3 Select <Apply>.

% When the RX mode has been set, the telephone line connection method is displayed.

» Continue to ©Connecting the Telephone Line(P. 84)

LINKS

OReceiving Faxes(P. 229)

83



Setting Up

Connecting the Telephone Line

8052-01H

Connect the telephone line to the machine.

1 Connect the telephone line to the machine.

Connect the included telephone cable to the telephone line jack on the machine ({.%) and the telephone line

jack on the wall.
If you are using a telephone or answering machine, connect it to the external telephone jack ({:}).

If you are using an optional handset, connect it to the handset jack ({#)).

L EI Telephone line jack

— {\/:::_}" T{:l||:-_1ph|:| ne

SRS

N Handset
=S o ptional)

NOTE:

If you are connecting an external telephone with fax functions, set up the telephone to receive faxes

manually.

2 Select <End> after the telephone line has been connected.

3 Select <Yes>.

If the machine does not automatically set the type of telephone line

Follow the procedure below to set the type of telephone line. If you are not sure of the type of phone line you
are using, contact your local telephone company. <Select Line Type> may not be available depending on the

country where you are using the machine.

<Menu> » <Function Settings>  <Send> | <Fax Settings> » <Set Line> j <Select Line Type>

Select the type of telephone line

LINKS

(OBasic Operations for Sending Faxes(P. 220)
(OReceiving Faxes(P. 229)

84



Setting Up

Configuring Scan Settings

8052-01)
To send scanned originals directly by e-mail or I-Fax or save them to shared folders or FTP server, you need to

configure the network. The Send Function Setting Tool, an application that is included with the machine, will assist you
with the required setup. Set the necessary configuration depending on your purpose and network environment.

Saving to a Computer

OPreparing to Use the Machine as a Scanner(P. 86)

Scanning to E-mail or I-Fax

©OProcedure for Setting to Send E-Mail/Send and Receive I-Fax(P. 87)

Scanning to Shared Folders

OProcedure for Setting a Shared Folder as a Save Location(P. 95)

Saving to FTP Server

FTP

OProcedure for Setting a FTP Server as a Save Location(P. 99)

LINKS

(©system Environment(P. 667)
©Scan Function(P. 660)
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Preparing to Use the Machine as a Scanner

8052-01K

To use this machine with a computer, you must complete preparations in advance, including installation of software to
the computer. To connect this machine in Windows via a network, you need to register this machine in "MF Network
Scanner Selector". When the machine and your computer are connected via USB, you only need to install the software
(step 1 below).

€ 'MPORTANT

The scan function is not available if the machine and your computer are connected in an IPv6 environment.
Use IPv4 or a USB connection.

1 Install the scanner driver and software. ©lInstalling Drivers(P. 79)

2 Click &, in the system tray.

b B | &

Customize..

3 Select the check box for the machine, and click [OK].
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Procedure for Setting to Send E-Mail/Send and Receive
I-Fax

8052-01L

Before configuring the machine for scanning to e-mail, check the setup flow shown below.

o, Make sure that the machine and the computer are correctly connected.
[ (OConnecting to a Wireless LAN(P. 19)
! OConnecting to a Wired LAN(P. 18)
=
/ Make sure that you have the following information:
The IP address of the machine. ©Viewing Network Settings(P. 38)

An e-mail address to be registered as a destination.

Information about the e-mail server, including the SMTP server name, port
numbers, whether authentication is required, and the user name and password
for authentication.

NOTE:

For more information about the e-mail server settings, contact your Internet
service provider or Network Administrator.

Make sure that the computer meets the system requirements for the Send

Function Setting Tool (sending e-mail).

K System requirements for the Send Function Setting Tool ©System
Environment(P. 667)

NOTE:

Also make sure that <Use HTTP> and <Use Remote UI> are set to <On>.
ODisabling HTTP Communication(P. 422)
ODisabling Remote UI(P. 423)

!, Set the machine configuration.
°‘ II ﬂ' Configuring Basic E-Mail Settings ©Configuring Basic E-Mail Settings(P. 88)

Configuring I-Fax Receiving Settings ©Configuring E-Mail/I-Fax
Communication Settings(P. 91)

Configuring Detailed E-Mail/I-Fax Communication Settings (Authentication,
Encryption, etc.) ©Configuring E-Mail/I-Fax Communication Settings(P. 91)
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Configuring Basic E-Mail Settings

8052-01R

This section describes how to configure the e-mail settings by using the Send Function Setting Tool. With the Send
Function Setting Tool, you can also register e-mail addresses to the Address Book.

NOTE

e The Send Function Setting Tool helps you configure the basic settings for sending e-mails. Instead of the
Send Function Setting Tool, you can use the Remote UI to configure more detailed settings such as the
settings for POP authentication before sending or for encrypted communication. © Configuring E-Mail/I-
Fax Communication Settings(P. 91)

1 Start the Send Function Setting Tool.

mUsing a Web browser

Enter "http://<the IP address of the machine>/sendsupport_login.html" in the address field of a Web browser,
and press the [ENTER] key.

S __j 2 http://192.168.1.24/sendsupport_legin.html

mUsing the CD-ROM/DVD-ROM

1  Insert the provided CD-ROM/DVD-ROM into the drive on the computer.

Select a language and click [OK] if you are prompted to do so.

2 Click [Start Software Programs].

NOTE:

If the [Software Programs/Manuals Setup] screen is not displayed, see ©Displaying the [Software
Programs/Manuals Setup] Screen(P. 682) .

If [AutoPlay] is displayed, click [Run MInst.exe].
3 Click [Start] for [Send Function Setting Tool].
4 Click [Next].

If you want to view "Send Setting Guide," click [How to Set].

NOTE:

If the screen that cancels the Windows firewall is displayed, click [Yes].

5 Select the machine from [Device List] and click [Next].
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NOTE:

If the machine is not displayed in [Device List]

Click [Search Again]. If the problem persists, click [Search by IP Address], enter the IP address of the
machine, and then click [OK].

6  Confirm the settings and click [OK].

2 Click [Start].

If the login screen is displayed, enter the appropriate ID and PIN in the corresponding text boxes, and then
click [Logon].

3 Click [Send to E-mail Settings].

If the screen prompting you to enter the Address Book PIN is displayed, enter the PIN for the Address Book,
and click [OK]. ©Restricting Use of the Address Book(P. 413)

4 Specify the required settings.
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With the Send Function Setting Tool, you can register an e-mail address into <Favorites> in the Address
Book. Select a number from the drop-down list.

[Name for Favorites Number]

Enter the name for identifying the destination to be registered. Set a name that will be easy for you to
find later in the Address Book.

[Send Destination Settings]

[Destination E-mail Address]
Enter the e-mail address that you want to send your scanned originals to.

[SMTP Server Settings]

[SMTP Server]
Enter the SMTP server name.

[SMTP Authentication]

Click the [Not Set] or [Set] radio button to match the authentication settings of the SMTP server. When

[Set] is selected, enter the user name in the [User Name] text box and password in the [Password] text
box.

NOTE:

Authentication methods for sending e-mails

To prevent e-mail transmissions by unauthorized users, the machine supports SMTP authentication (SMTP
AUTH) and POP before SMTP. For more information about the required authentication method, contact
your Internet service provider or Network Administrator.

POP before SMTP authentication can only be configured by using the Remote UIL. ©Configuring E-Mail/I-
Fax Communication Settings(P. 91)

5 Click [Next].
6 Confirm the settings and click [Register].

7 Restart the machine. (ORestarting the Machine(P. 122)

€ IMPORTANT

Additional settings may be required depending on the network you are using. For more information, contact
your Internet service provider or Network Administrator.

To enable TLS for e-mailing, see @Configuring E-Mail/I-Fax Communication Settings(P. 91) .

To change port numbers, see ©Changing Port Numbers(P. 382) .

LINKS

Procedure for Setting to Send E-Mail/Send and Receive I-Fax(P. 87)
Specifying E-Mail Settings(P. 322)
Registering Destinations(P. 181)
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Configuring E-Mail/I-Fax Communication Settings

Use the Remote UI to configure the detailed send and receive settings, such as the settings for using the machine to
send and receive I-Faxes and the settings for POP authentication and encryption of communication before you send e-
mail or I-Faxes. Contact your provider or network administrator for the required settings.

NOTE

e For more information about the basic operations to be performed when setting the machine from the
Setting Up Menu Options from Remote UI(P. 436) .

Remote U], see

1 Start the Remote UI and log in to System Manager Mode.

UI(P. 427)

Select [TX Settings] » [E-Mail/I-Fax Settings].

2
3
4

Click [Edit].

Specify the required settings.

Click [Settings/Registration] on the Portal page.
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[Check SMTP Connection] / [Check POP Connection]

After specifying the settings, check the connection to the [SMTP Server] or [POP Server].

[SMTP Server]

Enter alphanumeric characters as the SMTP server name (or IP address) for sending e-mail and I-Faxes.

[E-Mail Address]

Enter alphanumeric characters for the e-mail address that you want to use for the machine.

[POP Server]

91

o P CoRagIion

Starting Remote

Remote UI Screen(P. 428)
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Enter alphanumeric characters as the SMTP server name or IP address for sending e-mail and I-Faxes.

[User Name]
Enter alphanumeric characters as the user name for the specified e-mail account when a POP3 server is used.

[Set/Change Password]
To set or change the password when a POP3 server is used, select the check box and enter alphanumeric
characters in [Password].

mSpecify the settings required for I-Fax reception

Edit E-Mail/T-Fax Settings
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[POP RX]
Select the check box to receive I-Faxes.

[POP Interval]
This sets the interval (in minutes) used for automatically connecting to the POP3 server. If there are any I-Fax
documents on the server, they are automatically received and printed.

NOTE:

To disable automatic reception

Set [POP Interval] to [0]. When [0] is set, you receive I-Faxes manually. ©Receiving I-Faxes
Manually(P. 259)

mConfiguring Pop Authentication before Sending

POP before SMTP authentication prevents unauthorized users from using e-mail and I-Faxes by performing
user authentication on the POP3 server.
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[Use POP Authentication Before Sending]
To use the POP3 server for authentication before you send e-mail or I-Faxes, select the check box.

[Use APOP Authentication]
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Select the check box to use APOP to encrypt the password during the authentication process.

m Configuring SMTP authentication

If you configure SMTP authentication (SMTP AUTH), user identification by user name and password is
performed at the time of sending e-mail or I-Fax.
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[Use SMTP Authentication (SMTP AUTH)]
To enable authentication on the SMTP server, select the check box and enter alphanumeric characters in the
[User Name] text box.

[Set/Change Password]
To specify or change the password, enter alphanumeric characters in the [Password] text box.

m Configuring encrypted communication
You can configure encryption of communication with an SMTP or POP3 server.

StormiRoxms N Sathngs Lk S MTE Saiwsliatioe [SRETF SUTH]

Larure Prink LetincR U W

—orp BT g Paresed

Pasta el
St (st

Lina TLS for SATR TH

e B, PR
LDWF Sarvar Satazge
[TRFRSRIE N

LUinst BamsgeraT

B ¢ MWL REN]

wealy CoE
S CH 2 Verdrraas e
e 115 dor RO
‘winry Caririce

Rk T B W AT TR

LizsrmayCthar z
[ R agaTar:

Selur iy SeTg:

[Use TLS for SMTP TX]
Select the check box to use TLS for encrypting communication with the SMTP server. Select the check box for
[Verify Certificate] or [Add CN to Verification Items] depending on your needs.

[Use TLS for POP]

Select the check box to encrypt communication with the POP3 server using TLS. Select the [Verify Certificate]
and [Add CN to Verification Items] check boxes as required.

6 Click [OK].

7 Restart the machine. ©Restarting the Machine(P. 122)
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€ IMPORTANT

Depending on the network you are using, you may need to change the SMTP or POP3 port setting (
Changing Port Numbers(P. 382) ). For more information, contact your Internet service provider or Network
Administrator.

LINKS

Procedure for Setting to Send E-Mail/Send and Receive I-Fax(P. 87)
Configuring Basic E-Mail Settings(P. 88)

Basic Operations for Scanning Originals(P. 288)

Using Internet Fax (I-Fax)(P. 251)
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Procedure for Setting a Shared Folder as a Save
Location

8052-01U
Before configuring the machine for scanning to shared folders, check the setup flow shown below.
o, Make sure that the machine and the computer are correctly connected.
[ (OConnecting to a Wireless LAN(P. 19)
- OConnecting to a Wired LAN(P. 18)
==
4
/ Make sure that you have the following information:
The IP address of the machine. ©Viewing Network Settings(P. 38)
4 The name of the computer where the shared folder is located. ©Checking the

Computer Name(P. 684)

Path to and the name of the shared folder (If access restrictions are set to the
folder, the user name and password information is also needed).

v

Make sure that the computer meets the system requirements for the Send
Function Setting Tool.

System requirements for the Send Function Setting Tool ©System
Environment(P. 667)

NOTE:

g

Also make sure that <Use HTTP> and <Use Remote UI> are set to <On>.
©Disabling HTTP Communication(P. 422)
ODisabling Remote UI(P. 423)

v

f Set the machine configuration. ©Setting a Shared Folder as a Save
Location(P. 96)

I
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@
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Setting a Shared Folder as a Save Location

8052-01W

The feature of scanning to shared folders is also called "Scan to SMB" because the feature uses Server Message Block
(SMB), a Windows-specific technology. SMB is a protocol for sharing resources, such as files and printers, with more
than one device in a network ( ©Configuring SMB(P. 60) ). To configure the machine for saving your scanned
documents into a shared folder in the network via SMB, specify the location of the shared folder from a computer in
advance. This section describes how to specify the save location by using the Send Function Setting Tool.

NOTE

e You can also use the Remote UI to specify the location of the shared folder as save destination by registering
the folder to the Address Book. Registering Destinations in the Address Book from Remote UL
Registering Destinations from Remote UI(P. 439)

1 Start the Send Function Setting Tool.

mUsing a Web browser

Enter "http://<the IP address of the machine>/sendsupport_login.html" in the address field of a Web browser,
and press the [ENTER] key.

|| @ hitp://192.168.1 24/sendsupport_login.html

mUsing the CD-ROM/DVD-ROM

1 Insert the provided CD-ROM/DVD-ROM into the drive on the computer.

Select a language and click [OK] if you are prompted to do so.

2 Click [Start Software Programs].

NOTE:

If the [Software Programs/Manuals Setup] screen is not displayed, see ©Displaying the [Software
Programs/Manuals Setup] Screen(P. 682) .

If [AutoPlay] is displayed, click [Run MInst.exe].
3 Click [Start] for [Send Function Setting Tool].
4 Click [Next].

If you want to view "Send Setting Guide," click [How to Set].

NOTE:

If the screen that cancels the Windows firewall is displayed, click [Yes].

5  Select the machine from [Device List] and click [Next].
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NOTE:

If the machine is not displayed in [Device List]

Click [Search Again]. If the problem persists, click [Search by IP Address], enter the IP address of the
machine, and then click [OK].

6 Confirm the settings and click [OK].

2 Click [Start].

If the login screen is displayed, enter the appropriate ID and PIN in the corresponding text boxes, and then
click [Logon].

3 Click [Store to Shared Folder Settings].

If the screen prompting you to enter the Address Book PIN is displayed, enter the PIN for the Address Book,
and click [OK]. ©Restricting Use of the Address Book(P. 413)

4 Specify the required settings.
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[Favorites Number]
With the Send Function Setting Tool, you can register a shared folder for saving scanned documents
into <Favorites> in the Address Book. Select a number from the drop-down list.

[Name for Favorites Number]
Enter the name for identifying the destination to be registered. Set a name that will be easy for you to
find later in the Address Book.

[Store Destination Settings]

[Protocol]
The protocol that is used for sending scanned documents to a shared folder is displayed.

[Computer Name of Store Destination]
Enter the name or the IP address of the computer where the shared folder is located.

[Shared Folder Name on Store Destination Computer]

Enter the name of (or path to) the shared folder. For example, if the shared folder is a subfolder named
"share" and is contained in the [Public] folder in drive C (path: C:\users\public\share), enter
"users\public\share."

[Status of Settings for Shared Folder]

[Access Restriction to Shared Folder]

Click the [Not Set] or [Set] radio button to match the access restrictions set to the shared folder. When
[Set] is selected, enter the user name in the [Registered User Name] text box and password in the
[Password to Access] text box.

5 click [Next].
6 Confirm the settings and click [Register].

7 Restart the machine. ©Restarting the Machine(P. 122)

LINKS

Procedure for Setting a Shared Folder as a Save Location(P. 95)
Basic Operations for Scanning Originals(P. 288)
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Procedure for Setting a FTP Server as a Save Location

8052-01X

Before configuring the machine for scanning to FTP Server, check the setup flow shown below.

i Make sure that the machine and the computer are correctly connected.
[ — OConnecting to a Wireless LAN(P. 19)
- (OConnecting to a Wired LAN(P. 18)

Make sure that you have the following information:
/ The IP address of the machine. ©Viewing Network Settings(P. 38)
FTP server name.
Path to the FTP server and folder name.

User name, password (only if set).
NOTE:

If the path, folder name, user name, password, etc. for the FTP server are
unknown, contact you Network Administrator.

To change the FTP port number. ©Changing Port Numbers(P. 382)

Check whether you need to use PASV mode.
If a firewall is installed between the machine and the FTP server, you must set
K PASV mode. ©Configuring FTP PASV Mode(P. 75)
NOTE:

Also make sure that <Use HTTP> and <Use Remote UI> are set to <On>.
©ODisabling HTTP Communication(P. 422)
ODisabling Remote UI(P. 423)

!~ Register the FTP server address.
G‘* (ORegistering Destinations from Remote UI(P. 439)
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Basic Operations

8052-01Y

This chapter describes basic operations, such as how to use the operation panel or how to load the paper, that are
frequently performed to use the functions of the machine.

m Parts and Their Functions

This section describes the exterior and interior parts of the machine and their functions, as well as how to use the keys
on the operation panel and how to view the display. ©Parts and Their Functions(P. 106)

m Turning ON the Machine
This section describes how to turn the machine ON and OFF. ©Turning ON the Machine(P. 117)

m Using the Operation Panel

This section describes how to use the display for tasks such as selecting items and adjusting settings. Also, it describes
how to enter characters and numbers. ©Using the Operation Panel(P. 124)

mLogging in to the Machine
This section describes how to log in when a login screen is displayed. ©Logging in to the Machine(P. 137)
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m Placing Originals

This section describes how to place originals on the platen glass and in the feeder. ©Placing Originals(P. 139)

mLoading Paper

This section describes how to load the paper into the paper drawer and manual feed slot. ©Loading Paper(P. 143)

m Customizing the Display

This section describes how to rearrange buttons or create shortcut buttons in order to make it easier to use screens
shown in the display. © Customizing the Display(P. 169)

m Changing the Default Settings for Functions

This section describes how to change the setting that is displayed initially when a function is selected. ©Changing the
Default Settings for Functions(P. 175)
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O

m Setting Sounds

This section describes how to adjust the volume of various machine sounds, such as those produced when fax sending
is complete or when an error occurs. ©Setting Sounds(P. 177)

m Entering Sleep Mode
This section describes how to set the sleep mode. ©Entering Sleep Mode(P. 179)

m Registering Destinations

This section describes how to register destinations for sending faxes or scanned documents. ©Registering
Destinations(P. 181)

mUsing a USB Memory Device

This section describes about the available USB memory devices and how to insert/remove the USB memory device. ©
Using a USB Memory Device(P. 189)
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Parts and Their Functions

8052-020

This section describes the parts of the machine (exterior, front and back side, and interior) and how they function. In
addition to describing the parts of the machine used for such basic operations as loading paper and replacing the
toner cartridges, this section also describes the keys on the operation panel and display. Read this section for tips on
how to use the machine properly.

OFront Side(P. 107)
©OBack Side(P. 109)
QOInterior(P. 111)
OFeeder(P. 112)

OManual Feed Slot(P. 113)
OPaper Drawer(P. 114)
©Operation Panel(P. 115)
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Front Side

8052-021

MF&57 Cdw / MFE55Cdw MF&51Cw

[l Feeder

Automatically feeds originals into the machine for scanning. When two or more sheets of original are loaded
in the feeder, originals can be scanned continuously. ©Feeder(P. 112)

F] Platen glass cover
Secures the originals placed on the platen glass.

[E] USB port (for USB device connection)

Use this port to connect a third-party USB memory device or USB keyboard. Connecting a USB memory
device allows you to print data from the memory device or store scanned originals on the memory device.
OPrinting from a USB Memory Device (Memory Media Print)(P. 273)

©Sending Data by E-Mail/Saving Data to a Shared Folder or FTP Server(P. 295)

3 Paper stopper

Open the paper stopper when you want to prevent paper from falling out of the output tray.

[} Speaker

Emits sounds produced by the machine, such as fax tones and warning tones.

[A Lift handles
Hold the lift handles when carrying the machine. ©Relocating the Machine(P. 614)
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Operation panel

The operation panel consists of keys such as Home key, Stop key, a display, and status indicators. You can
perform all the operations and specify settings from the operation panel.

Operation Panel(P. 115)

Basic Screens(P. 125)

Output tray
Printed paper is output to the output tray.

Power switch

Turns the power ON or OFF. To restart the machine, turn OFF the machine, wait for at least 10 seconds, and
turn it back ON.

Front cover

Open the front cover when replacing toner cartridges.
Procedure for Replacing the Toner Cartridge(P. 608)

Manual feed slot

Load the paper into the manual feed slot when you want to temporarily use a type of paper different from
that which is loaded in the paper drawer. ©Loading Paper in the Manual Feed Slot(P. 151)

Paper drawer

Load the type of paper you frequently use into the paper drawer. ©Loading Paper in the Paper
Drawer(P. 145)

Platen glass

When scanning books, originals of heavy or thin paper and other originals that cannot be scanned using the
feeder, place them on the platen glass. ©Placing Originals(P. 139)

Ventilation slots

Air inside the machine is vented out to cool down the inside of the machine. Note that placing objects in front
of the ventilation slots prevents ventilation.
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Back Side

8052-022

MF657Cdw / MF655Cdw MF651Cw

£} Rear cover

Open the rear cover when clearing paper jams. For more information, see "Troubleshooting (FAQ)" on the
online manual website.

] Rating label

The label shows the serial number, which is needed when making inquiries about the machine. For more
information, see "Troubleshooting (FAQ)" on the online manual website.

E) Power socket
Connect the power cord.

3 USB port (for USB device connection)

Use this port to connect devices such as a third-party USB keyboard.

[ USB port (for computer connection)
Connect a USB cable when connecting the machine and a computer.

2] LAN port

Connect a LAN cable when connecting the machine to a wired LAN router, etc. ©Connecting to a Wired
LAN(P. 18)

Handset jack (MF657Cdw)

Connect an optional handset.

5] External telephone jack (MF657Cdw)

Connect your telephone or answering machine. ©Connecting the Telephone Line(P. 84)
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Telephone line jack (MF657Cdw)

Connect a telephone cable when connecting the machine to a telephone line. ©@Connecting the Telephone
Line(P. 84)
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Interior

8052-023

[} Toner cartridge tray

Install the toner cartridges. Load the Y (yellow), M (magenta), C (cyan), and K (black) toner cartridges in the
slots from the rear to the front respectively. ©Procedure for Replacing the Toner Cartridge(P. 608)

LINKS

(OReplacing the Toner Cartridge(P. 606)
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8052-024

[} Feeder cover

Open when clearing paper jams. For more information, see "Troubleshooting (FAQ)" on the online manual
website.

F] Slide guides

Adjust these guides to match the width of original.

E] Original supply tray

Automatically feeds originals into the machine for scanning. When two or more sheets of original are loaded
in the feeder, originals can be scanned continuously. ©Placing Originals(P. 139)

[ Original output tray

Scanned originals are output here.

[} Document feed scanning area
Originals loaded in the feeder are automatically fed to the scanning area to be scanned.

€ IMPORTANT

Do not place any objects in the original output area. Doing so may cause damage to the originals.

Regularly clean the feeder and platen glass in order to obtain proper print results. ©Regular
Cleaning(P. 598)

112



Basic Operations

Manual Feed Slot

8052-025

[} Paper guides
Adjust the paper guides to exactly the width of the loaded paper to ensure that paper is fed straight into the
machine.

LINKS

OLoading Paper in the Manual Feed Slot(P. 151)
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Paper Drawer

£} Paper guides
Adjust the paper guides to exactly the size of the loaded paper to ensure that paper is fed straight into the

machine. Press the lock release levers that are indicated with arrows in the illustrations to release the locks
and slide the paper guides.

F) Lock release lever (for extending the paper drawer)

8052-026

When loading Legal size paper, the paper drawer needs to be extended. Press this lever to release the lock

and extend the length of the paper drawer.

NOTE

When loading Legal size paper

e When the extended paper drawer is inserted, its front side is not flush with the machine.

LINKS

OLoading Paper in the Paper Drawer(P. 145)
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Operation Panel

8052-027

NOTE

e The angle of the operation panel can be adjusted. Adjust it to an angle that is most comfortable for
viewing the panel. ©Adjusting the Angle(P. 116)

Display

You can view the progress of the machine and error statuses. The display is also a touch panel, so you can
specify settings by touching the screen directly.

OBasic Screens(P. 125)

(OBasic Operation(P. 132)

Sound Volume key
Press to adjust volume. ©Setting Sounds(P. 177)

Energy Saver key

Press to put the machine into the sleep mode. The key lights up green when the machine is in the sleep
mode. Press the key again to exit sleep mode. ©Entering Sleep Mode(P. 179)

Data indicator

Blinks while an operation is being performed, such as data transmission or printing. Lights up when there
are documents waiting to be processed.

Error indicator
Blinks or lights up when an error such as a paper jam occurs.

Home key

Press to display the Home screen, which provides access to the setting menu and functions such as copy and
scan.
(©OHome Screen(P. 126)
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(OCustomizing the Home Screen(P. 170)

Stop key

Press to cancel printing and other operations.

Adjusting the Angle

When it is difficult to view the touch panel display, adjust the angle of the operation panel.

LINKS

(©Basic Operation(P. 132)
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Turning ON the Machine

8052-028

This section describes how to turn ON the machine.

1 Make sure that the power plug is firmly inserted into a power outlet.

2 Press the power switch.

% The Start screen appears. ©Operation Panel(P. 115)

NOTE

e You can select the screen that is displayed first after the machine is turned ON. (©<Default Screen After
Startup/Restoration>(P. 458)

LINKS

Turning OFF the Machine(P. 118)
Restarting the Machine(P. 122)
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Turning OFF the Machine

8052-029

This section describes how to turn OFF the machine.

4 Press the power switch.

NOTE

e It may take some time for the machine to completely shut down. Do not unplug the power cord until the
display turns off.

e To restart the machine, wait for at least 10 seconds after the machine is turned OFF.

e You can also turn OFF the machine from a computer. ©Turning OFF the Machine by Remote
Operation(P. 119)

e You can specify the time for each day of the week and configure a setting to automatically turn OFF the
machine. ©Powering OFF at a Fixed Time(P. 120)
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Turning OFF the Machine by Remote Operation

8052-02A

You can turn OFF the machine from a computer on the same network without going to where the machine is installed.

1 Start the Remote UI and log in to System Manager Mode. ©Starting Remote
UI(P. 427)

2 Click [Settings/Registration] on the Portal page. ©Remote UI Screen(P. 428)
3 Select [Device Management] » [Remote Shutdown].

4 Check [Device Status] to make sure that no functions are being processed, and click
[Execute].

5 Click [OK].

NOTE

Restarting the machine by remote operation

e You can restart the machine by clicking [Restart Device] on the [Settings/Registration] screen of the Remote
UL ©Restarting the Machine(P. 122)
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Powering OFF at a Fixed Time

8052-02C

You can make a setting so that the power is automatically tuned OFF at a specified time on each day of the week. This
allows you to avoid useless power consumption that may occur due to failure to turn OFF the power. By default, this
function is disabled.

NOTE

e For information about the basic operation to set up the machine from Remote UI, see ©Setting Up Menu
Options from Remote UI(P. 436) .

1 Start the Remote UI and log in to System Manager Mode. ©Starting Remote
UI(P. 427)

2 Click [Settings/Registration] on the Portal page. ©Remote UI Screen(P. 428)
3 Select [Timer Settings] » [Edit].

4 Select the check box for [Set Auto Shutdown Weekly Timer], and set the time to turn
OFF the power.
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[Sunday] to [Saturday]
Enter the desired time to turn OFF the power. For any day of the week, leaving the time field blank means
that the auto shutdown function is disabled for that day.

5 click [OK].

NOTE

If the power is not turned OFF automatically at the specified time*
e When the Data indicator is lit up or blinking

e When the menu screen or Check Counter screen is displayed

e When settings data is being imported/exported

e When the firmware is being updated

*If the power cannot be turned OFF automatically at the specified time, a retry will be performed up to ten times at intervals
of one minute. If the power cannot be turned OFF even after ten retries, auto shutdown will be impossible for that day.
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Restarting the Machine

8052-02E

Depending on the setting items that have been changed, you may need to make the changes effective by restarting
the machine. This section describes how to restart the machine.

Restarting the Machine by an Operation on the Main Unit(P. 122)
Restarting the Machine by Remote Operation(P. 122)

Restarting the Machine by an Operation on the Main Unit

1 Press the power switch.

NOTE:

It may take some time for the machine to completely shut down.

i When the machine shuts down, the display or Energy Saver key of the operation panel turns off.

2 Wait at least 10 seconds after the shutdown, then press the power switch again.

% The machine starts.
Restarting the Machine by Remote Operation

1 Start the Remote UI and log in to System Manager Mode. ©Starting Remote
UI(P. 427)

2 Click [Settings/Registration] on the Portal page. ©Remote UI Screen(P. 428)

3 Click [Restart Device] in the menu on the left side of the screen.
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% A restart process begins. Communication remains disconnected until the main unit has restarted.
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Using the Operation Panel

8052-02F

You can use the display and keys of the operation panel to configure machine settings or operate functions. This
section describes basic usage of the display and keys.

(OBasic Screens(P. 125)
(OBasic Operation(P. 132)
OEntering Text(P. 135)

€ 'MPORTANT

Regarding the handling of the touch panel display
Do not press the touch panel display too hard. Doing so may break the touch panel display.

Do not use an object with a sharp end, such as a mechanical pencil or ballpoint pen. Doing so may scratch
the surface of the touch panel display or break it.

Placing objects on the display or wiping the display may cause the touch panel to react and lead to a
malfunction.

TIPS

o If you want to invert the light and dark parts of the display: ©<Invert Screen Colors>(P. 485)

o If you want to adjust the brightness of the display: ©<Brightness>(P. 485)

LINKS

©Operation Panel(P. 115)
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Basic Screens

8052-02H

The Home screen or settings screen appears on the display, allowing you to initiate functions such as copy and scan.
You can also use the display to check information such as error messages and the machine's operation status. The
screen is also a touch panel, so you can perform operations by touching the screen directly.

(OHome Screen(P. 126)
(O<Status Monitor> Screen(P. 129)
OMessage Display(P. 131)

NOTE

e You can customize the Home screen by rearranging frequently used buttons for easier access to the
respective functions. ©Customizing the Display(P. 169)

To Know How to Operate

e On some screens, the <?> button allows you to view the descriptions of functions or how to operate.
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Home Screen

Basic Operations

8052-02)

The Home screen is displayed when the power is turned ON or by pressing on the operation panel. Use this screen

to specify settings for and register functions.

Smcvee Fred

Change page

Use this to view another page in the Home screen. You can also
flick sideways to change pages.

<Check Counter>

Displays the totals for black and white and color printouts
separately. ©Viewing the Counter Value(P. 627)

<Log Out>

Use this button to log out from the machine.

<Status Monitor>

Press to check the printing status, to view the usage history, or
to view the network settings such as the IP address of the
machine. You can also check the status of the machine, such as
the remaining amount of paper and the amount remaining in
the toner cartridges, or whether any errors that occurred.
<Status Monitor> Screen(P. 129)

Wired LAN/Wireless LAN icon

The Wired LAN icon is displayed when connecting to a wired
LAN, or The Wireless LAN icon is displayed when connecting to a
wireless LAN. Press this icon to configure the wired/wireless LAN
settings. ©<Network>(P. 469)

User name/ID

The name or ID of the logged in user is displayed.

<Copy>

Use this button to start copying. ©Copying(P. 192)

<Fax>

Use this button to send a fax from the machine.
Faxing(P. 216)

<Scan>

Scans an original and converts it into an electronic file. You can
save scanned files on your computer or send them via e-mail.
Scanning(P. 283)
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<Memory Media Print>

Prints files stored in a USB memory device. ©Printing from a
USB Memory Device (Memory Media Print)(P. 273)

<Secure Print>

Use this function to print a secure document. ©Printing a
Document Secured by a PIN (Secure Print)(P. 269)

<Menu>

<Function Settings>, <Preferences>, and many other machine
settings start from this button. ©@Setting Menu List(P. 456)

<Address Book>

Use this to register or edit the destinations for e-mails and
faxes. You can also display a registered destination when
sending an e-mail or fax. ©Registering Destinations(P. 181)

<Application Library Guide>

Displays a description of Application Library.

<Paper Settings>

This button is used for specifying the size and type of paper
loaded in the paper drawer and manual feed slot. ©@Specifying
Paper Size and Type(P. 158)

<Mobile Portal>

Opalion
e

Use this to establish a connection to a mobile device.
Connecting with Mobile Devices(P. 331)

<Home Screen Settings>

Allows you to change the order that Home screen buttons are
displayed in. ©Customizing the Home Screen(P. 170)

<Update Firmware>

Allows you to update the firmware via the Internet. ©@Updating
the Firmware(P. 451)

<ID Card Copy>

Use this function to copy the front and back sides of a driver's
license or other card onto the same side of one sheet of paper.
Making ID Card Copies(P. 212)

<Passport Copy>

Allows you to copy multiple passports onto one sheet.
Making Passport Copies(P. 213)
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<Operation Guide>

Press to view operation guidance and error causes/solutions.

<Wireless LAN Settings>

Use this button to configure the wireless LAN settings. ©
Connecting to a Wireless LAN(P. 19)

Application Library button

You can use these buttons to perform convenient functions by a
one-touch operation. For more information, see the manual for
Application Library on the online manual website.

<uniFLOW Online Setup> (MF657Cdw)

You can check the usage status of the device and the user by
linking to cloud service. For more information, see the Canon
website.

NOTE:

This button is displayed when <Displ. uniFLOW Online Setup
Button> is set to <On>. ©<Displ. uniFLOW Online Setup
Button>(P. 588)

Shortcut buttons

Display "Favorite Settings" that are registered to Copy, Fax, and
Scan. ©Adding Buttons to the Home Screen(P. 170)

LINKS

(©Customizing the Home Screen(P. 170)
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<Status Monitor> Screen

8052-02K

When you select <Status Monitor>, a screen appears in which you can check the progress of documents as well as the
status of the machine and network setting information.

<Error Information/Notification>

Displays the details of any errors that occurred. For more information, see "Troubleshooting (FAQ)" on the
online manual website.

<Device Information>
Displays the status of the machine.

= [iewicr Irformation
kaget I

tarbige Humsim

<Paper Information>
Displays whether paper is loaded in each paper source.

<Cartridge Information>
Displays the amount of toner remaining in the toner cartridges. Other internal parts may reach the end of
their lifetime before the toner runs out.

<Check Counter>
Displays the separate totals for black and white and color printouts. ©Viewing the Counter Value(P. 627)

<Secure Print Memory Usage>
Displays the amount of memory currently used for storing secured document data. ©Printing a
Document Secured by a PIN (Secure Print)(P. 269)

<Version Information>
Displays firmware version information.

<Serial Number>
Displays the serial number of the machine.
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Status and logs of copied, printed, and sent/received documents
Displays the current status of the selected item. The <Copy/Print Job> screen is shown below as an example.

<Network Information>

Displays the network settings such as the IP address of the machine and status such as the condition of
wireless LAN communications. ©Viewing Network Settings(P. 38)

% Hebwork lnformation

IP Address
Displays the IPv4 address of the machine.

NOTE:

You can specify whether to display the IP address on the <Status Monitor> screen by setting <Display IP
Address>. ©<Display IP Address>(P. 462)

<Rmv. Mem. Media>

Used to safely remove a USB memory device. This is only displayed when a USB memory device is connected
to the machine. ©Remove the USB Memory Device(P. 190)
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Message Display

8052-02L

Messages are displayed on the screen in situations such as when paper runs out or when the expiration of the toner
cartridge lifetime is reached. For more information, see "Troubleshooting (FAQ)" on the online manual website.

When an Error Occurs

In some cases when an error occurs, instructions on how to respond to the error are displayed. Follow the on-
screen instructions to solve the problem. The screen displayed when a paper jam occurs is shown below as an

example.
B3 ho st x
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Basic Operation

8052-02R

The display is a touch panel, allowing you to operate directly on the screen.

€ 'MPORTANT

Avoid the following actions.
The display may malfunction or be damaged.
- Pressing forcefully
- Pressing with pointed objects (fingernails, ballpoint pen, pencil, etc.)
- Operating with wet/soiled hands
- Operating the display while an object is placed on it

NOTE

e Before using the touch panel display, peel off the protective film from the display.

Tap

Touch the screen lightly and quickly. Use for selecting or finalizing items.

Flick

Flick with the finger on the display. The effect of flicking varies depending on the screen. For instance, flicking in
the Home screen moves you one page in the direction of the flick.
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m Selecting Items

Tap an item name or button to make a selection.

= [ewice Isfomation

gt Aorsalan

NOTE

If an item is mistakenly touched

o Slide your finger away then release it from the screen to cancel the selection.

To return to the previous screen

e Tap to return to the previous screen.

mScrolling the Screen

The scroll bar appears on the screen when there is still information that is undisplayed. If the scroll bar is displayed,
flick the screen to scroll in the direction of the flick. Note that the scroll bar only appears while the screen is being
touched.

% Default Faper Type

m Changing the Setting Value

Tap <+>/<-> to adjust the setting on the scale. You can also adjust a setting by flicking the slider left or right.

= Bagiirss
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TIPS

e You can change a variety of display-related settings, such as the display language:
Settings>(P. 458)

<Display

e You can change the screen that is automatically displayed when the machine remains idle for a specified

length of time: ©@<Function After Auto Reset>(P. 466)

e You can change various settings about the operability such as screen brightness:

<Accessibility>(P. 485)
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Entering Text

8052-02S

When entering text or a number, use the keyboard displayed on the screen. The numeric keys are displayed on the
screen to enter only numbers.

Admwirkiran | =] 4

Switching the Type of Character

Tap <a> or <1/#> to switch the type of character that is entered.

Adriie idran DEARE |

NOTE

e To enter upper case characters, tap (.

Deleting Text

One character is deleted each time is tapped. Holding down allows you to delete successive
characters.

Moving the Cursor (Entering a Space)

Ta or to move the cursor. To enter a space, move the cursor to the end of the text, and tap |}|.
p

When the Numeric Keys are Displayed

When you are supposed to enter only a numeric value, the numeric keys are displayed on the screen. Tap
numeric keys to enter the numeric value.

NOTE

Value range

e The values in () displayed the entry box are the enterable value range.
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When buttons other than the numeric keys are displayed

o When <+>/<->or [[}/[§ are displayed, you can tap the buttons to increase or decrease the numeric

value or move the cursor.

Entering Characters Using a USB Keyboard

You can connect a keyboard to the USB port for USB devices on the ©Front Side(P. 107) or ©Back Side(P. 109) and
enter text from the keyboard. Even while the keyboard is connected, you can enter text from the operation panel.

NOTE

Some keys on the USB keyboard, such as the [Backspace], [Home] and [End] keys, cannot be used. When
keys that cannot be used are pressed, nothing is entered or changed.

To delete text, press the [Delete] key.
Pressing the [RETURN/ENTER] key completes text entry in the same way as selecting <Apply>.
You can specify the type of keyboard layout (US layout or UK layout). (©<English Keyboard Layout>(P. 463)

You can disconnect the USB keyboard from the machine at any time. No special operation is required to
disconnect it.

Depending on the display language, you may not be able to enter some characters correctly.

The USB keyboard may not operate correctly depending on its type.
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Logging in to the Machine

8052-02U

If Department ID Management is enabled or System Manager IDs are enabled, you must log in before using the
machine. You also need to log in if use of the fax and scan functions is restricted.

Department ID Management Login(P. 137)
Logging in to Authorized Send(P. 137)

Department ID Management Login

When the login screen appears, use the procedure below to enter the Department ID and PIN.

Login

Deariment |0

1 Enter the ID.

1 Select <Department ID> or <System Manager ID>.

2  EntertheID.
If no PIN is registered, proceed to step 3.

2 Enter the PIN.

1 Select <PIN>.

2 Enter the PIN.

3 Select <Log In>.

% The login screen will be changed to the Home screen.

After you finish using the machine, select <Log Out> to display the login screen.

Logging in to Authorized Send

If the Send function authorization setting ( ©LDAP Server Authentication(P. 369) ) is enabled, the Authorized Send
login screen appears when the fax or scan function is used.
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1 Enter your user name.

1 Select <User Name>.

2 Enter your user name.

On how to enter text, see @Entering Text(P. 135) .

7 Enter the password.

1 Select <Password>.

2 Enter the password.

3 Select <Server Name>, and select the server for your authentication.

Select the LDAP server where your user name and password are registered.

4 Select <Log In>.

% The login screen switches to the fax or scan function Home screen.

After you finish using the machine, select <Log Out> to display the login screen.

NOTE:

If the <Select Logout Type> screen appears
If you are logged in to both Authorized Send and Department ID Management, a dialog box appears in
which you can select the items you want to log out of. In the case where you want to log out of Authorized
Send (fax or scan function) while remaining logged in to Department ID Management, select <Log Out
from Authenticated Sending>. In any other cases, select <Log Out from All Authenticated Functions>.

LINKS

Setting the Department ID Management(P. 361)
Setting the System Manager ID and PIN(P. 359)
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Placing Originals

8052-02W

Place originals on the platen glass or in the feeder. Use the platen glass when scanning thick or bound documents
such as books. You can load two or more sheets of originals in the feeder so that they can be scanned continuously.
For information on loadable sizes, etc., see ©Main Unit(P. 652) or ©OFeeder(P. 655) .

©Placing Originals on the Platen Glass(P. 140)
OPlacing Originals in the Feeder(P. 140)

€ 'MPORTANT

Use originals that are completely dry

When placing originals, make sure that any glue, ink, or correction fluid on the originals has completely
dried.

To avoid paper jams
Do not place the following types of originals in the feeder as this may cause paper jams:
- Wrinkled or creased paper
- Carbon paper
- Curled or rolled paper
- Coated paper
- Torn paper j i o /
- Onion skin or thin paper Hr( 'y ,
- Stapled or clipped originals /(___,.«.'3’( .-"a L
- Paper printed by a thermal transfer printer

- Transparencies

NOTE

To scan originals more accurately

e Originals placed in the feeder are scanned while being fed into the machine. On the other hand, originals
placed on the platen glass remain in a fixed position while they are scanned. To ensure more accurate
scanning results, placing originals on the platen glass is recommended.

To scan tracing paper or transparencies

e To scan transparent originals (for example, tracing paper or transparencies), place them on the platen glass.
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Placing Originals on the Platen Glass

1 Open the feeder or the platen glass cover.

2 Place the original face down on the platen glass.

Align the corner of the original with the top-left corner of the platen glass.

s

NOTE:

To scan transparent originals (for example, tracing paper or transparencies), cover them with plain white
paper.

3 Gently close the feeder or the platen glass cover.

m The machine is ready to scan the document.

NOTE:

When scanning is complete

Remove the original from the platen glass.

Placing Originals in the Feeder

1 Open the original supply tray.

SN
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2 Spread the slide guides apart.

Slide the slide guides outward until they are slightly farther apart than the actual original width.

=
e

3 Fan the original stack and align the edges.

Fan the original stack in small batches, and align the edges by lightly tapping the stack on a flat surface a few
times.

4 Place the original(s) face up in the feeder.

Place the original(s) in the landscape orientation.

Make sure that the original stack does not exceed the load limit line (£-1).

/_“_,FF

e

€ IMPORTANT:

Do not load originals of various sizes at the same time.

If originals are loaded so that they exceed the load limit line, scanning may stop or a paper jam may occur.

5 Align the slide guides against the edges of the original.

Slide the slide guides inward until they are aligned securely against the edges of the original.

"% The machine is ready to scan the original.
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€ IMPORTANT:

Slide guides that are too loose or too tight can cause misfeeds or paper jam.
Do not add or remove originals.

Remove the scanned originals from beneath the feeder to prevent paper jams.
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Loading Paper

8052-02X

You can load the paper into the paper drawer or manual feed slot. Load the paper you usually use into the paper
drawer. The paper drawer is convenient when using large amounts of paper. Use the manual feed slot when you
temporarily use a size or type of paper that is not loaded in the paper drawer. See ©Available Paper(P. 656) for
available paper sizes and types.

About Paper

(CPrecautions for Paper(P. 143)
Ostoring the Paper Printed with the Machine(P. 144)

How to Load Paper

OLoading Paper in the Paper Drawer(P. 145)

CLoading Paper in the Manual Feed Slot(P. 151)

OLoading Envelopes(P. 153)
OLoading Preprinted Paper(P. 156)

Configuring the Settings for the Loaded Paper

Ospecifying Paper Size and Type(P. 158)

Precautions for Paper

€ IMPORTANT

Do not use the following types of paper:

A paper jam or printing error may occur.

Wrinkled or creased paper
Curled or rolled paper
Torn paper

Damp paper

Very thin paper

Thin coarse paper

Paper printed by a thermal transfer printer

Back side of paper printed by a thermal transfer printer

Highly textured paper
Glossy paper
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Only use paper that has fully acclimatized to the environment in which the machine is installed. Using paper
that has been stored under different temperature or humidity conditions may cause paper jams or result in
poor print quality.

It is recommended that you use paper as soon as possible after unwrapping. Paper remaining unused
should be covered with the original wrapping paper and stored on a flat surface.

Keep the paper wrapped in its original package to protect the paper from moisture or dryness.
Do not store the paper in such a way that may cause it to curl or fold.
Do not store the paper vertically or do not stack too much paper.

Do not store the paper in direct sunlight, or in a place subject to high humidity, dryness, or drastic changes
in temperature or humidity.

NOTE

When printing on paper that has absorbed moisture

e Steam may emit from the paper output area, or water droplets may form around the paper output area.
There is nothing unusual about any of these occurrences, which occur when the heat generated from fixing
toner on the paper causes moisture in the paper to evaporate (most likely to occur at low room
temperatures).

Storing the Paper Printed with the Machine

When handling/storing the paper printed with the machine, take the following precautions.

m How to Store the Printed Paper

Store on a flat surface.

Do not store together with articles made of PVC (polyvinyl chloride) such as clear folders. Toner may melt, resulting
in the paper's sticking to PVC articles.

Take care that the paper does not get folded or creased. Toner may peel off.
To store over a long period of time (two years or longer), store in binders or equivalent.

When the paper is stored over a long period of time, it may become discolored and thus the print may seem to have
undergone a change of color.

Do not store in a place where the temperature is high.

m Precautions When Applying Adhesive
Always use insoluble adhesive.
Before applying adhesive, perform a test using a printout no longer required.

When putting adhesive-applied paper sheets one over another, make sure that the adhesive is completely dried out.

LINKS

Registering a Custom Paper Size(P. 165)
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Loading Paper in the Paper Drawer

8052-02Y

Load the paper that you usually use in the paper drawer. When you want to print on paper that is not loaded in the
paper drawer, load the paper in the manual feed slot. ©Loading Paper in the Manual Feed Slot(P. 151)

Loading Regular Size Paper(P. 145)
Loading Custom Size Paper(P. 147)

€ IMPORTANT

When using A5 size paper, see ©Loading Custom Size Paper(P. 147) and load it in the landscape
orientation. When loading paper in the portrait orientation, follow the steps shown in ©Loading Regular
Size Paper(P. 145) .

Landscape orientation Portrait orientation

i B
|

Loading Regular Size Paper

To load paper whose size is found in the paper size markings on the paper drawer, use the following procedure. For
paper whose size is not found in the paper size markings, see ©Loading Custom Size Paper(P. 147) .

1 Pull out the paper drawer until it stops, and remove it while lifting the front side.

2 Adjust the positions of the paper guides to the paper size you want to use.

While pressing the lock release lever, move the paper guide to align the projection to the appropriate paper
size marking.
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LJ-J_J

NOTE:

When loading Legal size paper

Press the lock release lever, and extend the paper drawer.

3 Load the paper so that the edge of the paper stack is aligned against the paper guide
on the front side of the paper drawer.

Load the paper with the print side face up.

Fan the paper stack well, and tap it on a flat surface to align the edges of the paper stack.

€ IMPORTANT:

Make sure that the paper stack does not exceed the load limit line ({-}). Loading too much paper can

cause paper jams.
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NOTE:

When loading paper with a logo, see ©Loading Preprinted Paper(P. 156) .

4 Insert the paper drawer into the machine.

When you insert the paper drawer with <Notify to Check Paper Settings> set to <On>, a confirmation screen
is displayed. ©<Notify to Check Paper Settings>(P. 587)

NOTE:

When loading Legal size paper

When the extended paper drawer is inserted, its front side is not flush with the machine.

» Continue to ©Specifying Paper Size and Type in the Paper Drawer(P. 159)

€@ IMPORTANT:

The factory default settings for paper size and type are <A4> and <Plain 2>, respectively. If you load a
different size or type of paper into the machine, make sure to change the settings. If you do not change
the settings, the machine cannot print properly.

Printing on the Back Side of Printed Paper (Manual 2-Sided Printing)

e You can print on the back side of printed paper. Flatten any curls on the printed paper and insert it into the
paper drawer or manual feed slot ( ©Loading Paper in the Manual Feed Slot(P. 151) ), with the side to
print face up (previously printed side face down).

- When using the manual feed slot, load one sheet of paper each time you print.

You can use only the paper printed with this machine.

You cannot print on the side that has previously been printed on.

If the printouts look faded, set the target paper source to <On> in <Manual Back Side Print (2-Sided Only)>.
<Manual Back Side Print (2-Sided Only)>(P. 489)

- If you are using A5 size paper, the reverse side may not be printed correctly.

Loading Custom Size Paper

To load custom size paper or other paper whose size is not found in the paper size markings on the paper drawer, use
the following procedure.
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1 Pull out the paper drawer until it stops, and remove it while lifting the front side.

2 Spread the paper guides apart.

Press the lock release lever to slide the paper guides outward.

NOTE:

When loading longer paper than A4 size

Press the lock release lever, and extend the paper drawer.

3 Load the paper so that the edge of the paper stack is aligned against the rear side of
the paper drawer.

Load the paper with the print side face up.

Fan the paper stack well, and tap it on a flat surface to align the edges of the paper stack.
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@ IMPORTANT:

Make sure that the paper stack does not exceed the load limit line ({:}). Loading too much paper can
cause paper jams.

o
\t\\“ﬁ
L L\ J’.J
My

e

NOTE:

When loading envelopes or paper with a logo, see ©Loading Preprinted Paper(P. 156) .

4 Align the paper guides against the edges of the paper.

Press the lock release lever and slide the paper guides inward until they are aligned securely against the
edges of the paper.

\ 1 =

@ IMPORTANT:

Paper guides that are too loose or too tight can cause misfeeds or paper jams.

5 Insert the paper drawer into the machine.

When you insert the paper drawer with <Notify to Check Paper Settings> set to <On>, a confirmation screen
is displayed. ©<Notify to Check Paper Settings>(P. 587)
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NOTE:

When loading longer paper than A4 size

When the extended paper drawer is inserted, its front side is not flush with the machine.

» Continue to OSpecifying Paper Size and Type in the Paper Drawer(P. 159)

@ IMPORTANT:

The factory default settings for paper size and type are <A4> and <Plain 2>, respectively. If you load a
different size or type of paper into the machine, make sure to change the settings. If you do not change
the settings, the machine cannot print properly.

Printing on the Back Side of Printed Paper (Manual 2-Sided Printing)

e You can print on the back side of printed paper. Flatten any curls on the printed paper and insert it into the
paper drawer or manual feed slot ( ©Loading Paper in the Manual Feed Slot(P. 151) ), with the side to
print face up (previously printed side face down).

- When using the manual feed slot, load one sheet of paper each time you print.
- You can use only the paper printed with this machine.
- You cannot print on the side that has previously been printed on.

- If the printouts look faded, set the target paper source to <On> in <Manual Back Side Print (2-Sided Only)>.
(©<Manual Back Side Print (2-Sided Only)>(P. 489)

- If you are using A5 size paper, the reverse side may not be printed correctly.

LINKS

OAuvailable Paper(P. 656)
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Loading Paper in the Manual Feed Slot

8052-030

When you want to print on paper that is not loaded in the paper drawer, load the paper in the manual feed slot. Load
the paper that you usually use in the paper drawer. ©Loading Paper in the Paper Drawer(P. 145)

€ IMPORTANT

Make sure to insert the paper drawer

The machine only prints when the paper drawer is inserted, even if paper is loaded in the manual feed slot.
An error message is displayed if you attempt to print without inserting the paper drawer.

Load only one sheet of paper at a time

Only one sheet of paper can be loaded each time you print.

NOTE

When loading AS size paper

e When setting the paper size, make sure the current paper orientation. ©Specifying Paper Size and Type in
the Manual Feed Slot(P. 161)

Landscape orientation Portrait orientation

[

1 Spread the paper guides apart.

Slide the paper guides outward.

2 Insert the paper and align the paper guides against the width of the paper.

Load the paper with the print side face up.

Insert the paper 10 mm to 20 mm into the manual feed slot, and then slide the paper guides inward until
they are aligned securely against the edges of the paper.
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€ IMPORTANT:

Paper guides that are too loose or too tight can cause misfeeds or paper jams.

3 Insert the paper slowly into the manual feed slot until it reaches the back of the slot.

The paper is pulled slightly into the machine after it reaches the back of the slot.

@ IMPORTANT:

To ensure that the paper is loaded squarely, hold it with both hands until the pull-in operation is complete.

NOTE:

When loading envelopes or paper with a logo, see ©Loading Envelopes(P. 153) or OLoading Preprinted
Paper(P. 156) .

» Continue to OSpecifying Paper Size and Type in the Manual Feed Slot(P. 161)

Printing on the Back Side of Printed Paper (Manual 2-Sided Printing)

e You can print on the back side of printed paper. Flatten any curls on the printed paper and insert it into the
paper drawer ( ©Loading Paper in the Paper Drawer(P. 145) ) or manual feed slot, with the side to print
face up (previously printed side face down).

You can use only the paper printed with this machine.

You cannot print on the side that has previously been printed on.

If the printouts look faded, set the target paper source to <On> in <Manual Back Side Print (2-Sided Only)>.
(©<Manual Back Side Print (2-Sided Only)>(P. 489)

If you are using A5 size paper, the reverse side may not be printed correctly.

LINKS

OAvailable Paper(P. 656)
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Loading Envelopes

8052-031

Make sure to flatten any curls on envelopes before loading them. Also pay attention to the orientation of envelopes
and which side is face up.

Before Loading Envelopes(P. 153)
In the Paper Drawer(P. 154)
In the Manual Feed Slot(P. 154)

NOTE

e This section describes how to load envelopes in the orientation you want, as well as procedures that you
need to complete before loading envelopes. For a description of the general procedure for loading
envelopes in the paper drawer or manual feed slot, see ©Loading Paper in the Paper Drawer(P. 145) or

Loading Paper in the Manual Feed Slot(P. 151) .

Before Loading Envelopes

Follow the procedure below to prepare the envelopes before loading.

NOTE

e Only one envelope at a time can be loaded in the manual feed slot. Follow steps 1 to 3 in the procedure
below to prepare the envelope for loading.

1 Close the flap of each envelope.

2 Flatten them to release any remaining air, and make sure that the edges are pressed
tightly.

3 Loosen any stiff corners of the envelopes and flatten any curls.
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4 Align the edges of the envelopes on a flat surface.

=~

In the Paper Drawer

Load the envelopes Monarch, COM10, DL, or ISO-C5 in portrait orientation (with the long edges on either side), with
the non-glued side (front side) face up. You cannot print on the reverse side of envelopes.

NOTE

e Load the envelopes so that the edge with the flap is toward the left side as shown in the illustration.

- Close the flap and load
I I I the envelope,

-

In the Manual Feed Slot

Load the envelopes Monarch, COM10, DL, or ISO-C5 in portrait orientation (with the short edge toward the machine),
with the non-glued side (front side) face up. You cannot print on the reverse side of envelopes.

NOTE

e Load the envelopes so that the edge with the flap is toward the left side as shown in the illustration.
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Close the flap and load
the envelope.

-

v
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Loading Preprinted Paper

8052-032

When you use paper that has been preprinted with a logo, pay attention to the orientation of the paper when loading.
Load the paper properly so that printing is performed on the correct side of the paper with a logo.

(OMaking 1-Sided Printouts on Paper with Logos(P. 156)
©OMaking 2-Sided Printouts on Paper with Logos(P. 156)

NOTE

e This section mainly describes how to load preprinted paper with the proper facing and orientation. For a
description of the general procedure for loading paper in the paper drawer or manual feed slot, see ©
Loading Paper in the Paper Drawer(P. 145) or ©Loading Paper in the Manual Feed Slot(P. 151) .

Making 1-Sided Printouts on Paper with Logos
Load the paper with the logo side (the side to print the document) face up.

Printing on Paper with Logos in Portrait Orientation
Loading Orientation

Preprinted Paper Document Print Result
ABC ABC
oooono ooooo ABC

Printing on Paper with Logos in Landscape Orientation
Loading Orientation

Preprinted Paper Document Print Result
ABC ABC

ooaoo oooon

ABC

Making 2-Sided Printouts on Paper with Logos

Load the paper with the front logo side (the side to print the first page of the document) face down.
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Printing on Paper with Logos in Portrait Orientation

Loading Orientation

Document Document Print Result

Preprinted Paper (First Page) {Second Page)

ABC W ok ok ok
Printing on Paper with Logos in Landscape Orientation
Document
(First Page)
Loading Orientation
Preprinted Paper = Print Result
*
»
' — :
—_— *
— *
»*
Document
(Second Page)

NOTE

The <Switch Paper Feed Method> setting

e When you print on preprinted paper, you need to change the facing of the paper to load each time you
perform 1-sided and 2-sided printing. However, if <Switch Paper Feed Method> is set to <Print Side Priority>,
the facing that you use for loading preprinted paper for 2-sided printing can also be used for 1-sided
printing. This setting is especially useful if you frequently perform both 1-sided and 2-sided printing. ©
<Switch Paper Feed Method>(P. 501)
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Specifying Paper Size and Type

8052-033

You must specify the paper size and type settings to match the paper that is loaded. Make sure to change the paper
settings when you load the paper that is different from the previously loaded paper.

Specifying Paper Size and Type in the Paper Drawer(P. 159)

Specifying Paper Size and Type in the Manual Feed Slot(P. 161)

Registering Default Paper Settings for the Manual Feed Slot(P. 163)
Registering a Custom Paper Size(P. 165)

Limiting the Paper Sizes Displayed(P. 167)

Automatically Selecting an Appropriate Paper Source for Each Function(P. 168)

€ IMPORTANT

If the setting does not match the size and type of loaded paper, a paper jam or printing error may occur.
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Specifying Paper Size and Type in the Paper Drawer

8052-034

1 Select <Paper Settings> in the Home screen. ©Home Screen(P. 126)

2 Select the target paper drawer.

3 Select the paper size.

If the loaded paper size is not displayed, select <Other Sizes>.

5 Paper Sor [Fequentty Used 5o

EmWhen loading custom size paper

1 Select <Custom>.

2 Specify the length of the <X> side and <Y> side.

Select <X> or <Y>, and enter the length of each side using the numeric keys.

NOTE:

If you register the paper size you use frequently on buttons <S1> to <S3>, you can call them up with
one touch. ORegistering a Custom Paper Size(P. 165)

3 Select <Apply>.

NOTE:

When loading A5 size paper

In the landscape orientation, select <A5>. In the portrait orientation, select <A5R>.
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Landscape orientation Portrait orientation

| |
|

4 Select the paper type.

LINKS

OLoading Paper in the Paper Drawer(P. 145)
OLimiting the Paper Sizes Displayed(P. 167)
OAuvailable Paper(P. 656)

O<Notify to Check Paper Settings>(P. 587)
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Specifying Paper Size and Type in the Manual Feed Slot

8052-035

The screen shown here is displayed when paper is loaded in the manual feed slot. Follow the on-screen instructions to
specify settings that match the size and type of the loaded paper.

re [Frequenty Used Sized

NOTE

If the screen shown above is not displayed when paper is loaded

e If you always load the same paper in the manual feed slot, you can skip the paper setting operations by
registering the paper size and type as the default setting. When the default setting is registered, however,
the screen shown above is not displayed. To display the screen, select <Specify When Loading Paper> ( ©
Registering Default Paper Settings for the Manual Feed Slot(P. 163) ).

1 select the paper size.

If the loaded paper size is not displayed, select <Other Sizes>.

» [Frequently Lker Sizes]

mWhen loading custom size paper

1 Select <Custom>.

2 Specify the length of the <X> side and <Y> side.

Select <X> or <Y>, and enter the length of each side using the numeric keys.

NOTE:

If you register the paper size you use frequently on buttons <S1> to <S3>, you can call them up with
one touch. ORegistering a Custom Paper Size(P. 165)
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3 Select <Apply>.

NOTE:

When loading A5 size paper
In the landscape orientation, select <A5>. In the portrait orientation, select <A5R>.

Landscape orientation Portrait orientation

[

2 Select the paper type.

LINKS

OLoading Paper in the Manual Feed Slot(P. 151)
OLimiting the Paper Sizes Displayed(P. 167)
OAuvailable Paper(P. 656)
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Registering Default Paper Settings for the Manual Feed
Slot

8052-036

You can register default paper settings for the manual feed slot. Registering default settings can save yourself the
effort of having to specify the settings each time you load the same paper into the manual feed slot.

NOTE

e After the default paper setting is registered, the paper setting screen is not displayed when paper is loaded,
and the same setting is always used. If you load a different paper size or type without changing the paper
settings, the machine may not print properly. To avoid this problem, select <Specify When Loading Paper> in
step 3, and then load the paper.

1 Select <Paper Settings> in the Home screen. ©Home Screen(P. 126)

2 Select manual feed slot.

3 Select the paper size.
If the loaded paper size is not displayed, select <Other Sizes>.

Lpwirly W Loadineg Papsii

mRegistering a custom paper size

1 Select <Custom>.

2 Specify the length of the <X> side and <Y> side.

Select <X> or <Y>, and enter the length of each side using the numeric keys.
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NOTE:

If you register the paper size you use frequently on buttons <S1> to <S3>, you can call them up with
one touch. ORegistering a Custom Paper Size(P. 165)

3 Select <Apply>.

NOTE:

When loading A5 size paper

In the landscape orientation, select <A5>. In the portrait orientation, select <A5R>.

Landscape orientation Portrait orientation

[

4 Select the paper type.

LINKS

OLoading Paper in the Manual Feed Slot(P. 151)
OLimiting the Paper Sizes Displayed(P. 167)
OAuvailable Paper(P. 656)
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Registering a Custom Paper Size

8052-037

You can register up to three frequently used custom paper sizes.

1 Select <Paper Settings> in the Home screen. ©Home Screen(P. 126)
2 Select <Register Custom Paper>.

3 Select the registration number.

NOTE:

Deleting a setting
Select the registered number, and then select <Delete> » <Yes>.

4 Specify the length of the <X> side and <Y> side.

Select <X> or <Y>, and enter the length of each side using the numeric keys.

NOTE:

Changing the display name of a registration number

Select <Name>, enter the display name, and then select <Apply>.

5 select <Apply>.

Setting to the registered custom size

The paper sizes that are registered in the procedure above can be called when <Custom> is selected on the
paper size selection screen for the paper drawer or manual feed slot.

LINKS
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Loading Paper in the Paper Drawer(P. 145)
Loading Paper in the Manual Feed Slot(P. 151)
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Limiting the Paper Sizes Displayed

8052-038

You can ensure that only frequently used paper sizes are shown in the screen for selecting the paper size setting.

1 Select <Paper Settings> in the Home screen. ©Home Screen(P. 126)
2 Select <Select Frequently Used Paper Sizes>.

3 Select the paper source you want to limit the paper sizes to be displayed for.

4 Clear the check boxes for paper sizes you do not want displayed.

Ensure that only the check boxes for frequently used paper sizes are selected.

NOTE:

Paper sizes that are not selected can be viewed by selecting <Other Sizes> in the paper size setting
selection screen.

5 select <Apply>.

LINKS

Ospecifying Paper Size and Type in the Paper Drawer(P. 159)
Ospecifying Paper Size and Type in the Manual Feed Slot(P. 161)
(ORegistering Default Paper Settings for the Manual Feed Slot(P. 163)
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Automatically Selecting an Appropriate Paper Source
for Each Function

8052-039

Enable or disable the automatic paper source selection feature for each paper source. If this feature is set to <On>, the
machine automatically selects a paper source that is loaded with paper of the appropriate size for each print job. Also,
when the paper in the selected paper source runs out, this feature enables continuous printing by switching from that
paper source to another that is loaded with the same paper size.

1 Select <Menu> in the Home screen. ©Home Screen(P. 126)
2 Select <Function Settings> » <Common> » <Paper Feed Settings>.

3 Select <Paper Source Auto Selection>.

4 Select the target function.

When the target function is report/list printing or memory media print, select <Other>.

= Paper Sopce Auka Selsction

5 For each paper source to which you want to apply the automatic paper source
selection feature, select <On>.

G Select <Apply>.
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Customizing the Display

8052-03A

In order to make the Home screen easier to use, you can customize it. In addition, you can work more efficiently by
registering your favorite settings to the Basic Features screen for each function.

Customizing the Home Screen

You can rearrange buttons that are displayed in the Home screen. In addition, you can customize the Home
screen to make it easier to select functions by adding shortcut buttons. © Customizing the Home
Screen(P. 170)

Registering "Favorite Settings"

To make it possible to quickly call up the same settings for Copy, Fax, and Scan, you can register them as your
favorite settings. You can add registered setting combinations to the Home screen as shortcut buttons. ©
Registering Frequently Used Settings(P. 173)
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Customizing the Home Screen

8052-03C

You can add/delete shortcut buttons displayed in the Home screen according to your application or a preferred
arrangement. You can also change the order that they are displayed in.

Adding Buttons to the Home Screen(P. 170)
Changing the Arrangement of Buttons(P. 171)

Adding Buttons to the Home Screen

You can add shortcut buttons to the Home screen for frequently used functions such as <Copy>, <Fax>, and <Scan>.
For example, you can carry out tasks more quickly and efficiently by assigning a sequence of settings (e.g. "Scan both
sides of an original, save it as a highly compressed PDF file and send it via e-mail") to a single button.

NOTE

e The settings to be added as a shortcut button must be registered beforehand as Favorite Settings.
Registering Frequently Used Settings(P. 173)

1 Select <Home Screen Settings> in the Home screen. ©Home Screen(P. 126)

If the login screen appears, enter the correct ID and PIN. ©Logging in to the Machine(P. 137)

2 Select <Select Button to Display>.

3 Select the function with the Favorite Settings you want to add as a button.

4 Select the check box for all settings to be displayed in the Home screen and select
<Apply>.

NOTE:

Removing registered buttons
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Clear the check box for the name of the button you want to remove and then select <Apply>. Once you

remove a registered button, a space appears where the button was displayed in the Home screen. If
necessary, delete the space.

5 Read the message that is displayed, and select <OK>.

i A button for the newly selected settings is added to the Home screen.

NOTE:

If the Home screen is full and no more settings can be registered, delete registered buttons and spaces
in <Home Screen Settings>.

Changing the Arrangement of Buttons

To make the buttons easier to use, you can rearrange the buttons however you like. For instance, you can put the most
frequently used functions first, or arrange the function buttons together with shortcut buttons for Favorite Settings.
You can also insert a blank (space) instead of a button to make it easier to view the Home screen.

1 Select <Home Screen Settings> in the Home screen. ©Home Screen(P. 126)

If the login screen appears, enter the correct ID and PIN. ©Logging in to the Machine(P. 137)

7 Select <Set Display Order>.

3 Select the button to move.

The selected button is highlighted. Tap the selected button again to deselect it.

Cops
[ LT

4 Select <Move Left> or <Move Right>.

The button moves as many times as you tapped.

A long touch on <Move Left> or <Move Right> moves the selected button continuously.

EInserting a blank
When <Insert Blank> is selected, a blank is inserted on the left side of the selected button.

If the button at the end is selected, a blank is inserted even if <Move Right> is selected.

NOTE:

Deleting a blank
Select the blank to be deleted, and select <Del. Blank>.
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5 select <Apply>.

LINKS

(OBasic Operation(P. 132)
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Registering Frequently Used Settings

8052-03E

If you register your frequently used settings as "favorite settings," you can quickly call up the same settings every time
you make copies, send a fax, or scan. In addition, if you register complicated settings as "favorite settings," you can
quickly call them up for ease of operation. You can also assign registered setting combinations to a shortcut button
displayed in the Home screen. This section describes how to register frequently used settings and how to call them up
when making a copy.

Registering Settings(P. 173)
Recalling Registered Settings(P. 174)

NOTE

e You can also register a fax or scan destination in the frequently used settings, however, it cannot be
changed once it is registered. To change a registered destination, delete the settings and then register them
again.

Registering Settings
1 Select <Copy> in the Home screen. ©Home Screen(P. 126)

2 Change the values for the settings you want to register. ©Basic Copy
Operations(P. 196)

3 Select <Other Settings> » <Favorite Settings>.

4 Select unregistered settings, and select <Register>.

To change the content of a registered setting, select that setting and select <Edit>.

5 Check the details of the settings to be registered, and select <Register>.

To change the value of a setting to be registered, select the setting.

To rename the setting, select <Name>. On how to enter text, see ©@Entering Text(P. 135) .
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6 Select whether to register the settings as a shortcut button.

B vz il K @ 1 il (2NN 340 Wheikal
ot e Hol !

If you select <Yes>, a message appears. Check the message and then select <OK>. The registered setting
combination is added to the Home screen as a shortcut button.

NOTE:

If the Home screen is full and the shortcut button cannot be added, use <Home Screen Settings> to delete
registered buttons or blanks. ©@Customizing the Home Screen(P. 170)

NOTE

e Registered settings are retained even when the machine is turned OFF.

e If you want to delete a registered setting, select <Copy> i <Other Settings> » <Favorite Settings>  select
the settings, and select <Delete> » <Yes>.

Recalling Registered Settings

Simply select the setting combination that suits your purpose from the favorite settings.

<Copy>  <Other Settings> » <Favorite Settings> I+ Select the setting combination to be recalled,
and select <Apply>

NOTE

e Once you have recalled the setting combination, you can also change the copy settings as needed.

LINKS

Basic Copy Operations(P. 196)
Basic Operations for Sending Faxes(P. 220)
Basic Operations for Scanning Originals(P. 288)
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Changing the Default Settings for Functions

8052-03F

The default settings are the settings that are displayed whenever you turn ON the machine, or when you select
<Reset>. If you change these default settings to match the operations that you perform frequently, you can eliminate
the need to specify the same settings every time you perform an action.

m Copy

For information about changeable setting items, see ©@<Change Default Settings (Copy)>(P. 505) .

<Menu> - <Function Settings> » <Copy>  <Change Default Settings (Copy)> » Select the setting
Change the default value of the selected item » <Apply>

m FAX

For information about changeable setting items, see ©<Fax Settings>(P. 559) .

<Menu> » <Function Settings> » <Send> p <Fax Settings> » <Change Default Settings (Fax)>
Select the setting i+ Change the default value of the selected item » <Apply>

m Memory Media Print

For information about changeable setting items, see ©<Access Stored Files Settings>(P. 574) .

<Menu> - <Function Settings>  <Store/Access Files> » <Common Settings>  <Access Stored
Files Settings> » <Change Default Settings (Memory Media Print)> » Select the setting » Change
the default value of the selected item » <Apply>

m USB Memory

For information about changeable setting items, see ©<USB Memory Settings>(P. 572) .

<Menu> - <Function Settings> |+ <Store/Access Files> = <Common Settings> I <Scan and Store
Settings> » <USB Memory Settings> » <Change Default Settings (USB Memory)> & Select the
setting » Change the default value of the selected item » <Apply>

m E-Mail

For information about changeable setting items, see (©<E-Mail Settings>(P. 554) .
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<Menu> » <Function Settings>  <Send> | <Scan and Send Settings> » <E-Mail Settings>
<Change Default Settings (E-Mail)> » Select the setting » Change the default value of the
selected item » <Apply>

m[-Fax

For information about changeable setting items, see ©<I-Fax Settings>(P. 556) .

<Menu> » <Function Settings> » <Send> | <Scan and Send Settings> |+ <I-Fax Settings>
<Change Default Settings (I-Fax)> » Select the setting  Change the default value of the selected

item » <Apply>

m Shared Folder/FTP Server

For information about changeable setting items, see ©<File Settings>(P. 558) .

<Menu> » <Function Settings> » <Send> | <Scan and Send Settings> |+ <File Settings>  <Change

Default Settings (File)> = Select the setting i Change the default value of the selected item
<Apply>

NOTE

e If you select <Initialize> on each setting screen, you can restore the default settings.

LINKS

Basic Copy Operations(P. 196)

Basic Operations for Sending Faxes(P. 220)

Printing from a USB Memory Device (Memory Media Print)(P. 273)
Basic Operations for Scanning Originals(P. 288)
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Setting Sounds

8052-03H

The machine produces sounds in a variety of situations, such as when fax sending is complete or when a paper jam or
error occurs. You can set the volume of each of these sounds individually.

m Adjusting <Fax Volume>

1 Pressthe @ («u) key.

2 Adjust the volume, and select <Apply>.

To mute the sound, move the cursor all the way to the left.

m Adjusting <Other Volume Set.>

1 Pressthe @ (i) key.

For the model without fax functionality, proceed to step 3.

2 Select <Other Volume Set.>.

3 Select a setting.

Setting Description Action
<Ring Tone> Sound produced when an incoming fax | Go to step 4.
is received
<TX Done Tone> Sound produced when fax sending is
complete
<RX Done Tone> Sound produced when fax receiving is
complete
<Scanning Done Tone> Sound produced when fax original
scanning is complete
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Setting

Description

Action

<Entry Tone>

Confirmation sound each time a key on
the operation panel or button on the
display is pressed

<Invalid Entry Tone>

Sound produced when an invalid key

operation is performed, such as when
you enter a number outside the valid

setting range

<Restock Supplies Tone>

Sound produced when a toner
cartridge is almost empty

<Warning Tone>

Sound produced when a paper jam or
other error occurs

<Job Done Tone>

Sound produced when an operation
such as copying or scanning is
complete

<Energy Saver Alert>

Sound produced when the machine
enters or exits sleep mode

<Original in Feeder Detection Tone>

Sound produced when an original is
loaded in the feeder

Select <On> (produce a tone) or <Off>
(not produce a tone), and then go to
step 5.

4 Adjust the volume, and select <Apply>.

To mute the sound, move the cursor all the way to the left.

mEnd sound only for error

In <Sound Only When Error Occurs>, select <On>, and select <Apply>.

5 select <Apply> » <Apply>.
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Entering Sleep Mode

8052-03)

The sleep mode function reduces the amount of power consumed by the machine by disabling power flow to the
operation panel. If no operations will be performed on the machine for a while, such as during a lunch break, you can
save power simply by pressing on the operation panel.

/I\ CAUTION

Press [{ if the machine will not be used for a long period of time, such as overnight

Put the machine into Sleep mode as a safety precaution.

NOTE

When in sleep mode

e When the machine enters sleep mode, lights up yellow green.

Situations in which the machine does not enter sleep mode
e The machine will not enter sleep mode in the following situations:
- When the machine is in operation
- When the Data indicator is lit up or blinking
- When the machine is performing an operation such as adjustment or cleaning
- When a paper jam occurs
- When the receiver of the external telephone or the optional handset is off the hook
- When the machine is set such that the fax incoming ring will not sound
- When the menu screen is displayed
- When a job is waiting to be scanned to a USB memory device or to a computer

- When an error message is displayed on the screen (There are some exceptions. The machine sometimes
enters sleep mode when an error message is displayed.)

- When the machine is communicating with an LDAP server, etc.
- When the SSID/network key screen for Direct Connection is displayed

- When settings are being imported or exported

179



Basic Operations

e If the situation preventing the machine from entering sleep mode continues, the machine performs
automatic adjustment (automatic calibration) to maintain print quality. Calibration uses toner and may
therefore result in a decrease in the lifetime of the toner cartridges.

Changing the Auto Sleep Time Value

Auto Sleep Time is a function that automatically puts the machine into the sleep mode if it remains idle for a
specified length of time. We recommend using the factory default settings ( ©<Timer/Energy

Settings>(P. 464) ) to reduce power usage. If you want to change the amount of time that elapses before the
machine enters the auto sleep mode, perform the procedure below.

<Menu> - <Preferences> i <Timer/Energy Settings> i <Auto Sleep Time>  Set the amount of
time that elapses before the machine automatically enters sleep mode » <Apply>

Changing the Sleep Mode Setting to the Specified Time

You can configure a setting so that the machine is placed into the sleep mode at the specified time. You can also
configure a setting so that the sleep mode is released at the specified time.

<Menu> » <Preferences> » <Timer/Energy Settings> » Select <Auto Sleep Daily Timer> or <Sleep
Mode Exit Time Settings>  Select <On> in <Set This Function>, and enter the time » <Apply>

Exiting Sleep Mode

You can press or any other key on the operation panel to exit the sleep mode.

NOTE

e You can also tap the display to exit sleep mode.

o If an external telephone or the optional handset is connected, the machine exits sleep mode when
you take the receiver off the hook.
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Registering Destinations

8052-03K

You can register frequently used fax/scan destinations in the Address Book and
easily select them when needed ( ©Registering Destinations in the Address
Book(P. 183) ). Destinations can be searched alphabetically, from lists in the Address
Book, or by entering three-digit numbers (coded dial numbers). You can also specify
destinations more quickly by using the following features.

m Favorites

Registering a lot of addresses in the Address Book makes it difficult to find the destination you need. To avoid this
situation, register frequently used destinations as Favorites. Destinations registered in Favorites can be searched from
the <ﬂ> in the Address Book. You can register up to 19 Favorites.

m Group Dial

You can select multiple destinations that have already been registered and register them together as a group (Max.
299). You can send faxes or e-mails to multiple destinations at the same time. Groups can also be registered in
Favorites. ©Registering Multiple Destinations as a Group(P. 186)

mIndex

The registered destinations are classified into indexes depending on the initial character or the type of address.
Changing indexes allows you to perform a destination search quickly. Tap (/[ or flick the target index sideways to
change the display.

<All>
Displays all the destinations registered in the Address Book.

-0

Displays a list of destinations registered in Favorites.

<E>

Displays destinations for faxes.

<E>

Displays destinations for e-mails.

)
|-

Displays destinations for I-Faxes.
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< Eﬂ >
Displays destinations for shared folders and FTP servers. Registration of destinations is performed from the
computer.

Setting a Shared Folder as a Save Location(P. 96)

Registering Destinations from Remote UI(P. 439)

<@>

Displays a list of destinations registered in Group Dial.

<A-Z>/<0-9>/<ABC> to <YZ>

Displays destinations with recipient names whose first characters correspond to the characters of the selected
index.

NOTE

Use the computer to register a shared folder or FTP server as the destination for scans.
Setting a Shared Folder as a Save Location(P. 96)
Registering Destinations from Remote UI(P. 439)

You can save the Address Book as a file on your computer (although you cannot use the computer to edit
the Address Book). You can also import a saved Address Book from the computer to the machine.
Importing/Exporting the Setting Data(P. 448)

You can print a list of destinations registered in the Address Book. ©Address Book List(P. 631)

If your office has an LDAP server installed, you can make search to find user information on the server and
register it in the Address Book. You need to specify the settings for connecting to an LDAP server
beforehand. ©Registering LDAP Servers(P. 66)
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Registering Destinations in the Address Book

8052-03L

This section describes how to register destinations from the operation panel. You can also use the Remote Ul to
register destinations. ©Registering Destinations from Remote UI(P. 439)

1 Select <Address Book> in the Home screen. ©Home Screen(P. 126)

7 Select <Register Dest.>

If a screen appears prompting you to enter a PIN, enter the PIN for the Address Book and select <Apply>. ©
Restricting Use of the Address Book(P. 413)

3 Select the type of address to register.

-
R R
& e

B g

mRegistering destinations with the LDAP server
If your office has an LDAP server installed, you can make search to find user information on the server and
register it in the Address Book.

NOTE:

To make registration from the LDAP server, you need to specify the settings for connecting to the LDAP
server beforehand. ©Registering LDAP Servers(P. 66)

Select <LDAP Server>,

2 Select the LDAP server you are using.

3 Select conditions for user information to be searched.
Name, fax numbers, e-mail addresses, organization names, and organization unit are available criteria
for searching destinations.
= &t Seanch Conedibom
i Lo e Bbma

Enter the search target character string, and select <Apply>.
On how to enter text, see ©Entering Text(P. 135) .
To specify multiple search criteria, repeat steps 3 and 4.

5 Select <Search Method>.
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6  Select conditions to display the search result.

<Using All Conditions Below>
Searches and displays the users that meet all the search criteria specified in steps 3 and 4.

<Using Some Conditions Below>
If users that meet even one of the criteria specified in steps 3 and 4 are found, displays all those users.

7  Select <Start Search>.

i The users meeting your search criteria are displayed.

NOTE:

If the authentication screen appears when you select <Start Search>, enter the user name of the
machine and the password registered in the LDAP server, and select <Apply>. ORegistering LDAP
Servers(P. 66)

8  Select a user you want to register in the Address Book.
9  Select <Apply>.

% The user name and the fax number or e-mail address registered on the LDAP server of the selected
user are registered in the Address Book.

mRegistering destinations from recall settings
If recall settings are provided, you can select <Recall Settings> and register the destinations.

4 Select <Name>.

Registering <Name> is optional. If you register <Name>, the destination can be searched alphabetically.

5 Enter the name, and select <Apply>.

On how to enter text, see ©Entering Text(P. 135) .

6 Select <Fax Number>, <E-Mail Address>, or <I-Fax Address>.

7 Enter the destination, and select <Apply>.

mMaking detailed settings (only when registered for fax)

After selecting <Set Details>, a screen similar to the following is displayed.
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<ECM TX>

If an error occurs in an image that is being sent, the error is checked and corrected to prevent an improper
image from being sent when setting <On>.

<TX Speed>

If it takes time for transmissions to start, such as when there is a poor telephone connection, you can adjust the
transmission start speed downward.

<Long Distance>

Specify <International (1)> to <International (3)> according to the transmission conditions when registering
overseas fax numbers.

NOTE

e You can also specify <ECM TX> and <TX Speed> from <Menu> }+ <Function Settings> » <Send>
<Fax Settings>. However, settings made from <Address Book> are enabled for the detailed settings
of destinations registered in the Address Book.

8 select <Register As>.

9 Select <Favorites> or <Coded Dial>.

If you select <Coded Dial>, select the destination number, or select <Use Numeric Keys> and enter the
destination number.

10 select <Apply>.

NOTE

e You can make a group of destinations already registered in the Address Book and register it as one
destination. For more information, see ©Registering Multiple Destinations as a Group(P. 186) .

e When you want to change or delete items of information about destinations registered in the Address Book,
see OEditing the Registered Destinations in the Address Book(P. 188) .
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Registering Multiple Destinations as a Group

8052-03R

You can select multiple destinations that have already been registered and register them together as a group. This
section describes how to register a group from the operation panel. You can also use the Remote UI to register a
group. ORegistering Destinations from Remote UI(P. 439)

NOTE

e Only destinations of the same type of address can be registered in the same group.

e Shared folders or FTP servers cannot be registered in a group as destinations.

1 Select <Address Book> in the Home screen. ©Home Screen(P. 126)

2 Select <Register Dest.> » <Group>.

If a screen appears prompting you to enter a PIN, enter the PIN for the Address Book and select <Apply>.
Restricting Use of the Address Book(P. 413)

3 Select <Name>.

Registering <Name> is optional. If you register <Name>, the destination can be searched alphabetically.

4 Enter the name, and select <Apply>.

On how to enter text, see ©Entering Text(P. 135) .

5 Select <Destination>.
6 Select <Add>.

7 Select the index containing the destination you want to register. ©Index(P. 181)

8 Select the destination, and then select <Apply>.
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9 Repeat steps 6 to 8 until you have registered all of the destinations that you want to
register, and then select <Apply>.

NOTE:

To view information about the destination

Select the target destination, and select <Details>.

To remove a destination from the group

Select the destination that you want to remove from the group, and select <Delete> - <Yes>.

10 select <Register As>.

1 1 Select <Favorites> or <Coded Dial>.

If you select <Coded Dial>, select the destination number, or select <Use Numeric Keys> and enter the
destination number.

12 select <Apply>.
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Editing the Registered Destinations in the Address
Book

8052-03S

You can change your settings, such as changing a registered fax number or name, changing the type of destination
registered as a fax number to an e-mail destination, changing a coded dial number, and adding or deleting group
destinations. You can also delete destinations or groups.

NOTE

e If you delete a destination from the Address Book, it is also deleted from the favorite settings. ©Registering
Frequently Used Settings(P. 173)

1 Select <Address Book> in the Home screen. ©Home Screen(P. 126)

2 Select the index containing the destination you want to edit. ©Index(P. 181)

rearpkeccr

3 Select the destination, and select <Edit>.

To clear selection of a destination, select again the destination with a check mark. When multiple destinations
are selected, you can deselect all of them in batch by <Clear All>.

If a screen appears prompting you to enter a PIN, enter the PIN for the Address Book and select <Apply>.
Restricting Use of the Address Book(P. 413)

NOTE:

To check destination details
Select a destination of which the details you want to check, and select <Details>.
To delete destinations

Select the destination you want to delete, and then select <Delete> » <Yes>.

4 After editing the necessary items, select <Apply>.
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Using a USB Memory Device

8052-03U

When using a USB memory, insert it into the USB port on the machine.

e

: [

€ IMPORTANT

Before using a USB memory device

The supported formats of USB memory device are FAT16 and FAT32.
The following devices and uses are not supported:

USB memory devices that have security functions installed

USB memory devices that do not meet the USB standards

Memory card readers connected via USB

USB memory devices that are used with extension cables

USB memory devices used via a USB hub
Handling of USB memory devices

Make sure that the USB memory device is correctly oriented before inserting it. If you attempt to insert it in
incorrect orientation, the memory device and the machine may be damaged.

Do not remove, bump or otherwise move the USB memory device while data is being imported or exported.
Also, do not turn OFF the machine while processing is in progress.

You may not be able to save data properly on some USB memory devices.

NOTE

e If <Screen When Mem. Med. Conn> is set to <On>, the available actions are displayed when you insert a USB
memory device while the Home screen is displayed. ©<Screen When Mem. Med. Conn>(P. 580)

ATy Bed dewie has e camwil
el an apmhan b periom

e Because screens may not appear in sleep mode, exit sleep mode before inserting a USB memory device.
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mRemove the USB Memory Device

€ 'MPORTANT

Always use the following procedure when removing USB memory devices. Using other methods to remove
USB memory devices may result in damage to the device and the machine.

1 Select <Status Monitor>.

2 Select <Rmv. Mem. Media>.
n» Wait until the <The memory media can be safely removed.> message is displayed.

3  Disconnect the USB memory device.

LINKS

OPrinting from a USB Memory Device (Memory Media Print)(P. 273)
(©Saving Data to a USB Memory Device(P. 291)
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Copying
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Copying

8052-03W

This chapter describes basic copy operations and various useful copy functions.

m Using Basic Operations

(©Copy Basic Features Screen(P. 194)

(OBasic Copy Operations(P. 196)

(OcCanceling Copies(P. 201)

(OChecking the Copying Status and Log(P. 202)

mEnhancing Quality ©@Enhancing and Adjusting Copy Quality(P. 204)

Oselecting the Type of Original for  ©Adjusting Sharpness for Copying ©Erasing Dark Borders When
Copying(P. 205) (Sharpness)(P. 206) Copying (Erase Frame)(P. 207)

x’? LE/

OAdjusting the Color(P. 208)

192



Copying

m Using Useful Copy Functions ©Useful Copy Functions(P. 209)

/

-
-

[}
L

OCopying Multiple Documents onto OcCollating Copies by Page(P. 211) ©Making ID Card Copies(P. 212)
One Sheet (N on 1)(P. 210)

E=F]
=

e =ife
= tary

(OMaking Passport Copies(P. 213)
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Copy Basic Features Screen

8052-03X

When you select <Copy> in the Home screen, the Copy Basic Features screen appears.

Current setting status and setting buttons

The setting status, such as copy ratio, copy paper, and number of copies, are displayed. To copy correctly, be
sure to check the settings displayed here. When you want to change a setting, select the desired setting item.
(OBasic Copy Operations(P. 196)

<2-Sided>

You can select a combination of 1-sided copying and 2-sided copying for the original and printout paper.
Specify the detailed settings from <Other Settings>. (9Basic Copy Operations(P. 196)

Scans one side of an original and prints the scanned data on one side of the paper.

q
L

Scans one side of an original and prints the scanned data on both sides of the paper.

-
|

Scans both sides of an original and prints the scanned data on both sides of the paper.

[=1
|

Scans both sides of an original and prints the scanned data on one side of the paper.

I
L

<N on 1>

You can select an "N on 1" pattern to arrange multi-page originals on the same side of one sheet. Specify the
detailed settings from <Other Settings>. ¢9Copying Multiple Documents onto One Sheet (N on 1)

(P. 210)
Does not apply N on 1.
I I I Prints data for two consecutive pages on one side of a sheet of paper.
O] Prints data for four consecutive pages on one side of a sheet of paper.
<Other Settings>

You can call the detailed settings or favorite settings that are not displayed in the Copy Basic Features screen.
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<Reset>
You can collectively restore the default settings.

<Start>

Use this button to start copying. Selecting <B&W> starts black and white copying. Selecting <Color> starts
color copying.
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Basic Copy Operations

8052-03Y

This section describes the basic operation procedure used to copy an original.

1 Place the original(s). ©Placing Originals(P. 139)
2 Select <Copy> in the Home screen. ©Home Screen(P. 126)

3 Select <Number of Copies> in the Copy Basic Features screen. ©Copy Basic Features
Screen(P. 194)
4 Enter the number of copies, and select <Close>.

If you have entered an incorrect value, use to clear it.

5 Specify the copy settings as necessary.

©Adjusting Density
©2-Sided Copying
©Enlarging or Reducing
OSelecting Copy Paper

Adjusting Density

Adjust the density of the scan if the text or images in an original are excessively light
or dark. For example, you can sharpen text and lines written using a pencil. ©

Adjusting Entire Density(P. 196)

Adjust the background density. You can make a clear copy of originals with colored
fﬂ,z/ ; backgrounds, or originals such as a newspaper that is printed on thin paper on
which text or images on the other side are visible through the paper. ©Adjusting

L ‘ the Background Density(P. 197)

mAdjusting Entire Density

<Density> - Adjust the density » <Close>
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m Adjusting the Background Density

<Density> » <Adjust Background Density> » <Adjust (Manual)> » Adjust the background
density = <Apply> » <Close>

NOTE

e Depending on the original color, portions other than the background may be affected.

e If you select <Density by Color>, you can adjust the background density for each color.

2-Sided Copying

You can copy two pages of an original on both sides of the paper. You can also copy
a 2-sided original on both sides of the paper, or on two sheets of paper.

NOTE

e <2-Sided Printing> may not be available with some sizes and types of paper. ©Available
Paper(P. 656)

<Other Settings> - <2-Sided Printing>  Select the type of 2-sided copying = <Apply>

©) Types of 2-sided copying

The illustration below shows the types of 2-sided copying.

<1-Sided->2-Sided> <2-Sided->2-Sided> <2-Sided->1-Sided>
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() <Orig./Fin. Type>

Specify the original orientation, opening type, and finishing type.

Enlarging or Reducing

You can enlarge or reduce copies by using a preset copy ratio such as <A5->A4>, or
by setting a custom copy ratio in increments of 1 %.

NOTE

e If you make a setting for <N on 1> after setting the copy ratio, the setting of reduction ratio in <N on
1> takes priority.

<Copy Ratio> |+ Select the copy ratio

© <100% 1:1>
Makes copies at copy ratio 100 %.

() <Auto>

Makes copies by automatically enlarging/reducing the original image to fit the specified paper size.

(& Preset copy ratio
Select a copy ratio.

) Numeric keys

You can set any copy ratio from 25 % to 400 % in 1 % increments.

Selecting Copy Paper

Specify the paper source that contains the paper to use for printing out copies.
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NOTE

e You must first specify the size and type of paper that is loaded in the paper source.
Ospecifying Paper Size and Type(P. 158)
OLoading Paper(P. 143)

<Paper> i Select the paper source F <Close>

= Uses the paper that is loaded in the manual feed slot to make copies.

E] Uses the paper that is loaded in the paper drawer (Drawer 1) of the machine to make copies.

NOTE:

For information about other copy settings, see ©Enhancing and Adjusting Copy Quality(P. 204) or ©
Useful Copy Functions(P. 209) .

6 Select <Start>.

s Copying starts.

If you want to cancel, select <Cancel> | <Yes>. ©Canceling Copies(P. 201)

mWhen placing originals in the feeder in step 1
The original is automatically scanned.
mWhen placing originals on the platen glass in step 1

For 2-sided copying or N on 1 copying, the screen prompting you to load the next original is displayed.

1 Place the next original on the platen glass, and select <Scan Next>.

You can also specify <Density>, <Original Type>, and <Color Balance> separately for each original.

Sran e et asginal
. e wanning. press [Shwt Prinfing)

ShiLx (o 151

Fazr Dl 4

Repeat this step until you finish scanning the entire original.

2 Select <Start Printing>.
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NOTE:

When the <Paper Settings and Loaded Size Mismatch> or <The memory is full. Scanning will be canceled.
Do you want to print?> message is shown in the display, there is a possibility that copying cannot be
performed properly. For more information, see "Troubleshooting (FAQ)" on the online manual website.

€ IMPORTANT

When copying originals with text or images that extend to the edges of the page

The edges of the original might not be copied. For more information about the scan margins, see ©Main
Unit(P. 652) .

NOTE:

Setting <Display Notif. When Job Is Accepted> to <On> displays a screen prompting confirmation of the
communication status. When you select <Status Monitor>, you can check the sending status. ©<Display
Notif. When Job Is Accepted>(P. 554)

TIPS

o If you always want to make copies with the same settings: ©Changing the Default Settings for
Functions(P. 175)

o If you want to register a combination of settings to use when needed: ©Registering Frequently Used
Settings(P. 173)

LINKS

(©OChecking the Copying Status and Log(P. 202)
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Canceling Copies

8052-040

If you want to cancel copying immediately after selecting <Start>, select <Cancel> on the screen or press on the
operation panel. You can also cancel copying after checking the copy status.

m Select <Cancel> on the Screen That is Displayed While Copying

a B 3 AT 10 28T
+

Shls x Copie; 1x090 Ik Trs:

Pazer Shmety x Copim

Siatuy

mPress [# to Cancel

[ yoa el b canoedt

Iob Tt Lary
| % Shest x Zagie 1200

| | S Famed

If the Screen Displays a List of Documents When is Pressed

Originals have been scanned and are waiting to be printed. Select a copy document to be canceled, and select
<Cancel> p <Yes>.

D o waml § canced!

Jeb Togs: Lawy

Shesty x Copin 1x01R

Shins Fauind

m Check the copy job status before canceling

<Status Monitor> - <Copy/Print Job> p Select the copy document in the <Copy/Print Job Status>
tab = <Cancel> | <Yes>

LINKS

Basic Copy Operations(P. 196)
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Checking the Copying Status and Log

8052-041

You can check the current copy statuses and the logs for copied documents.

€ 'MPORTANT

When <Display Job Log> is set to <Off>, you cannot check the copy job log. ©<Display Job Log>(P. 586)

Useful in the Following Cases

e When some long time has already passed after scanning of your original to be copied but printing of the
document has not started yet, you may want to see the waiting list of the documents waiting to be printed.

e When you cannot find your printouts that you thought had been copied, you may want to see whether an
error has occurred.

1 Select <Status Monitor>.

7 Select <Copy/Print Job>.

3 Check the copy statuses and logs.

ETo check the copy statuses

1  Select the document whose status you want to check in the <Copy/Print Job Status> tab.

% Displays detailed information about the document.
mTo check the copy logs

1  Select the document whose log you want to check in the <Copy Job Log> tab.

<OK> is displayed when a document was copied successfully, and <Error> is displayed when a
document failed to be copied because it was canceled or there was some error.
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% Displays detailed information about the document.

NOTE:

When a three-digit number is shown in the case of <Error>

This number represents an error code. For more information, see "Troubleshooting (FAQ)" on the
online manual website.

LINKS

(©Basic Copy Operations(P. 196)
©canceling Copies(P. 201)

203



Copying

Enhancing and Adjusting Copy Quality

8052-042

You can improve the copy quality by specifying more detailed settings, such as selecting the optimum image quality,
erasing unnecessary shadows, etc.

Oselecting the Type of Original for  ©Adjusting Sharpness for Copying ©Erasing Dark Borders When
Copying(P. 205) (Sharpness)(P. 206) Copying (Erase Frame)(P. 207)

r’? L%/

(OAdjusting the Color(P. 208)
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Selecting the Type of Original for Copying

8052-043

You can select the optical image quality for the copy depending on the original type,
such as text-only documents, documents with charts and graphs, or magazine

.-_’ i / photos.

<Copy> I+ <Other Settings> » <Original Type> = Select the original type

Priority is given to speed over image quality. This setting is only effective when selected for

<Text/Photo/Map (Speed)> -
color copying.

Suitable when copying originals that contain both text and photos, or originals that include

<Text/Photo/Map>
P detailed lines, such as maps.

Priority is given to image quality over speed. You can also adjust the level of priority given to

<Text/Photo/Ma uality)>
PQ Y) the quality of the text or photos. Adjust the setting on the scale, and select <Apply>.

Suitable when making a clear copy of originals that contain printed photos (photos made of

<Printed Image> .
g halftone dots), such as magazines or pamphlets.

LINKS

(OBasic Copy Operations(P. 196)
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Adjusting Sharpness for Copying (Sharpness)

8052-044

E You can adjust sharpness of the copied image. Increase the sharpness to sharpen blurred

text and lines, or decrease the sharpness to improve the appearance of magazine photos.
ﬂ :

<Copy> I+ <Other Settings> = <Sharpness> F Adjust the sharpness  <Apply>

If you want to sharpen text and lines written in pencil

Mo change to sharpness

Increased sharpness

Resort Plan
The world's cora
reefs, where
brilliant lore
fish and a
myriad of
other
tropical

If you want to improve the appearance of magazine photos

Mo change to sharpness

Resorl Plan

The wond's cora
reels, where Decreased sharpness

A, Resort Plan

=
The world's coral
reefs, where

LINKS

(©Basic Copy Operations(P. 196)
©Adjusting the Color(P. 208)
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Erasing Dark Borders When Copying (Erase Frame)

8052-045

When copying originals that are smaller than the output paper size, frame lines may
appear around the edges in the copied image. When copying facing pages from
thick book, dark borders may appear. <Erase Frame> enables you to erase these
frame lines and dark borders.

NOTE

e The width of the frame to erase is increased or decreased relative to the <Copy Ratio> setting.

e <Erase Frame> is not available when using <N on 1>.

<Copy> I <Other Settings> » <Erase Frame> - <On> |+ Specify the width of the frame to erase
<Next> - Select the original size on the <Scan Size> screen

If you want to erase the dark borders and frame lines

Without <Erase Frame=>

FISH With <Erase Frame=

FISH

LINKS

(OBasic Copy Operations(P. 196)

207



Copying

Adjusting the Color

Adjust the levels of yellow, magenta, cyan, or black.
g
o Lo

<Copy> I+ <Other Settings> - <Color Balance> » Select the color, and adjust the color level
I <Apply>

8052-046

If you want to make a copy with colors that more closely match the original

If the color of the copy
does not match the ariginal

% Use color balance adjustment

i | ’ Yellow -5

q Cyan +7

If you want to make a copy with brighter colors than the original

Without color balance adjustment

Yellow -7
Magenta +6
Cyan +5

NOTE

e If you select <Fine Adjust>, you can adjust the levels of the three density areas for each color.

LINKS

(OBasic Copy Operations(P. 196)
(©OAdjusting Sharpness for Copying (Sharpness)(P. 206)
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Useful Copy Functions

8052-047

This section describes useful copy functions to save paper and improve copying operation efficiency.

©Copying Multiple Documents onto OcCollating Copies by Page(P. 211) ©Making ID Card Copies(P. 212)
One Sheet (N on 1)(P. 210)

OMaking Passport Copies(P. 213)
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Copying Multiple Documents onto One Sheet (N on 1)

8052-048

You can reduce the size of a multiple-page original and arrange all pages on one side
of the paper. You can save the number of sheets as the document can be copied on

fewer pages than those of the original.

NOTE

e Using <N on 1> reduces the copy ratio automatically (the copy ratio is displayed on the screen). If the
copying process has not started, you can further reduce the image size by lowering the numeric value that is
automatically displayed. But the edges of the original might not be copied if you increase it.

e <Non 1> is not available when using <Erase Frame>.

e When you copy multiple originals onto one page, margins may be created in the copied image.

<Copy> I+ <Other Settings> i <N on 1> }» Select the number of pages to be combined, and select
<Next> - Select the original size on the <Scan Size> screen | On the <Output Size> screen, select
the paper source that contains the paper you want to use

Number of pages to be combined
Select the number of pages to be combined on one side of paper. For example, <4 on 1> means that "a four-
page original can be combined on a single sheet."

<Layout>
Specify how to arrange the originals on the page.

LINKS

(©Basic Copy Operations(P. 196)
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Collating Copies by Page

8052-049

When preparing multiple copies of multi-page originals, set <Collate> to <On> to

}; f@ collate copies in sequential page order. This function is useful when preparing

handouts for meetings or presentations.

7

<Copy> I+ <Other Settings>  <Collate> » <On>

<Off>
The copies are grouped by page and not collated. For example, if you are making three copies of a five-page
original, the printouts will be arranged in the following page order: 1,1,1,2,2,2,3,3,3,4,4,4,5,5, 5.

<0n>

The copies are grouped into complete sets in sequential page order. For example, if you are making three
copies of a five-page original, the printouts will be arranged in the following page order: 1, 2, 3,4,5,1, 2,3,4,5,
1,2,3,4,5.

LINKS

(OBasic Copy Operations(P. 196)
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Making ID Card Copies

8052-04A

= You can use <ID Card Copy> to copy the front and back sides of a card onto the same
@? £ side of a page. This function is useful when copying a driver's license or ID card.

N

NOTE

e <Copy Ratio> is automatically set to <100% 1:1>.

Place the card on the platen glass » <ID Card Copy> I <Start>  Turn the card over » <Scan Next>

l . k : ]

LINKS

(OBasic Copy Operations(P. 196)
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Making Passport Copies

8052-04C

You can copy multiple passports onto one sheet.

1 Place the passport with the desired pages open on the platen glass. ©Placing
Originals(P. 139)

=
i

|

2 Select <Passport Copy> in the Home screen. ©Home Screen(P. 126)

3 Select the layout.

<2 on 1 (2-Sided)>
Copies four facing pages of passports onto one side of paper in total. Copies eight facing pages of passports
onto both sides of paper in total.

<4 on 1 (2-Sided)>
Copies eight facing pages of passports onto one side of paper in total. Copies 16 facing pages of passports
onto both sides of paper in total.

<2on 1>
Copies four facing pages of passports onto one side of paper in total.

<4 on 1>
Copies eight facing pages of passports onto one side of paper in total.

4 Select the paper source that contains the paper you want to use.

5 Configure the copy settings as necessary. ©Basic Copy Operations(P. 196)
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6 Select <Start>.

¥ The first passport is scanned.

7 Place the next passport on the platen glass, and select <Scan Next>.

You can also specify <Density> and <Color Balance> separately for each passport.

Repeat this step until you finish scanning all of the passports.

8 select <start Printing>.

LINKS

Basic Copy Operations(P. 196)
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Faxing

8052-04E

This chapter describes fax settings, basic fax operations and various other useful functions to suit your needs, such as
PC Fax to send documents directly from computers, Address Book to specify destinations easily, and Forwarding to
receive faxes even when you are out of the office.

NOTE

e You need to complete some procedures before using fax functions. ©Configuring Initial Settings for Fax
Functions(P. 80)

e You need to register destinations in the Address Book before using this feature. ©Registering
Destinations(P. 181)

m Using Basic Operations

Fax Basic Features Screen(P. 219)

Basic Operations for Sending Faxes(P. 220)

Canceling Sending Faxes(P. 228)

Receiving Faxes(P. 229)

Checking Status and Log for Sent and Received Documents(P. 246)

m Using Useful Functions When Sending @Useful Functions When Sending(P. 232)

& =)

e

Recalling Previously Used Sending a Fax after a Phone Call Saving a Copy of a Sent
Settings for Sending (Recall (Manual Sending)(P. 236) Original(P. 238)
Settings)(P. 233)
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m Receiving According to Your Purposes ©Various Receiving Methods(P. 240)

(©Ssaving Received Documents into the Machine (Memory Reception)(P. 241)

m Forwarding All the Received Documents

—

e

SRS

OForwarding the Received Documents Automatically(P. 243)

m Sending Faxes Directly from Your Computer

©Sending Faxes from Your Computer (PC Fax)(P. 248)
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m Sending and Receiving Faxes via the Internet

4

¥
B L
— Soomy,
&j \‘h&—’f’_ﬂ

©OUsing Internet Fax (I-Fax)(P. 251)
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Fax Basic Features Screen

8052-04F

Selecting <Fax> in the Home screen displays the FAX Basic Features screen that appears when you sending faxes.

<Enter Dest.> tab
Select this tab to directly enter a destination.

<Specify Destination> tab

Select this tab to search for an LDAP server, enter a coded dial, or specify a destination using the recall
settings.

Basic Operations for Sending Faxes(P. 220)

Recalling Previously Used Settings for Sending (Recall Settings)(P. 233)

<TX/RX Settings> tab

Select this tab to specify the scanning settings. You can change the RX mode ( ©Deciding Which Fax
Receive Mode to Use(P. 81) ) of the machine.

<Confirm Destination>

You can check the name and fax number of specified destinations as well as the number of specified
destinations. You can also change the fax number or cancel specification of destinations.

<Address Book>
Specify destinations registered in the Address Book.

<Reset>
You can collectively restore the default settings.

<Start>
Use this button to start faxing.
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Basic Operations for Sending Faxes

8052-04H

This section describes the basic operation procedure used to fax an original.

NOTE

e You need to complete some procedures before using fax functions. ©Configuring Initial Settings for Fax
Functions(P. 80)

1 Place the original(s). ©Placing Originals(P. 139)

2 Select <Fax> in the Home screen. ©Home Screen(P. 126)

If the login screen appears, specify the user name, the password, and the authentication server. ©Logging
in to Authorized Send(P. 137)

3 Select <Reset> in the Fax Basic Features screen. ©Fax Basic Features Screen(P. 219)

If the destinations set by the previous user are still selected, this can cause transmission errors. Always reset
the settings before sending.

4 Specify the destination.

OSpecifying from Address Book
OSpecifying from Coded Dial Numbers
OEntering Destinations Directly
OSpecifying Destinations in an LDAP Server

Specifying from Address Book

The Address Book enables you to specify a destination by selecting from a list of
registered destinations or by searching by name for destinations with recipient
names.

NOTE

e You need to register destinations in the Address Book before using this feature. ©Registering
Destinations(P. 181)

1 Select <Address Book>.

2 Select an index. OIndex(P. 181)
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3 Select the check box for the desired destination, and select <Apply>.

TIPS

e If a destination is selected from <Address Book> in the Home screen, the Fax Basic Features screen can be
displayed while the selected destination remains being specified.

Specifying from Coded Dial Numbers

Three-digit numbers (coded dial numbers) are assigned to addresses in the Address
Book. You can specify an address simply by entering its coded dial number.

NOTE

e To use coded dial numbers, the destination must be registered in the Address Book beforehand. ©
Registering Destinations(P. 181)

1 Select <Coded Dial> in the <Specify Destination> tab.

7 Enter a three-digit number.

If you have entered an incorrect value, use to clear it.

NOTE:

If a confirmation screen appears

When <Confirm When Coded Dial TX> is set to <On>, a screen is displayed that shows the destination and
the name for the number. (For Group Dial, the destination name and the number of destinations are
shown.) Check the contents and if everything is correct, select <OK>. To specify a different destination,
select <Cancel> and then re-enter the three-digit coded dial number. ©Displaying Destinations in
Address Book(P. 415)
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Entering Destinations Directly

For a destination that is not registered in the Address Book, specify it by entering a fax number.

1 Enter the fax number in the <Enter Dest.> tab.

If your machine is connected to a PBX (Private Branch Exchange), select <R> before entering the destination.
If <R> is not available, you need to register the R-key settings. ©<R-Key Setting>(P. 562)

If you have entered an incorrect value, use ¢ X] to clear it.

NOTE

Adding a destination
e To enter a second or subsequent destination, select <Next Dest.>.
If a confirmation screen appears

e When <Confirm Entered Fax Number> is set to <On>, the input screen reappears so that you can
confirm the destination ( ©Confirming the Entered Fax Number(P. 417) ). Enter the destination
again.

Sending a fax abroad

e Enter the international access code, the country code, and the fax number to specify the destination.
If you are not able to successfully connect to a recipient, select <Pause> and insert a pause between
numbers.

Specifying Destinations in an LDAP Server

If your office has an LDAP server installed, you can specify a destination using user
information in the server. Access the LDAP server via the machine to search for the
appropriate user information and specify it as destination.

NOTE

e You need to specify the settings for connecting to an LDAP server beforehand. ©Registering LDAP
Servers(P. 66)

1 Select <LDAP Server> in the <Specify Destination> tab.
2 Select the LDAP server you are using.

3 Select conditions for user information to be searched.
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Name, fax numbers, e-mail addresses, organization names, and organization unit are available criteria for
searching destinations.

5 et Search Corditiom

Uiny) Sovml: Dead Lois Bdaa

4 Enter the search target character string, and select <Apply>.

On how to enter text, see @Entering Text(P. 135) .

To specify multiple search criteria, repeat steps 3 and 4.

5 Select <Search Method>.

6 Select conditions to display the search result.

<Using All Conditions Below>
Searches and displays the users that meet all the search criteria specified in steps 3 and 4.

<Using Some Conditions Below>
If users that meet even one of the criteria specified in steps 3 and 4 are found, displays all those users.

7 Select <Start Search>.

% The users meeting your search criteria are displayed.

NOTE:

If the authentication screen appears when you select <Start Search>, enter the user name of the machine

and the password registered in the LDAP server, and select <Apply>. ©Registering LDAP Servers(P. 66)

8 Select the check box for the user that you want to specify as destination, and select
<Apply>.

NOTE:

Adding a destination

To send a fax to multiple destinations at a time (sequential broadcast), repeat the appropriate steps to

enter all destinations.

You can also recall previously used destinations. ©@Recalling Previously Used Settings for Sending

(Recall Settings)(P. 233)
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ETo delete destinations
If you specified multiple destinations, you can delete destinations as necessary.

1 Select <Confirm Destination>.

2 Select the check box for the destination to be deleted, and select <Remove from Dest.>.

If you select the Group Dial check box, you can view the destinations registered in the group by
selecting <Details> » <Destination>.

3 Select <Yes>.

5 Specify the scanning settings as necessary.

OAdjusting Image Quality
(©Scanning 2-Sided Originals

Adjusting Image Quality

You can select the resolution suitable for your original type. The higher the
resolution is, the clearer the image becomes, but the longer it takes to send. ©
Selecting Resolution(P. 224)

You can adjust the density of the fax if the text or images in an original are too light
or dark. ©Adjusting Density(P. 224)

You can adjust the sharpness of the image. Increase the sharpness to sharpen
blurred text and lines, or decrease the sharpness to improve the appearance of
magazine photos. ©Adjusting Sharpness(P. 225)

m Selecting Resolution

Select <Resolution> in the <TX/RX Settings> tab I Select the resolution

m Adjusting Density

Select <Density> in the <TX/RX Settings> tab i Adjust the density = <Apply>
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m Adjusting Sharpness
Select <Sharpness> in the <TX/RX Settings> tab » Adjust the sharpness » <Apply>
Example: If you want to sharpen text and lines written in pencil

Mo change to sharpness

Increased sharpness

Resort Plan

The world's coral
reafs, where

fish and a
myriad of
ather

tropical

Example: If you want to improve the appearance of magazine photos

Mo change to sharpness

Resorl Plan
The wond's coral
risels, wher Decreased sharpness

Resort Plan

The world's coral
reefs, where

Scanning 2-Sided Originals

The machine can automatically scan the front and back sides of originals in the

feeder.

€ IMPORTANT
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The machine cannot scan both sides of originals automatically when the originals are placed on the platen
glass or when the machine is set to Manual Sending.

Select <2-Sided Original> in the <TX/RX Settings> tab & Select <Book Type> or <Calendar Type>

<Book Type>
Select for originals whose images on the front and back sides face the same direction.

<Calendar Type>
Select for originals whose images on the front and back sides face in opposite directions.

G Select <start>.
If the <Confirm Destination> screen is displayed, check whether the destination is correct, and then select
<Start Scanning>.
¥ Scanning of the original starts.
If you want to cancel, select <Cancel> | <Yes>. ©Canceling Sending Faxes(P. 228)

EWhen placing originals in the feeder in step 1
When scanning is complete, the faxes are sent. Select <Close> to end the procedure.

mWhen placing originals on the platen glass in step 1

When scanning is complete, follow the procedure below.

1  Select the original size.
When there is only one page to be scanned, proceed to step 3.
2 Place the next original on the platen glass, and select <Scan Next>.
Repeat this step until you finish scanning all of the pages.
3 Select <Start Sending>.

i The faxes are sent.

NOTE:

Checking the communication status

Setting <Display Notif. When Job Is Accepted> to <On> displays a screen prompting confirmation of the
communication status. When you select <Status Monitor>, you can check the sending status. ©<Display
Notif. When Job Is Accepted>(P. 554)

TIPS
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e If you always want to send faxes with the same settings: ©@Changing the Default Settings for
Functions(P. 175)

e If you want to register a combination of settings to use when needed: ©Registering Frequently Used
Settings(P. 173)

e If you want to sound an alarm when the handset is off the hook: ©<Off-Hook Alarm>(P. 560)

LINKS

Canceling Sending Faxes(P. 228)
Useful Functions When Sending(P. 232)
Checking Status and Log for Sent and Received Documents(P. 246)
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Canceling Sending Faxes

8052-04)

If you want to cancel sending faxes immediately after selecting <Start>, select <Cancel> on the display or press on
the operation panel. You can also cancel sending faxes after checking the fax status.

m Select <Cancel> on the screen during fax transmission

®||™ ¥ Sownisg B3 KT 10 28T
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mPress [ to cancel
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If the screen displays a list of documents when is pressed

Originals have been scanned and are waiting to be processed. Select the document to cancel, and select
<Cancel> p <Yes>.

D o ezt b canosl?

(T

b e

m Check the transmission status before canceling

<Status Monitor> = <TX Job> }» Select the document in the <TX Job Status>tab » <Cancel> » <Yes>

LINKS

Basic Operations for Sending Faxes(P. 220)
Checking Status and Log for Sent and Received Documents(P. 246)
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Receiving Faxes

8052-04K

This section describes the methods for receiving faxes and how to set up the machine to receive faxes. You need to
complete some procedures for using fax functions before specifying the receiving settings. ©Configuring Initial
Settings for Fax Functions(P. 80)

NOTE

e The machine can print received fax documents on A4 or Letter size paper. If received fax documents are
printed on other paper sizes, a portion of the page may not be printed or a page may be printed on two
separate sheets of paper.

m Methods for Receiving Faxes

The machine provides the following receiving methods. Select the method that best suits your needs and then set it up
by following the procedure in ©Setting Up the Machine to Receive Faxes(P. 230) .

<Auto>

Dedicated to receiving faxes
The machine receives faxes automatically. Even if someone makes a call to you, you cannot
talk to the caller.

D

When the call is a fax
<Fax/Tel (Auto The machine receives the fax automatically.

Switch)>
When the call is a telephone call

& rd_ An incoming call rings. Pick up the handset to answer the call.

NOTE:

You need to connect your telephone or the optional handset to the machine beforehand.

When the call is a fax
An incoming call rings. Pick up the handset. If you hear a beep, select <Fax> p <Start

Receiving> to receive faxes.

<Manual>

\

When the call is a telephone call

An incoming call rings. Pick up the handset. If you do not hear a beep, start your
conversation.

NOTE:

You need to connect your telephone or the optional handset to the machine beforehand.
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You can set the machine to automatically receive faxes when an incoming call rings within
a specified timeframe. ©<Switch to Auto RX>(P. 570)

<Answering
Machine>

1,

-

When the call is a fax
After an incoming call rings, the machine receives the fax automatically.

When the call is a telephone call

The answering machine activates, enabling the caller to leave a message. If you pick up the
handset before the answering machine starts recording a message, you can talk with the
caller.

NOTE:

You need to connect your answering machine to the machine beforehand.
Set the answering machine to answer after a few rings.

We recommend that you add approximately 4 seconds of silence at the beginning of the
message or set the maximum recording time to 20 seconds.

<Net Switch>

The machine distinguishes between fax and telephone calls. This mode is only available for
certain countries and requires a subscription to a network switch service.

NOTE:

You need to connect your telephone or the optional handset to the machine beforehand.

NOTE

e Depending on the type of telephone connected to it, the machine may not be able to send or receive faxes

properly.

e If you are connecting an external telephone with fax functions, set the telephone to not receive faxes

automatically.

e If you pick up the telephone handset and hear a beep, the call is a fax. You can receive the fax just by using
the telephone to enter a specific ID number. ©Using a Telephone to Receive Faxes (Remote Reception)

(P. 231)

m Setting Up the Machine to Receive Faxes

1 Select <Fax> in the Home screen. ©Home Screen(P. 126)

If the login screen appears, specify the user name, the password, and the authentication server. ©Logging
in to Authorized Send(P. 137)

2 Select <RX Mode> in the <TX/RX Settings> tab of the Fax Basic Features screen. ©Fax
Basic Features Screen(P. 219)

3 Select the receiving method.

mWhen selecting <Fax/Tel (Auto Switch)>

Specify the following three settings as necessary. When the setting is complete, select <Apply>.
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<Ring Start Time>
Enables you to specify the duration during which the machine determines whether an incoming call is a fax or a
telephone call.

<Incoming Ring Time>
Enables you to specify the duration during which an incoming call rings for a telephone call.

<Action After Ring>
Enables you to specify how the machine operates if you do not pick up the handset while an incoming call is
ringing. Select <End> to disconnect the call or <Receive> to receive an incoming fax.

TIPS

e If you want to print received documents on both sides of paper: ©<Print on Both Sides>(P. 568)

e If you want to print information, such as reception date and time, at the bottom of received documents:
<Print RX Page Footer>(P. 567)

e If you want to continue printing even when the amount remaining in the toner cartridge is low: ©<Continue
Print. When Cart. Low>(P. 567)

mUsing a Telephone to Receive Faxes (Remote Reception)

When you pick up the telephone and get a fax signal, you do not need to go to the machine to receive the fax. Just
enter a specific ID number with the telephone, and you can start receiving the fax.

NOTE

e When the telephone is not directly connected with the machine, the remote reception function is not
available.

1 When an incoming call rings, pick up the telephone handset.

2 If you hear a beep, enter the ID number for Remote Reception with the telephone.

For more information about setting the ID number, see ©@<Remote RX>(P. 569) .

3 Hang up the handset.

LINKS

Checking Status and Log for Sent and Received Documents(P. 246)
Various Receiving Methods(P. 240)
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Useful Functions When Sending

8052-04L

This section describes how to forward a fax again to a previously specified destination, how to send a fax after a phone
call, and how to save a copy of a fax document.

=T

R
- ol

(ORecalling Previously Used Osending a Fax after a Phone Call  ©Saving a Copy of a Sent
Settings for Sending (Recall (Manual Sending)(P. 236) Original(P. 238)
Settings)(P. 233)
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Recalling Previously Used Settings for Sending (Recall
Settings)

8052-04R
ﬁ_ You can recall the destinations specified in the past. When you specify a previously
_,,J ﬂ,_ used destination, the machine also sets the same fax settings such as density you

\\‘ used the last time you sent documents to that destination.

€ 'MPORTANT

When <Restrict Resending from Log> is set to <On>, you cannot use this feature. ©Disabling Use of
Previously Used Destinations(P. 415)

Turning OFF the machine or setting <Restrict New Destinations> to <On> deletes the past destinations, and
disables this feature. ©Restricting New Destinations that Can Be Specified(P. 415)

The destinations in Manual Sending are not available for this feature. ©Sending a Fax after a Phone Call
(Manual Sending)(P. 236)

NOTE

e When you specify a destination using this feature, any destinations that you have already specified are
deleted.

1 Place the original(s). ©Placing Originals(P. 139)

2 Select <Fax> in the Home screen. ©Home Screen(P. 126)

If the login screen appears, specify the user name, the password, and the authentication server. ©Logging
in to Authorized Send(P. 137)

3 Select <Reset> in the Fax Basic Features screen. ©OFax Basic Features Screen(P. 219)

If the destinations set by the previous user are still selected, this can cause transmission errors. Always reset
the settings before sending.

4 Select <Recall Settings> in the <Specify Destination> tab.

5 Select the destination.

When you transmit to multiple destinations, only the address specified for the first transmission is displayed
in the log, but all the destinations are specified.
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% The selected destination and the fax settings used at the time are specified. You can also change the
settings before sending.

mTo delete destinations
When you transmitted to multiple destinations, you can delete destinations as necessary.

1 Select <Confirm Destination>.

2 Select the check box for the destination to be deleted, and select <Remove from Dest.>.

NOTE:

If you select the Group Dial check box, you can view the destinations registered in the group by
selecting <Details> » <Destination>.

3 Select <Yes>.

6 Specify the scanning settings as necessary. ©Basic Operations for Sending
Faxes(P. 220)

] Select <Start>.
If the <Confirm Destination> screen is displayed, check whether the destination is correct, and then select
<Start Scanning>.

% Scanning of the original starts.

If you want to cancel, select <Cancel> k- <Yes>. ©Canceling Sending Faxes(P. 228)

mWhen placing originals in the feeder in step 1
When scanning is complete, the faxes are sent.

EWhen placing originals on the platen glass in step 1

When scanning is complete, follow the procedure below.

1  Select the original size.

When there is only one page to be scanned, proceed to step 3.

2 Place the next original on the platen glass, and select <Scan Next>.

Repeat this step until you finish scanning all of the pages.
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3 Select <Start Sending>.

i The faxes are sent.

LINKS

(OBasic Operations for Sending Faxes(P. 220)
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Sending a Fax after a Phone Call (Manual Sending)

8052-04S

You can send faxes manually at the end of a phone conversation. When you hear a
beep over the phone, it means the recipient is trying to receive your faxes. Select
<Start> to send your faxes.

NOTE

e You need to connect your telephone or the optional handset to the machine beforehand.

1 Place the original(s). ©Placing Originals(P. 139)

The machine cannot automatically scan both sides of the originals in Manual Sending.

When the original is placed on the platen glass, only one page can be sent.

2 Select <Fax> in the Home screen. ©Home Screen(P. 126)

If the login screen appears, specify the user name, the password, and the authentication server. ©Logging
in to Authorized Send(P. 137)

3 Select <Reset> in the Fax Basic Features screen. ©Fax Basic Features Screen(P. 219)

If the destinations set by the previous user are still selected, this can cause transmission errors. Always reset
the settings before sending.

4 Specify the scanning settings as necessary. (©Basic Operations for Sending
Faxes(P. 220)

5 Dial the recipient's fax number.

6 Ask the recipient to set their fax machine to receive your faxes.

If you hear a beep, proceed to step 7.

7 Select <Start>.

If you place the original on the platen glass, select the original size.
% Scanning of the original starts.

If you want to cancel, select <Cancel> » <Yes>. @Canceling Sending Faxes(P. 228)

&8 Hang up the handset.
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LINKS

Basic Operations for Sending Faxes(P. 220)
Canceling Sending Faxes(P. 228)
Checking Status and Log for Sent and Received Documents(P. 246)
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Saving a Copy of a Sent Original

8052-04U
1‘-_:?@ In addition to the address specified when the fax is sent, you can also send faxed
__ L=" documents to a preset storage address for archiving. This is useful for keeping a log
' 1““1&“' ?'T:-\}S of what has been sent. You can specify a fax number, an e-mail address, a shared
& ’.;IJ - folder on the computer, an FTP server or an I-Fax as the storage address.

ol

NOTE

e Only destinations in the Address Book can be specified as a storage address. To use the Address Book, the
destination must be registered beforehand. ©Registering Destinations(P. 181)

1 Select <Menu> in the Home screen. ©Home Screen(P. 126)
2 Select <Function Settings> » <Send> » <Fax Settings>.
3 Select <Archive TX Document>.

4 Select <On> in <Archive TX Document>.

When not using the function for archiving sent documents, select <Off>.

5 Configure storage of sent documents.

<Archive Address>
Specify the storage destination of sent documents. In the Address Book, select the check box for the
destination to use as the storage location, and select <Apply>.

<File Name>

You can specify a character string to be used in the file name when sending a document by E-mail/I-fax or
when saving to a shared folder/FTP server. The file name is automatically assigned based on the following
format: arbitrary character string_communication management number (four digits)_sent date and
time_document number (three digits).file extension name.

NOTE:

When not specifying <File Name>, you can use the following format for file name: communication
management number (four digits)_sent date and time_document number (three digits).file extension
name.
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G Select <Apply>.
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Various Receiving Methods

8052-04W

You can store received faxes in the machine's memory without printing them. You can reduce fax paper waste by
checking the detailed information of fax documents and only printing necessary documents.

(©Saving Received Documents into the Machine (Memory Reception)(P. 241)
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Saving Received Documents into the Machine (Memory
Reception)

8052-04X

\-\-: You can store received faxes into memory of the machine, and then print them later.
This feature can prevent unauthorized persons from seeing confidential documents

i ~:,, S ] unintentionally.
=" Qﬁf—j
- ==

Storing Documents into Memory(P. 241)
Printing Documents in Memory(P. 242)
Checking/Forwarding/Deleting Documents in Memory(P. 242)

Storing Documents into Memory

To store received documents into memory, set <Use Memory Lock> to <On>. You can configure a setting to enable you
to preview received documents using the Remote UL You can also specify a setting to activate the Memory Reception
function only during a specified period of time of the day.

<Menu> » <Function Settings>  <Receive/Forward>  <Common Settings> » <Set Fax/I-Fax
Inbox> i <Fax Memory Lock Settings>  Select <On> in <Use Memory Lock> » Specify each setting

<Apply>

= Fan Memary lodk Sething

W Wair Lk i

<Use Fax Preview>
Specify whether to preview received documents stored in memory. Select <On> to preview the documents using
the Remote UI. ©Checking Current Status of Received Documents(P. 431)

<Report Print>

Enables you to print RX Result reports every time documents are stored into memory. To print reports, select
<0On>. You also need to set <RX Result Report> to <On>. @RX Result Report(P. 631)

<Set Memory Lock Time>

Specify whether to activate the Memory Reception function only during a specific time frame of the day. Select
<On> to activate the Memory Reception function only during a time frame specified in <Memory Lock Time>.

<Memory Lock Time>
Set the time to start and end the Memory Reception function.

NOTE

e You cannot specify <Use Fax Preview> and <Set Memory Lock Time> at the same time.
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Printing Documents in Memory

To print received documents in memory, set <Use Memory Lock> to <Off>. All the documents in memory are printed.

NOTE

e You cannot select a specific document for printing.

e If a time for the feature to deactivate has been specified, the documents are automatically printed at the
specified time.

<Menu> & <Function Settings> » <Receive/Forward>  <Common Settings> & <Set Fax/I-Fax
Inbox> - <Fax Memory Lock Settings> p Select <Off> in <Use Memory Lock>  <Apply>

Checking/Forwarding/Deleting Documents in Memory

You can check an outline of each document stored in memory, including sender fax numbers and number of pages
sent. You can also select and forward a document stored in memory, and delete an unnecessary document, if any.
1 select <status Monitor>.

2 Select <RX Job>.

3 In the <RX Job Status> tab, select the document you want to check/forward/delete.

¥ Displays detailed information about the document.
To forward the document, select <Forward>, and specify the appropriate destination.

To delete the document, select <Delete> » <Yes>.

LINKS

Receiving Faxes(P. 229)
Checking Status and Log for Sent and Received Documents(P. 246)
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Forwarding the Received Documents Automatically

8052-04Y

The machine can forward all the received documents to specified destinations. Even if you are out of the office, you
can receive fax information anytime, anywhere.

Specifying Settings for Documents to be Forwarded Automatically(P. 243)
Printing Documents to be Forwarded(P. 244)
Printing/Resending/Deleting Documents that Failed to be Forwarded(P. 244)

Specifying Settings for Documents to be Forwarded Automatically

While the Forwarding feature is activated, all the documents to be received are automatically forwarded.

1 Select <Menu> in the Home screen. ©Home Screen(P. 126)
2 Select <Function Settings> » <Receive/Forward> » <Fax Settings>.
3 Select <Forwarding Settings> » <Forwarding Function>.

4 Select <On> in <Use Forwarding Function>.

When not using the forwarding function, select <Off>.

5 Configure the forwarding settings.

= Fonsarding Furclion,

wti Fermarting Furdion

<Forwarding Destination>
Specify a forwarding destination. In the Address Book, select the check box for a destination to which to
forward, and select <Apply>.

<File Name>

You can specify a character string to be used in the file name when sending a document by E-mail/I-fax or
when saving to a shared folder/FTP server. The file name is automatically assigned based on the following
format: arbitrary character string_communication management number (four digits)_sent date and
time_document number (three digits).file extension name.

NOTE:

When not specifying <File Name>, you can use the following format for file name: communication
management number (four digits)_sent date and time_document number (three digits).file extension
name.
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G Select <Apply>.

Printing Documents to be Forwarded

If you want to check the documents to be forwarded for yourself, you can set the machine to print the documents
whenever they are forwarded, or to print only the documents that failed to be forwarded.

<Menu> » <Function Settings> » <Receive/Forward> i <Fax Settings> » <Forwarding
Settings> » <Print Images> » Select <On> or <Only When Error Occurs>

Printing/Resending/Deleting Documents that Failed to be Forwarded

You can store documents that failed to be forwarded in memory, and print, resend, or delete them later.

m Storing Documents that Failed to be Forwarded in Memory

<Menu> » <Function Settings> » <Receive/Forward> - <Fax Settings>  <Forwarding Settings>
<Store Images in Memory>  <Only When Error Occurs>

m Printing/Resending/Deleting Documents Stored in Memory

1 select <status Monitor>.
2 Select <Fax Forwarding Errors>.

3 Select the document you want to print/resend/delete.

% Displays detailed information about the document.
To print the document, select <Print>  <Yes>.

To resend the document, select <Forward>, select the check box for the target destination, and then
select <Apply>.

To delete the document, select <Delete> » <Yes>.
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NOTE

e You can use the Remote UI to preview the documents that failed to be forwarded. ©Checking Information
of Documents That Failed To Be Forwarded(P. 431)

LINKS

Receiving Faxes(P. 229)
Checking Status and Log for Sent and Received Documents(P. 246)
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Checking Status and Log for Sent and Received
Documents

8052-050

The statuses and communication logs for sent and received fax and I-Fax documents can be checked separately for
sending and receiving.

€ IMPORTANT

When <Display Job Log> is set to <Off>, you cannot check the communication logs. ©<Display Job
Log>(P. 586)

1 select <status Monitor>.
2 Select <TX Job> or <RX Job>.

3 Check the statuses and communication logs for sent and received documents.

mTo check the statuses for sent and received documents

1 Select the document whose status you want to check in the <TX Job Status> or <RX Job Status> tab.

¥ Displays detailed information about the document.

If you specified multiple destinations, the number of specified destinations is displayed on the
screen. To check the details of specified multiple destinations, select <Destination>.

ETo check the communication logs for sent and received documents

1  Select the document whose log you want to check in the <TX Job Log> or <RX Job Log> tab.

<OK> is displayed when a document was sent or received successfully, and <Error> is displayed when
a document failed to be sent or received because it was canceled or there was some error.

% Displays detailed information about the document.
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NOTE:

When a three-digit number is shown in the case of <Error>

This number represents an error code. For more information, see "Troubleshooting (FAQ)" on the
online manual website.

Registering the destination of the sent document to the Address Book

For a document sent to a destination not registered in the Address Book, you can register that
destination to the Address Book by selecting <Regst to Add Book> on the details screen.

LINKS

(OBasic Operations for Sending Faxes(P. 220)
©cCanceling Sending Faxes(P. 228)
(OReceiving Faxes(P. 229)

©sending I-Faxes(P. 252)

(OReceiving I-Faxes(P. 259)

OPrinting Reports and Lists(P. 629)
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Sending Faxes from Your Computer (PC Fax)

8052-051

You can send fax documents created on your computer application directly from your computer. This feature
eliminates the need to print documents for faxing and saves paper. You need to specify the basic fax settings ( ©
Configuring Initial Settings for Fax Functions(P. 80) ) and install the fax driver on your computer. For more
information about how to install the fax driver, see the manuals for the relevant drivers on the online manual website.

©Sending PC Faxes(P. 249)

NOTE

e Depending on the operating system and the version of the fax driver you are using, the fax driver screens in
this manual may differ from your screens.

About the Fax Driver Help

e Clicking [Help] on the fax driver screen displays the Help screen. On this screen you can see information that
is not in the User's Guide, including information about driver features such as registering frequently used
settings and how to set up those features.
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Sending PC Faxes

8052-052

€ IMPORTANT

When <Allow Fax Driver TX> is set to <Off> on the machine, you cannot send faxes from computers. ©
Restricting Fax Sending from a Computer(P. 417)

You need to enable Department ID Management on the fax driver you are using if Department ID
Management is enabled on the machine. For more information, click [Help] on the fax driver screen. ©
Setting the Department ID Management(P. 361)

1 Open a document in an application and display the print dialog box.

How to display the print dialog box differs for each application. For more information, see the instruction
manual for the application you are using.

2 Select the fax driver for this machine, and click [Print].

3 Specify the destination.

ETo specify only one destination

1 Click the [Enter Destination] tab.

2 Setthe communication mode and fax number (or URI).
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ETo specify multiple destinations at once

1  Click the [Select Destination] tab.
2 Click [Add Destination].

3 Setthe communication mode and fax number (or URI), and click [OK].
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4 Repeat steps 2 and 3 to add concurrent destinations.

You can also add a destination by clicking [Add Next Destination] in step 3.

If you need to specify a number to dial an outside line, select [Detailed Settings] » [Add Outside Dialing
Prefix to G3/G4/IP Fax Number] and enter the number in [Outside Dialing Prefix]. The specified number is
added to the beginning of the fax number when the machine dials.

To make it easier to specify destinations using the Address Book.

Selecting [Store Sent Fax Information and Image] enables you to store the logs for sending documents and
check detailed information of a sent document along with its image, including destinations and number of
pages. For more information, click [Help] on the fax driver screen.

NOTE:

When the [Confirm Fax Number] or [Confirm URI] field is active, also enter the appropriate number in the
field. The setting of whether to confirm entered numbers can be changed in the fax driver screen. For
more information, click [Help] on the fax driver screen.

4 Click [Send] to send the document.

LINKS

When Printing or Sending from the Windows Store App(P. 687)
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Using Internet Fax (I-Fax)

8052-053

The Internet Fax (I-Fax) function allows you to send and receive faxes over the Internet. Originals are sent attached as
TIFF images files to e-mail. Since a telephone connection is not used, you can send faxes to distant locations and send
documents with many pages without worrying about communications charges. Some advance preparation is required,
such as specifying the mail server settings. ©Procedure for Setting to Send E-Mail/Send and Receive I-Fax(P. 87)

©Sending I-Faxes(P. 252)
(OReceiving I-Faxes(P. 259)
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Sending I-Faxes

8052-054

To send a fax to a computer or another I-Fax-compatible device, specify an e-mail address instead of a fax number as
the destination. If you send an I-Fax to a computer, it is sent as an e-mail attachment in TIFF format. And in the same
way as when you send e-mail to a computer, you can specify multiple destinations and specify Cc and Bcc destinations.

1 Place the original(s). ©Placing Originals(P. 139)

2 Select <Scan> in the Home screen. ©Home Screen(P. 126)

If the login screen appears, specify the user name, the password, and the authentication server. ©Logging
in to Authorized Send(P. 137)

3 Select <I-Fax> in the Scan Basic Features screen. ©Scan Basic Features Screen(P. 285)

4 Sspecify the destination.

OSpecifying from Address Book
OSpecifying from Coded Dial Numbers
OEntering Destinations Directly
OSpecifying Destinations in an LDAP Server

Specifying from Address Book

The Address Book enables you to specify a destination by selecting from a list of
registered destinations or by searching by name for destinations with recipient
names.

NOTE

e You need to register destinations in the Address Book before using this feature. ©Registering
Destinations(P. 181)

1 Select <Address Book> in the <Specify Destination> tab.
7 Select <To>.

3 Select an index. ©Index(P. 181)

252



Faxing

4 Select the check box for the desired destination, and select <Apply>.

TIPS

e If a destination is selected from <Address Book> in the Home screen, the Basic Features screen for I-Fax
sending can be displayed while the selected destination remains being specified.

Specifying from Coded Dial Numbers

Three-digit numbers (coded dial numbers) are assigned to addresses in the Address
Book. You can specify an address simply by entering its coded dial number.

NOTE

e To use coded dial numbers, the destination must be registered in the Address Book beforehand. ©
Registering Destinations(P. 181)

1 Select <Coded Dial> in the <Specify Destination> tab.

2 Select <To>.

3 Enter a three-digit number.

If you have entered an incorrect value, use to clear it.

NOTE:

If a confirmation screen appears
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When <Confirm When Coded Dial TX> is set to <On>, a screen is displayed that shows the destination and
the name for the number. (For Group Dial, the destination name and the number of destinations are
shown.) Check the contents and if everything is correct, select <OK>. To specify a different destination,

select <Cancel> and then re-enter the three-digit coded dial number. ©Displaying Destinations in
Address Book(P. 415)

Entering Destinations Directly

For a destination that is not registered in the Address Book, specify it by entering an I-Fax address.

1 Select <Use Keyboard> in the <Specify Destination> tab.

2 Enter the I-Fax address, and select <Apply>.

On how to enter text, see ©Entering Text(P. 135) .

Specifying Destinations in an LDAP Server

If your office has an LDAP server installed, you can specify a destination using user
information in the server. Access the LDAP server via the machine to search for the
appropriate user information and specify it as destination.

NOTE

e You need to specify the settings for connecting to an LDAP server beforehand. ©Registering LDAP
Servers(P. 66)

1 Select <LDAP Server> in the <Specify Destination> tab.
2 Select the LDAP server you are using.

3 Select conditions for user information to be searched.

Name, fax numbers, e-mail addresses, organization names, and organization unit are available criteria for
searching destinations.

254



Faxing

4 Enter the search target character string, and select <Apply>.

On how to enter text, see ©Entering Text(P. 135) .

To specify multiple search criteria, repeat steps 3 and 4.

5 Select <Search Method>.

6 Select conditions to display the search result.

<Using All Conditions Below>
Searches and displays the users that meet all the search criteria specified in steps 3 and 4.

<Using Some Conditions Below>
If users that meet even one of the criteria specified in steps 3 and 4 are found, displays all those users.

7 Select <Start Search>.

% The users meeting your search criteria are displayed.

NOTE:

If the authentication screen appears when you select <Start Search>, enter the user name of the machine
and the password registered in the LDAP server, and select <Apply>. ©Registering LDAP Servers(P. 66)

8 Select the check box for the user that you want to specify as destination, and select
<Apply>.

NOTE:

If a screen on which a destination is already specified appears

You can only send to your own e-mail address. To send to other destinations, you must configure the send
function authentication settings so that e-mail transmission is not restricted. Contact your administrator
for details. ©LDAP Server Authentication(P. 369) .

Specifying destinations from the transmission records

You can also recall previously used destinations. ©@Recalling Previously Used Settings for Sending/
Saving (Recall Settings)(P. 319)

5 Specify multiple destinations, including Cc/Bcc destinations, as necessary.

Select the method used to specify destinations in the <Specify Destination> tab, and then specify the
destination.
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3 To jenaismplean

If you selected <LDAP Server> or <Specify Myself as Destination>, the destination is specified in the <To>
field.

<Cc> and <Bcc> addresses can only be selected using <Address Book> or <Coded Dial>.

ETo delete destinations
If you specified multiple destinations, you can delete destinations as necessary.

1 Select <Confirm Destination>.

2 Select the check box for the destination to be deleted, and select <Remove from Dest.>.

If you select the Group check box, you can view the destinations registered in the group by selecting
<Details> p <Destination>.

3 Select <Yes>.

6 Specify the scanning settings as necessary.

For more information about each setting, see ©Sending Data by E-Mail/Saving Data to a Shared Folder or
FTP Server(P. 295) or ©Scanning Clearly(P. 308) .

7 Specify the subject, message, and reply-to address for the e-mail as necessary.

I To jeneiigmpledon

mTo specify subject/message

Select <Subject/Message> in the <Send Settings> tab.
Select <Subject>

Enter the subject, and select <Apply>.

Select <Message>.

Enter the message, and select <Apply>.

o 1 A WIN =

Select <Apply>.

mTo specify reply-to address

Specify the reply-to address when you want to notify the recipient of an e-mail address different from that of
the machine as the reply-to address. Select the target reply-to address from the destinations registered in the
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Address Book, and specify it. If the destination has not been registered in the Address Book, see
Registering Destinations(P. 181) .

1  Select <Reply To> in the <Send Settings> tab.
2  Select <Specify from Address Book>.

3  Select the check box for the desired reply-to address, and select <Apply>.

NOTE:

The reply-to address that can be specified is always one of the e-mail addresses registered in the
Address Book.

8 Select <Start>.

If the <Confirm Destination> screen is displayed, check whether the destination is correct, and then select
<Start Scanning>.

¥ Scanning of the original starts.

If you want to cancel, select <Cancel> » <Yes>. @Canceling Sending Faxes(P. 228)

EWhen placing originals in the feeder in step 1
When scanning is complete, the I-Faxes are sent. Select <Close> to end the procedure.

mWhen placing originals on the platen glass in step 1

When scanning is complete, follow the procedure below.

1 Ifthere are additional pages of originals to be scanned, place the next original on the platen glass,
and select <Scan Next>.

Repeat this step until you finish scanning all of the pages.
When there is only one page to be scanned, proceed to the next step.
2  Select <Start Sending>.

i The I-Faxes are sent.

NOTE:

If the <SMTP Authentication> screen appears

Enter the user name and password, and select <Apply>.

File name of a sent document

The file name of a sent document is automatically assigned based on the following format: communication
management number (four digits)_sent date and time_document number (three digits).file extension
name. An arbitrary character string can be added in front of the file name. ©Configuring a File
Name(P. 318)

Checking the communication status

Setting <Display Notif. When Job Is Accepted> to <On> displays a screen prompting confirmation of the
communication status. When you select <Status Monitor>, you can check the sending status. ©<Display
Notif. When Job Is Accepted>(P. 554)
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If a Send Error Occurs

Error notifications are sometimes sent to the e-mail address set to the machine. If you leave it as-is, it may

result in an insufficient remaining capacity of mailbox depending on your mail server. It is recommended that
you clear the mailbox periodically.

HTo clear the mailbox

€ IMPORTANT:

When the mailbox is cleared, all e-mail in the server mailbox is deleted. When you specify the e-mail
account that you use usually, you should first check whether any e-mail in the mailbox needs to be kept.

Start the Remote UI and log in to System Manager Mode. @Starting Remote UI(P. 427)
Click [Settings/Registration] on the Portal page. ©Remote UI Screen(P. 428)
Select [TX Settings] # [E-Mail/I-Fax Settings].

Click [Clear] in [Clear Mail Box].

g b W N =

Read the message that is displayed, and click [OK].

i E-mail is deleted from the mailbox.

TIPS

e If you always want to send with the same settings: ©@Changing the Default Settings for Functions(P. 175)

e If you want to register a combination of settings to use when needed: ©Registering Frequently Used
Settings(P. 173)

e If you want to specify the I-Fax sender name: ©<Register Unit Name>(P. 554)

LINKS

Checking Status and Log for Sent and Received Documents(P. 246)
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Receiving I-Faxes

8052-055

mWhen an I-Fax Arrives

When an I-Fax arrives, the Data indicator on the operation panel blinks. After the I-Fax is completely received, the
document is printed out automatically and the indicator goes out.

NOTE

e To cancel reception, select <Status Monitor> » <RX Job> | select a document in the <RX Job Status> tab

<Delete> - <Yes>.

m Receiving I-Faxes Manually

If you want to connect to the server before receiving I-Faxes automatically, or if you want to configure the machine so
that it does not receive I-Faxes automatically, use the method below to receive I-Faxes manually. If there is a document

on the server, printing begins.

<Status Monitor>  <RX Job>  <Check I-Fax RX>

m Printout Paper

Regardless of the received document size, incoming I-Faxes are printed at the size specified in <RX Print Size>. ©<RX
Print Size>(P. 568)
e If paper of the size specified in <RX Print Size> is not loaded in the paper drawer, the <No Paper> error
message is displayed. For more information, see "Troubleshooting (FAQ)" on the online manual website.
e If you want to print received documents on both sides of paper: ©<Print on Both Sides>(P. 567)
e If you want to continue printing even when the amount remaining in the toner cartridge is low: ©<Continue
Print. When Cart. Low>(P. 567)

LINKS

Checking Status and Log for Sent and Received Documents(P. 246)
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8052-056

There are many ways to use the machine as a printer. You can print documents on your computer by using the printer
driver or print image files from a USB memory device. Make full use of the print functions to suit your needs.

m Printing from a Computer

You can print a document made on your computer by using the printer driver.

OPrinting from a Computer(P. 262)

m Useful Functions When Printing
You can assign a PIN to the print data to enhance security or directly print files stored in a USB memory device.

(OvVarious Printing Methods(P. 268)

Printing from Mobile Devices

o Linking mobile devices such as smartphones or tablets to this machine provides a quick and easy way to
print photos and web pages. ©OLinking with Mobile Devices(P. 330)
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Printing from a Computer

8052-057

You can print a document made with an application on your computer by using the printer driver. There are useful
settings on the printer driver, such as enlarging/reducing and 2-sided printing, that enable you to print your
documents in various ways. Before you can use this function, you need to complete some procedures, such as
installing the printer driver on your computer. For more information, see the manuals for the relevant drivers on the
online manual website.

by - l"

About the Printer Driver Help(P. 262)
Basic Printing Operations(P. 262)

About the Printer Driver Help

Clicking [Help] on the printer driver screen displays the Help screen. On this screen, you can see the detailed
descriptions that are not in the User's Guide.

Basic Printing Operations

This section describes how to print a document on your computer by using the printer driver.

NOTE

Paper settings on the machine

e Normally, it is necessary to specify the paper size and type for the paper loaded in each paper source before
proceeding to printing.

e By setting <Prioritize Driver Settings When Printing> to <On>, you can print from the paper source specified
in the printer driver, regardless of the paper settings on the machine. ©<Prioritize Driver Settings When
Printing>(P. 507)

1 Open a document in an application and display the print dialog box.
2 Select the printer driver for this machine, and click [Preferences] or [Properties].

3 Specify the print settings as necessary, and click [OK].

Switch the tab according to the settings.

262



Printing

8 Priring Freferesces =
([ e S P v | e | e soace | s |
= CEEET - | . | .
Chdpud Mathod 2 Punt -
_"ﬂim - Copesial 135 NiwFl
I Eare | Dewision
I I I Outpnd Seee . A8 Pavsl A | 0 Landieape
| Mo, P i -
Pags Lapcas i 5 g
.! Yl - [
D & CerdafT]
B omcipel'Z - e ik bl Py
\"J=|I ﬂ e Fadrsg =
- —— Birwlieg Lo
AT A T R — nll o
A [Faglry Hua]
& g Vool o |
| Mwabetingr | i Cose .
Lergusge Sebrgelvil. T
[ Resizes Delada ] Cur Wede
[.._. iz ke = -
[ o || Cocd |[ s

4 Click [Print] or [OK].

LINKS

iy Printing starts.

If you want to cancel printing, see ©Canceling Prints(P. 264) .

(©cChecking the Printing Status and Log(P. 266)
OWhen Printing or Sending from the Windows Store App(P. 687)
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Canceling Prints

8052-058
You can cancel printing from your computer or on the operation panel of the machine
OFrom a Computer(P. 264)

OFrom the Operation Panel(P. 265)

From a Computer

You can cancel printing from the printer icon displayed on the system tray on the desktop

1 Double-click the printer icon

o B A
NOTE:

When the printer icon is not displayed

Open the printer folder ( ©Displaying the Printer Folder(P. 680) ), right-click the printer driver icon for
this machine, and click [See what's printing] (or double-click the icon of the printer driver for this machine)

Select the document you want to cancel, and click [Document]

[Cancel].
o Conen e | 1 i o Canem e |1 ]
Eririer  Docwment e Erirrier n:m-rm L
Documand Mama Deeurmii
= Dol = Dot

0 n

Cancel

"

1 dacumentis) in g

ropeties
L sl Dre e e T |

3 Click [Yes].

% Printing of the selected document is canceled

NOTE

e Several pages may be output after you cancel printing

TIPS

Canceling from the Remote UI

e You can cancel printing from the [Job Status] page on the Remote UI: ©Checking Current Status of Print
Documents(P. 430)

Canceling from an application

e On some applications, a screen like shown below appears. You can cancel printing by clicking [Cancel]
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m Check the Print Job Status Before Canceling

<Status Monitor> - <Copy/Print Job> p Select the document in the <Copy/Print Job Status> tab
<Cancel> |+ <Yes>

NOTE

e Several pages may be output after you cancel printing.

LINKS

(©Basic Printing Operations(P. 262)
(©OChecking the Printing Status and Log(P. 266)
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Checking the Printing Status and Log

8052-059

You can check the current print statuses and the logs for printed documents.

€ 'MPORTANT

When <Display Job Log> is set to <Off>, you cannot check the print logs. ©<Display Job Log>(P. 586)

Useful in the Following Cases

e When your documents are not printed for a long time, you may want to see the waiting list of the
documents waiting to be printed.

e When you cannot find your printouts that you thought had been printed, you may want to see whether an
error has occurred.

1 Select <Status Monitor>.

7 Select <Copy/Print Job>.

3 Check the print statuses and logs.

HTo check the print statuses

1  Select the document whose status you want to check in the <Copy/Print Job Status> tab.

% Displays detailed information about the document.
ETo check the print logs

1  Select the document whose log you want to check in the <Print Job Log> tab.

<OK> is displayed when a document was printed successfully, and <Error> is displayed when a
document failed to be printed because it was canceled or there was some error.
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% Displays detailed information about the document.

The displayed document name or user name may not reflect the actual document or user name.

NOTE:

When a three-digit number is shown in the case of <Error>

This number represents an error code. For more information, see "Troubleshooting (FAQ)" on the
online manual website.

LINKS

(©Basic Printing Operations(P. 262)
©canceling Prints(P. 264)
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Various Printing Methods

8052-05A

This section describes how to print a document by adding a PIN, and how to print a file stored on a USB memory
device without using the printer driver.

OPrinting a Document Secured by a PIN (Secure OPrinting from a USB Memory Device (Memory
Print)(P. 269) Media Print)(P. 273)
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Printing a Document Secured by a PIN (Secure Print)

8052-05C

By setting a PIN to a document when printing from a computer, the document is held in the memory of the machine,
and is not printed until the correct PIN is entered on the operation panel of the machine. This function is called "Secure
Print," and the document that is protected by a PIN is called a "secured document." Using Secure Print keeps printouts
of confidential documents from being left unattended.

OPrinting via Secure Print(P. 270)
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Printing via Secure Print

8052-05E

This section describes how to print a document from an application as a secured document. The first part of this
section describes how to send a secured document to the machine, and the second part of this section describes how

to print the secured document on the machine.

Sending a Secured Document from a Computer to the Machine(P. 270)
Printing Out Secured Documents(P. 271)
Changing the Valid Time Period for Secured Documents(P. 272)

Sending a Secured Document from a Computer to the Machine

1 Open a document in an application and display the print dialog box.
2 Select the printer driver for this machine, and click [Preferences] or [Properties].

3 Select [Secured Print] in [Output Method].

n» The [Information] pop-up screen is displayed. Check the message, and click [Yes] or [No].

4 Specify the print settings as necessary, and click [OK].

Switch the tab according to the settings.
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5 click [Print] or [OK].

i After the secured document is sent to the machine, it is held in the memory of the machine waiting to be

printed.
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Printing Out Secured Documents

Prints secured documents sent to the machine. After a valid time period ( ©Changing the Valid Time Period for
Secured Documents(P. 272) ) has elapsed, the secured document will be deleted from the memory of the machine

and can no longer be printed.

NOTE

e If secured documents are left unprinted, they occupy the memory and may prevent the machine from
printing even ordinary (not secured) documents. Make sure that you print your secured documents as soon

as you can.

e You can check how much memory is being used for secured documents.
<Status Monitor> - <Device Information>  <Secure Print Memory Usage>

1 Select <Secure Print> in the Home screen. ©Home Screen(P. 126)

NOTE:
You cannot proceed to the next step if the <Remote Scanner> screen shown below is displayed. In this

case, select to close the screen, and select <Secure Print>.

2 Select the check box for the secured document to print, and select <Start>.

You can select multiple documents that have the same PIN.

NOTE:

If a screen for user selection is displayed
If secured documents from two or more users are stored in memory, the screen for user selection is
displayed prior to the screen for file selection. Select your user name.

Deleting a secured document
You can collectively delete multiple documents. Select the check box for the secured document to delete,

and select <Delete>.

3 Enter the PIN, and select <Apply>.

When you select multiple documents with different PINs in step 2, a message is displayed. Select <Close>,
and select the secured documents again in step 2.

I Printing starts.

If you want to cancel printing, select <Cancel> p <Yes>.
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Changing the Valid Time Period for Secured Documents

You can change the valid time period from the time secured document data is sent to the machine until the time it is
deleted within a certain period of time.

1 Select <Menu> in the Home screen. ©Home Screen(P. 126)
2 Select <Function Settings>.

3 Select <Secure Print>.

If the login screen appears, enter the correct ID and PIN. ©Logging in to the Machine(P. 137)

4 Select <Secure Print Deletion Time>.

NOTE:

When <Secure Print Deletion Time> cannot be selected

Set <Use Secure Print> to <On>.

Disabling Secure Print

Set <Use Secure Print> to <Off>, and then restart the machine.

5 Specify how long the machine holds secured documents, and select <Apply>.

The secured document is deleted from the memory of the machine unless it is printed before the time
specified here elapses.

G Select <Apply>.
"] Select <OK>.

8 Restart the machine. ©Restarting the Machine(P. 122)

LINKS

Checking the Printing Status and Log(P. 266)
Restricting Printing from a Computer(P. 419)
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Printing from a USB Memory Device (Memory Media
Print)

8052-05F

You can print files directly by connecting a USB memory device to the machine. Using this function, you can print
without using a computer. For more information about the available USB memory devices and how to insert/remove
the USB memory device, see ©Using a USB Memory Device(P. 189) .

€ 'MPORTANT

It is necessary to set <Use Print Function> to <On>. ©<Memory Media Settings>(P. 579)

1 Select <Memory Media Print> in the Home screen. ©Home Screen(P. 126)

If <Screen When Mem. Med. Conn> is set to <On>, the operations screen for media connection are displayed
when you insert a USB memory device while the Home screen is displayed. Selecting <Memory Media Print>
displays the Memory Media Print screen.

OUsing a USB Memory Device(P. 189)

(©<Screen When Mem. Med. Conn>(P. 580)

2 Select the check box for the file to print.

You can select multiple files.

To clear a selection, select the file you have selected (4#*) again.

Selecting a folder displays its contents. To return to the folder in the upper level, select .

NOTE:

Folders and files in a level deeper than the fifth directory are not displayed.

When you move to another folder, the previous file selections will be cleared.

mTo select all files

1 Select <Select All>.
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To clear all selections, select <Clear Selection>.

2  Iffile types are mixed, select <JPEG/TIFF Files> or <PDF Files>.

mTo change the file display method
You can select the file display method from "Preview"/"Thumbnail"/"Details."

Preview Thumbnail Details

NOTE:

You can specify the file display method used to display the <Memory Media Print> screen. ©<Default
Display Settings>(P. 577)

mTo change the file sort order
You can change the sort order of the files in a USB memory device.

NOTE:

You can specify a sort setting such as <Name (Ascending)> or <Date/Time (Ascending)> as the default
setting for the file sort order. ©<File Sort Default Settings>(P. 578)

1 Select <Sort Files>.

2 Select the criteria for file sorting.

NOTE:

When you select <Date/Time (Ascending)> or <Date/Time (Descending)>, files are sorted based on the
modification dates and time of the files.

3 Select <Apply>.

4 Specify the print settings as necessary.

You can select <Reset> to restore all the default print settings.

<Paper>

Select the paper source that contains the paper to use for printing.
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Chawge Fager g

= Uses the paper that is loaded in the manual feed slot to print files.

E] Uses the paper that is loaded in the paper drawer (Drawer 1) of the machine to print files.

NOTE:

When specifying other print settings, select <Close>.

<Brightness>

You can adjust the brightness of images.

NOTE:

When specifying other print settings, select <Close>.

<Number of Copies>

Enter the number of copies.

NOTE:

When specifying other print settings, select <Close>.

<2-Sided Printing>

You can select 1-sided printing or 2-sided printing.
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I:I Prints on one side of paper.

Prints on both sides of paper in such a way that the printed pages are opened horizontally

when bound.
e Y]

Prints on both sides of paper in such a way that the printed pages are opened vertically

when bound.

= [4EE-g)

NOTE:

<2-Sided Printing> may not be available with some sizes or types of paper. ©Available Paper(P. 656)

<N on 1>

<N on 1> is not available for printing TIFF files.

You can select an "N on 1" pattern to print multiple pages of image data on one side of a sheet of paper.

Does not apply N on 1.
I I I Prints two pages of image data on one side of a sheet of paper.
E E Prints four pages of image data on one side of a sheet of paper.
EE Prints eight pages of image data on one side of a sheet of paper.
(PDF only)

NOTE:

For a PDF file, you can print 9 or 16 pages of image data on one side of a sheet of paper by using <N on 1>
under <Set PDF Details>.

<Set JPEG/TIFF Details>

You can change the print settings for JPEG and TIFF images.
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<2-Sided Printing>

You can make 2-sided printouts. Select the binding position.

<N on 1> (JPEG files only)

Prints data for multiple pages of image data on the same side of a sheet of paper. You can specify the number
of pages to print on one side of a sheet of paper. For example, to print four pages on one side of a sheet of
paper, select <4 on 1>.

<Original Type>

You can select the type of original depending on the image to print.

<Photo Priority>

Gives priority to printing photo images smoothly.
<Text Priority>

Gives priority to printing text clearly.

<Halftones>

You can select the printing method used to reproduce halftones (the intermediate range between the lighter
and darker areas of an image) for optimal image quality.

<Gradation>

Prints images with fine gradation, such as digital camera images, with a smooth finish.

<Error Diffusion>

This mode is suitable for printing data with text and thin lines and the curved lines of CAD data, etc.

NOTE:

The stability of the texture and fixed toner may be reduced when <Error Diffusion> is used.
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<Set PDF Details>

You can change the print settings for PDFs.

2 Skl Printing

San1

<2-Sided Printing>

You can make 2-sided printouts. Select the binding position.

<N on 1>

Prints data for multiple pages of image data on the same side of a sheet of paper. You can specify the number
of pages to print on one side of a sheet of paper. For example, to print four pages on one side of a sheet of
paper, select <4 on 1>.

<Print Range>

Specify pages you want to print.

<All Pages>

Prints all pages.

<Specified Pages>

Specify the range of pages you want to print. Enter the desired value in each of <Start Page> and <End Page>,
and select <Apply>.

€@ IMPORTANT:

When the specified page range does not match any of the pages of the PDF file, printing is not performed.

<Enlarge/Reduce to Fit Paper Size>

Specify whether to enlarge or reduce the original according to the print range of paper. Note that size
enlargement/reduction will not affect the aspect ratio of the original.

<Enlarge Print Area>

Specify whether to extend the print range to the paper size.

NOTE:

If you set to <On>, part of print data may not be printed in edge areas or paper may be partly smudged
depending on the document.
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<Print Comments>

This setting specifies whether to print annotations in the PDF file.

<Off>

Prints no annotations.

<Auto>

Prints only those annotations that are specified to be printed in the PDF file.

<Line Refinement>

Specify whether to use processing that standardizes the thickness of fine lines.

= Lne &efirenment

<0On>

Standardizes the thickness of fine lines.

<On (Slim)>

Standardizes and slims down the thickness of fine lines. Lines may become too fine and/or indistinct.

<Off>

Does not standardize the thickness of fine lines. Depending on drawing position and the angle of the line, fine
lines may be drawn thicker or may not be uniform.

<Password to Open Document>

You can print password protected PDF files by entering the password required to open them. Enter the
password, and select <Apply>.

<Other Settings>

<Halftones>

You can select the printing method used to reproduce halftones (the intermediate range between the lighter
and darker areas of an image) for optimal image quality. You can make this setting for each of the types of
image contained in one document. See ©<Halftones>(P. 545) for the description of the setting.

<Pure Black Text>

You can print black text of which color information is "R=G=B=0%," "C=M=Y=100%," or "C=M=Y=0%/K=100%,"
using only the K (black) toner. See ©<Pure Black Text>(P. 541) for the description of the setting.

<Black Overprint>

Specify the printing method used when black text overlaps a colored background or figure. See ©<Black
Overprint>(P. 541) for the description of the setting.

<RGB Source Profile>
Select the source profile for color matching to print RGB data, according to the monitor you are using. See ©
<RGB Source Profile>(P. 542) for the description of the setting.

<CMYK Simulation Profile>
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This setting allows you to specify the simulation target to print the CMYK (Cyan Magenta Yellow blacK) data.
The machine converts CMYK data into a device dependent CMYK color model based on this simulation. See
<CMYK Simulation Profile>(P. 542) for the description of the setting.

<Use Grayscale Profile>
Specify whether to convert gray data to CMYK (cyan, magenta, yellow, and black) data using the grayscale
profile of the machine. See ©<Use Grayscale Profile>(P. 543) for the description of the setting.

<Output Profile>
Select the appropriate profile for print data. This option can be specified for each image type in one
document. See ©<Output Profile>(P. 543) for the description of the setting.

<Matching Method>
Select the element to be prioritized when making color adjustment in <RGB Source Profile>. See
<Matching Method>(P. 544) for the description of the setting.

<Composite Overprint>
Specify whether to overprint CMYK data, with overprint specified, as composite output. See ©<Composite
Overprint>(P. 546) for the description of the setting.

<Grayscale Conversion>
Specify the way of printing color data in black and white. See ©<Grayscale Conversion>(P. 547) for the
description of the setting.

<Print Quality>

<Density>
Adjust the toner density to be used for printing. See ©<Density>(P. 509) for the description of the setting.

<Toner Save>

Selecting <On> prints in toner saving mode. Select <On> when you want to check the layout or other
appearance characteristics before proceeding to final printing of a large job. See ©<Toner Save>(P. 510)
for the description of the setting.

<Gradation>

Specify the processing method used to reproduce gradation. <High 2> gives finer gradation than <High
1>. See O<Gradation>(P. 510) for the description of the setting.

<Density Fine Adjustment>

When fine lines or small text are faded, increase the density to give less faded print. See ©<Density Fine
Adjustment>(P. 510) for the description of the setting.

<Resolution>

Specify the resolution to process print data. See ©@<Resolution>(P. 511) for the description of the setting.

<Special Smoothing Mode>

Specify the mode to print data with a smooth finish. If the quality of the printout is not acceptable in
<Mode 1> (default), try another mode. See ©<Special Smoothing Mode>(P. 511) for the description of
the setting.

<Toner Volume Correction>

When the toner volume for text or lines exceeds the limit value of the machine, make a correction so that
the toner volume does not exceed the limit value. See ©<Toner Volume Correction>(P. 512) for the
description of the setting.

<Line Control>

Specify the processing method used to reproduce lines. See ©<Line Control>(P. 512) for the description
of the setting.

<Width Adjustment>

Configure a setting to print text or fine lines in bold. See ©<Width Adjustment>(P. 513) for the
description of the setting.

<Advanced Smoothing>

Configure the smoothing setting to print the outline of graphics (e.g., illustrations created using
applications) or text with a smooth finish. <Level 2> applies a stronger smoothing effect than <Level 1>.
You can apply the setting separately for text and graphics. See (©@<Advanced Smoothing>(P. 513) for the
description of the setting.

<Gradation Smoothing>
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Configure the smoothing setting to print the gradation (color density) of graphics (e.g., illustrations
created using applications) or bit map images with a smooth finish. <Level 2> applies a stronger
smoothing effect than <Level 1>. You can apply the setting separately for graphics and images. See
<Gradation Smoothing>(P. 514) for the description of the setting.

5 Select <Start>.

i Selecting <B&W> starts black and white printing. Selecting <Color> starts color printing.

If you want to cancel printing, select <Cancel> p <Yes>.

TIPS

e If you always want to print with the same settings: ©Memory Media Print(P. 175)

LINKS

<Store/Access Files>(P. 572)

281



Scanning
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Scanning

8052-05H

You can scan original documents by using the operation panel of the machine or an application on a computer.
Whichever way you use, the scanned originals are converted into electronic file formats such as PDFs. Use the scan
function to convert large-volume paper documents into files so that you can organize them easily.

NOTE

e Depending on the operating system and the version of the scanner driver or applications you are using, the
screens in this manual may differ from your screens.

m Using the Machine with a Computer

To use this machine with a computer, you must complete preparations in advance, including installation of software to
a computer. To connect the machine to your computer via a network, you must register the machine to the installed
software. OPreparing to Use the Machine as a Scanner(P. 86)

m Using the Scanner

You can scan and save originals to your computer by using the operation panel of the machine. You can also save
originals to a USB memory device or send them as e-mail attachments.

(©Scan Basic Features Screen(P. 285)
(OBasic Operations for Scanning
Originals(P. 288)

(OcCanceling Sending Documents(P. 305)
(OChecking Status and Log for Scanned
Originals(P. 306)

(OScanning and Saving to a (Osaving Data to a USB Memory Osending Data by E-Mail/Saving
Computer(P. 289) Device(P. 291) Data to a Shared Folder or FTP
Server(P. 295)

mEnhancing Quality

You can find instructions on how to resolve problems such as "blurry photos" or "text unreadable due to too deep
color of the paper."
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(OScanning Clearly(P. 308)

m Efficiently, Reliably

You can find instructions on how to enhance efficiency when sending data and descriptions of useful settings.

(OUseful Scanning Functions(P. 313)

m Scanning from a Computer

You can scan originals placed on the machine from a computer. The scanned originals are saved to the computer. You
can scan using MF Scan Utility (included with the machine), or with other applications such as an image-processing or

word-processing application.

(©Using Your Computer to Scan (Remote Scan)(P. 325)

Scanning from Mobile Devices

e Linking mobile devices such as smartphones or tablets to this machine provides a quick and easy way to
scan originals set on this machine. ©Linking with Mobile Devices(P. 330)
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Scan Basic Features Screen

8052-05)

When you select <Scan> in the Home screen, the Scan Basic Features screen appears.

el wcan Lype

<Computer>
Saves the scanned data to a computer. ©Basic Features Screen for Computer Scanning(P. 285)

<Remote Scanner>

Puts the machine into the online status when originals are scanned from a computer. ©Using Your
Computer to Scan (Remote Scan)(P. 325)

<USB Memory>

Saves the scanned data to a USB memory device. ©Basic Features Screen for USB Scanning(P. 286)

<E-Mail>

Sends the scanned data by e-mail. ©Basic Features Screen for E-Mail Sending/I-Fax Sending/File
Saving(P. 286)

<I-Fax>

Sends the scanned data by I-Fax. ©Basic Features Screen for E-Mail Sending/I-Fax Sending/File
Saving(P. 286)

<File>

Saves the scanned data to a shared folder or FTP server. ©Basic Features Screen for E-Mail Sending/I-Fax
Sending/File Saving(P. 286)

Basic Features Screen for Computer Scanning

Scan type

Select the scan setting. ©@Scanning and Saving to a Computer(P. 289)
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<Start>
Use this button to start scanning.

Basic Features Screen for USB Scanning

Dada ol B plarwd om Lhe sulomal saly prosrabe) SCAN

Send Settings
The original is scanned based on the settings specified here.

<Reset>
You can collectively restore the default settings.

<Start>

Use this button to start scanning. Selecting <B&W> starts black and white scanning. Selecting <Color> starts
color scanning.

Basic Features Screen for E-Mail Sending/I-Fax Sending/File Saving

E-Mail Sending I-Fax Sending File Saving

Te |

8 i tarins

<Specify Destination> tab

Select this tab to search for a destination in the Address Book or an LDAP server, enter a coded dial, or
specify a destination using the recall settings.
(Osending Data by E-Mail/Saving Data to a Shared Folder or FTP Server(P. 295)

(ORecalling Previously Used Settings for Sending/Saving (Recall Settings)(P. 319)

<Send Settings> tab
Select this tab to specify the scanning settings.
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<Confirm Destination>

You can check or change the name and address of the specified destination as well as the number of
destinations.

<Reset>
You can collectively restore the default settings.

<Start>

Use this button to start scanning. Selecting <B&W> starts black and white scanning. Selecting <Color> starts
color scanning.
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Basic Operations for Scanning Originals

8052-05K

This section describes the basic procedures for scanning originals.

mScanning

. " @X o

(OScanning and Saving to a (Osaving Data to a USB Memory OSending Data by E-Mail/Saving
Computer(P. 289) Device(P. 291) Data to a Shared Folder or FTP
Server(P. 295)

m Operating Jobs

(OcCanceling Sending Documents(P. 305)
(©OChecking Status and Log for Scanned Originals(P. 306)
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Scanning and Saving to a Computer

8052-05L
You can perform the task of "scanning an original and saving it to a computer" from the operation panel of the

machine. Select the computer to be used as the save destination and the settings such as the scanning color (color or
black and white).

NOTE

e When a network-connected computer is specified as the save destination, you must register the machine to
that computer beforehand. ©Preparing to Use the Machine as a Scanner(P. 86)

1 Place the original(s). ©Placing Originals(P. 139)

2 Select <Scan> in the Home screen. ©Home Screen(P. 126)

If the login screen appears, specify the user name, the password, and the authentication server. ©Logging
in to Authorized Send(P. 137)

3 Select <Computer> in the Scan Basic Features screen. (©Scan Basic Features
Screen(P. 285)

If only a computer connected to the machine via USB is used, proceed to step 5.

4 Select the destination computer.

5 Select the scan type in the Computer Scan Basic Features screen. (OBasic Features
Screen for Computer Scanning(P. 285)

The scan types and settings that are displayed can be confirmed and changed by using MF Scan Utility. For
more information, click [Instructions] on MF Scan Utility.

NOTE:

If you are a macOS user, see the manuals for the relevant drivers or software on the online manual
website.

6 Select <Start>.

i Scanning of the original starts.

If you want to cancel, select <Cancel> » <Yes>. @Canceling Sending Documents(P. 305)

@ IMPORTANT:

You cannot scan while the ScanGear MF is displayed. Close the screen before scanning.
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EWhen placing originals in the feeder in step 1
When scanning is complete, the save destination folder is displayed on the computer.
mWhen placing originals on the platen glass in step 1

When scanning is complete, follow the procedure below (except if you selected JPEG as a file format).

1 Ifthere are additional pages of originals to be scanned, place the next original on the platen glass, and
select <Scan Next>.

Repeat this step until you finish scanning all of the pages.

When there is only one page to be scanned, proceed to the next step.
2 Select <Finish>.

% The save destination folder is displayed on the computer.

NOTE

About the save destination folder

e By default, the scanned data is saved to the My Documents folder. A subfolder named with the scanning
date is created, and the data is saved to that folder.

e You can change the save destination from the MF Scan Utility. For more information, click [Instructions] on
MF Scan Utility.
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Saving Data to a USB Memory Device

8052-05R
This section describes how to scan the original and save the scanned data to a USB memory device. For more

information about the available USB memory devices and how to insert/remove the USB memory device, see ©Using
a USB Memory Device(P. 189) .

€ 'MPORTANT

It is necessary to set <Use Scan Function> to <On>. ©<Memory Media Settings>(P. 579)

1 Place the original(s). ©Placing Originals(P. 139)

2 Select <Scan> in the Home screen. ©Home Screen(P. 126)

If the login screen appears, specify the user name, the password, and the authentication server. ©Logging
in to Authorized Send(P. 137)

3 Select <USB Memory> in the Scan Basic Features screen. ©Scan Basic Features
Screen(P. 285)

If <Screen When Mem. Med. Conn> is set to <On>, the operations screen for media connection are displayed
when you insert a USB memory device while the Home screen is displayed. Selecting <USB Scan> displays the
basic features screen for USB scanning.

©Using a USB Memory Device(P. 189)

©<Screen When Mem. Med. Conn>(P. 580)

4 Specify the scanning settings as necessary.
OSpecifying the Scanning Size of the Original
OSelecting a File Format

OSpecifying Orientation of Your Original
©Scanning 2-Sided Originals

Specifying the Scanning Size of the Original

You can specify the scanning size of your original.

<Scan Size> - Select the original size
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Selecting a File Format

L You can select the file format to which originals are scanned from PDF/JPEG/TIFF.
- -‘:L For PDF, you can select Compact PDF that reduces the data size or the PDF format
i ‘r'_} J:.'.GEI that enables a text search by including text data scanned with OCR (optical
s 2 ":L character recognition). You can also create a PDF file with enhanced security by
\ r encrypting data or adding the signature. ©Enhancing the Security of
ﬁ Electronic Files(P. 314)

<File Format> p+ Select a file format

NOTE

e If you select JPEG in <File Format> and try to scan an original from the platen glass, you can only scan
one page. To scan a multiple-page original all at once, use the feeder. Each page of the original is
saved as a separate file. If you select TIFF or PDF, you can scan multiple-page originals either from the
platen glass or from the feeder. In this case, whether the original is to be saved as a single file or each
page as a separate file can be specified in ©Dividing a PDF File by Page(P. 292) or ©Dividing a TIFF
File by Page(P. 292) .

e <PDF (Compact)> and <PDF (Compact/OCR)> compress photos and illustrations on originals more
than <PDF> and <PDF (OCR)>. The file will be smaller, but the image quality of some originals or the
number of originals that can be scanned at once may be lower.

e In <PDF (Compact/OCR)> and <PDF (OCR)> you can configure the settings so that the machine
automatically detects the original direction during scanning based on the direction of the text read by
the OCR function. ©<OCR (Text Searchable) Settings>(P. 504)

mDividing a PDF File by Page

Specify whether to convert the original with multiple pages into a single PDF file or create a separate PDF file for
each page. This setting can be configured for each PDF format.

<File Format> - <Set PDF Details> » Select the PDF format  <Divide into Pages> i Select <Off> or
<On>

mDividing a TIFF File by Page

Specify whether to convert the original with multiple pages into a single TIFF file or create a separate TIFF file
for each page.

<File Format> » <Set TIFF Details> » <Divide into Pages> i Select <Off> or <On>
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Specifying Orientation of Your Original

g You can specify portrait or landscape orientation.
P

<Orig. Orientation> j= Select the original orientation

Scanning 2-Sided Originals

y The machine can automatically scan the front and back sides of originals in the
feeder.

€ IMPORTANT

The machine cannot scan both sides of originals automatically when the originals are placed on the platen
glass.

<2-Sided Original> » Select <Book Type> or <Calendar Type>

<Book Type>
Select for originals whose images on the front and back sides face the same direction.

<Calendar Type>
Select for originals whose images on the front and back sides face in opposite directions.

NOTE:
For information about other scan settings, see ©Scanning Clearly(P. 308) or ©Adjusting Balance

between File Size and Image Quality (Data Size)(P. 317) .

5 Select <Start>.
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¥ Scanning of the original starts.
If you want to cancel, select <Cancel> » <Yes>. ©Canceling Sending Documents(P. 305)
mWhen placing originals in the feeder in step 1
When scanning is complete, the saving process starts.
mWhen placing originals on the platen glass in step 1

When scanning is complete, follow the procedure below (except if you selected JPEG as a file format).

1 Ifthere are additional pages of originals to be scanned, place the next original on the platen glass, and
select <Scan Next>.

Repeat this step until you finish scanning all of the pages.
When there is only one page to be scanned, proceed to the next step.
2 Select <Finish>.

u» The saving process starts.

NOTE:

A new folder is created on the USB memory device, and the scanned document is stored in that folder. The
file name of a scanned document is automatically assigned based on the following format: the characters
SCAN followed by a four-digit number.file extension name. The character string "SCAN" in the file name
can be replaced with a different arbitrary character string ( ©Configuring a File Name(P. 318) ).

TIPS

o If you always want to scan with the same settings: ©Changing the Default Settings for Functions(P. 175)

o If you want to register a combination of settings to use when needed: ©Registering Frequently Used
Settings(P. 173)
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Sending Data by E-Mail/Saving Data to a Shared Folder
or FTP Server

8052-05S

This section describes the procedures for scanning originals and sending the scanned data directly from the machine
by attaching it to an e-mail or saving it to a shared folder or FTP server.

NOTE

e Before you can send the data directly by e-mail, you need to complete certain procedures, such as specifying
the e-mail server settings. ©Procedure for Setting to Send E-Mail/Send and Receive I-Fax(P. 87)

e Before you can save the data to a shared folder or FTP server, you need to complete certain procedures,
such as specifying the location to save the scanned originals to.
OProcedure for Setting a Shared Folder as a Save Location(P. 95)
OProcedure for Setting a FTP Server as a Save Location(P. 99)

1 Place the original(s). ©Placing Originals(P. 139)

2 Select <Scan> in the Home screen. ©Home Screen(P. 126)

If the login screen appears, specify the user name, the password, and the authentication server. ©Logging
in to Authorized Send(P. 137)

3 Select <E-Mail> or <File> in the Scan Basic Features screen. ©Scan Basic Features
Screen(P. 285)

4 Sspecify the destination.

OSpecifying from Address Book

OSpecifying from Coded Dial Numbers

(OEntering Destinations Directly (E-Mail Sending)

OSpecifying Destinations in an LDAP Server

OSpecifying from the Address Book on a Mobile Device (E-Mail Sending)

Specifying from Address Book

The Address Book enables you to specify a destination by selecting from a list of
registered destinations or by searching by name for destinations with recipient
names.

NOTE

e You need to register destinations in the Address Book before using this feature. ©Registering
Destinations(P. 181)
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e Register the shared folder or FTP server address from a computer.
(OsSetting a Shared Folder as a Save Location(P. 96)
(ORegistering Destinations from Remote UI(P. 439)

1 Select <Address Book> in the <Specify Destination> tab.

2 Select <To>.

3 Select an index. ©Index(P. 181)

4 Select the check box for the desired destination, and select <Apply>.

TIPS

e If a destination is selected from <Address Book> in the Home screen, the Basic Features screen for e-mail
sending or file saving can be displayed while the selected destination remains being specified.

Specifying from Coded Dial Numbers

Three-digit numbers (coded dial numbers) are assigned to addresses in the Address
Book. You can specify an address simply by entering its coded dial number.

NOTE

e To use coded dial numbers, the destination must be registered in the Address Book beforehand. ©
Registering Destinations(P. 181)

e Register the shared folder or FTP server address from a computer.
(OSetting a Shared Folder as a Save Location(P. 96)
(ORegistering Destinations from Remote UI(P. 439)

1 Select <Coded Dial> in the <Specify Destination> tab.

2 Select <To>.
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3 Enter a three-digit number.

If you have entered an incorrect value, use to clear it.

NOTE:

If a confirmation screen appears

When <Confirm When Coded Dial TX> is set to <On>, a screen is displayed that shows the destination and
the name for the number. (For Group Dial, the destination name and the number of destinations are
shown.) Check the contents and if everything is correct, select <OK>. To specify a different destination,
select <Cancel> and then re-enter the three-digit coded dial number. ©Displaying Destinations in
Address Book(P. 415)

Entering Destinations Directly (E-Mail Sending)

For a destination that is not registered in the Address Book, specify it by entering an e-mail address.

1 Select <Use Keyboard> in the <Specify Destination> tab.

2 Enter the e-mail address, and select <Apply>.

On how to enter text, see ©Entering Text(P. 135) .

Specifying Destinations in an LDAP Server

If your office has an LDAP server installed, you can specify a destination using user
information in the server. Access the LDAP server via the machine to search for the
appropriate user information and specify it as destination.

NOTE

e You need to specify the settings for connecting to an LDAP server beforehand. ©Registering LDAP
Servers(P. 66)

1 Select <LDAP Server> in the <Specify Destination> tab.
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2 Select the LDAP server you are using.

3 Select conditions for user information to be searched.

Name, fax numbers, e-mail addresses, organization names, and organization unit are available criteria for
searching destinations.

% et Search Cerditiom

Uin) Yo Lead bidt Boaa

4 Enter the search target character string, and select <Apply>.

On how to enter text, see (@Entering Text(P. 135) .

To specify multiple search criteria, repeat steps 3 and 4.

5 Select <Search Method>.

6 Select conditions to display the search result.

<Using All Conditions Below>
Searches and displays the users that meet all the search criteria specified in steps 3 and 4.

<Using Some Conditions Below>
If users that meet even one of the criteria specified in steps 3 and 4 are found, displays all those users.

7 Select <Start Search>.

% The users meeting your search criteria are displayed.

NOTE:

If the authentication screen appears when you select <Start Search>, enter the user name of the machine
and the password registered in the LDAP server, and select <Apply>. ©Registering LDAP Servers(P. 66)

8 Select the check box for the user that you want to specify as destination, and select
<Apply>.
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Specifying from the Address Book on a Mobile Device (E-Mail Sending)

You can specify destinations from the address book on your mobile device.

NOTE

Before using this feature

e You need to install "Canon PRINT Business" on your mobile device. ©Utilizing the Machine through
Applications(P. 337)

e Set <Link Mobile Device Address Book> on the machine to <On>. ©<Link Mobile Device Addr.
Book>(P. 556)

1 Select <Mobile Portal> in the <Specify Destination> tab.
2 Connect to the mobile device. ©Connecting with Mobile Devices(P. 331)

3 Send an address from the mobile device to the machine.

On how to operate on the mobile device side, see "Canon PRINT Business Help."

NOTE:

Information entered on the mobile device side such as subject, message and file name can also be sent to
the machine.

4 When a message appears on the display of the machine, select <OK>.

NOTE:

If a screen on which a destination is already specified appears
You can only send to destinations that are not restricted. To send to other destinations, you must
configure the send function authentication settings in such a way that transmission is not restricted.
Contact your administrator for details. ©LDAP Server Authentication(P. 369)

Specifying destinations from the transmission records

You can also recall previously used destinations. ©Recalling Previously Used Settings for Sending/
Saving (Recall Settings)(P. 319)

5 Specify multiple destinations as necessary.

Repeat step 4 to specify all the destinations.

NOTE:

When specifying the destination for sending an e-mail

If you selected <LDAP Server> or <Specify Myself as Destination>, the destination is specified in the <To>
field.

<Cc> and <Bcc> addresses can only be selected using <Address Book> or <Coded Dial>.
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ETo delete destinations
If you specified multiple destinations, you can delete destinations as necessary.

1 Select <Confirm Destination>.

2 Select the check box for the destination to be deleted, and select <Remove from Dest.>.
If you select Group, select <Details>  <Destination>; you can view the destinations registered in the
group.

3 Select <Yes>.

6 Specify the scanning settings as necessary.

OSpecifying the Scanning Size of the Original
OSelecting a File Format

OSpecifying Orientation of Your Original
(©Scanning 2-Sided Originals

Specifying the Scanning Size of the Original
You can specify the scanning size of your original.

Select <Scan Size> in the <Send Settings> tab » Select the original size

Selecting a File Format

You can select the file format to which originals are scanned from PDF/JPEG/TIFF. For
PDF, you can select Compact PDF that reduces the data size or the PDF format that
¥ T enables a text search by including text data scanned with OCR (optical character
e recognition). You can also create a PDF file with enhanced security by encrypting
\ data or adding the signature. ©Enhancing the Security of Electronic Files(P. 314)

i 8

Select <File Format> in the <Send Settings> tab i Select a file format

NOTE
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e If you select JPEG in <File Format> and try to scan an original from the platen glass, you can only scan
one page. To scan a multiple-page original all at once, use the feeder. Each page of the original is
saved as a separate file. If you select TIFF or PDF, you can scan multiple-page originals either from the
platen glass or from the feeder. In this case, whether the original is to be saved as a single file or each
page as a separate file can be specified in ©Dividing a PDF File by Page(P. 301) or ©ODividing a TIFF

File by Page(P. 301) .
e <PDF (Compact)> and <PDF (Compact/OCR)> compress photos and illustrations on originals more

than <PDF> and <PDF (OCR)>. The file will be smaller, but the image quality of some originals or the
number of originals that can be scanned at once may be lower.

e In <PDF (Compact/OCR)> and <PDF (OCR)> you can configure the settings so that the machine
automatically detects the original direction during scanning based on the direction of the text read by

the OCR function. ©<OCR (Text Searchable) Settings>(P. 504)

mDividing a PDF File by Page
Specify whether to convert the original with multiple pages into a single PDF file or create a separate PDF file for

each page. This setting can be configured for each PDF format.

<Set PDF Details> |+ Select the PDF format

Select <File Format> in the <Send Settings> tab
<Divide into Pages> » Select <Off> or <On>

mDividing a TIFF File by Page

Specify whether to convert the original with multiple pages into a single TIFF file or create a separate TIFF file
for each page.

<Set TIFF Details>  <Divide into Pages> i Select

Select <File Format> in the <Send Settings> tab

<Off> or <On>

Specifying Orientation of Your Original

You can specify portrait or landscape orientation.

———— =

Select <Orig. Orientation> in the <Send Settings> tab » Select the original orientation
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Scanning 2-Sided Originals

@ The machine can automatically scan the front and back sides of originals in the
feeder.

€ IMPORTANT

The machine cannot scan both sides of originals automatically when the originals are placed on the platen
glass.

Select <2-Sided Original> in the <Send Settings> tab » Select <Book Type> or <Calendar Type>

<Book Type>
Select for originals whose images on the front and back sides face the same direction.

<Calendar Type>
Select for originals whose images on the front and back sides face in opposite directions.

NOTE:

For information about other scan settings, see ©Scanning Clearly(P. 308) or ©Adjusting Balance
between File Size and Image Quality (Data Size)(P. 317) .

For e-mail, you can specify the subject, message, reply-to address, and priority as necessary. ©Specifying
E-Mail Settings(P. 322)

7 Select <Start>.

If the <Confirm Destination> screen is displayed, check whether the destination is correct, and then select
<Start Scanning>.
% Scanning of the original starts.

If you want to cancel, select <Cancel>  <Yes>. ©Canceling Sending Documents(P. 305)

mWhen placing originals in the feeder in step 1
When scanning is complete, the sending/saving process starts. Select <Close> to end the procedure.
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EWhen placing originals on the platen glass in step 1

When scanning is complete, follow the procedure below (except if you selected JPEG as a file format).

1 Ifthere are additional pages of originals to be scanned, place the next original on the platen glass, and
select <Scan Next>.

Repeat this step until you finish scanning all of the pages.
When there is only one page to be scanned, proceed to the next step.
2 Select <Start Sending>.

% The sending/saving process starts.

NOTE:

If the <File Authentication> or <SMTP Authentication> screen appears

Enter the user name and password, and select <Apply>.

File name of the sent document

The file name of a sent document is automatically assigned based on the following format: communication
management number (four digits)_sent date and time_document number (three digits).file extension
name. An arbitrary character string can be added in front of file name ( ©Configuring a File
Name(P. 318) ).

Checking the communication status

Setting <Display Notif. When Job Is Accepted> to <On> displays a screen prompting confirmation of the
communication status. When you select <Status Monitor>, you can check the sending status. ©<Display
Notif. When Job Is Accepted>(P. 554)

If an E-Mail Send Error Occurs

Error notifications are sometimes sent to the e-mail address set to the machine. If you leave it as-is, it may
result in an insufficient remaining capacity of mailbox depending on your mail server. It is recommended that
you clear the mailbox periodically.

mTo clear the mailbox

@ IMPORTANT:

When the mailbox is cleared, all e-mail in the server mailbox is deleted. When you specify the e-mail
account that you use usually, you should first check whether any e-mail in the mailbox needs to be kept.

Start the Remote UI and log in to System Manager Mode. ©Starting Remote UI(P. 427)
Click [Settings/Registration] on the Portal page. ©Remote UI Screen(P. 428)
Select [TX Settings] k [E-Mail/I-Fax Settings].

Click [Clear] in [Clear Mail Box].

g b W N =

Read the message that is displayed, and click [OK].

s E-mail is deleted from the mailbox.

TIPS

o If you always want to scan with the same settings: ©Changing the Default Settings for Functions(P. 175)
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e If you want to register a combination of settings to use when needed: ©Registering Frequently Used
Settings(P. 173)
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Canceling Sending Documents

8052-05U

If you want to cancel sending documents immediately after selecting <Start>, select <Cancel> on the display or press
. You can also cancel sending documents after checking the sending status.

m Select <Cancel> to cancel
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If the screen displays a list of documents when is pressed

Originals have been scanned and are waiting to be processed. Select the document to cancel, and select
<Cancel> p <Yes>.
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m Check the transmission status before canceling

<Status Monitor> - <TX Job> }» Select the document in the <TX Job Status>tab » <Cancel> » <Yes>

LINKS

Basic Operations for Scanning Originals(P. 288)
Checking Status and Log for Scanned Originals(P. 306)
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Checking Status and Log for Scanned Originals

8052-05W

You can check the status and log for scanned originals sent directly from the machine.

€ 'MPORTANT

When <Display Job Log> is set to <Off>, you cannot check the logs for sent documents. ©<Display Job
Log>(P. 586)

1 Select <Status Monitor>.
2 Select <TX Job>.

3 Check the statuses and logs for sent documents.

mTo check the statuses for sent documents

1 Select the document whose status you want to check in the <TX Job Status> tab.

% Displays detailed information about the document.

If you specified multiple destinations, the number of specified destinations is displayed on the
screen. To check the details of specified multiple destinations, select <Destination>.

ETo check the logs for sent documents

1  Select the document whose log you want to check in the <TX Job Log> tab.

<OK> is displayed when a document was sent successfully, and <Error> is displayed when a document
failed to be sent because it was canceled or there was some error.

% Displays detailed information about the document.

NOTE:
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When a three-digit number is shown in the case of <Error>

This number represents an error code. For more information, see "Troubleshooting (FAQ)" on the
online manual website.

Registering the destination of the sent document to the Address Book

For a document sent to a destination not registered in the Address Book, you can register that
destination to the Address Book by selecting <Regst to Add Book> on the details screen.

LINKS

(OBasic Operations for Scanning Originals(P. 288)
(©canceling Sending Documents(P. 305)
OPrinting Reports and Lists(P. 629)

307



Scanning
8052-05X

Scanning Clearly
When creating files for brochures that contain many pictures or reports written in pencil, you can adjust density and

brightness to achieve clearer image quality.
v
o . —
gl‘.’!l L/?j}

—

OAdjusting Sharpness When
Scanning (Sharpness)(P. 311)

©OAdjusting Density(P. 310)

OAdjusting Image Quality(P. 309)
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Adjusting Image Quality

8052-05Y

You can select the image quality for the scan depending on the original type, such as
text-only originals, originals with charts and graphs, or magazine photos.

Saving Data to a USB Memory Device

<Scan> » <USB Memory>  <Original Type> - Select the original type

Sending Data by E-Mail/I-Fax or Saving Data to the Server

<Scan> » Specify destinations in <E-Mail>/<I-Fax>/<File> p Select <Original Type> in the <Send
Settings> tab - Select the original type

LINKS

(OBasic Operations for Scanning Originals(P. 288)
©sending I-Faxes(P. 252)
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Adjusting Density

8052-060

g You can adjust the density of the scan if the text or images in a original are too light

or dark.
L/rf!l

Saving Data to a USB Memory Device

<Scan> » <USB Memory> |- <Density> » Adjust the density  <Apply>

Sending Data by E-Mail/I-Fax or Saving Data to the Server

<Scan> p Specify destinations in <E-Mail>/<I-Fax>/<File> p Select <Density> in the <Send Settings>
tab = Adjust the density & <Apply>

LINKS

(OBasic Operations for Scanning Originals(P. 288)
©sending I-Faxes(P. 252)
©OAdjusting Sharpness When Scanning (Sharpness)(P. 311)
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Adjusting Sharpness When Scanning (Sharpness)

8052-061
" You can adjust the sharpness of the image. Increase the sharpness to sharpen
blurred text and lines, or decrease the sharpness to improve the appearance of
magazine photos.
8

Saving Data to a USB Memory Device

<Scan> » <USB Memory> j+ <Sharpness> k- Adjust the sharpness k <Apply>

Sending Data by E-Mail/I-Fax or Saving Data to the Server

<Scan> » Specify destinations in <E-Mail>/<I-Fax>/<File> » Select <Sharpness> in the <Send
Settings> tab i Adjust the sharpness » <Apply>

If you want to sharpen text and lines written in pencil

Mo change to sharpness

Increased sharpness

Resort Plan
The world's cora
reefs, where
brilliant lore
fish and a
myriad of
other
tropical

If you want to improve the appearance of magazine photos
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Mo change to sharpness

Resorl Plan
The waond's cors

reels, where Decreased sharpness
m Resort Plan
B The world's coral

reefs, where

LINKS

(OBasic Operations for Scanning Originals(P. 288)
(©sending I-Faxes(P. 252)
(OAdjusting Density(P. 310)
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Useful Scanning Functions

8052-062

The machine is equipped with useful functions such as those that can create secure PDF files to prevent them from
being tampered with, and that can send data again to previously specified destinations.

E_Ij

(©OEnhancing the Security of
Electronic Files(P. 314)

ORecalling Previously Used
Settings for Sending/Saving (Recall
Settings)(P. 319)

, ABCO001.jpg
/N AN :
_I."IIII ""'.L .III "‘-
Qualit File Si
3 uality =] 1Ze ELE

(=

OAdjusting Balance between File
Size and Image Quality (Data Size)
(P. 317)

OConfiguring a File Name(P. 318)

e—maﬁ

Ospecifying E-Mail Settings(P. 322)
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Enhancing the Security of Electronic Files

8052-063

Digital files are vulnerable in terms of security because they can be easily viewed or
tampered with leaving no trace. When scanning important documents, you can take

-_Luj| | { appropriate measures such as encrypting data and adding a device signature to

enhance security.

Encrypting a PDF File(P. 314)
Adding a Device Signature(P. 315)

€ IMPORTANT

An optional Send PDF Security Feature Set is required. (@System Options(P. 672)

NOTE

e Encryption and device signature are only available for PDF files.

e Both the encryption and device signature can be used at the same time.

Encrypting a PDF File

You can encrypt and send/save a PDF file by setting a password when scanning originals. The password setting helps
reduce the risk of the PDF file being viewed or edited by others.

1 Select <Scan> in the Home screen. ©Home Screen(P. 126)

If the login screen appears, specify the user name, the password, and the authentication server. ©Logging
in to Authorized Send(P. 137)

2 Select <USB Memory>, <E-Mail>, or <File> in the Scan Basic Features screen. (©Scan
Basic Features Screen(P. 285)

If you select <USB Memory>, proceed to step 4.

3 Specify the destination, and specify the scanning settings as necessary. ©Basic
Operations for Scanning Originals(P. 288)

4 Proceed to <Set PDF Details>.

mSaving data to a USB memory device

Select <File Format> - <Set PDF Details>.

mSending e-mail/saving data to a shared folder or FTP server
Select <File Format> in the <Send Settings> tab » <Set PDF Details>.
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5 select the type of PDF format.

You can specify whether to enable encryption for each PDF format.

G Select <Encryption>.

"] Select the encryption level.

5 | Erenyption Level

hirsbat 7 0 Lt 1281 A%

- T 0% By ekl S50t AES

<Acrobat 7.0 or Later/128-bit AES>
Encrypt the file in the 128-bit environment, which can be opened by Adobe Acrobat 7.0 or later.

<Acrobat 10.0 or Equivalent/256-bit AES>
Encrypt the file in the 256-bit environment, which can be opened by Adobe Acrobat 10.0.

NOTE:

<Acrobat 10.0 or Equivalent/256-bit AES> can be changed to <Acrobat 9.0 or Equivalent/256-bit AES> with a
different compatible version. ©<256-bit AES Set. (Encrypt. PDF)>(P. 504)

8 Enter the encryption password, and select <Apply>.

On how to enter text, see @Entering Text(P. 135) .

9 Enter the same password, and select <Apply>.

10 select <Apply>.

Adding a Device Signature

Convert the scanned original into a PDF file with a device signature. The device signature serves the same purpose as
sealing or signing a document; it can be used to check where the file was created and whether the document has been
tampered with or falsified after the signature was appended. To assign the device signature to a PDF file, you need to
generate the key and certificate for the device signature in advance. ©Generating a Device Signature Key(P. 425)

1 Select <Scan> in the Home screen. ©Home Screen(P. 126)

If the login screen appears, specify the user name, the password, and the authentication server. ©Logging
in to Authorized Send(P. 137)

2 Select <USB Memory>, <E-Mail>, or <File> in the Scan Basic Features screen. (3Scan
Basic Features Screen(P. 285)
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If you select <USB Memory>, proceed to step 4.

3 Specify the destination, and specify the scanning settings as necessary.

Operations for Scanning Originals(P. 288)

4 Proceed to <Set PDF Details>.

mSaving data to a USB memory device

Select <File Format> - <Set PDF Details>.

mSending e-mail/saving data to a shared folder or FTP server
Select <File Format> in the <Send Settings> tab » <Set PDF Details>.

5 select the type of PDF format.

You can specify whether to enable encryption for each PDF format.

G Select <Digital Signatures>.
"/ Select <Top Left>.

8 select <Apply>.
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Adjusting Balance between File Size and Image Quality
(Data Size)

8052-064

You can specify the file compression ratio when converting scanned originals into

/N AN the JPEG format. <Small: Memory Priority> makes the compression ratio higher than
Q'f Iﬂ'\t F'I'f S." normal to create smaller files with lower image quality. On the other hand, <Large:
uali e Size . oo ; : ;
P y " 7 Image Quality Priority> makes the compression ratio lower than normal larger files

with higher image quality.

Saving Data to a USB Memory Device

<Scan> » <USB Memory> |- <Data Size> k Specify the setting

Sending Data by E-Mail or Saving Data to the Server

<Scan>  Specify destinations in <E-Mail>/<File> » Select <Data Size> in the <Send Settings> tab
Specify the setting

LINKS

(OBasic Operations for Scanning Originals(P. 288)
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Configuring a File Name

8052-065

. You can specify an arbitrary character string to be used in the file name of a scanned
: ﬁBCUU.I"ng documenf ’ ’ ’

3

Saving Data to a USB Memory Device

The file name is automatically assigned based on the following format: arbitrary character string + four-digit
number file extension name.

<Scan> » <USB Memory> |+ <File Name> » Enter a character string » <Apply>

Sending Data by E-Mail/I-Fax or Saving Data to the Server

The file name is automatically assigned based on the following format: arbitrary character
string_communication management number (four digits)_sent date and time_document number (three
digits).file extension name.

<Scan>  Specify destinations in <E-Mail>/<I-Fax>/<File> » Select <File Name> in the <Send
Settings> tab » Enter a character string » <Apply>

LINKS

(OBasic Operations for Scanning Originals(P. 288)
©Sending I-Faxes(P. 252)

318



Scanning

Recalling Previously Used Settings for Sending/Saving
(Recall Settings)

8052-066
ﬁ_ You can select a destination from among the past destinations. When you specify a
_,,J ﬂ,_ previously used destination, the machine also sets the same scan settings such as

\\‘ density you used the last time you sent documents to that destination.

€ 'MPORTANT

When <Restrict Resending from Log> is set to <On>, you cannot use this feature. ©Disabling Use of
Previously Used Destinations(P. 415)

Turning OFF the machine or setting <Restrict New Destinations> to <On> deletes the past destinations, and
disables this feature. ©Restricting New Destinations that Can Be Specified(P. 415)

NOTE

e When you specify a destination using this feature, any destinations that you have already specified are
deleted.

1 Place the original(s). ©Placing Originals(P. 139)

2 Select <Scan> in the Home screen. ©Home Screen(P. 126)

If the login screen appears, specify the user name, the password, and the authentication server. ©Logging
in to Authorized Send(P. 137)

3 Select <E-Mail>, <I-Fax>, or <File> in the Scan Basic Features screen. ©Scan Basic
Features Screen(P. 285)

4 Select <Recall Settings> in the <Specify Destination> tab.

5 Select the destination.

When you transmit to multiple destinations, only the address specified for the first transmission is displayed
in the log, but all the destinations are specified.
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% The selected destination and its scan settings are specified. You can also change the settings before
sending.

mTo delete destinations (e-mail/I-Fax)
If you specified multiple destinations, you can delete destinations as necessary.

1 Select <Confirm Destination>.

2 Select the check box for the destination to be deleted, and select <Remove from Dest.>.

NOTE:

If you select the Group check box, you can view the destinations registered in the group by selecting
<Details>  <Destination>.

3 Select <Yes>.

G Select <start>.
If the <Confirm Destination> screen is displayed, check whether the destination is correct, and then select
<Start Scanning>.

% Scanning of the original starts.

If you want to cancel, select <Cancel> » <Yes>. ©Canceling Sending Documents(P. 305)

mWhen placing originals in the feeder in step 1
When scanning is complete, the sending/saving process starts.
EmWhen placing originals on the platen glass in step 1

When scanning is complete, follow the procedure below (except if you selected JPEG as a file format).

1 Ifthere are additional pages of originals to be scanned, place the next original on the platen glass, and
select <Scan Next>.

Repeat this step until you finish scanning all of the pages.

When there is only one page to be scanned, proceed to the next step.
2 Select <Start Sending>.

% The sending/saving process starts.
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NOTE:

If the <File Authentication> or <SMTP Authentication> screen appears

Enter the user name and password, and select <Apply>.

LINKS

(©Basic Operations for Scanning Originals(P. 288)
(Osending I-Faxes(P. 252)
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Specifying E-Mail Settings

8052-067

When attaching a scanned originals to an e-mail, you can specify the subject,
message, reply-to address, and priority for the e-mail before sending it.

eﬁaﬂ

1 Place the original(s). ©Placing Originals(P. 139)

2 Select <Scan> in the Home screen. ©Home Screen(P. 126)

If the login screen appears, specify the user name, the password, and the authentication server. ©Logging
in to Authorized Send(P. 137) .

3 Select <E-Mail> in the Scan Basic Features screen. ©Scan Basic Features
Screen(P. 285)

4 Specify the destination, and configure the scan settings as necessary. ©Basic
Operations for Scanning Originals(P. 288)

5 Specify the subject, message, reply-to address, and priority for the e-mail.

© Sandard

ipmvie 5oty @ 0

mTo specify subject/message

1 Select <Subject/Message> in the <Send Settings> tab.
2 Select <Subject>.

3 Enter the subject, and select <Apply>.

On how to enter text, see ©Entering Text(P. 135) .

Select <Message>.
5  Enter the message, and select <Apply>.

Select <Apply>.

EmTo specify reply-to address

Specify the reply-to address when you want to notify the recipient of an e-mail address different from that of
the machine as the reply-to address. Select the target reply-to address from the destinations registered in the
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Address Book, and specify it. If the destination has not been registered in the Address Book, see ©
Registering Destinations(P. 181) .

1  Select <Reply To> in the <Send Settings> tab.

2 Select <Specify from Address Book>.

3 Select the check box for the desired reply-to address, and select <Apply>.

mTo specify priority

1 Select <Priority> in the <Send Settings> tab.

2 Select a priority level.

G Select <start>.
If the <Confirm Destination> screen is displayed, check whether the destination is correct, and then select
<Start Scanning>.

¥ Scanning of the original starts.

If you want to cancel, select <Cancel>  <Yes>. ©Canceling Sending Documents(P. 305)

mWhen placing originals in the feeder in step 1
When scanning is complete, the e-mails are sent.
mWhen placing originals on the platen glass in step 1

When scanning is complete, follow the procedure below (except if you selected JPEG as a file format).

1 Ifthere are additional pages of originals to be scanned, place the next original on the platen glass, and
select <Scan Next>.

Repeat this step until you finish scanning all of the pages.
When there is only one page to be scanned, proceed to the next step.
2 Select <Start Sending>.

i The e-mails are sent.

NOTE:

If the <SMTP Authentication> screen appears

Enter the user name and password, and select <Apply>.

TIPS

o If you always want to scan with the same settings: ©Changing the Default Settings for Functions(P. 175)

o If you want to register a combination of settings to use when needed: ©ORegistering Frequently Used
Settings(P. 173)

o If you want to specify the e-mail sender name: ©<Register Unit Name>(P. 554)
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LINKS

Checking Status and Log for Scanned Originals(P. 306)
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Using Your Computer to Scan (Remote Scan)

8052-068

To scan from a computer, you can use MF Scan Utility or an application such as an image processing or word
processing application. If you use ScanGear MF supplied with the machine, you can configure advanced scan settings
( ©Using ScanGear MF(P. 328) ).

€ 'MPORTANT

When using the machine with a USB connection, exit sleep mode before scanning. ©Entering Sleep
Mode(P. 179)

Scanning Using MF Scan Utility

MF Scan Utility is an application included with the machine that enables you to scan
documents or images to a computer. You can forward the scanned data to a specified
{’u«':‘lnL r:“- . application, or attach it to an e-mail message. For more information, click [Instructions]
"1’ on MF Scan Utility.

NOTE

e If you are a macOS user, see the manuals for the relevant drivers or software on the online manual
website.

Scanning Using an Application

You can scan images by using an application such as a word-processing or
image-processing application, and load the images directly into the application.
You do not need to start another application to scan. ©@Scanning Documents
from an Application(P. 326)
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Scanning Documents from an Application

8052-069

You can scan originals from applications such as image-processing or word-
processing software. The scanned image is directly loaded in the application,
allowing you to edit or process the image immediately. The following procedure
varies depending on the application.

€ IMPORTANT

The application must be compatible with TWAIN or WIA*. For more information, see the instruction manual
for your application.

*TWAIN is a standard for connecting image input devices, such as scanners, with computers. WIA is a function that is an
integrated standard in Windows.

1 Place the original(s). ©Placing Originals(P. 139)

€ IMPORTANT:

The second or subsequent originals may not be scanned, or an error message may be displayed
depending on the application. In such a case, place and scan one original at a time.

When <Auto Online> is set to <Off>, you must select <Scan> » <Remote Scanner> in the Home screen to
bring the machine online. ©<Auto Online>(P. 502)

2 From the application, select the start scan command.

The procedure for selecting the start scan command varies depending on the application. For more
information, see the instruction manual for your application.

3 Select the scanner driver for this machine.

Select ScanGear MF or WIA. If you select ScanGear MF, you can configure advanced scan settings.
4 Specify the scanning settings as necessary.

5 Click [Scan].

i Scanning of the original starts.

When scanning is complete, the scanned image is forwarded to an application.

How to use ScanGear MF

e Click on the ScanGear MF screen, and see the Help.
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o 607
I

Click [Preview] to display
fhe preview imags.

LINKS

OUsing ScanGear MF(P. 328)
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Using ScanGear MF

8052-06A

e ScanGear MF is a scanner driver included with the machine. You can use ScanGear

MF to configure advanced scan settings when you scan. The way of
Scﬁlﬂ%af O starting ScanGear MF differs depending of the way of scanning from the computer.

Starting from MF Scan Utility

When scanning from MF Scan Utility, click [ScanGear] to start ScanGear MF. For more information, click
[Instructions] on MF Scan Utility.

NOTE

e If you are a macOS user, see the manuals for the relevant drivers or software on the online manual
website.

Starting from an application

To scan from applications such as image-processing or word-processing software, select ScanGear MF as
scanner driver. ©Scanning Documents from an Application(P. 326)

TIPS

Functions of ScanGear MF

o Previewing the image before scanning
e Specifying the scanning area

e Adjusting the detailed image quality
How to use ScanGear MF

e Click "' onthe ScanGear MF screen, and see the Help.

- ScaniGasr MF

ennale Lotk o | srcea i |

Click [Preview] to display

e praview imags
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Linking with Mobile Devices
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Linking with Mobile Devices

8052-06C

Linking the machine with mobile devices such as smart phones and tablets enables you to use an appropriate
application to perform printing, or other operation with ease. In addition, you can operate the machine from mobile
devices via remote control to confirm printing status and change the settings of the machine.

(©Connecting with Mobile Devices(P. 331)

©Connecting Directly (Access Point Mode)(P. 334)
Outilizing the Machine through Applications(P. 337)
(©Using AirPrint(P. 340)

©Managing the Machine by the Remote Control(P. 353)

€ IMPORTANT

Depending on your mobile device, the machine may not operate correctly.

NOTE

e When [Restrict IPP Port (Port Number: 631)] or [Restrict mDNS Port (Port Number: 5353)] is enabled in
Security Policy ( ©Security Policy(P. 443) ), you can use neither Mopria® or AirPrint.
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Connecting with Mobile Devices

8052-06E

There are two methods used to connect a mobile device with the machine: connecting via a wireless LAN router, and
communicating wirelessly and directly with the machine. Select a connection method in accordance with the
communication environment and the device you are using. Perform communication with mobile devices from <Mobile
Portal> ( ©Home Screen(P. 126) ).

m Connecting via a Wireless LAN Router

Just as connecting a computer to the machine, connect a mobile device to the machine via a wireless LAN router. ©
Connecting via a Wireless LAN Router (LAN Connection)(P. 332)

m Connecting Directly

Directly connect a mobile device to the machine wirelessly without using wireless LAN. It is possible to immediately
connect to the machine wirelessly even outside of a wireless LAN environment. ©Connecting Directly (Access Point
Mode)(P. 334)
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Connecting via a Wireless LAN Router (LAN Connection)

8052-06F

If a wireless LAN router is connected to the network connected to the machine, you can establish a communication
with a mobile device via the wireless LAN router in the same way for a computer. For information about how to
connect a mobile device to your wireless LAN router, see the instruction manuals for your networking devices or
contact your manufacturer. Connect the machine to a router via the wired or wireless LAN. ©Setting Up the Network
Environment(P. 15)

NOTE

e To perform the procedures below, use the IPv4 address. ©Setting IPv4 Address(P. 32)

e Select <LAN Connection> and proceed with the procedure, if the <Direct Connection> screen is displayed
after <Mobile Portal> is selected in the procedure below.

e For information about the operating systems compatible with Canon PRINT Business, the detailed setting
procedure, and the operating procedure, please see the application's Help or the Canon website (https://
global.canon/gomp/).

m Connecting Manually

1 Select <Mobile Portal> in the Home screen. ©Home Screen(P. 126)

2 Connect from the mobile device to the IP address that appears on the screen.
m Connecting Using a QR Code

1 Select <Mobile Portal> in the Home screen. ©Home Screen(P. 126)

2 Select <QR Code>.

3 Launch Canon PRINT Business on the mobile device. ©Utilizing the Machine through
Applications(P. 337)

4 Read the QR code displayed on the screen using the mobile device.
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Connecting Directly (Access Point Mode)

8052-06H

Even in an environment without a wireless LAN router, using "Access Point Mode," which can directly connect a mobile
device to the machine wirelessly, enables you to connect the mobile device on hand to the machine without difficult
settings.

OPreparing for Direct Connection (Access Point Mode)(P. 334)
(OConnecting Directly(P. 335)

Preparing for Direct Connection (Access Point Mode)
Establish a connection by using Access Point Mode in the following order.

Check the network settings of the machine.

Set the IPv4 address. ©Setting IPv4 Address(P. 32)

by

k4
fe Preparing the mobile device
Configure settings to connect the mobile device to Wi-Fi.
k4
;‘ e Put the machine into the connection standby status.
! <Menu> - <Preferences> i <Network> » <Direct Connection Settings> k- set
<Use Direct Connection> to <On>.

NOTE

Specifying the value for time until auto termination

e You can specify the time to automatically establish a disconnection when the direct connection is enabled. ©
<Direct Connection Termination>(P. 471)

Connecting multiple mobile devices at the same time
e Configure the machine's SSID and network key arbitrarily. ©<Access Point Mode Settings>(P. 471)
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Canon PRINT Business

e For information about the operating systems compatible with Canon PRINT Business, the detailed setting
procedure, and the operating procedure, please see the application's Help or the Canon website (https://
global.canon/gomp/).

Connecting Directly

€ 'MPORTANT

It may take time until a connection of the machine and the mobile device is established.

m Connecting Manually

1 Select <Mobile Portal> in the Home screen. ©®Home Screen(P. 126)

When any mobile device is already connected, proceed to step 3.

2 Select <Connect>.

3 Configure the Wi-Fi settings from the mobile device using the SSID and network key
information that appear on the screen.

4 When the target operation is completed, select <Disconnect>.

m Connecting Using a QR Code

1 Select <Mobile Portal> in the Home screen. ©®Home Screen(P. 126)

When any mobile device is already connected, proceed to step 3.

2 Select <Connect>.
3 Select <QR Code>.

4 Launch Canon PRINT Business on the mobile device. ©Utilizing the Machine through
Applications(P. 337)

5 Read the QR code displayed on the screen using the mobile device.
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6 When the target operation is completed, then select <Disconnect>.

TIPS

e Select <Connection Info> on the <Direct Connection> screen to check the connected mobile device.

e When <Keep Enabled If SSID/Ntwk Key Spcfd> is set to <On>, it is not necessary to perform the operation of
selecting <Connect>. (©<Keep Enabled If SSID/Ntwk Key Spcfd>(P. 471)

€ IMPORTANT

While connecting via direct connection, you may not be able to connect to the Internet depending on the
mobile device you are using.

If a wireless connection from the mobile device is not performed within 5 minutes while the SSID and
network key are displayed, the connection waiting state terminates.

If the status without data transmission between the mobile device and the machine continues during
communication by direct connection, the communication may end.

Power saving performance of sleep mode degrades while connecting via direct connection.

If the machine is used with a wireless LAN, you need to keep the machine connected to the wireless LAN
when using direct connection. When the machine is not connected to a wireless LAN or the connection
process is not complete yet, the direct connection process cannot begin. If the connection between the
machine and the wireless LAN is lost during communication through direct connection, the communication
may end.

When you finish the desired operation, be sure to terminate the connection between the machine and the
mobile device. If they remain connected, power saving performance of sleep mode degrades.

If you use the direct connection, do not set the IP address manually on the mobile device. Doing so may
prevent proper communication after using the direct connection.
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Utilizing the Machine through Applications

8052-06)

Perform printing and other operations from the mobile device connected to the machine using applications. Various
applications including those exclusive to Canon are supported. Use properly in accordance with your device, the
application, and the situation.

mUsing Canon PRINT Business

This application is used to perform printing and other operations from mobile devices that support iOS/Android. When
printing, it is not necessary to perform operations on the machine. For more information on supported operating
systems, detailed setting methods, and operations, see the application's Help or the Canon website (https://
global.canon/gomp/).

€@ IMPORTANT

You can download Canon PRINT Business for free, but you will be charged the Internet connection fee.

m Printing with Canon Print Service

You can easily print from the menu of applications that support the Android print subsystem. For more information on
supported operating systems and detailed settings and procedures, see the Canon website (https://global.canon/).

m Using Mopria®

The machine also supports Mopria®. Mopria® enables you to perform printing and other operations from a mobile
Android device using common operations and settings regardless of the manufacturer or model. For example,
businesses using multiple Mopria® compatible devices from different manufacturers can print from the same printer
and businesspeople on-the-go can use a Mopria® compatible device with a local certified printer without having to

install a separate application. Mopria® can also be used to directly import the data scanned with the machine to
mobile devices that support Android. For more information on supporting models or operation environments, see
http://www.mopria.org.

-
MOy

Confirming Mopria® Settings

Log in to the Remote UI with Administrator privileges ( @Starting Remote UI(P. 427) ) » [Settings/
Registration] » [Network Settings] » [Mopria Settings] I+ [Edit] = Check that the [Use Moprial
check box is selected | [OK]

€ IMPORTANT
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If you enable the Mopria® setting, the following settings in <Network> are set to
<0n>.

Use HTTP

IPP Print Settings

IPv4Use mDNS

IPvéUse mDNS

Use Network Link Scan

m Printing from Chrome OS
You can perform printing from Chrome OS without downloading a dedicated application or installing a driver. To print
with the machine, it is necessary to enable Mopria®.

Confirming Mopria® Settings

Log in to the Remote UI with Administrator privileges ( ©Starting Remote UI(P. 427) ) i [Settings/
Registration] » [Network Settings] » [Mopria Settings] I [Edit] = Check that the [Use Moprial

check box is selected | [OK]

€@ IMPORTANT

If you enable the Mopria® setting, the following settings in <Network> are set to
<0n>.

Use HTTP

IPP Print Settings

IPv4Use mDNS

IPv6Use mDNS

Use Network Link Scan

Printing

1 Before printing, make sure that the machine is turned ON and connected to a

Chromebook.
For information on checking the connection status, see ©Setting Up the Network Environment(P. 15) .

See the Chromebook Help page (https://support.google.com/chromebook/answer/7225252) for more

information on printing.

NOTE
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e You can also connect the machine to a Chromebook using a USB cable. See the Chromebook website
(https://support.google.com/chromebook/answer/7225252) for information on the connection
procedure.

€ IMPORTANT

Printing from Chrome OS may not be supported, depending on your country or region.
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Using AirPrint

8052-06K

This section describes the settings required to use AirPrint and the procedures to be performed using Apple devices.

Works with

% Apple AirPrint

AirPrint Settings

Configuring AirPrint Settings(P. 340)
Displaying the Screen for AirPrint(P. 343)

Functions of the AirPrint

Printing with AirPrint(P. 345)
Scanning with AirPrint(P. 348)
Faxing with AirPrint(P. 350)

Troubleshooting
If AirPrint Cannot Be Used(P. 352)

Configuring AirPrint Settings

You can register information, including the name of the machine and installation location, that is used for identifying
the machine. You can also disable the AirPrint function of the machine. Use the Remote UI to change these settings.

NOTE

e For more information about the basic operations to be performed when setting the machine from the
Remote UI, see ©Setting Up Menu Options from Remote UI(P. 436) .

1 Start the Remote UI and log in to System Manager Mode. ©Starting Remote
UI(P. 427)

2 Click [Settings/Registration] on the Portal page. ©Remote UI Screen(P. 428)

If you are using a mobile device, such as an iPad, iPhone, or iPod touch, read "click" as "tap" in this section.

3 Select [Network Settings] » [AirPrint Settings].
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4 Click [Edit].

5 Specify the required settings.
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Select the check box to enable AirPrint. To disable AirPrint, clear the check box.

[Printer Name]

Enter the name of the machine. If an mDNS name has already been registered in [MDNS Settings] ( ©
Configuring DNS(P. 56) ), the registered name is displayed.

[Location]

Enter the location of the machine. If a location has already been registered in [Device Information Settings]
([Device Management] in [Management Settings] (Settings/Registration)), the registered name is displayed.

[Latitude]

Enter the latitude of the location where the machine is installed.

[Longitude]

Enter the longitude of the location where the machine is installed.

G Click [OK].

€ IMPORTANT

If you select [Use AirPrint], the following settings in <Network> are set to <On>.

Use HTTP

IPP Print Settings
IPv4 Use mDNS
IPv6 Use mDNS

Use Network Link Scan

NOTE

e If you change [Printer Name] that you have once specified, you may be unable to print any more from the
Mac that has been able to be used for printing so far. This phenomenon occurs because <mDNS Name> ( ©

341



Linking with Mobile Devices

Configuring DNS(P. 56) ) of IPv4 is also changed automatically. In this case, add the machine to the Mac
again.

e Entering the printer name makes it easier to identify multiple printers that support AirPrint.

m Changing the Setting of Functions Available with AirPrint

If you want to disable functions that you are not going to use with AirPrint or encrypt communications, configure the
necessary setting using the operation panel.

Changing Print and Fax Settings

To perform printing or fax sending with AirPrint, IPP protocol is used.

Turning the Function On/Off

You can specify whether to perform printing and fax sending with AirPrint. The factory default setting is <On>.

<Menu> - <Preferences> i <Network> p <TCP/IP Settings> I <IPP Print Settings> I Set
<Use IPP Printing> to <Off> or <On> | <Apply>

Changing the TLS Setting

You can specify whether to encrypt communications using TLS when performing printing or sending faxes with
AirPrint. The factory default setting is <Off>.

<Menu> - <Preferences> » <Network> p <TCP/IP Settings> I <IPP Print Settings> I Set
<Allow IPP Printing Only w/TLS> to <Off> or <On> - <Apply>

Changing the Scan Setting

Configure the scan setting using AirPrint.

Set the Function to Enable or Disable

You can turn on/off the scan function available with AirPrint. The factory default setting is <On>.

NOTE:

If you set this item to <On>, <Use HTTP> under <Network> is set to <On>.

<Menu> - <Preferences> i <Network> k- <TCP/IP Settings> I <Network Link Scan
Settings> & Set <Use Network Link Scan> to <Off> or <On> & <Apply>

Change TLS Settings

You can specify whether or not to encrypt TLS communications when scanning data using AirPrint. The factory
default setting is <Off>.
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<Menu> - <Preferences> i <Network> k- <TCP/IP Settings> I <Network Link Scan
Settings> » Set <Use TLS> to <Off> or <On> » <Apply>

Displaying the Screen for AirPrint

You can display the screen for AirPrint, on which you can not only access the AirPrint Settings but also view
information about consumables, such as paper and toner cartridge. Further, you can configure security function
settings.

1 Select [System Preferences] » [Printers & Scanners], then add the machine to the Mac
you are using.

If the machine has already been added, this operation is not required.

2 Select this machine from the list of printers in [Printers & Scanners].
3 Click [Options & Supplies].
4 Click [Show Printer Webpagel].

5 Login to the Remote UL

To change the AirPrint settings, it is necessary to log in as an administrator.

mAirPrint-Dedicated Page

When you log in with administrator privileges, the AirPrint-dedicated page is displayed as shown below.
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[AirPrint Settings]

Enables you to check the values entered in the AirPrint settings, such as the name and location of the
machine. You can click [Edit] to change the settings.

[Other Settings]

[Print Security Settings]
Configure the print security settings using TLS or authentication.

[Scan Security Settings]
Configure the scan security settings using TLS.

[TLS Settings]

Enables you to change the key and certificate used for TLS. ©Configuring the Key and Certificate for
TLS(P. 385)

[Key and Certificate Settings]

Enables you to generate and install a key and certificate, or request a certificate to be issued.
Configuring the Key and Certificate for TLS(P. 385)

[Consumables Information]

Enables you to check the information of each paper source and consumables of the machine and the device
version.

Trademarks

Apple, Bonjour, iPad, iPhone, iPod touch, Mac, macOS, OS X and Safari are trademarks of Apple Inc., registered in the
U.S. and other countries. AirPrint and the AirPrint logo are trademarks of Apple Inc.
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Printing with AirPrint

8052-06L

You can print from an iPad, iPhone, iPod touch, or Mac without using a printer driver.

OPrinting from an iPad, iPhone, or iPod touch(P. 345)
OPrinting from a Mac(P. 346)

System Requirements

One of the following Apple devices is required to print with AirPrint.

iPad (all models)
iPhone (3GS or later)

iPod touch (3rd generation or later)

Mac (Mac OS X 10.7 or later)*

*0S X v10.9 or later when using a USB connection

Network Environment

One of the following environments is required.

An environment where an Apple device and the machine are connected to the same LAN
An environment where an Apple device and the machine are connected directly

An environment where a Mac is connected to the machine via USB

€ IMPORTANT

For printing, it is required to set <Use IPP Printing> to <On>. ©Changing the Setting of Functions
Available with AirPrint(P. 342)

Printing from an iPad, iPhone, or iPod touch

1 Make sure that the machine is turned ON and connected to the Apple device.

For how to make sure of this, see ©Setting Up the Network Environment(P. 15) .

For information on the Direct Connection, see ©Connecting Directly (Access Point Mode)(P. 334) .

345



Linking with Mobile Devices

2 From the application on your Apple device, tap lﬁ to display the menu options.
3 Tap [Print].

4 Select this machine from [Printer].

The printers connected to the network are displayed here. Select this machine in this step.

€ IMPORTANT:

The screen for selecting this machine in [Printer] is not displayed on applications that do not support
AirPrint. You cannot print by using those applications.

5 Specify the print settings as necessary.

NOTE:

The available settings and paper sizes differ depending on the application you are using.
6 Tap [Print].

I Printing starts.

NOTE:

Checking the print status
During printing, press the Home button of the Apple device twice » tap [Print].

Printing from a Mac

1 Make sure that the machine is turned ON and connected to the Mac.

For how to make sure of this, see ©Setting Up the Network Environment(P. 15) .

2 Add the machine to the Mac from [System Preferences] » [Printers & Scanners].

If the machine has already been added, this operation is not required.

3 Open a document in an application and display the print dialog box.

How to display the print dialog box differs for each application. For more information, see the instruction
manual or Help for the application you are using.

4 Select the machine in the print dialog box.

The printers connected to the Mac are displayed. Select this machine in this step.
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5 Specify the print settings as necessary.

NOTE:

The available settings and paper sizes differ depending on the application you are using.

G Click [Print].

% Printing starts.
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Scanning with AirPrint

8052-06R

You can use AirPrint to transfer the data scanned by the machine directly to a Mac.

System Requirements

To scan with AirPrint, you need a Mac with OS X 10.9 or later installed. To scan using TLS, you need a Mac with
0OS X 10.11 or later installed.

Network Environment

One of the following environments is required.

An environment where an Apple device and the machine are connected to the same LAN

An environment where a Mac is connected to the machine via USB

€ IMPORTANT

For scanning, it is required to set <Use Network Link Scan> to <On>. ©Changing the Setting of Functions
Available with AirPrint(P. 342)

Before scanning, it is required to put the machine into online state. When the auto online function ( ©<Auto
Online>(P. 502) ) is set to <Off>, first put the machine into online state by selecting <Scan> » <Remote
Scanner>, then start the procedure for scanning.

You cannot scan while settings for operations are being made, or while the machine is performing any
operation whatsoever.

Scanning from a Mac

1 Make sure that the machine is turned ON and connected to the Mac.

For how to make sure of this, see ©Setting Up the Network Environment(P. 15) .

2 Add the machine to the Mac from [System Preferences] » [Printers & Scanners].

If the machine has already been added, this operation is not required.

3 Select this machine from the list of printers in [Printers & Scanners].
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4 Click [Scan].

5 Click [Open Scanner].

% The [Scanner] screen is displayed.

6 Configure the scan settings as necessary.

"/ Click [Scan].

u» The original is scanned, and the image is displayed.
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Faxing with AirPrint

8052-06S

You can send faxes from a Mac in almost the same way as when you print from a Mac.

System Requirements
To send faxes with AirPrint, you need a Mac with OS X 10.9 or later installed.

Network Environment

One of the following environments is required.

An environment where an Apple device and the machine are connected to the same LAN

An environment where a Mac is connected to the machine via USB

€ IMPORTANT

For faxing, it is required to set <Use IPP Printing> to <On>. ©Changing the Setting of Functions
Available with AirPrint(P. 342)

Faxing from a Mac

1 Make sure that the machine is turned ON and connected to the Mac.

For how to make sure of this, see ©Setting Up the Network Environment(P. 15) .

2 Add the machine to the Mac from [System Preferences] » [Printers & Scanners].

If the machine has already been added, this operation is not required.

3 Open a document in an application and display the print dialog box.

How to display the print dialog box differs for each application. For more information, see the instruction
manual for the application you are using.
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4 Select this machine in the print dialog box.

¥ The printers connected to the Mac are displayed. Select the fax driver of this machine in this step.

5 specify the destination.

6 Click [Fax].

% Fax sending starts.

351



Linking with Mobile Devices

If AirPrint Cannot Be Used

8052-06U

If AirPrint cannot be used, try taking the following solutions.

Make sure that the machine is turned ON. If the machine is turned ON, first turn it OFF, then wait for at least 10
seconds and then turn it back ON to check if the problem is solved.

Make sure that no error messages are displayed on the machine.

Make sure that Apple devices and the machine are connected to the same LAN. If the machine is turned ON, it may
take several minutes before the machine is ready for communication.

Make sure that Bonjour on your Apple device is enabled.

Make sure that the machine is configured to enable execution of jobs from a computer even when no department
ID and password are entered. ©Blocking Jobs When Department ID Is Unknown(P. 365)

For printing, make sure that the paper is loaded in the machine and that the machine contains a sufficient amount
remaining in the toner cartridges. ©Displaying the Screen for AirPrint(P. 343)

For scanning, make sure that the machine's setting for Network Link Scan is <On>. ©@Changing the Setting of
Functions Available with AirPrint(P. 342)
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Managing the Machine by the Remote Control

8052-06W

You can use the Remote UI from a smart phone or tablet Web browser. You can confirm the machine status or
perform various settings from a mobile device. Note that the Remote UI screen may not be displayed properly for

some devices and environments.

Starting the Remote UI from Mobile Devices

Enter the IP address of the machine on the Web browser to start the Remote UL Prior to operation, confirm the IP
address set for the machine ( ©Viewing Network Settings(P. 38) ). If it is unknown, ask your network administrator.

1 Start the Web browser of the mobile device.

2 Enter "http://<the IP address of the machine>/" in the address entry column.

If you want to use an IPv6 address, enclose the IPv6 address with brackets.
: http://[fe80:2e9e:fcff:fede:dbcel/

NOTE:

For a "Smartphone Version" of the Remote UI, a portion of items displayed are omitted. If you want to
confirm all of the items, see the "PC Version."

LINKS

(©Managing the Machine from a Computer (Remote UI)(P. 426)
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Managing the Machine

8052-06X

To reduce the various risks associated with the use of this machine, such as leaks of personal information or
unauthorized use by third parties, constant and effective security measures are required. An administrator should

manage important settings, such as access privileges and security settings, to ensure that the machine is used safely.

m Configuring the Basic Management System

=

‘d

(OSetting Access Privileges(P. 358) OConfiguring the Network Security Settings(P. 373)

m Preparing for Risks from Negligence or Misuse

(ORestricting the Machine's Functions(P. 410) OIncreasing the Security of Documents(P. 424)

m Ensuring Effective Management

(©Managing the Machine from a Computer (Remote UI)(P. 426)
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m Managing the System Configuration and Settings

©

(OUpdating the Firmware(P. 451) CInitializing Settings(P. 453)

o
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Setting Access Privileges

8052-06Y

Protect the machine from unauthorized access by only allowing users with access privileges to use the machine.
Access privileges are set separately for system administrators, general users, and the Remote UI. When privileges are
set, the user must enter an ID and PIN to print or change settings.

Set up an account with full access privileges called "System Manager ID" for a system manager. Registering an account
called "Department ID" allows you to manage general users. Using a Department ID, you can set a PIN for using this
machine as well as keep track of the number of pages printed for each department ID. And by setting a Remote UI
Access PIN, you can restrict use of the Remote UL

System Manager ID

System Manager ID is an account with full access privileges. If you specify a System Manager ID, you need to
log on to the machine using the System Manager ID information in order to access items that requires
administrator privileges such as <Network> and <Management Settings>. We recommend that you set and
register the System Manager ID. Otherwise, anyone will be able to change the machine settings. Only one
System Manager ID can be registered. ©Setting the System Manager ID and PIN(P. 359)

Department ID (Department ID Management)

You can specify access privileges for a user (or group of users) by registering a Department ID. You can register
multiple Department IDs. If a user tries to operate the machine when Department IDs are enabled, a login
screen is displayed, and the user must enter their own Department ID and PIN to use the machine. Information
such as how many pages have been printed for each Department ID can be compiled. ©Setting the
Department ID Management(P. 361)

Remote UI PIN (Remote UI Access PIN)

This is a PIN for using the Remote UI. Only users who know the PIN can access the Remote UL ©Setting a
Remote UI PIN(P. 367)

Authentication Settings for Send Function (Authorized Send)

If your system has an LDAP server installed, you can set LDAP server authentication to be carried out when the
fax or scan function is used. ©LDAP Server Authentication(P. 369)
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Setting the System Manager ID and PIN

8052-070

Set the system manager account, "System Manager ID." You can also set a PIN for the System Manager ID. If the
System Manager ID is specified, you can access items that require administrator privileges, for example, <Network>
and <Management Settings>, only when the System Manager ID and PIN have been entered correctly. The System
Manager ID settings information is critical to the security of the machine, so make sure that only Administrators know

the System Manager ID and PIN.

1

2

Select <Menu> in the Home screen. ©Home Screen(P. 126)

Select <Management Settings>.

NOTE:

If the System Manager ID has already been set
If the login screen appears, enter the correct ID and PIN. ©Logging in to the Machine(P. 137)

Select <User Management> » <System Manager Information Settings>.

Select <System Manager ID and PIN>.

Specify the System Manager ID and PIN.

Specify the <System Manager ID> p <System Manager PIN>.
Enter numbers for each item, and select <Apply>.

The Confirm screen is displayed. Enter the PIN once again to confirm.

NOTE:

You cannot register an ID or PIN that consists only of zeros, such as "00" or "0000000."

To cancel the System Manager ID and PIN settings, clear the information you entered in and select

<Apply> with the fields blank.

mSetting the System Manager Name

1 Select <System Manager Name>.

2 Enter the System Manager Name, and select <Apply>.

On how to enter text, see @Entering Text(P. 135) .
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€ IMPORTANT

Do not forget your PIN. If you forget your PIN, contact your dealer or service representative.

NOTE

Configuring settings via the Remote UI

e Start the Remote UI and log in to System Manager Mode. Click [Settings/Registration] » [User Management]
[System Manager Information] » [Edit] and specify the necessary settings on the displayed screen.

e By using the Remote UI, you can register a variety of information, including contact information,
Administrator comments, the installation location of the machine, as well as the settings that you can
register by using the operation panel. The registered information can be viewed on the [Device Information]
page of the Remote UL ©Checking System Manager Information(P. 433)

Logging in to the machine

e If you try to access items that require administrator privileges, for example, <Network> and <Management
Settings>, when the System Manager ID is specified, the Login screen is displayed. ©Logging in to the
Machine(P. 137)

e You must also enter the System Manager ID and PIN to log in using the Remote UI in System Manager
Mode. ©Starting Remote UI(P. 427)

LINKS

Setting Access Privileges(P. 358)
Setting the Department ID Management(P. 361)
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Setting the Department ID Management

8052-071

You can control access to the machine by using multiple IDs for multiple users or groups. If a user tries to operate the
machine when Department ID Management is enabled, a login screen is displayed, and the user must enter their own
Department ID and PIN to use the machine. When Department ID Management is enabled, usage of functions, such as
printing, is recorded for each Department ID. To configure Department ID Management, register department IDs as
necessary and then enable Department ID Management function. When you want to enable Department ID
Management for jobs from a computer, you need to configure additional settings on the computer side.

L /@
| @
| o

Registering/Editing Department ID and PIN(P. 361)

Enabling the Department ID Management(P. 363)

Enabling the Department ID Management for Jobs from a Computer(P. 364)
Blocking Jobs When Department ID Is Unknown(P. 365)

NOTE

e For more information about the basic operations to be performed when setting the machine from the
Remote UI, see @Setting Up Menu Options from Remote UI(P. 436) .

Registering/Editing Department ID and PIN
Register a Department ID and set a PIN for it. Register all the department IDs to be managed.

1 Start the Remote UI and log in to System Manager Mode. ©Starting Remote
UI(P. 427)

2 Click [Settings/Registration] on the Portal page. ©Remote UI Screen(P. 428)
3 Select [User Management] » [Department ID Management].

4 Register or edit Department IDs.

mRegistering a Department ID

1  Click [Register New Department].

2 Specify the required settings.
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[Department ID]

Enter the Department ID number to be registered.

[Set PIN]
To set a PIN, select the check box and enter the same number both in the [PIN] and [Confirm] text boxes.

[Restrict Functions]

You can restrict the number of pages to print and the available functions for departments to be
registered. To restrict the number of pages to print, select the check box for the target type, and enter

the appropriate number of pages in [Number of Pages]. Select the check box for the target functions to
restrict functions.

NOTE:

If the [Restrict Scan] check box is selected, the Save to USB Memory Device, Send E-mail, and Save to
Shared Folder or FTP Server functions are all restricted. You can also restrict other methods that scan
documents by importing them to a computer, but in that case you cannot block access for each
Department ID ( ©Blocking Jobs When Department ID Is Unknown(P. 365) ).

3 Click [OK].

mEditing the settings of the registered Department ID

1  Click the corresponding text link under [Department ID] to edit.

2 Change the settings as necessary and click [OK].

NOTE:

Deleting a Department ID

Click [Delete] on the right of the Department ID you want to delete  click [OK].

NOTE

[Department ID Page Total]

e You can check the total number of pages for jobs that have been executed to date on a department ID basis.
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e If you want to return the counts to zero, click the corresponding text link under [Department ID] and click
[Clear Count] k [OK]. If you want to return the counts of all Department IDs to zero, click [Clear All Counts]
[OK].
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Using control cards

e Do not delete the registered department IDs. The control cards that correspond to the deleted department
IDs will become unavailable.

e You cannot use [Restrict Functions] to restrict the allowable number of pages to print.

Enabling the Department ID Management

After you register as many Department IDs as necessary, enable Department ID Management.

1 Start the Remote UI and log in to System Manager Mode. (©Starting Remote
UI(P. 427)

2 Click [Settings/Registration] on the Portal page. ©Remote UI Screen(P. 428)
3 Select [User Management] » [Department ID Management].
4 Click [Edit].

5 Select the [Department ID Management] check box.
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[Department ID Management]
Select the check box to enable Department ID Management. If you do not want to use Department ID
Management, clear the check box.
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NOTE:

For information about the [Allow Print Jobs with Unknown IDs]/[Allow Scan Jobs with Unknown IDs]/[Allow
Black & White Copy Jobs] check boxes, see ©Blocking Jobs When Department ID Is Unknown(P. 365) .

G Click [OK].

NOTE

Using the operation panel

e Department ID Management settings can also be accessed from <Menu> in the Home screen.
<Department ID Management>(P. 584)

Logging in to the machine

e When you try to operate the machine when Department ID Management is enabled, the login screen is
displayed. ©Logging in to the Machine(P. 137)

Enabling the Department ID Management for Jobs from a Computer

When you want to enable Department ID Management for jobs from a computer, you need to specify the department
ID and PIN using the driver pre-installed on each computer.

€ 'MPORTANT

To perform the following procedure, log in to your computer with an administrator account.

1 Open the printer folder. ©Displaying the Printer Folder(P. 680)

2 Right-click the driver icon for this machine, and click [Printer properties] or
[Properties].

Click the [Device Settings] tab.

B~ W

Select [Department ID Management] under [User Management].

Click [Settings] found to the right.

Ul

Specify the settings as necessary and click [OK].

(o)}
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[Allow PIN Setting]
Select the check box to enable the PIN setting.

[Department ID]
Enter the Department ID number.

[PIN]
Enter the PIN corresponding to the Department ID as necessary.

[Verify]
Click to verify that the correct ID and PIN are entered. This function is not available if the machine and the
computer are connected via a USB or WSD (Web Services on Devices) port.

[Confirm Department ID/PIN When Printing]/[Confirm Department ID/PIN When Sending Faxes]
Select the check box to display the [Confirm Department ID/PIN] pop-up screen each time you send job from
a computer.

[Do Not Use Department ID Management When B&W Printing]
Select the check box to send black and white print data as an unknown ID job.

[Authenticate Department ID/PIN at Device]
Select the check box if the machine and the computer are connected via a USB or WSD port.

"/ Click [OK].

NOTE

Logging in to the machine

When you try to send job from a computer when Department ID [ Canfim Deportmemmeeme ==
Management is enabled, the following pop-up screen is displayed K o Omemimien
(unless the [Confirm Department ID/PIN When Printing]/[Confirm — e
Department ID/PIN When Sending Faxes] check box is cleared): =

K || Conced Hen

Blocking Jobs When Department ID Is Unknown

If you do not change the default settings, any user can print from a computer, scan (via <Computer> and <Remote
Scanner>), send a PC fax from a computer, or make black and white copies without entering an ID and PIN even when
Department ID Management is enabled for the machine. You can change the default settings so that the machine
cannot be used for these functions without a correct ID and PIN.

1 Start the Remote UI and log in to System Manager Mode. ©Starting Remote
UI(P. 427)

2 Click [Settings/Registration] on the Portal page. ©Remote UI Screen(P. 428)
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3 Select [User Management]

4 Click [Edit].

Managing the Machine

[Department ID Management].

5 Clear the check boxes as necessary.
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[Allow Print Jobs with Unknown IDs]

In order to send job from a computer when Department ID Management is enabled, you need to enter the
correct ID and PIN ( ©Enabling the Department ID Management for Jobs from a Computer(P. 364) ).
However, if the check box is selected for this setting, jobs are executed even when the ID and PIN are not

entered. When you want to configure a setting so that no jobs are executed unless the correct department ID
and PIN are entered, clear the check box.

[Allow Scan Jobs with Unknown IDs]

If the check box is selected, you can select <Computer> or <Remote Scanner> on the main screen and scan
documents into a computer anytime. If the check box is cleared, you cannot scan documents into a computer
if Department ID Management is enabled. It is not possible to restrict scanning of documents into a
computer for individual department IDs.

[Allow Black & White Copy Jobs]
If the check box is selected when Department ID Management is enabled, you can copy in black and white
without entering the correct ID and PIN. Clear the check box to require entering an ID and PIN.

G Click [OK].

LINKS

Setting Access Privileges(P. 358)
Setting the System Manager ID and PIN(P. 359)
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Setting a Remote UI PIN

8052-072

You can set a PIN for access to the Remote UL All users use a common PIN.

NOTE

e When Department ID Management is enabled, setting here is not required. ©Setting the Department ID
Management(P. 361)

1 Select <Menu> in the Home screen. ©Home Screen(P. 126)
2 Select <Management Settings>.
If the login screen appears, enter the correct ID and PIN. ©Logging in to the Machine(P. 137)

3 Select <License/Other>/<Remote UI Settings/Update Firmware> » <Remote UI
Settings> » <Restrict Access>.

4 Select <On>.

5 Specify the Remote UI Access PIN.

Enter a PIN, and select <Apply>.

The Confirm screen is displayed. Enter the PIN once again to confirm.

NOTE:

You cannot register a PIN that consists only of zeros, such as "00" or "0000000."

€ IMPORTANT

Do not forget your PIN. If you forget your PIN, use the procedure above to set a new PIN.

NOTE

If <Management Settings> are initialized

e The Remote UI Access PIN is also initialized. After an initialization, reset the PIN. ©<Initialize
Menu>(P. 592)
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LINKS

Setting Access Privileges(P. 358)
Setting the System Manager ID and PIN(P. 359)
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LDAP Server Authentication

8052-073

If your system has an LDAP server installed, you can ensure that LDAP server authentication is carried out when the
send function is used. This enables you to prevent unauthorized use by third parties and information disclosure. Once
the authorization settings are enabled, the Authorized Send screen appears when the fax or scan function is used and
operation can only continue if it is correctly authorized by the LDAP server. Use the settings described here to
configure LDAP server authentication. For more information about registering the server to be used for
authentication, see ©ORegistering LDAP Servers(P. 66) .

NOTE

e For more information about the basic operations to be performed when setting the machine from the
Remote UI, see ©Setting Up Menu Options from Remote UI(P. 436) .

1

2
3
4

Start the Remote UI and log in to System Manager Mode. ©Starting Remote
UI(P. 427)

Click [Settings/Registration] on the Portal page. ©Remote UI Screen(P. 428)

Select [TX Settings] » [Authentication Settings for Send Function].

Click [Edit].

Select the [Use User Authentication] check box and select whether a confirmation
screen is displayed at logout.
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[Use User Authentication]
Select the check box to display the Authorized Send login screen when the fax or scan function is used (LDAP

server authentication).

[Display Confirmation Screen When Logging Out]

Select the check box to display a screen that allows you to selectively log out when you are logged on for
both Authorized Send and Department ID Management. If you clear this check box, no selection screen is
displayed when you log out and you are logged out from both Authorized Send and Department ID
Management.
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6 Configure the settings for sending e-mail/I-Faxes.
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[E-Mail/I-Fax Sending]
Select whether to allow sending e-mail and I-Faxes.

[Do Not Allow] Blocks sending e-mail and I-Faxes. <E-Mail> and <I-Fax> in the scan function can no
longer be used.

[Allow] Permits outgoing e-mail and I-Faxes.

[Only Allow Sending to Myself]| Blocks all outgoing e-mail and I-Faxes other than those to users with authorized e-
mail addresses. The e-mail addresses of authorized users must be registered on the
LDAP server.

[Authentication Method]
When [Allow] or [Only Allow Sending to Myself] is selected in [E-Mail/I-Fax Sending], this allows you to specify
whether an authentication screen is shown on the SMTP server when e-mail is sent.

[Display the authentication screen using the same | Displays the authentication screen showing the same user
user name as when the sending operation started] | name and password entered in the Authorized Send login

screen.
[Display the authentication screen without any Displays the authentication screen with the user name and
authentication information] password fields blank.

[Use device-specific authentication information and | No authentication screen is displayed when e-mail or I-Faxes
do not display the authentication screen] are sent. Authorization on the SMTP server is carried out using
the user name and password set in [E-Mail/I-Fax Settings]
Configuring E-Mail/I-Fax Communication Settings(P. 91) .

[Specify Authentication User Destination as Sender]

Select the check box when the e-mail address of an authorized user will be set as the sender. The e-mail
addresses of authorized users must be registered on the LDAP server. If you clear this check box, the e-mail
address set in the [E-Mail/I-Fax Settings] is set as the sender.

7 Configure the file transfer settings (for saving to shared folders and FTP servers).
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Select whether to allow saving to shared folders and FTP servers.

[Do Not Allow]

Blocks saving to shared folders and FTP servers. <File> in the scan
function can no longer be used.

[Allow]

Saving to shared folders and FTP servers is not blocked.

[Only Allow Sending to Myself or
Specified Folder]

Blocks all saving to shared folders and FTP servers other than specified
folders. The data is saved to folders registered on the LDAP server or to
the folder specified in [Specify Destination Folder].

mWhen [Allow] is specified in [File Sending]

[Authentication Method]

Allows you to specify whether an authentication screen is shown on the server when sending.

started]

[Display the authentication screen using the same Displays the authentication screen showing the same user
authentication information as when the sending operation | name and password entered in the Authorized Send login

screen.

[Display the authentication screen without any
authentication information]

Displays the authentication screen with the user name and
password fields blank.

and do not display the authentication screen]

[Use the authentication information from the address book

No authentication screen is displayed when sending.
Authentication is carried out on the server using the user
name and password set in the Address Book.

EWhen [Only Allow Sending to Myself or Specified Folder] is specified in [File Sending]

[Authentication Method]

Allows you to specify whether an authentication screen is shown on the server when sending.

[Use the same authentication information as
when the sending operation started]

Carries out authorization on the server using the user name and
password entered in the Authorized Send login screen. Selecting the
[Display Authentication Screen] check box displays the authentication
screen with this user name and password already entered when you
send the data.

[Display the authentication screen without any
authentication information]

Displays the authentication screen with the user name and password
fields blank.
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[Specify Destination Folder]

Selecting this check box allows you to specify the folder where the data is saved. If the check box is not selected,
the save destination is set based on authorized user information registered on the LDAP server.

[Host Name] Enter a host name for the shared folder or FTP server.

Enter a path name for the save destination folder (excluding the host name). When the [Add
[Folder Path] User Name] check box is selected, the user name used for authentication on the LDAP
server is added to the path.

8 Configure the settings for sending faxes.
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[Fax Sending]

Select whether to allow sending faxes. [Do Not Allow] prevents the user from sending faxes from the
machine.

O Click [OK].

LINKS

Registering LDAP Servers(P. 66)
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Configuring the Network Security Settings

8052-074
Authorized users may incur unanticipated losses from attacks by malicious third parties, such as sniffing, spoofing,

and tampering of data as it flows over a network. To protect your important and valuable information from these
attacks, the machine supports the following features to enhance security and secrecy.

Firewall Settings

Unauthorized access by third parties, as well as network attacks and intrusions, can be blocked by limiting
communication only to devices that have a specific IP address or MAC address. ©Restricting Communication
by Using Firewalls(P. 375)

Changing Port Numbers

A protocol that is used to exchange information with other devices is assigned port numbers that are
predetermined according to the type of protocol. The port number must be the same for all communication
devices; therefore, changing it to an arbitrary number is important to prevent hacking from outside. ©
Changing Port Numbers(P. 382)

Proxy Settings

When the client devices are connected to an external network, communication is established through the proxy
server. When the proxy server is used, websites can be browsed more safely, therefore, security can be
expected to be enhanced. ©Setting a Proxy(P. 383)

+@+ >

TLS Encrypted Communication

TLS is a protocol for encryption for data sent over a network and is often used for communication via a Web
browser or an e-mail application. TLS enables secure network communication when you access the machine
from a computer via the Remote UL ©Configuring the Key and Certificate for TLS(P. 385)
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IPSec Communication

While TLS only encrypts data used on a specific application, such as a Web browser or an e-mail application,
IPSec encrypts the whole (or payloads of) IP packets. This enables IPSec to offer a more versatile security system
than TLS. ©Configuring IPSec Settings(P. 399)

VPN

IEEE 802.1X Authentication

IEEE 802.1X is a standard and mechanism for blocking unauthorized access to the network by collectively
managing user authentication information. If a device tries to connect to the 802.1X network, the device must
go through user authentication in order to prove that the connection is made by an authorized user.
Authentication information is sent to and checked by a RADIUS server, which permits or rejects communication
to the network depending on the authentication result. If authentication fails, a LAN switch (or an access point)
blocks access from the outside of the network. The machine can connect to an 802.1X network as a client
device. ©Configuring IEEE 802.1X Authentication Settings(P. 406)

RADIUS Server
{Authentication Server)
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Client Device LAM Switch
(Supplicant) (Authenticator) : —
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Restricting Communication by Using Firewalls

8052-075

Without proper security, unauthorized third parties can access computers and other communication devices that are
connected to a network. To prevent this unauthorized access, specify the settings for packet filter, a feature that
restricts communication to devices with specified IP addresses or MAC addresses.

OSpecifying IP Addresses for Firewall Settings(P. 376)
Ospecifying MAC Addresses for Firewall Settings(P. 379)
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Specifying IP Addresses for Firewall Settings

8052-076

You can either limit communication to only devices with specified IP addresses, or block devices with specified IP
addresses but permit other communications. You can specify a single IP address or a range of IP addresses.

NOTE

e For more information about the basic operations to be performed when setting the machine from the
Remote UI, see ©Setting Up Menu Options from Remote UI(P. 436) .

1 Start the Remote UI and log in to System Manager Mode. ©Starting Remote
UI(P. 427)

2 Click [Settings/Registration] on the Portal page. &©Remote UI Screen(P. 428)

3 Select [Network Settings] » [Firewall Settings].

4 Click [Edit] for the target IP address filter.

Select the filter that matches the target IP address. To restrict data sent from the machine to a computer,
select [Outbound Filter]. To restrict data received from a computer, select [Inbound Filter].

5 Specify the settings for packet filtering.

Select the default policy to allow or reject the communication of other devices with the machine, and then
specify IP addresses for exceptions.
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Select the [Use Filter] check box and click the [Reject] or [Allow] radio button for the [Default Policy].

[Use Filter]
Select the check box to restrict communication. Clear the check box to disable the restriction.

[Default Policy]
Select the precondition to allow or reject the communication of other devices with the machine.

Select to pass communication packets only when they are sent to or received from
[Reject] devices whose IP addresses are entered in [Exception Addresses]. Communications
with other devices are prohibited.

Select to block communication packets when they are sent to or received from
[Allow] devices whose IP addresses are entered in [Exception Addresses]. Communications
with other devices are permitted.

Specify address exceptions.

Enter the IP address (or the range of IP addresses) in the [Address to Register] text box and click
[Add].

€@ IMPORTANT:

If IP addresses are incorrectly entered, you may be unable to access the machine from the Remote UI,
in which case you need to set <IPv4 Address Filter> or <IPv6 Address Filter> to <Off>.

O<IPv4 Address Filter>(P. 481)

(O<IPv6 Address Filter>(P. 481)

Entry form for IP addresses
Description Example
IPv4:
- . . 192.168.0.10

Delimit numbers with periods.
Entering a single address IPV6:

Delimit alphanumeric characters with fe80::10

colons.
Specifying a range of addresses Insert a hyphen between the addresses. 192.168.0.10-192.168.0.20

Enter the address, followed by a slash and |192.168.0.32/27

Specifyi fadd ith fi
pecifying a range of addresses with a prefix a number indicating the prefix length. fe80::1234/64

When [Reject] is selected for an outbound filter

Outgoing multicast and broadcast packets cannot be filtered.

Deleting an IP address from exceptions

Select an IP address and click [Delete].
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3 Click [OK].

6 Restart the machine. ORestarting the Machine(P. 122)

NOTE

Using the operation panel

e You can also enable or disable IP address filtering from <Menu> in the Home screen.
(©<IPv4 Address Filter>(P. 481)
(O<IPv6 Address Filter>(P. 481)

LINKS

OSpecifying MAC Addresses for Firewall Settings(P. 379)
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Specifying MAC Addresses for Firewall Settings

8052-077

You can limit communication to only devices with specified MAC addresses, or block devices with specified MAC
addresses but permit other communications.

€ IMPORTANT

This function is unavailable when the machine is connected to a wireless LAN.

NOTE

e For more information about the basic operations to be performed when setting the machine from the
Remote UI, see ©Setting Up Menu Options from Remote UI(P. 436) .

1 Start the Remote UI and log in to System Manager Mode. ©Starting Remote
UI(P. 427)

2 Click [Settings/Registration] on the Portal page. ©Remote UI Screen(P. 428)
3 Select [Network Settings] » [Firewall Settings].

4 Click [Edit] for the target MAC address filter.

To restrict data sent from the machine to a computer, select [Outbound Filter]. To restrict data received from
a computer, select [Inbound Filter].

5 Specify the settings for packet filtering.

Select the precondition (default policy) to allow or reject the communication of other devices with the
machine, and then specify MAC addresses for exceptions.

379



Managing the Machine

[ — MAC Address: Edit Outhowund Filker
o Chungs the folineng wing e
Changes will be affection a'te the mae poss o samed D8F ard 08

Wil Addresx Cartioumd Filser

W AT SETR Ddat day P 1
Aker

Eocpptizn Bddromer

Anpyieiry fatinge akb s

Farepmian dodeeiiss

T Flwi

R Fanear=ing kesting:

Mg D Fokes ST =
srure Ao SrEng

i - el
ot (v mation

Azcrme dzck HY

Select the [Use Filter] check box and click the [Reject] or [Allow] radio button for the [Default Policy].

[Use Filter]
Select the check box to restrict communication. Clear the check box to disable the restriction.

[Default Policy]
Select the precondition to allow or reject other devices to communicate with the machine.

[Reject] devices whose MAC addresses are entered in [Exception Addresses].
Communications with other devices are prohibited.

Select to pass communication packets only when they are sent to or received from

Select to block communication packets when they are sent to or received from
[Allow] devices whose MAC addresses are entered in [Exception Addresses].
Communications with other devices are permitted.

2 Specify address exceptions.
Enter the MAC address in the [Address to Register] text box and click [Add].

You do not need to delimit the address with hyphens or colons.

€ IMPORTANT:

If MAC addresses are incorrectly entered, you may become unable to access the machine from the

Remote UI, in which case you need to set <MAC Address Filter> to <Off>. ©<MAC Address
Filter>(P. 482)

NOTE:

When [Reject] is selected for an outbound filter

Outgoing multicast and broadcast packets cannot be filtered.

Deleting a MAC address from exceptions
Select a MAC address and click [Delete].
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Add
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Delete

3 Click [OK].

6 Restart the machine. ©ORestarting the Machine(P. 122)

NOTE

Using the operation panel

e You can also enable or disable MAC address filtering from <Menu> in the Home screen. ©<MAC Address
Filter>(P. 482)

LINKS

Ospecifying IP Addresses for Firewall Settings(P. 376)
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Changing Port Numbers

8052-078

Ports serve as endpoints for communicating with other devices. Typically, conventional port numbers are used for
major protocols, but devices that use these port numbers are vulnerable to attacks because these port numbers are
well-known. To enhance security, your Network Administrator may change the port numbers. When a port number has
been changed, the new number must be shared with the communicating devices, such as computers and servers.
Specify the port number settings depending on the network environment.

NOTE

e To change the port number for proxy server, see ©Setting a Proxy(P. 383) .

e To change the port number for LDAP server, see ©Registering LDAP Servers(P. 66) .

1 Select <Menu> in the Home screen. ©Home Screen(P. 126)

2 Select <Preferences> - <Network>.

If the login screen appears, enter the correct ID and PIN. ©Logging in to the Machine(P. 137)

3 Select <TCP/IP Settings> » <Port Number Settings>.

4 Selecting the protocol of which you want to change the port number.

NOTE:

Learning more about the protocols
<LPD>/<RAW=>/<WSD Multicast Discovery> ©@Configuring Printing Protocols and WSD Functions(P. 41)
<HTTP> ©Disabling HTTP Communication(P. 422)
<POP3>/<SMTP TX> ©Configuring E-Mail/I-Fax Communication Settings(P. 91)
<SNMP> ©Monitoring and Controlling the Machine with SNMP(P. 71)
<Multicast Discovery> ©Monitoring the Machine from the Device Management Systems(P. 76)

<FTP> ©Procedure for Setting a FTP Server as a Save Location(P. 99)

5 Enter the port number, and select <Apply>.
G Select <OK>.

7 Restart the machine. (ORestarting the Machine(P. 122)

LINKS

Configuring Printer Ports(P. 44)
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Setting a Proxy

8052-079

A proxy (or HTTP proxy server) refers to a computer or software that carries out HTTP communication for other
devices, especially when communicating with resources outside the network, such as when browsing Web sites. The
client devices connect to the outside network through the proxy server, and do not communicate directly to the
resources outside. Setting a proxy not only facilitates management of traffic between in-house and outside networks
but also blocks unauthorized access and consolidates anti-virus protection for enhanced security. When setting a
proxy, make sure that you have the necessary proxy information, including the IP address, port number, and a user
name and password for authentication.

NOTE

e For more information about the basic operations to be performed when setting the machine from the
Remote UI, see ©Setting Up Menu Options from Remote UI(P. 436) .

1 Start the Remote UI and log in to System Manager Mode. ©Starting Remote
UI(P. 427)

Click [Settings/Registration] on the Portal page. ©Remote UI Screen(P. 428)

3 Select [Network Settings] » [Proxy Settings].
4 Click [Edit].

5 Select the [Use Proxy] check box and specify the required settings.
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[Use Proxy]
Select the check box to use the specified proxy server when communicating with an HTTP server.

[HTTP Proxy Server Address]
Enter the address of the proxy server. Specify the IP address or host name depending on the environment.

[HTTP Proxy Server Port Number]
Change the port number as necessary.
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[Use Proxy within Same Domain]
Select the check box to also use the specified proxy server for communication with devices in the same
domain.

[Use Proxy Authentication]
To enable authentication by the proxy server, select the check box and enter alphanumeric characters for the
user name in the [User Name] text box.

[Set/Change Password]
To set or change the password for the proxy authentication, when it is enabled, select the check box and
enter alphanumeric characters for the new password in the [Password] text box.

G Click [OK].
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Configuring the Key and Certificate for TLS

8052-07A

You can encrypt communication between the machine and a Web browser on the computer by using Transport Layer
Security (TLS). TLS is a mechanism for encrypting data sent or received over the network. TLS must be enabled when
the Remote Ul is used for specifying settings for IPSec (Pre-Shared Key Method), IEEE 802.1X authentication (TTLS/
PEAP), or SNMPv3. To use TLS encrypted communication for the Remote UI, you need to specify a "key and certificate"
(server certificate) you want to use before enabling TLS. Generate or install the key and certificate for TLS before
enabling TLS ( ©Management Functions(P. 665) ).

NOTE

e For more information about the basic operations to be performed when setting the machine from the
Remote UI, see ©Setting Up Menu Options from Remote UI(P. 436) .

= W N

Start the Remote UI and log in to System Manager Mode. ©Starting Remote
UI(P. 427)

Click [Settings/Registration] on the Portal page. ©Remote UI Screen(P. 428)

Select [Network Settings] » [TLS Settings].

Click [Key and Certificate].

Click [Register Default Key] on the right of the key and certificate you want to use.

NOTE:

Viewing details of a certificate

You can check the details of the certificate or verify the certificate by clicking the corresponding text link
under [Key Name], or the certificate icon.

Click [Edit].

Configure detailed TLS settings.
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[Allowed Versions]
Specify [Maximum Version] and [Minimum Version] of TLS.

[Algorithm Settings]
Select the check box for the algorithm to use for TLS. Depending on the TLS version, some algorithms may
not be available.

/:Available — : Unavailable

Algorithm TLS Version

[TLS 1.3]| [TLS 1.2]| [TLS 1.1]| [TLS 1.0]

[Encryption Algorithm]

[AES-CBC (256-bit)] —_—

v |V
v |V

[AES-CBC (128-bit)] —_—

[AES-GCM (256-bit)]

[AES-GCM (128-bit)]

AN
ANIRNE NI NN
I
I

[3DES-CBC] —_—

[CHACHA20-POLY1305] J S— S— S—

[Key Exchange Algorithm]

[RSA] —

[ECDHE] /

[X25519] ( S— S— S—

AN
s
AN

AN
AN
AN

[Signature Algorithm]

s viviv]v
[ECDSA] / / / /
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Algorithm TLS Version

[TLS 1.3]| [TLS 1.2]| [TLS 1.1]| [TLS 1.0]

[HMAC Algorithm]

[SHA1] — ‘/ ‘/ ‘/
[SHA256] ‘/ / —_— —_—
[SHA384] ‘/ / —_— —_—

8 Click [0K].

9 Select [License/Other] » [Remote UI Settings].
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10 Cclick [Edit].
11 select the [Use TLS] check box and click [OK].

1 2 Restart the machine. ©ORestarting the Machine(P. 122)

NOTE
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Using the operation panel

e You can also enable or disable TLS encrypted communication from <Menu> in the Home screen. ©@<Remote
UI>(P. 589)

Starting the Remote UI with TLS

e Ifyou try to start the Remote UI when TLS is enabled, a security alert may be displayed regarding the
security certificate. In this case, check that the correct URL is entered in the address field, and then proceed
to display the Remote UI screen. ©Starting Remote UI(P. 427)

Using TLS to encrypt e-mail/I-Fax communication

e If the SMTP server and the POP3 server support TLS, you can enable TLS for communication with these
servers ( ©Configuring E-Mail/I-Fax Communication Settings(P. 91) ). For more information about the
SMTP server and the POP3 server, contact your Internet service provider or Network Administrator.

LINKS

Generating the Key and Certificate for Network Communication(P. 389)
Generating a Key and Certificate Signing Request (CSR)(P. 394)
Registering the Key and Certificate for Network Communication(P. 397)
Configuring the Expiration Check Method for Received Certificates(P. 392)
Configuring IPSec Settings(P. 399)

Configuring IEEE 802.1X Authentication Settings(P. 406)

Monitoring and Controlling the Machine with SNMP(P. 71)

Registering LDAP Servers(P. 66)
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Generating the Key and Certificate for Network
Communication

8052-07C

A key and certificate can be generated with the machine when it is required for encrypted communication via
Transport Layer Security (TLS). You can use TLS when accessing the machine via the Remote UI. Self-signed certificates
are used with the key and certificate generated in "Network Communication."

NOTE

e If you want to use a server certificate that has a CA signature, you can generate a CSR together with a key
instead of a certificate. ©Generating a Key and Certificate Signing Request (CSR)(P. 394)

e For more information about the basic operations to be performed when setting the machine from the
Remote UI, see ©Setting Up Menu Options from Remote UI(P. 436) .

1 Start the Remote UI and log in to System Manager Mode. ©Starting Remote
UI(P. 427)

2 Click [Settings/Registration] on the Portal page. &©Remote UI Screen(P. 428)
3 Select [Device Management] » [Key and Certificate Settings].

4 Click [Generate Key].

NOTE:

Deleting a registered key and certificate
Click [Delete] on the right of the key and certificate you want to delete & click [OK].

A key and certificate cannot be deleted if it is currently used for some purpose, such as when "[TLS]" or
"[IEEE 802.1X]" is displayed under [Key Usage]. In this case, disable the function or replace the other key
and certificate before deleting it.

5 Select [Network Communication] and click [OK].

6 Specify settings for the key and certificate.
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[Key Settings]

[Key Name]

Enter alphanumeric characters for naming the key. Set a name that will be easy for you to find later in a

list.

[Signature Algorithm]
Select the signature algorithm from the drop-down list.

[Key Algorithm]
Select the key generation algorithm from [RSA] or [ECDSA], then select the key length from the drop-

down list. In either case, the larger the number for the key length is, the higher the security level
becomes. However, the communication speed becomes slower.

NOTE:

When [SHA384] or [SHA512] is selected in [Signature Algorithm], [512-bit] cannot be selected as the
key length when [RSA] is selected in [Key Algorithm].

[Certificate Settings]

[Validity Start Date (YYYY/MM/DD)]
Enter the validity start date of the certificate, in the order of: year, month, day.

[Validity End Date (YYYY/MM/DD)]

Enter the validity end date of the certificate, in the order of: year, month, day. A date earlier than
[Validity Start Date (YYYY/MM/DD)] cannot be set.

[Country/Region]
Click the [Select Country/Region] radio button and select the country/region from the drop-down list.

You can also click the [Enter Internet Country Code] radio button and enter a country code, such as "US"

for the United States.

[State]/[City]
Enter alphanumeric characters for the location as necessary.

[Organization]/[Organization Unit]
Enter alphanumeric characters for the organization name as necessary.

[Common Name]

Enter alphanumeric characters for the common name of the certificate as necessary. "Common Name"
is often abbreviated as "CN."
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] Click [OK].

Generating a key and certificate may take some time.

After the key and certificate is generated, it is automatically registered to the machine.

LINKS

Registering the Key and Certificate for Network Communication(P. 397)
Configuring the Key and Certificate for TLS(P. 385)
Configuring IPSec Settings(P. 399)
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Configuring the Expiration Check Method for Received
Certificates

8052-07E

You can verify whether the certificate received from the other party during communication is valid by sending a query
to the OCSP (online certificate status protocol) responder (a server that supports OCSP). Configure the certificate
verification level and the OCSP responder to connect to. These should be registered by the administrator.

1 Start the Remote UI and log in to System Manager Mode. ©Starting Remote
UI(P. 427)

2 Click [Settings/Registration] on the Portal page. ©Remote UI Screen(P. 428)
3 Select [Device Management] » [OCSP (Online Certificate Status Protocol) Settings].
4 Click [Edit].

5 Select the check box for [Use OCSP (Online Certificate Status Protocol)], and
configure the online certificate status protocol (OCSP).

T bweta i begin Usen TRESEET Ry G

[ setiinguRsgiviraben

Firimem .
R Edit OCSP (Online Certificate Status Protocol) Settings
Chargn tha Ioflowing wectinge e psp
i prling T
GRS [ rdine (it foiartn St Poalimial | Ballings
T gL
L sk ECAF kg CRTVACHE T PR
MR T rathiite Weieidhion Livet 0 LrODME Ventied o Lweried CoTioaes
abde Dily Var e Dot Boaten
N pe————
4 SF RES R SafingL
- e T ko ezl Be Remewrd
Tngnd Vopes Drwdid :
Pumchen Exlewr Lommunaazon lmecu |

Copy Sethage
PSR WMo
T S

A Tarawcing Gemage

[Certificate Verification Level]
Set whether to disable certificates in situations such as the following:

When the machine cannot connect to the OCSP responder
When a timeout occurs
When expiration cannot be checked, such as when the result of checking the expiration of a certificate via

the OCSP responder is unknown

[OCSP Responder Settings]
Specify the URL for connecting to the OCSP responder.

[Custom URL]
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When [Use Custom URL] or [Use Certificate URL (Use Custom URL If Certificate URL Cannot Be Retrieved)] is
selected, enter the URL of the OCSP responder (ASCII code only, maximum 255 characters).

[Communication Timeout]

Set the time until communication with the OCSP responder times out. The connection is canceled if there is
no response from the OCSP responder within the set time.

6 Click [OK].
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Generating a Key and Certificate Signing Request (CSR)

8052-07F

Because certificates generated on the machine do not have a CA signature, a communication error may result
depending on devices it communicates with. To have the certificate authority issue the certificate with the CA
signature, you need to obtain data of CSR (Certificate Signing Request), which the administrator can generate from
Remote UL When the certificate is issued, register it in the key with the CSR generated.

Generating a Key and CSR(P. 394)
Registering a Certificate to a Key(P. 396)

NOTE

e For more information about the basic operations to be performed when setting the machine from the
Remote UI, see ©Setting Up Menu Options from Remote UI(P. 436) .

Generating a Key and CSR

1

4

5
6

Start the Remote UI and log in to System Manager Mode. (©Starting Remote
UI(P. 427)

Click [Settings/Registration] on the Portal page. ©Remote UI Screen(P. 428)

Select [Device Management] » [Key and Certificate Settings].

Click [Generate Key].

NOTE:

Deleting a registered key and certificate
Click [Delete] on the right of the key and certificate you want to delete » click [OK].

A key and certificate cannot be deleted if it is currently used for some purpose, such as when "[TLS]" or
"[IEEE 802.1X]" is displayed under [Key Usage]. In this case, disable the function or replace the key and
certificate before deleting it.

Select [Key and Certificate Signing Request (CSR)] and click [OK].

Specify settings for the key and CSR.
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[Key Settings]

[Key Name]

Enter alphanumeric characters for naming the key. Set a name that will be easy for you to find later in a

list.

[Signature Algorithm]
Select the signature algorithm from the drop-down list.

[Key Algorithm]

Select the key generation algorithm from [RSA] or [ECDSA], then select the key length from the drop-

down list. In any case, the larger the number for the key length, the slower the communication.
However, the security is tighter.

NOTE:

When [SHA384] or [SHA512] is selected in [Signature Algorithm], [512-bit] cannot be selected as the

key length when [RSA] is selected in [Key Algorithm].
[Certificate Signing Request (CSR) Settings]

[Country/Region]

Click the [Select Country/Region] radio button and select the country/region from the drop-down list.
You can also click the [Enter Internet Country Code] radio button and enter a country code, such as "US"

for the United States.

[State]/[City]
Enter alphanumeric characters for the location as necessary.

[Organization]/[Organization Unit]
Enter alphanumeric characters for the organization name as necessary.

[Common Name]

Enter alphanumeric characters for the common name of the certificate as necessary. "Common Name"

is often abbreviated as "CN."

"/ Click [OK].

Generating a key and CSR may take some time.
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8 Click [Store in File].

A dialog box for storing the file appears. Choose where to store the file and click [Save].

% The CSR file is stored on the computer.

9 Attach the stored file and submit the application to the certification authority.

Registering a Certificate to a Key

The key with the CSR generated cannot be used until the certificate issued from the certificate authority based on the
CSR is registered in the key. Once the certification authority has issued the certificate, register it using the procedure
below.

1 Start the Remote UI and log in to System Manager Mode. ©Starting Remote
UI(P. 427)

2 Click [Settings/Registration] on the Portal page. ©Remote UI Screen(P. 428)
3 Select [Device Management] » [Key and Certificate Settings].

4 Click [Key Name] or [Certificate] required to register the certificate.
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5 click [Register Certificate].

6 Click [Browse], specify the file for the certificate signing request, and click [Register].

LINKS

Configuring the Key and Certificate for TLS(P. 385)

Generating the Key and Certificate for Network Communication(P. 389)
Registering the Key and Certificate for Network Communication(P. 397)
Configuring IPSec Settings(P. 399)
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Registering the Key and Certificate for Network
Communication

8052-07H

You can obtain the key and certificate, and the CA certificate from a certification authority (CA) for use with the
machine. Install and register the obtained key and certificate file and CA certificate file in this machine using Remote
UL Check the key and certificate, and CA certificate conditions that are required for the machine in advance (
Management Functions(P. 665) ).

NOTE

e For more information about the basic operations to be performed when setting the machine from the
Remote UI, see ©Setting Up Menu Options from Remote UI(P. 436) .

1 Start the Remote UI and log in to System Manager Mode. ©Starting Remote
UI(P. 427)

2 Click [Settings/Registration] on the Portal page. (“Remote UI Screen(P. 428)

3 Select [Device Management] » [Key and Certificate Settings] or [CA Certificate
Settings].
Click [Key and Certificate Settings] to install a key and certificate, or [CA Certificate Settings] to install a CA
certificate.

4 Click [Register Key and Certificate] or [Register CA Certificate].

NOTE:

Deleting a registered key and certificate or CA certificate
Click [Delete] on the right of the key and certificate or CA certificate you want to delete » click [OK]. You
cannot delete the preinstalled CA certificates.

A key and certificate cannot be deleted if it is currently used for some purpose, such as when "[TLS]" or
"[IEEE 802.1X]" is displayed under [Key Usage]. In this case, disable the function or replace the key and
certificate before deleting it.

Disabling or enabling the preinstalled CA certificates
Click [Disable] on the right of the preinstalled CA certificate you want to disable. To enable the certificate
again, click [Enable] on the right of the certificate.

5 Click [Install].
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NOTE:

Deleting the key and certificate file or CA certificate file

Click [Delete] on the right of the file you want to delete » click [OK].

6 Click [Browse], specify the file to install, and click [Start Installation].

m» The key and certificate file or the CA certificate file is installed on the machine from a computer.

7 Register the key and certificate or CA certificate.

B Registering a key and certificate

1  Click [Register] on the right of the key and certificate file you want to register.

2 Enter the name of the key and password.
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[Key Name]

Enter alphanumeric characters for the name of the key to be registered.

[Password]
Enter alphanumeric characters for the password of the private key set for the file to be registered.

3 Click [OK].

B Registering a CA certificate
Click [Register] on the right of the CA certificate file you want to register.

LINKS

Generating the Key and Certificate for Network Communication(P. 389)
Configuring the Key and Certificate for TLS(P. 385)

Configuring IPSec Settings(P. 399)

Configuring IEEE 802.1X Authentication Settings(P. 406)
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Configuring IPSec Settings

8052-07)

Internet Protocol Security (IPSec or IPsec) is a protocol suite for encrypting data transported over a network, including
Internet networks. While TLS only encrypts data used on a specific application, such as a Web browser or an e-mail
application, IPSec encrypts either whole IP packets or the payloads of IP packets, offering a more versatile security
system. The IPSec of the machine works in transport mode, in which the payloads of IP packets are encrypted. With
this feature, the machine can connect directly to a computer that is in the same virtual private network (VPN). Check
the system requirements ( © Management Functions(P. 665) ) and set the necessary configuration on the computer
before you configure the machine.

NOTE

Using IPSec with IP address filter

e IP address filter settings are applied before the IPSec policies. ©Specifying IP Addresses for Firewall
Settings(P. 376)

Configuring IPSec Settings

Before using IPSec for encrypted communication, you need to register security policies (SP). A security policy consists
of the groups of settings described below. After registering policies, specify the order in which they are applied.

Selector

Selector defines conditions for IP packets to apply IPSec communication. Selectable conditions include IP
addresses and port numbers of the machine and the devices to communicate with.

IKE

IKE configures the IKEv1 that is used for key exchange protocol. Note that instructions vary depending on the
authentication method selected.

[Pre-Shared Key Method]

This authentication method uses a common key word, called Shared Key, for communication between the
machine and other devices. Enable TLS for the Remote UI before specifying this authentication method (
Configuring the Key and Certificate for TLS(P. 385) ).

[Digital Signature Method]

The machine and the other devices authenticate each other by mutually verifying their digital signatures.
Generate or install the key and certificate beforehand ( ©Registering the Key and Certificate for Network
Communication(P. 397) ).

AH/ESP

Specify the settings for AH/ESP, which is added to packets during IPSec communication. AH and ESP can be used
at the same time. You can also select whether or not to enable PFS for tighter security.

NOTE
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e For more information about the basic operations to be performed when setting the machine from the
Remote UI, see ©Setting Up Menu Options from Remote UI(P. 436) .

1 Start the Remote UI and log in to System Manager Mode. ©Starting Remote
UI(P. 427)

Click [Settings/Registration] on the Portal page. (?Remote UI Screen(P. 428)

Select [Network Settings] » [IPSec Settings].

~ W N

Click [Edit].

5 Select the [Use IPSec] check box and click [OK].

If you want the machine to only receive packets that match one of the security policies that you define in the
steps below, clear the [Receive Non-Policy Packets] check box.

6 Click [Register New Policy].

"] Specify the Policy Settings.
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1 Inthe [Policy Name] text box, enter alphanumeric characters for a name that is used for identifying the
policy.

2 Select the [Enable Policy] check box.

8 Specify the Selector Settings.
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[Local Address]
Click the radio button for the type of IP address of the machine to apply the policy.

[All IP Addresses] Select to use IPSec for all IP packets.
[IPv4 Address] Select to use IPSec for all IP packets that are sent to or from the IPv4 address of the
machine.
[IPv6 Address] Select to use IPSec for all IP packets that are sent to or from an IPv6 address of the
machine.
[Remote Address]

Click the radio button for the type of IP address of the other devices to apply the policy.

[All IP Addresses] Select to use IPSec for all IP packets.

[All IPv4 Addresses] Select to use IPSec for all IP packets that are sent to or from IPv4 addresses of the
other devices.

[All IPv6 Addresses] Select to use IPSec for all IP packets that are sent to or from IPv6 addresses of the
other devices.

[IPv4 Manual Settings] Select to specify a single IPv4 address or a range of IPv4 addresses to apply IPSec.
Enter the IPv4 address (or the range) in the [Addresses to Set Manually] text box.

[IPv6 Manual Settings] Select to specify a single IPv6 address or a range of IPv6 addresses to apply IPSec.
Enter the IPv6 address (or the range) in the [Addresses to Set Manually] text box.

[Addresses to Set Manually]
If [IPv4 Manual Settings] or [IPv6 Manual Settings] is selected for [Remote Address], enter the IP address to
apply the policy. You can also enter a range of addresses by inserting a hyphen between the addresses.

NOTE:

Entering IP addresses

Descrip