Dell EMC Networking N-Series
N1100-ON, N1500, N2000,
N2100-0N, N2200-0N, N3000-
ON, and N3100-ON

Switches

CLI Reference Guide
Version 6.6.1

Regulatory Models: E17W/E18W/E15W/E16W/E05W/
E04W/E06W/EOTW/EHIW



Notes

% NOTE: A NOTE indicates important information that helps you make better use of
your computer.

A CAUTION: A CAUTION indicates potential damage to hardware or loss of data if
instructions are not followed.

Information in this publication is subject to change without notice.
Copyright © 2019 Dell EMC Inc. All rights reserved.

Reproduction of these materials in any manner whatsoever without the written permission of Dell Inc.
is strictly forbidden.

This product is protected by U.S. and international copyright and intellectual property laws. Dell

EMC® and the Dell EMC logo are trademarks of Dell EMC Inc. in the United States and/or other
jurisdictions. All other marks and names mentioned herein may be trademarks of their respective

companies.

Regulatory Models E17W/E18W/E15W/E16W/E05SW/E04W/E06W/E07TW/E41W

2019-09 Rev. AO6



Contents

1 Dell EMC Networking CLI . ........... 97
Introduction. . . . .. .. ... ... L. 97
Command Groups. . . . .. ............ 97
Mode Types. . . . . ... ... ... ....... 103
Layer2Commands . . . . . ... ... ...... 105
Security Commands . . . .. .. ......... 140
Multiple Registration Protocol Commands. . . . . 156
Data Center Commands . . . ... ........ 156
Layer 3 Routing Commands. . . . . ... ... .. 157
Switch Management Commands. . . . . ... .. 201
2 UsingtheCLI..................... 225
Introduction. . . . . ... ... ... ... 225
Entering and Editing CLI Commands . . . . . . .. 225
CLI Command Modes. . . . .. ... ....... 241
StartingtheCLI. . . . ... ... ... ...... 256
Using CLI Functionsand Tools . . . . . ... ... 257

Contents |



3 Layer 2 Switching Commands ... ... .. 271

ACLCommands .............covvvvuinvnnnnnnnss 272
ACLLogging . ... ................ 272
Commands in this Section . . . . . ... ..... 275
ipaccess-list. . . ... .............. 275
deny|permit(IPACL). . . ... ... ....... 276

deny | permit (Mac-Access-List-Configuration) . . 282

iPACCeSS-group . . « « v v v v 285
Mac access-group . . . . . v v v v v 287
mac access-listextended . . . .. ... ... .. 288
mac access-list extended rename . . . . . .. .. 289
remark . ... 290
service-aclinput . . . . ... ... L. 291
show service-aclinterface. . . . ... ... ... 292
show access-listsinterface . . . . ... ... .. 293
showipaccess-lists . . . ... .......... 294
show mac access-lists. . . ... ......... 297
MAC Address Table Commands ................ 300
Commands in this Section . . . . . ... ..... 301
clear mac address-table . . . . .. .. .. .. .. 301
mac address-table aging-time . . . . . ... ... 302

Contents |



mac address-table multicast forbidden address. . 303
mac address-tablestatic. . . . ... ... .. .. 304
switchport port-security (Global Configuration) . . 305

switchport port-security (Interface Configuration) 308

show mac address-table multicast. . . . . . . .. 314
show mac address-table. . . . .. ... ... .. 315
show mac address-table address . . . . .. ... 316
show mac address-table count . . . . ... ... 317
show mac address-table dynamic . . . . ... .. 318
show mac address-table interface. . . . .. ... 319
show mac address-table static. . . . . ... ... 320
show mac address-tablevian . . . . .. ... .. 321
show port-security . . . . ... ... ... ..., 321
Auto-VoIP Commands ......................... 325
Commands in this Section . . . . ... ...... 325
show switchportvoice . . . . ... ... ... .. 326
switchportvoice detectauto. . . . . .. ... .. 328
CDP Interoperability Commands ................ 329
Commands in this Section . . . . . ... ..... 329
clearisdpcounters. . . . .. ........... 329
clearisdptable. . . ... .. ........... 330
isdp advertise-v2 . . . .. ... .. ........ 330

Contents |



isdpenable . . . ... ... ... ... . ..., 331

isdp holdtime . . . ... ... ........... 332
isdptimer. . . ...... ... .......... 333
showisdp. . . . ... .. .. ... L. 333
showisdpentry. . . ... .. ........... 334
showisdpinterface. . . . ... ... ....... 335
show isdp neighbors . . . . . ... ... ... .. 336
showisdptraffic . . ... ............. 337
DHCP Layer 2 Relay Commands ................. 339
Commands in this Section . . . . . ... ..... 339
dhcp 12relay (Global Configuration) . . . ... .. 340
dhcp 2relay (Interface Configuration) . . . . . . . 340
dhep 12relay circuit-id . . . ... ... M
dhcp 12relay remote-id . . . . . ... ... ..., 342
dhep 2relaytrust. . . . . . ... 342
dhepl2relayvilan . . . . .. .o 343
show dhep 12relayall. . . . ... ......... 344
show dhcp 12relay interface . . . . . .. ... .. 345
show dhcp I2relay stats interface . . . . ... .. 345
show dhcp I2relay agent-optionvlan. . . . . . .. 346
show dhcp I2relayvlan. . . . ... ... ... .. 347

Contents |



show dhcp 12relay circuit-idvlan. . . . . ... .. 348

show dhcp 12relay remote-idvlan . . . . .. ... 349
clear dhcp I2relay statistics interface . . . . . . . 349
DHCP Snooping Commands .................... 351
Commands in this Section . . . .. ... ... .. 352
clearip dhcp snooping binding. . . . . ... . .. 352
clear ip dhcp snooping statistics. . . . . ... .. 353
ipdhcpsnooping . . . . ... ... L. 353
ip dhcp snooping binding. . . . . ... ... 354
ip dhcp snooping database. . . . ... ... ... 355
ip dhcp snooping database write-delay . . . . . . 356
ip dhcp snooping limit . . . . .. ... ... ... 357
ip dhcp snooping log-invalid . . . ... ... ... 358
ipdhcp snoopingtrust . . . . ... ... L. 359
ip dhcp snooping verify mac-address . . . . . . . 360
show ip dhcp snooping. . . . . .. ... ... .. 360
show ip dhcp snooping binding . . . . ... ... 361
show ip dhcp snooping database . . . . ... .. 362
show ip dhcp snooping interfaces . . . . ... .. 363
show ip dhcp snooping statistics. . . . . ... .. 364
DHCPv6 Snooping Commands .................. 366
clear ipv6 dhcp snooping binding . . . . .. . .. 366

Contents |



clear ipv6 dhcp snooping statistics . . . . . . .. 367

ipv6 dhcp snooping. . . . . . ... ... 367
ipvé dhcp snoopingvlan . . . . . ... ... 368
ipv6 dhcp snooping binding . . . ... ... ... 369
ipv6 dhcp snooping database . . . ... ... .. 370
ipv6 dhcp snooping database write-delay . . . . . 3an
ipv6 dhcp snooping limit . . . . . ... ... 372
ipv6 dhcp snooping log-invalid. . . . .. ... .. 3713
ipvé dhcp snoopingtrust. . . . . ... ... ... 374
ipv6 dhcp snooping verify mac-address . . . . . . 374
ipv6verifybinding . . ... ............ 375
ipvé verifysource. . . . ... ... ... ... 376
show ipv6 dhcp snooping. . . . . . ... ... .. 377
show ipv6 dhcp snooping binding . . . . ... .. 378
show ipv6 dhcp snooping database . . . . .. .. 379
show ipv6 dhcp snooping interfaces. . . . . . .. 380
show ipv6 dhcp snooping statistics . . . . .. .. 380
show ipv6 source binding . . . ... ....... 382
showipvBverify. . . . ... ... .. ... .... 382
show ipv6 verify source . . . .. ......... 383
Dynamic ARP Inspection Commands ............ 385

Contents |



Commands in this Section . . . .. ... ... .. 385

arpipaccess-list. . .. .............. 385
clearip arp inspection statistics . . . . ... ... 386
ip arpinspectionfilter . . . . .. ... ... ... 387
iparpinspectionlimit. . . . ............ 387
iparpinspectiontrust . . . ... ......... 388
ip arp inspectionvalidate. . . . . ... ... ... 389
iparpinspectionvlan. . . .. ........... 390
permitiphostmachost. . . . .. ... ... ... 391
showarpaccess-list. . . ............. 392
showiparpinspection. . . . .. ......... 392
Ethernet Configuration Commands .............. 396
Commands in this Section . . . . . ... ..... 397
clearcounters . . . ... ... ... ... ... 397
description . . . ... ... 398
default (interface). . . . . . ............ 399
duplex. . . ... 400
flowcontrol . . . . ... ..o 402
interface . . . ... ... 403
interfacerange . . . . ... ... ... ... ... 404
link debouncetime . . . .. ............ 405

Contents |



rate-limitcpu . . . . ... ..o 407

show interfaces. . . . .. .. .. .. ....... 409
show interfaces advertise . . . . ... ...... 412
show interfaces configuration . . . . . . ... .. 414
show interfaces counters . . . . .. ....... 415
show interfaces debounce. . . . . ... ... .. 420
show interfaces description . . . . . .. ... .. 21
show interfacesdetail . . . . ... ........ 422
show interfacesstatus. . . . . ... ....... 423
show interfaces transceiver . . . . . .. .. ... 426
show interfacestrunk . . .. ... ........ 427
show statistics . . . . ............... 428
show statistics switchport . . . . . . .. ... .. 431
show storm-control. . . . ... ... ....... 433
show storm-controlaction. . . . . ... ... .. 434
shutdown. . . .. ... ... .. ... .. .. .. 435
speed . . . . ... 435
switchportprotected . . . . . ... ... ... .. 438
switchport protected name. . . . . . .. ... .. 439
show switchport protected. . . . . .. ... ... 440
showsystemmtu. . . ... ............ 440

Contents

10



systemjumbomtu . ... ... ... ... .. .. am

Ethernet CFM Commands ...................... 443
Commands in this Section . . . . . ... ..... 443
ethernetcfmdomain . . . . ... .... .. ... 444
SBIVICE . v v v vt it 445
ethernetcfmcclevel. . . . ... ... ... ... 445
ethernetcfmmeplevel. . . . . . ... ... ... 446
ethernetcfmmepenable. . . . .. ... ... .. 447
ethernetcfmmepactive . . . . . ... ... ... 448
ethernet cfm mep archive-hold-time. . . . . . .. 448
ethernetcfmmiplevel . . . . . .. .. ... ... 449
ping ethernetcfm. . . . . .. ... ... ... .. 450
traceroute ethernetcfm . . . . . . ... ... .. 451
show ethernetcfmerrors . . . . ... ... ... 452
show ethernetcfmdomain. . . . . ... .. ... 453
show ethernet cfm maintenance-points local . . . 454

show ethernet cfm maintenance-points remote. . 455

show ethernet cfm statistics. . . . .. ... ... 456
Ethernet Ring Protection Commands ............ 459
ethernetring g8032 profile . . . . . ... ... .. 459
timer. . . ... 460
non-revertive . . . . .. .. ... 461

Contents | 1"



portd. . . . ... ... 463
portl. . . . ... 464
OPeN-ring . . . . . . . i 465
instance. . . .. .. .. ... .. 466
profile. . . . . ... ... 467
pl. . 468
inclusion-list . . . ... ... ... ....... 470
ethernettcn-propagation. . . . . ... ... ... 472
aps-channel . . .................. 473
level. . . .. .. .. . 474
raps-vlan . . ... 476
g8032 . . . . ... vy
show ethernet ring g8032 configuration . . . . . . 478
show ethernet ring g8032 brief. . . . . . ... .. 430
show ethernetring g8032 status . . . . . ... .. 482
show ethernetring g8032 port status . . . . . .. 484
show ethernet ring g8032 profile. . . . . ... .. 485
show ethernet ring g8032 statistics . . . . .. .. 487
show ethernetring g8032 summary . . . . .. .. 488
Green Ethernet Commands ..................... 491

Contents | 12



Energy-DetectMode . . . . . .. ... ... ... 491

Energy Efficient Ethernet. . . . . . .. ... ... 491
green-mode energy-detect. . . . . ... ... .. 492
green-modeeee . . . ... .. ... ... .. .. 493
green-mode eee { tx-idle-time | tx-wake-time}. . . 493
clear green-mode statistics . . . ... ... ... 494
green-mode eee-Ipi-history . . . . ... ... .. 495
show green-mode interface-id. . . .. ... ... 496
showgreen-mode . . ... ............ 500
show green-mode eee-Ipi-history interface . . . . 501
GMRP Commands ...................ccviunnnt. 504
Commands in this Section . . . . . ... ..... 505
gmrpenable . . ... ... ... .. .. ... 505
clear gmrp statistics . . . . . ... .. .. .. .. 506
show gmrp configuration. . . . . . ... ... .. 506
GVRP Commands ..............cccovvvuvnnnnn. 508
Commands in this Section . . . . . ... ..... 508
clear gvrp statistics. . . . .. ... ... ..... 508
garptimer. . . . ... .. ... ... .. ... 509
gvrp enable (Global Configuration). . . . . . . .. 510
gvrp enable (Interface Configuration) . . . . . . . 511
gvrp registration-forbid. . . . ... ... ... .. 512

Contents | 13



gvrp vlan-creation-forbid. . . . . . ... ... .. 513

show gvrp configuration . . . ... ........ 514
show gvrp error-statistics . . . .. ... ... .. 515
show gvrp statistics . . . ... .......... 516
IGMP Snooping Commands .................... 518
Commands in this Section . . . . . ... ..... 519
ipigmpsnooping . . ... ... .. ... 519
show ipigmpsnooping. . . .. ... ....... 521
show ip igmp snooping groups. . . . . . ... .. 522
show ip igmp snooping mrouter . . . . . ... .. 523
ip igmp snooping vlan immediate-leave . . . . . . 524

ip igmp snooping vlan groupmembership-interval . 525

ip igmp snooping vlan last-member-query-interval 526

ip igmp snooping vlan mcrtrexpiretime . . . . . . 527
ip igmp snooping report-suppression . . . . . . . 528
ip igmp snooping unregistered floodall . . . . . . 528
ipigmp snooping vlanmrouter. . . .. .. .. .. 529
IGMP Snooping Querier Commands ............. 531
Commands in this Section . . . . . ... ..... 531
ipigmp snooping querier. . . . .. ... ..... 531
ip igmp snooping querier election participate . . . 533
ip igmp snooping querier query-interval . . . . . . 534

Contents | 14



ip igmp snooping querier timer expiry . . . . . . . 535
ip igmp snooping querier version. . . . . . .. .. 536

show ip igmp snooping querier. . . . .. ... .. 536

Interface Error Disable and Auto Recovery Commands 540

Commands in this Section . . . .. ... ... .. 540
errdisable recoverycause . . . . ... ... ... 540
errdisable recoveryinterval . . . ... ... ... 542
show errdisable recovery . . .. ... ... ... 543
show interfaces status err-disabled . . . . . . .. 545
IP Device Tracking Commands ................. 548
ipdevicetracking. . . . . ... ... ... .... 548
ip device trackingprobe . . . . . ... ... ... 551
ip device tracking probe interval . . . . . .. . .. 552
ip device tracking probe count. . . . . . ... .. 553
ip device tracking probe delay . . . . . ... ... 554
ip device tracking probe auto-source fallback. . . 555
ip device tracking maximum . . . . ... ... .. 556
clearip devicetracking. . . . ... ... .. ... 557
show ip device tracking . . . . .. ... ... .. 558
IPv6 Access List Commands .................... 561
Commands in this Section . . . . . ... ..... 561
deny | permit(IPv6 ACL) . . . . ... ... .... 562

Contents | 15



ipvbaccess-list. . . . ... ... .. L. 568

ipv6 access-listrename . . . ... ... ..... 569
ipvé traffic-filter. . . . .. ... ... ... .... 569
showipvbaccess-lists . . . . ... ... ..... 571
IPv6 MLD Snooping Commands ................. 573
Commands in this Section . . . . . ... ..... 573

ipvé mld snooping vlan groupmembership-interval 574
ipv6 mld snooping vlan immediate-leave. . . . . . 574
ipvé mld snooping listener-message-suppression. 575

ipv6 mld snooping vlan last-listener-query-interval 576

ipv6 mld snooping vlan mcrtrexpiretime . . . . . . 571
ipv6 mld snooping vlan mrouter . . . . ... ... 578
ipv6 mld snooping (Global) . . . . ... ... ... 578
show ipvé mld snooping . . . . .. ... ... .. 579
show ipv6 mld snooping groups . . . . . ... .. 581
show ipv6 mld snooping mrouter. . . . . ... .. 582
IPv6 MLD Snooping Querier Commands ......... 584
Commands in this Section . . . . . ... ..... 584
ipvé mld snooping querier . . . . ... ... ... 584
ipv6 mld snooping querier (VLAN mode). . . . . . 585
ipvé mld snooping querier address. . . . . . . .. 586
ipv6 mld snooping querier election participate . . 587

Contents | 16



ipv6 mld snooping querier query-interval . . . . . 587

ipv6 mld snooping querier timer expiry. . . . . . . 588
show ipv6 mld snooping querier . . . . . ... .. 589
IP Source Guard Commands .................... 592
Commands in this Section . . . .. ... ... .. 592
ipverifysource . . . . .. ... ... L. 592
ipverifybinding. . . ... ... ... .. ..... 594
showipverify. . . ... ... ... ... ... 594
show ipverifysource. . . . . ... ... ... .. 595
show ip source binding. . . . ... ... ... .. 596
iSCSI Optimization Commands ................. 598
Commands in this Section . . . . . ... ..... 599
ISCSICOS. . . o v v 599
iscsienable. . . .. .. ... ... ... .. ... 601
showiscsi. . . ... ... oo 601
Link Dependency Commands ................... 603
Commands in this Section . . . .. ... ... .. 603
action. . . ... ... 603
link-dependency group. . . . .. ... ... ... 604
add . . . .. 605
depends-on. . . ... ... ... .. ... ... 605
show link-dependency . . . . ... ... ... .. 606

Contents | 17



Commands in this Section . . . . . ... ..... 609
clearlldpremote-data . . . . ... ........ 609
clearlldp statistics . . . . . ... ......... 610
debuglldp. . . . ... ... ... L. 611
ldpmed. . . .. .. ... .. .. ... 611
lldp med confignotification. . . . ... ... ... 612
lldp med faststartrepeatcount . . . . . ... ... 613
lldp med-tlv-select . . . . ... ... ....... 613
lldp notification. . . . ... ... ......... 614
lldp notification-interval . . . . ... ....... 615
lldpreceive. . . .. .. .. ... .. ... .... 616
lldptimers. . . ... ... ... .......... 616
lldptransmit. . . .. ... .. ........... 617
lldptlv-select. . . . ... ... .......... 618
showlldp . . .. ... ... ... ... .. ... 620
show lldpinterface. . . . . .. ... ....... 620
show lldp local-device . . . . ... ... ... .. 622
showlldpmed . ... ... ... ... ...... 623
show lldp medinterface . . . . ... ....... 624
show Illdp med local-device detail . . . . ... .. 625
Contents

18



show lldp med remote-device . . . . .. ... .. 626

show lldp remote-device. . . . .. ........ 628
show Ildp statistics . . . . . ............ 630
Loop Protection Commands .................... 633
Commands in this Section . . . .. ... ... .. 633
keepalive (Interface Config) . . . . .. ... ... 633
keepalive (Global Config). . . . ... ... .... 635
keepaliveaction . . .. .. ............ 636
show keepalive. . . . ... ... ... ...... 637
show keepalive statistics. . . . .. ... ... .. 638
MLAG Commands .............cooviviinennnnns 640
Commands in this Section . . . . . ... ..... 640
clearvpc statistics . . . . . ... ... ... ... 640
featurevpc . . . . . . ... 641
peer detectionenable . . . . ... ... ..... 642
peer detectioninterval . . . . ... ... ..... 642
peer-keepalive destination. . . . . ... ... .. 643
peer-keepaliveenable . . . . .. ... ... ... 645
peer-keepalive timeout. . . . . . ... ... ... 646
rolepriority . . . ... ... 647
showwpe . . .. ... L 648
showvpcbrief . .. ... ... ... .. ..., . 649

Contents | 19



show vpc consistency-parameters . . . . .. .. 651

show vpc consistency-features . . . . ... ... 653
show vpc peer-keepalive. . . . .. ... ... .. 654
showvwpcrole. . . .. .. ... ... ... 655
showvpc statistics. . . ... ........... 656
system-mac. . . ... ... ... 658
system-priority . . . . ... ... ... 659
VPG o v e e e e e 660
vpcdomain. . .. ... ... 661
vpcpeer-link . . . ... 662
Multicast VLAN Registration Commands ........ 664
Commands in this Section . . . . . ... ..... 664
MVE . e e 665
MVEGroup. . . . . vttt e e e e e 665
mvrmode . . .. ... ... 666
mvrquerytime. . . . ... ... ... .. 667
mvrvian. . ... 668
mvrimmediate . . . . ... ... ... ... ... 669
mvrtype. . . . . . . 670
mvrvlangroup . .. ... 671
showmvr. .. ... ... .. ... .. 672

Contents | 20



showmvrmembers. . . . ... ... ... .... 673

show mvrinterface. . . . . ... ......... 674
showmvrtraffic . . ................ 676
Port Channel Commands ....................... 678
Static LAGS. . . . . . .. ... 679
VLANsandLAGs . . . ... ............ 680
LAG Thresholds. . . . .. ............. 680
LAGHashing . . . . ... ... ... .. ... 680
Enhanced LAG Hashing. . . . . ... ... .... 681
Manual Aggregation of LAGs. . . . . . ... ... 681
Flexible Assignment of Portsto LAGs . . . . . . . 682
Commands in this Section . . . . . ... ..... 682
channel-group . . . ... ... ... .. ..... 682
interface port-channel . . . . ... .. .. .... 683
interface range port-channel. . . . .. ... ... 684
hashing-mode. . . . ... ... ... ....... 685
lacp port-priority . . . . .. ... ... ... 686
lacp system-priority . . . . ... ... ... ... 687
lacptimeout. . . .. ... ... .......... 688
port-channel local-preference. . . . . .. .. .. 689
port-channel min-links . . . . .. ... ...... 690

Contents | 21



show interfaces port-channel . . . . .. ... .. 691

showlacp. . . . .. ... ... .......... 692
show statistics port-channel. . . . . .. ... .. 694
Port Monitor Commands ....................... 697
Commands in this Section . . . .. ... ... .. 698
monitor capture (Global Configuration) . . . . .. 698
monitor capture (Privileged Exec) . . . . . .. .. 700
monitor capturemode . . . . .. ... ... ... 700
monitor session. . . . . .. .. ... 705
remote-span . . .. ... ... ... ... 710
show monitor capture . . . . ... ... ... .. m
show monitor session . . . . ... ... ... .. 713
showvlanremote-span. . . . ... ........ 715
QoSCommands ................cvvvviiininnnts ni
AccessControlLists . . .. ............ 17
Layer2ACLs . . .. .. ... ........... 718
Layer3/41Pv4ACLs. . . . . ... ... .. .... 718
Class of Service (CoS) . . . . . .......... 718
Queue Mapping. . . . .. . ... ... ... 719
DiffServ. . ... ... .. 720
Commands in this Section . . . . . ... ..... 720
assign-quUeUe . . . . . . . .ot 721

Contents | 22



class-map. . . . ... .. ... 723
class-maprename . . . . . ... ......... 725
classofservice dotlp-mapping . . . . . ... ... 726
classofservice ip-dscp-mapping. . . . . ... .. 727
classofservicetrust. . . . ... ... ....... 730
conform-color. . . . .. .. .. ... ... ... . 731
cos-queue min-bandwidth . . . . . ... ... .. 733
cos-queue random-detect . . . . ... ... ... 734
cos-queuestrict . . ... ... ... .. ..... 737
diffserv . . .. ... 738
drop. . . ... 739
markcos . . .. .. ... ... 740
markip-dscp . . . ... ... ... ... 41
mark ip-precedence . . . . ... ... ... ... 742
match access-group . . . . ... ... ... 743
matchclass-map. . . .. ... .......... 745
matchcos. . . .. ... ... ... ... ... .. 746
match destination-addressmac . . . . . ... .. 747
matchany. . . .. ... ... .. ... ..... 748
matchdstip. . ... ................ 749
Contents

23



matchdstipb . . . ... ... ... ... ..... 750

matchdstldport. . . . .. ... ... ... .... 751
match ethertype . . . . ... ... ... ... 751
match ip6flowlbl . . . . ... ..o L 752
matchipdscp. . . ... ... ... ... . .... 753
match ip precedence. . . . ... ... ... ... 754
matchiptos. . . . . ... .. ... ... L. 755
match protocol . . . . .. ... ... ... .... 756
match source-addressmac . . . . ... ... .. 758
matchsrcip. . . .. ... ... L L. 759
matchsrcipb . . . ... ... ... ... . .... 759
match srcldport. . . . . ... ... L. 760
matchvlan . . .. ... .. ... ... ... 761
MITOT . . o o e e e e e e e e 762
police-simple . . . . ... ... .......... 762
police-single-rate. . . . . ... .......... 764
police-two-rate. . . . . ... ... ... ..... 765
policy-map . . ... ...... ... ... . 767
random-detect queue-parms. . . . . .. ... .. 768

random-detect exponential-weighting-constant. . 773

redirect. . . . ... ... . .. ... .. . ... 714

Contents

24



service-policy. . . . . ... ... L. 715

showeclass-map . . ................ 776
show classofservice dotlp-mapping. . . . . . .. 177
show classofservice ip-dscp-mapping. . . . . . . 778
show classofservicetrust . . . . ... ...... 780
showdiffserv. . . ... ... .. ... .. ... 781
show diffserv service interface . . . . ... ... 782
show diffserv service brief. . . . ... ... ... 783
show interfaces cos-queue . ... ........ 784
show interfaces random-detect . . . . . .. ... 786
show interfacestraffic. . . . ... ........ 788
show interfaces utilization . . . . . ... ... .. 789
showpolicy-map . . . .. ... .......... 792
show policy-map interface. . . . ... ... ... 793
show service-policy . . ... ........... 794
traffic-shape . . . . ... ... ... L. 795
vlanpriority. . . . ... L 796
Spanning Tree Commands ..................... 197
Commands in this Section . . . . . ... ..... 798
clear spanning-tree detected-protocols. . . . . . 799
exit(mst) . ... ... .. 800

Contents | 25



instance (mst). . . ... ... ..., .. ..... 800

name (MST). . . ... ............... 802
revision(mst) . . . ... ... L 803
show spanning-tree . . . . . ... ... ..... 804
show spanning-tree summary . . . ... ... .. 812
show spanning-treevlan. . . . .. ... ... .. 813
spanning-tree. . . . . ... ... .. ... .. .. 814
spanning-tree auto-portfast . . . . ... .. ... 815
spanning-tree backbonefast. . . . ... ... .. 816
spanning-tree bpdu flooding . . . . .. ... ... 817
spanning-tree bpdu-protection. . . . . ... ... 817
spanning-treecost. . . .. .. ... ....... 818
spanning-tree disable . . . . ... ... ..... 820
spanning-tree forward-time . . . ... ... ... 821
spanning-treeguard . . . . . ... ... ... .. 822
spanning-tree loopguard . . . . . . ... ... .. 822
spanning-tree max-age. . . . . .. ... .. ... 823
spanning-tree max-hops . . . . .. ... ... .. 824
spanning-treemode . . . .. ... ... ..... 825
spanning-tree mst configuration. . . . . ... .. 826
spanning-treemstcost. . . . ... ... ... .. 827

Contents

26



spanning-tree mst port-priority. . . . . . ... .. 828

spanning-tree mstpriority . . . . ... ... ... 829
spanning-tree portfast . . . . ... ... ... .. 830
spanning-tree portfast bpdufilter default. . . . . . 831
spanning-tree portfastdefault . . . . . ... ... 832

spanning-tree port-priority (Interface Configuration) 833

spanning-tree priority. . . . . ... ... ... .. 834
spanning-tree tcnguard . . . ... ... .. ... 835
spanning-tree transmit hold-count. . . . . .. .. 836
spanning-tree uplinkfast . . . . .. ... .. ... 837
spanning-treevlan . . . . ... ... .. ..... 838
spanning-tree vlan forward-time. . . . . ... .. 839
spanning-tree vlan hello-time . . . . .. ... .. 840
spanning-tree vlanmax-age . . . . ... ... .. 841
spanning-treevlanroot. . . . ... ... ... .. 842
spanning-tree vlan priority . . . . . ... ... .. 843
UDLD Commands ...............ccovnivvnennn. 845

Detecting Unidirectional Links on a Device Port. . 845

Processing UDLD Traffic from Neighbors . . . . . 846
UDLD in Normal-mode . . . . .. ... ...... 846
UDLD in Aggressive-mode . . . . ... ... ... 846

Contents | 27



Commands in this Section . . . .. ... ... .. 847

udld enable (Global Configuration). . . . . .. .. 847
udldreset. . . ... ... ... . ... .. .. 848
udld messagetime . . . .. ... ... ... ... 849
udld timeoutinterval . . . . . ... ... ... .. 850
udld enable (Interface Configuration) . . . . . .. 850
udldport . .. ... .. ... 851
showudld. . . ... ... .. oL 852
VLAN Commands ..............coevuvnvnennnns 855
Double VLAN Mode. . . . . ... ......... 856
Independent VLAN Learning . . . . .. ... ... 856
Protocol Based VLANs . . . . . .. ... ... .. 857
IP SubnetBased VLANs . . . . ... ... .... 857
MAC-Based VLANs. . . . . . ... .. .. .. .. 857
Private VLAN Commands. . . . ... ... .... 858
Commands in this Section . . . . . ... ..... 861
interfacevlan. . . . . ... ... . L. 862
interfacerangevlan . . . . ... ... ... ... 863
name (VLAN Configuration) . . .. ... ... .. 864
private-vlan. . . . ... .. L L 865
protocolgroup . . . ... ... ... L. 867

Contents | 28



protocolvlangroup. . . . .. ... ... .. ... 868

protocolvlangroupall . . ... .......... 869
show dotlg-tunnel . . . ... ........... 870
show interfaces switchport . . . . ... ... .. 81
show portprotocol . . . ... ... ........ 873
show switchport ethertype. . . . . . .. ... .. 873
showvlan. . . . ... ... .. 875
show vlan associationmac. . . . . ... .. ... 876
show vlan association subnet . . . . .. ... .. 877
showvlanprivate-vlan . . . . ... ... ... .. 878
switchportaccessvlan. . . . .. ......... 879

switchport dot1q ethertype (Global Configuration) 880
switchport dot1q ethertype (Interface Configuration) 882

switchport general forbiddenvlan. . . . . .. .. 884

switchport general acceptable-frame-type tagged-only 885

switchport general allowedvlan. . . . . ... .. 886
switchport general ingress-filtering disable . . . . 887
switchportgeneralpvid . . ... ... ...... 888
switchportmode . . . . . ... ... ... .. .. 889
switchport mode dot1g-tunnel . . . . . ... ... 890
switchport mode private-vlan . . . ... ... .. 892

Contents |

29



switchporttrunk . . . .. .. ... ... ..... 895
switchport trunk encapsulationdotlq . . . . . .. 897
vian. ... 898
vlan associationmac. . . . .. ... ... .... 899
vlan associationsubnet . . . . ... ... ... 900
vlanmakestatic. . . .. ... ... ... ... 900
vlan protocol group. . . . .. ... ... ... .. 901
vlan protocol group add protocol. . . . . ... .. 902
vlan protocol groupname . . . . ... ... ... 903
vlan protocol groupremove . . . ... ... ... 904
Switchport Voice VLAN Commands ............. 905
Commands in this Section . . . . . ... ..... 906
switchportvoicevlan. . . . . .. ... ... ... 906
switchport voice vlan (Interface). . . . ... ... 907
switchportvoice vlan priority . . . . .. ... .. 911

authentication event server dead action authorize voice 912

showvoicevlan. . . . ... ............ 914

4 Security Commands. ............... 917
AAACommands ...............covvviinnnnnnn 918
Administrative Authentication . . . . .. ... .. 918

Contents | 30



Administrative Accounting. . . . .. ... .. .. 919

Accounting Method Lists. . . . . ... ...... 920
AccessLineModes. . . .. ... ......... 920
Command Authorization . . . . .. ... ..... 921
Network Authentication . . . . .. .. ... ... 921
Local 802.1x Authentication Server . . . . .. .. 921
MAC Authentication Bypass . . . . ... ... .. 922
GuestVLAN. . . . . ... ... ... ... ..., 923
Unauthenticated VLAN. . . . . .. ... ... .. 923
Commands in this Section . . . . . ... ..... 924
aaaaccounting. . . ... ............. 925
aaa accounting delay-start. . . . ... ... ... 927
aaaaccountingupdate. . . . ... ... ..... 928
aaa authentication dotix default. . . . .. .. .. 929
aaa authenticationenable . . . . . ... ... .. 931
aaa authenticationlogin . . . . . ... ... ... 932
aaaauthorization. . . . ... ... ........ 934
aaa authorization network default radius . . . . . 938
aaaias-userusername. . . . . .. .. .. .. .. 939
aaanew-model. . . ... ............. 940
aaa server radius dynamic-author. . . . . . . .. 940

Contents

31



authenticationcommand. . . .. ... ... ... 944

authentication critical recovery . . . . . ... .. 945
authentication dynamic-vlan enable. . . . . . .. 946
authenticationenable . . . ... ... ...... 947
authentication event server dead action. . . . . . 948
authentication event server alive action. . . . . . 949
authenticationopen . . . . ... ... ... ... 950
authenticationorder . . . . ... ... ... ... 951
authentication priority . . . . .. ... ... ... 952
authentication timerrestart . . . . ... ... .. 953
authentication violation. . . . . .. .. ... ... 954
clear(IAS) . . ... ... ... . ... . 955
clear authentication statistics . . . . ... .. .. 955
clear authentication authentication-history . . . . 956
enablepassword. . . . ... ... ........ 956
ip http authentication. . . . . .. ... ... ... 958
ip https authentication . . . . ... ... ..... 959
mab. .. ... ... 960
password (AAA |AS User Configuration). . . . . . 961
password (UserExec) . . ... ... ... .... 962
show aaaias-users. . . .. ............ 963

Contents

32



show aaa statistics. . . . .. ... ........ 964

show accountingmethods . . . .. ........ 964
show accountingupdate. . . . ... ....... 965
show authentication . . . . . ... ........ 966
show authentication authentication-history . . . . 969
show authentication methods . . . . . . ... .. 970
show authentication statistics . . . . . ... ... 971
show authorization methods . . . . . . ... ... 972
showmab. . . .. ... ... ... .. . ... 973
show usersaccounts. . . . ... ......... 974
show users login-history . . . . .. ... ..... 975
USBMNAMEe . . . . . . v ottt 976
usernameunlock . . . . .. ... L L. 979
Administrative Profiles Commands ............. 980
Commands in this Section . . . . ... ...... 981
admin-profile . . . . ... ... ..., ..... 981

description (Administrative Profile Configuration). 982

rule . .. 983
show admin-profiles . . . . ... ... ...... 984
show admin-profiles brief . . . . ... ... ... 985
showclimodes. . . ... ............. 986
E-mail Alerting Commands ..................... 987

Contents | 33



Commands in this Section . . . .. ... ... .. 987

loggingemail . . . ... .............. 988
logging emailurgent . . . . ... ......... 989
logging email message-type to-addr. . . . . . .. 990
logging email from-addr . . . . ... ... .... 991
logging email message-type subject. . . . . . .. 992
logging email logtime. . . . . .. ... ... ... 993
logging email test message-type. . . . . ... .. 994
show logging email statistics. . . . ... ... .. 994
clear logging email statistics. . . . .. ... ... 995
SECUMtY . . . . . . o o 996
mail-server ip-address | hostname. . . . . . . .. 996
port (Mail Server Configuration Mode). . . . . .. 997
username (Mail Server Configuration Mode) . . . 998
password (Mail Server Configuration Mode) . . . 999
show mail-server. . . .. .. .. .. ...... 1000
RADIUS Commands .......................... 1002
RADIUS-based Dynamic VLAN Assignment . . . 1002
RADIUS Change of Authorization. . . . ... .. 1003
Commands in this Section . . . . ... ..... 1004
acct-port . . ... ... 1005

Contents | 34



attribute6. . . . ... ... ... . L. 1006

attribute 8. . . . . ... .. Lo 1007
attribute25 . . . . . .. ..o 1008
attribute31 . . . . . .. ... Lo 1009
attribute32 . . . . . ... 1010
attribute 44 . . . . . .. ..o 1011
attribute 168. . . . . .. .. ... 1012
authentication eventfailretry . . . . ... ... 1013
auth-port . . . ... ... ... ..., 1014
automate-tester. . . . . ... ... ... ... 1015
deadtime . . . .. .. ... ... ... .. ... 1017
key . .. .. 1018
msgauth. . . . . ... ... L. 1019
name (RADIUS Server). . . . ... ... .. .. 1020
primary . . .. .. ... 1021
priority . . .. ... 1022
radius server attribute 4 . . . . ... ... ... 1023
radius server attribute6 . . . . ... ... ... 1024
radius server attribute8 . . . . . ... ... .. 1025
radius server attribute 25. . . . . ... ... .. 1026
radius server attribute 32. . . . . .. ... ... 1027
Contents

35



radius server attribute 44. . . . . .. ... ... 1028

radius server attribute mac format. . . . . . .. 1029
radius server attribute 168 . . . . . . ... ... 1030
radius server dead-criteria. . . . . . ... ... 1031
radius server deadtime. . . . ... ... .... 1032
radiusserver . . . . ... ... ... ... ... 1033
radius serverkey . . . . .. ... ... ... .. 1035
radius server load-balance. . . . . .. ... .. 1037
radius serverretransmit . . . . ... ... ... 1038
radius server source-ip. . . . .. ... ... .. 1039
radius server source-interface. . . . . ... .. 1040
radius servertimeout. . . . .. ... ... ... 1041
radius server vsa send authentication. . . . . . 1042
retransmit. . .. .. ... 1044
showaaaservers. . .. ............. 1045
show radius statistics . . . ... ........ 1048
SOUMCE-IP .« « v v v e e e 1051
timeout . . .. ... .. ... .. 1052
usageauthmgr . . . . ... ... ... L. 1053
TACACS+Commands ......................... 1055
Commands in this Section . . . . . .. ... .. 1055

Contents | 36



port . . . .. 1057
priority . ... ... 1058
showtacacs . . ... .............. 1058
tacacs-serverhost. . . .. .. ... ... ... 1059
tacacs-serverkey . ... ... ... ... ... 1060
tacacs-server source-interface . . . . ... .. 1061
tacacs-servertimeout . . . .. ... ... ... 1062
timeout . . .. ... .. ... .. 1063
802.1x NAS Commands .................ovuens 1065
802.1x Monitor Mode . . . . . .. .. ... ... 1065
Commands in this Section . . . . .. ... ... 1066
dotlxeapolflood . . . ... ... ... ..... 1067
clear authentication sessions . . . . . .. ... 1068
defaultmab. . . ... ... .. .. .. .. .. 1069
mab requestformat. . . . . ... ... ... .. 1071
dotlx max-reauth-req. . . . ... ... ... .. 1072
dotlxmax-req. . . ... ... ... ....... 1073
dotlxpae. .. ... ............... 1074
dotlx port-control. . . . ... ... ....... 1074
authentication host-mode . . . . .. ... ... 1076

Contents | 37



authentication max-users . . . ... ... ... 1079

authentication port-control. . . . .. ... ... 1080
authentication periodic. . . . .. ... ... .. 1081
clear dotlx statistics . . . . ... ........ 1082
dotlx system-auth-control . . . ... ... ... 1083
authenticationmonitor . . . . . ... ... ... 1084
dotxtimeout. . . ... ... .......... 1085
authentication timer reauthenticate . . . . . . . 1087
auth-type . . . . ... ... 1088
client . . .. ... .. .. 1089
ignore. . . . . . 1091
port . . . . 1092
server-key . .. ... ... L. 1093
dotlxuser. . . .. ... ... ....... 1095
showdotlx . . .. ................ 1096
show authentication authentication-history . . . 1099
show authenticationclients . . . .. ... ... 1101
show dotixinterface. . . . ... ........ 1104
show dotl1x interface statistics. . . . . ... .. 1105
show dotlxusers. . . .. .. .......... 1107
clear authentication authentication—history. . . 1108

Contents

38



authentication event no-response . . . . . . .. 1109

dot1x timeout guest-vlan-period . . . . . .. .. 1110
authenticationeventfail . . . . ... ... ... 1
show dotlxadvanced . . ... ......... 1112
Captive Portal Commands ..................... 1114
Commands in this Section . . . . . ... .... 1114
authentication timeout . . . . . ... ... ... 1116
captive-portal. . . . . ... ... ... ... .. 1116
enable. . . ... ... .. .. .. 117
httpport. . . ... ... ... .. ..., 1118
httpsport . . . . . ... ... ... ... .. .. 1118
show captive-portal . . .. ... ... ..... 1119
show captive-portal status. . . . ... ... .. 1120
block . ... ... .. .. .. 1121
configuration . . . ... ... ... ... .... 121
enable. . . ... ... ... Lo 1122
group . ... . 1123
interface . . . ... .. ... . 1123
locale. . .. ... ... .. ... ... 1124
name (Captive Portal). . . . ... ... ..... 1125
protocol. . . . . ... ... L 1125

Contents | 39



redirect. . . .. ... ... ... .. 1126

redirect-url . . . ... ... L L 1126
session-timeout. . . . ... ... ... ... .. 127
verification . . . . ... ... L. 1128
captive-portal client deauthenticate. . . . . . . 1129
show captive-portal client status . . . ... .. 1129

show captive-portal configuration client status . 1130
show captive-portal interface client status . . . 1131

show captive-portal interface configuration status 1132

clear captive-portalusers . . . .. ... .... 1133
MOUSEI . . . v ottt e e e e 1134
show captive-portaluser. . . .. ... ... .. 1134
USErgroup . . . . v v v v i e e 1135
user-logout . . . . ... ... L. 1136
USername. . . . .. ... ... 1137
userpassword . . . . .. ... ... ... ... 1138
user session-timeout. . . . .. ... ... ... 1138
show captive-portal configuration. . . . . . .. 1139
show captive-portal configuration interface. . . 1140
show captive-portal configuration locales. . . . 1141
show captive-portal configuration status . . . . 1142

Contents

40



USErgroup . . v v v v v e e e e e 1143

USer group MOVEUSErS . . . . . . . v v v v v .. 1143
USErgroupname . . . . . . oo v v 1144
Denial of Service Commands .................. 1145
Commands in this Section . . . . ... ... .. 1146
dos-control firstfrag . . . .. ... ... .. .. 1147
dos-controlicmp . . . ... ... ........ 1147
dos-control ldport. . . . .. ... ... ... .. 1148
dos-controlsipdip . . ... ... ... ... .. 1149
dos-controltepflag. . . .. ... ... ... .. 1150
dos-controltepfrag. . . . . ... ... ... .. 1150
rate-limitcpu . . . .. ... Lo 1151
showdos-control. . . . .. ... ........ 1153
show system internal pktmgr. . . . .. ... .. 1154
storm-control broadecast . . . . . ... ... .. 1155
storm-control multicast. . . . .. ... ... .. 1156
storm-control unicast. . . . . . ... ... ... 1158
Management ACL Commands ................. 1160
Commands in this Section . . . . .. ... ... 1160
deny (management) . .. ... ......... 1161
management access-class. . . . ... ... .. 1162
managementaccess-list. . . . ... ... ... 1163

Contents | 1



no priority (management). . . . ... ... ... 1165

permit (management). . . . ... ... ..... 1165
show management access-class . . . ... .. 1167
show management access-list. . . . . ... .. 1168
Password Management Commands ............ 1169
Configurable Minimum Password Length . . . . 1169
Password History. . . . . .. ... ....... 1169
PasswordAging . . . .. ... ... ...... 1169
Userlockout . . . .. ... ........... 1169
Password Strength. . . . . ... ... ... .. 1170
Commands in this Section . . . . ... ..... 1
passwordsaging . . . .. ............ 1172
passwords history . . ... ... ... ..... 1172
passwords lock-out. . . . . ... ... ... .. 1173
passwords min-length . . . .. ... ... ... 1174
passwords strength-check. . . . ... ... .. 1175

passwords strength minimum uppercase-letters 1176
passwords strength minimum lowercase-letters 1177
passwords strength minimum numeric-characters 1178
passwords strength minimum special-characters 1178

passwords strength max-limit consecutive-characters 1179

Contents | 42



passwords strength max-limit repeated-characters 1180

passwords strength minimum character-classes 1181

passwords strength exclude-keyword. . . . . . 1182
enable password encrypted . . . . . ... ... 1183
show passwords configuration. . . . ... ... 1183
show passwordsresult. . . . ... ....... 1185
SSHCommands ...............c.ovvviiinnnnn, 1187
Commands in this Section . . . . ... ... .. 1187
crypto key generatedsa . . . .. ... ... .. 1187
cryptokeygeneratersa . . ... ... ... .. 1188
crypto key pubkey-chainssh. . . ... ... .. 1189
crypto key zeroize pubkey-chain. . . . ... .. 1190
crypto key zeroize {rsaldsa} . . . ... ... .. 1191
ipscpserverenable . . . ... ... ...... 1192
ipsshport. . . .. ... ... ... ... 1193
ip ssh pubkey-auth . . . .. ... ........ 1194
ipsshserver . . . ... ... .. ... ..... 1195
key-string. . . . . ... ... ... ... 1196
ssh ... 1197
show crypto key mypubkey. . . . .. ... ... 1198
show crypto key pubkey-chainssh . . ... .. 1199

Contents | 43



showipssh. . . ... .............. 1200

5 Data Center Technology Commands.. 1203

OpenFlow Commands ........................ 1204
Commands in this Section . . . . . . ... ... 1204
controller . . . . . ... ... ... ... ... 1204
hardware profile openflow. . . . .. ... ... 1206
ipvdaddress . . . ... ... ... ... ... 1207
mode . . .. ... 1209
openflow . . . . ... ... ... L L. 1211
passive . . . ... 1212
protocol-version . . . . ... .......... 1213
showopenflow. . . . ... ........... 1215

6 Layer 3 Routing Commands......... 1223

ARPCommands .................cvovvvunnnnn. 1224
ARPAging . ... ... ... ......... 1225
Commands in this Section . . . . .. ... ... 1225
ArP . e 1225
arpcachesize. . . .. ... ... . L. 1227
arp dynamicrenew . . . . ... ... ... ... 1228
arppurge . . . v o e 1229

Contents | 44



arpresptime . . ... ... ... ........ 1230

arpretries. . . . ... ... 1231
arptimeout . . . .. ... ... ... .. ..., 1231
cleararp-cache. . . . .. ... ... ...... 1232
clear arp-cache management . . . . . ... .. 1233
iplocal-proxy-arp. . . ... ... ........ 1234
IPProXy-arp. . . o o v v v 1234
showarp . . ......... .. ........ 1235

Bidirectional Forwarding Detection Commands .1237

Commands in this Section . . . . . . ... ... 1237
featurebfd . . . ... ... ... oL 1237
bfdecho. . . . .. ... ... ... L. 1238
bfdinterval . . . ... .............. 1239
bfd slow-timer . . . . ... .. ... ... .. 1241
ipospfbfd. . . . ... ... ... ... . ... 1242
ipvospfbfd . . ... ... ... ... .. 1243
neighbor fall-overbfd. . . . . ... ... .... 1244
show bfd neighbor . . . . .. ... ... .. .. 1244
Border Gateway Protocol Commands .......... 1248
Commands in this Section . . . . .. ... ... 1248
routerbgp. . . ... ... o L 1251
address-family . . . . ... ... ... ..... 1252

Contents | 45



address-familyipvdvrf . . . . .. ... ... .. 1254

address-familyipv6. . . . ... ... ... ... 1255
address-family vpnv4 unicast . . . .. ... .. 1256
aggregate-address. . . . ... ... ... ... 1257

bgp aggregate-different-meds (BGP Router

Configuration). . . . . ... .. .. ....... 1259
bgp aggregate-different-meds (IPv6 Address Family

Configuration). . . . ... ... ... ...... 1260
bgp always-compare-med . . . . ... ... .. 1261

bgp client-to-client reflection (BGP Router

Configuration). . . . ... ... ... ...... 1262
bgp client-to-client reflection (IPv6 Address Family

Configuration). . . . ... ... .. ....... 1263
bgpcluster-id. . . ... ............. 1264
bgp defaultlocal-preference. . . . . . ... .. 1265
bgp fast-external-fallover . . .. ... ... .. 1266
bgp fast-internal-fallover. . . . ... ... ... 1267
bgplisten. . .. ... ... ........... 1267
bgp log-neighbor-changes. . . . ... ... .. 1269
bgp maxas-limit. . . . ... ... ... ... .. 1270
bgprouter-id . . ... ... ..... .. ..., 127
clearipbgp. . . . ... ... ... ... ... 1272

Contents

46



clearipbgpcounters. . . ... ... ... ... 1273
default-information originate (BGP Router
Configuration). . . . ... ... .. ....... 1274
default-information originate (IPv6 Address

Family Configuration). . . . .. .. .. ..... 1275
default metric (BGP Router Configuration). . . . 1276
default metric (IPv6 Address Family Configuration) 1277
distance. . . . ... ... ... .. ... ... 1277
distance bgp (BGP Router Configuration) . . . . 1279
distance bgp (IPv6 Address Family Configuration) 1280
distribute-list prefixin . . .. ... ... .. .. 1281
distribute-list prefix out (BGP Router Configuration) 1282

distribute-list prefix out (IPv6 Address

Family Configuration). . . . . ... .. ..... 1283
enable. . . ... ... ... . Lo 1284
ip as-path access-list. . . ... ......... 1285
ip bgp-community new-format. . . . . ... .. 1287
ip bgp fast-external-fallover . . . . .. ... .. 1288
ipcommunity-list. . . ... ........... 1289
ip extcommunity-list . . ... .......... 1291
match extcommunity . . . . ... ... L. 1293

Contents |

47



maximum-paths (BGP Router Configuration). . . 1294
maximum-paths (IPv6 Address Family Configuration) 1295
maximum-paths ibgp (BGP Router Configuration) 1296
maximum-paths ibgp (IPv6 Address Family

Configuration). . . . ... ... .. .. ..... 1298
neighboractivate. . . . .. ... ........ 1299
neighbor advertisement-interval (BGP Router
Configuration). . . . ... ... ... ...... 1300

neighbor advertisement-interval (IPv6 Address

Family Configuration). . . . .. ... ...... 1301
neighborallowas-in . . . ... ......... 1302
neighbor connect-retry-interval . . . . ... .. 1304

neighbor default-originate (BGP Router
Configuration). . . . . ... ... ... ..... 1305

neighbor default-originate (IPv6 Address

Family Configuration). . . . .. ... ...... 1306
neighbor description . . . . .. ... ... ... 1308
neighbor ebgp-multihop . . . . . ... ... .. 1309

neighbor filter-list (BGP Router Configuration). . 1311
neighbor filter-list (IPv6 Address Family

Configuration). . . . ... ... ......... 1313

Contents |

43



neighborinheritpeer. . . . . .. ... ... .. 1314
neighborlocal-as. . . . ... .......... 1315
neighbor maximum-prefix (BGP Router Configuration) 1317
neighbor maximum-prefix (IPv6 Address

Family Configuration). . . . . ... .. ..... 1319
neighbor next-hop-self (BGP Router Configuration) 1320
neighbor next-hop-self (IPv6 Address Family
Configuration). . . . ... ... ... ...... 1321
neighborpassword. . . .. ... ........ 1323
neighbor prefix-list (BGP Router Configuration) . 1324

neighbor prefix-list (IPv6 Address Family

Configuration). . . . . ... .. .. ....... 1325
neighborremote-as. . . . ... ... ... ... 1326
neighbor remove-private-as . . . . .. ... .. 1327
neighbor rfcb549-support. . . . . ... ... .. 1329

neighbor route-map (BGP Router Configuration) 1330
neighbor route-map (IPv6 Address Family
Configuration). . . . . ... .. .. ....... 1331
neighbor route-reflector-client (BGP Router
Configuration). . . . . ... ... ... ..... 1333
neighbor route-reflector-client (IPvé Address Family

Configuration). . . . . ... ... ........ 1334

Contents |

49



neighbor send-community (BGP Router Configuration) 1335

neighbor send-community (IPv6 Address Family

Configuration). . . . . ... .. .. ....... 1336
neighbor shutdown. . . . . .. ... ... ... 1337
neighbortimers. . . . .. ... ... ...... 1338
neighbor update-source . . . .. ... ... .. 1339
network (BGP Router Configuration). . . . . . . 1341

network (IPv6 Address Family Configuration) . . 1343

rd . 1345
redistribute (BGP). . . . . .. ... ... .. .. 1346
redistribute (BGPIPv6) . . . . . .. .. ... .. 1348
route-target. . . . .. ... ... L. 1350
setextcommunityrt. . . .. ... ... 1351
set extcommunitysoo . . ... ... ... ... 1353
showbgpipv6. . . .. ... ........... 1354
show bgp ipv6 aggregate-address. . . . . . .. 1356
show bgp ipv6 community . . . ... ... ... 1358
show hgp ipv6 community-list . . . .. ... .. 1359
show bgp ipv6 listenrange. . . . ... ... .. 1361
show bgp ipv6 neighbors. . . . . ... ... .. 1362
show hgp ipv6 neighbors advertised-routes. . . 1367

Contents

50



show bgp ipv6 neighbors policy . . . . . .. .. 1369

show bgp ipv6 neighbors received-routes. . . . 1370
show hgp ipv6 statistics . . . .. ... ... .. 1372
show bgpipv6 summary . . . . ... ... ... 1374
show bgp ipv6 update-group. . . . . ... ... 1377
show hgp ipv6 route-reflection. . . . . ... .. 1379
showipbgp. . . ... ... ... ... 1381
show ip bgp aggregate-address . . . . . .. .. 1383
show ip bgp community . . ... ... ... .. 1384
show ip bgp community-list . . . ... ... .. 1385
show ip bgp extcommunity-list. . . . ... ... 1386
showip bgplistenrange . . . . . ... ... .. 1387
show ip bgp neighbors . . . . . ... ... ... 1388
show ip bgp neighbors advertised-routes . . . . 1395
show ip bgp neighbors received-routes . . . . . 1396
show ip bgp neighbors policy . . . .. ... .. 1398
show ip bgp route-reflection. . . . . ... ... 1400
show ip bgp statistics. . . . ... ... ..... 1401
showip bgpsummary . .. ... ... .. ... 1403
showipbgptemplate. . . . . ... ... .. .. 1406
showip bgptraffic . . ... ... ... ..... 1407

Contents

5



show ip bgp update-group . . . . . .. ... .. 1409

showipbgpvpnd. . . .. ... ... ... ... 1412
templatepeer. . . .. ... ... .. ... ... 1417
timersbgp. . . . .. ... L 1419
timers policy-applydelay. . . . ... ... ... 1420
graceful-restart. . . . ... ........... 1421
graceful-restart-helper. . . . .. ... .. ... 1422
BGP Routing Policy .......................... 1423
Commands in this Section . . . . .. ... ... 1423
ipas-pathaccess-list. . . . ........... 1424
ip bgp-community new-format. . . . . ... .. 1426
ipcommunity-list. . . . ... .......... 1427
ipprefix-list. . . ................. 1428
ip prefix-listdescription . . . . ... ... ... 1430
ipv6 prefix-list. . . .. ... ... ... .. ... 1431
matchas-path . . ... ............. 1434
match community. . . . .. .. ... ... ... 1435
match ip address prefix-list . . . ... ... .. 1436
match ipv6 address prefix-list . . ... ... .. 1437
show ip as-path-access-list . . . .. ... ... 1438
show ip community-list. . . ... ... ..... 1439

Contents | 52



show ip prefix-list. . . ... ... ... ..... 1440

show ipv6 prefix-list . . .. ... ........ 1442
clearipprefix-list. . . ... ........... 1444
clearipvb prefix-list. . . .. ... ... ..... 1445
clearip community-list. . . ... ........ 1446
setas-path . . . ... ........ ... ... 1447
setcomm-listdelete . . . ... ......... 1448
setcommunity . . ... ... ..., 1449
setipvb next-hop (BGP). . . . . ... ... ... 1450
setlocal-preference . . . . . ... ... .. .. 1451
setmetric. . ... ... .. ... ... ... 1452
DVMRP Commands ................covienenn. 1454
Commands in this Section . . . . . . ... ... 1454
ipdvmrp. . . .. 1454
ipdvmrpmetric. . . . ... ... ........ 1455
showipdvmrp . . .. ... ... ... ... .. 1456
show ip dvmrpinterface . . . . . .. ... ... 1457
show ip dvmrp neighbor . . . . . ... ... .. 1457
showipdvmrpnexthop. . . ... ... ... .. 1458
showipdvmrpprune. . . . ... .. ... ... 1459
showipdvmrproute . . . . ... ... .. ... 1460
IGMP Commands .................ccovvnnnnn. 1461

Contents | 53



Commands in this Section . . . .. ... .... 1462

ip igmp last-member-query-count . . . . .. .. 1462
ip igmp last-member-query-interval . . . . . .. 1463
ipigmp mroute-proxy. . . . ... ... ... .. 1464
ipigmp query-interval . . ... ... ... ... 1465
ip igmp query-max-response-time . . . ... .. 1466
ipigmprobustness . . ... ... ... ... .. 1467
ip igmp startup-query-count . . . . .. ... .. 1467
ip igmp startup-query-interval . . . .. ... .. 1468
ipigmpversion . . ... ... ... 1469
showipigmp . . . . ... ............ 1470
showipigmpgroups . . . . ... ... ..... 1470
showipigmpinterface. . . . ... ....... 1471
show ipigmp membership . . . ... ... ... 1472
show ip igmpinterfacestats . . . . .. ... .. 1473
IGMP Proxy Commands ....................... 1475
Commands in this Section . . . . ... ... .. 1475
ip igmp proxy-service. . . . . .. ... ... .. 1475
ip igmp proxy-service reset-status. . . . . . .. 1476
ip igmp proxy-service unsolicit-rprt-interval. . . 1477
show ip igmp proxy-service . . . ... ... .. 1478

Contents | 54



show ip igmp proxy-service interface . . . . . . 1479

show ip igmp-proxy groups. . . . . . ... ... 1479
show ip igmp proxy-service groups detail . . . . 1480
IP Helper/DHCP Relay Commands ............. 1482
Commands in this Section . . . . ... ... .. 1484
ip dhcp relay maxhopcount. . . . ... ... .. 1485
ip dhcp relay minwaittime . . . . ... ... .. 1486
clearip helperstatistics . . . .. ........ 1487
ip dhcp relay information check . . . . . . . .. 1487
ip dhcp relay information check-reply . . . . . . 1488
ip dhep relay information option . . . . . . . .. 1489
ip dhcp relay information option-insert . . . . . 1490
ip helper-address (global configuration). . . . . 1491
ip helper-address (interface configuration) . . . 1493
iphelperenable. . . . . ... .......... 1495
show ip helper-address . . . ... ....... 1496
showipdhcprelay . . . ... ....... ... 1497
show ip helper statistics . . . . . ... ... .. 1498
IP Routing Commands ........................ 1501
Static Routes/ECMP Static Routes. . . . . . . . 1501
Static RejectRoutes . . . . ... ... ... .. 1502
DefaultRoutes . . . .. .. ........... 1502

Contents | 55



Commands in this Section . . . .. ... .... 1502

encapsulation. . . ... ... ... ... . ... 1503
ipicmpecho-reply . . ... ........... 1503
ipicmperror-interval . . . . ... ... ... .. 1504
ipload-sharing . . ... ... .......... 1505
ipnetdirbcast. . . .. ... ... ........ 1506
ippolicyroute-map. . ... ... ........ 1507
ipredirects . . . ... ... ... . ... ..., 1509
iproute . . ... ... 1510
iproutedefault . . . . ... ... ... L. 1515
iproutedistance . . . . ... ... ... . ... 1516
iprouting . . . .. ... ... 1517
ipunnumbered . . . . ... 1518
ip unnumbered gratuitous-arp accept. . . . . . 1520
ipunreachables. . . . ... ........... 1521
matchipaddress. . . . ... .......... 1521
matchlength . . . .. ... ... ... ..... 1524
matchmac-list . . . . .............. 1525
route-map. . . . ... 1526
setinterfacenulld. . . . . .. .. ... ..... 1528
setip defaultnext-hop . . . .. ... ... ... 1529
Contents

56



setipnext-hop . . .. ... ... ........ 1530

setipprecedence . ... ............ 1531
showipbrief . . ... ... ... ... ..... 1532
showipinterface. . . . ... ... ....... 1533
showippolicy. . . . ............... 1535
showip protocols. . . . ... .......... 1535
showiproute. . . .. ... ... ... ..... 1539
show ip route preferences. . . . .. ... ... 1543
show ip route summary. . . ... ... ... .. 1544
showiptraffic. . ... ... ... ........ 1545
showipvlan . . ... .............. 1547
showroute-map . .. .............. 1547
show routing heap summary. . . . .. ... .. 1550
IPv6 Routing Commands ...................... 1552
IPv6 Limitations & Restrictions. . . . . .. ... 1552
Commands in this Section . . . . .. ... ... 1552
clearipvb neighbors . . . . .. ... ... ... 1553
clearipvb statistics. . . . . ... ..... ... 1554
ipvbaddress . . ... ... ... ... ... .. 1555
ipv6enable . . . . ... . L Lo 1556
ipv6 hop-limit . . . .. ... ... ... ..... 1557

Contents | 57



ipvbhost . . .. ... 1557

ipv6icmp error-interval. . . .. ... ... ... 1558
ipvé mld last-member-query-count. . . . . . .. 1559
ipv6 mld last-member-query-interval. . . . . . . 1560
ipvé mld host-proxy. . . . .. ... ... .... 1560
ipvé mld host-proxy reset-status. . . . ... .. 1561
ipv6 mld host-proxy unsolicit-rprt-interval . . . . 1562
ipvé mld query-interval . . . . . ... ... ... 1563
ipvé mld query-max-response-time . . ... .. 1563
ipvé nd dad attempts . . . . ... ... ... .. 1564
ipv6 nd ra hop-limit unspecified . . . . ... .. 1565
ipv6 nd managed-config-flag. . . . .. ... .. 1566
ipvé nd ns-interval . . ... ... ... 1566
ipv6 nd nud max-multicast-solicits. . . . . . .. 1567
ipv6 nd nud max-unicast-solicits. . . . . .. .. 1568
ipvéndnudretry . . . ... ... 1569
ipv6 nd other-config-flag. . . . ... ... ... 1570
ipvéndprefix . .. ...... ... ... . ... 1571
ipv6 nd raguard attach-policy . . ... ... .. 1572
ipvénd ra-interval . . ... ........... 1573
ipv6 nd ra-lifetime. . . . .. ... ... ... .. 1574

Contents

58



ipv6 nd reachable-time. . . . .. ... ... .. 1575

ipvé nd suppress-ra. . . . ... ... .. .. .. 1576
ipvéredirect . . ... ... ... ... ... 1576
ipvBroute . . . ... ... 1577
ipv6 route distance . . . . ... ... ... ... 1579
ipv6 unicast-routing . . .. ... ... ... .. 1580
ipvé unreachables . . . .. ... ... .. ... 1581
showipvbbrief . . . ... ... ......... 1581
show ipv6interface. . . . . ... ........ 1582
showipvé mid groups. . . . . .. ... ... .. 1584
show ipvé mid interface . . . .. ........ 1587
show ipv6 mld host-proxy . . ... ....... 1589
show ipv6 mld host-proxy groups . . . . .. .. 1591
show ipv6 mld host-proxy groups detail . . . . . 1592
show ipv6 mld host-proxy interface . . . . . .. 1594
show ipvé mid traffic . . . . ... ... ..... 1595
show ipv6 nd raguard policy . . . ... .. ... 1596
show ipv6 neighbors . . . . ... ... ..... 1597
show ipv6 protocols . . . . ... ... ..... 1598
showipvbroute. . . . ... ... ........ 1599
show ipv6 route preferences. . . . .. ... .. 1601

Contents

59



show ipv6 route summary . . . . ... ... .. 1602

show ipv6 snooping counters . . . . ... ... 1603
showipv6traffic . .. ... ... ........ 1604
showipvbvlan . . .. ... ... ........ 1605
tracerouteipvb . . . . . . ... ... L. 1606
Loopback Interface Commands ................ 1608
Commands in this Section . . . . . . ... ... 1608
interface loopback . . . . ... ... ... ... 1608
show interfaces loopback . . . . ... ... .. 1609
IP Multicast Commands ...................... 1611
Commands in this Section . . . . .. ... ... 1612
clearipmroute . . . . ... ... ... ..... 1612
ip multicastboundary. . . . ... ... ... .. 1614
ipmroute . . . ... ... 1614
ip multicast-routing. . . .. ........... 1615
ip multicast ttl-threshold . . . . . ... ... .. 1617
PPIM . . . 1617
ippimbsr-border. . . ... ... ... ... 1618
ip pim bsr-candidate . . . . ... ........ 1619
ippimdense-mode . . . ... .......... 1620
ippimdr-priority . . . ... ... ... ... .. 1621
ippim hello-interval. . . .. ... ........ 1621

Contents | 60



ip pim join-prune-interval. . . . . ... ... .. 1622

ippimrp-address. . . . .. ........... 1623
ippimrp-candidate. . . .. ... ........ 1624
ippimsparse-mode. . . .. ... ........ 1625
pPpimMsSSM. . . ... ... ... ... . ... 1626
showipmfe. . . .............. ... 1626
show ip multicast. . . ... ... ........ 1628
showippimboundary . .. ... ... ..... 1628
show ip multicastinterface. . . . . .. ... .. 1629
showipmroute. . . . ... ... ... ..... 1630
showipmroutegroup . .. ... ........ 1631
show ip mroute source. . . . ... ....... 1631
show ip mroute static. . . .. .......... 1632
showippim. . .. ................ 1633
show ip pim bsr-router . . . . .. ... ... .. 1634
show ip piminterface. . . . ... ... ... .. 1635
show ip pimneighbor. . . . . ... ... .. .. 1637
showippimrp-hash . . .. ... ... .. ... 1638
show ip pimrpmapping . . ... ... ... .. 1639
show ip pim statistics. . . . ... ........ 1640
IPv6 Multicast Commands .................... 1642

Contents | 61



clearipv6mroute. . . . . ... ... ... ... 1642

ipv6 pim (VLAN Interface config). . . . .. . .. 1643
ipv6 pim bsr-border. . . . . ... ... ... .. 1644
ipv6 pim bsr-candidate . . . . .. ... ... .. 1645
ipv6 pim dense-mode. . . . . ... ... .... 1646
ipv6 pimdr-priority . . . .. ... ... ... .. 1646
ipv6 pim hello-interval . . . ... ... .. ... 1647
ipv6 pim join-prune-interval . . . ... ... .. 1648
ipv6 pim register-threshold. . . . . .. ... .. 1648
ipvé pimrp-address. . . . . ... ... ... .. 1649
ipv6 pimrp-candidate. . . . . ... ... .... 1650
ipv6 pim sparse-mode . . . ... ... ... .. 1651
ipvépimssm . .. ... L 1652
showipvbpim. . .. ... ... ......... 1652
show ipv6 pim bsr-router. . . . . ... ... .. 1653
show ipvé mroute group . . . . . ... ... .. 1657
show ipvé mroute source. . . . ... ... ... 1658
show ipv6 piminterface . . . ... ....... 1659
show ipv6 pim neighbor . . . . . ... .. ... 1660
showipvé pimrp-hash . . . . ... ... .. .. 1661
show ipv6 pimrpmapping . . . . ... ... .. 1661

Contents

62



show ipv6 pim statistics . . . .. ........ 1662

IP Service Level Agreement Commands ........ 1665
ipsla . ... ... 1665
ipslaschedule . . . .. ............. 1667
trackipsla . . . ... ... oo 1668
delay . .. ... ... . 1670
icmp-echo . . .................. 1671
frequency. . . .. ... 1672
fimeout . . . . . ... ... ... 1674
threshold . . . . ... ... ... . ... .. .. 1675
vif(IPSLA) . . .. ..o 1676
clearip sla statistics . . . . ... ........ 1678
show ip sla configuration. . . . . ... ... .. 1678
show ip sla statistics . . . . . ... ....... 1680
showtrack . . . ... ... ... ... ..... 1681

OSPFCommands .................coovvuennnnn. 1684
Route Preferences . . . . . .. ... ...... 1685
OSPF Equal Cost Multipath (ECMP) . . . . . .. 1685

Forwarding of OSPF Opaque LSAs Enabled

byDefault. . . ... .... ... ... ... .. 1686
Passive Interfaces . . . .. ... ... ... .. 1687
Graceful Restart . . . . ... .......... 1687

Contents | 63



Commands in this Section . . . .. ... .... 1687
area default-cost (Router OSPF) . . . . ... .. 1689

areanssa (Router OSPF) . . . .. ... ... .. 1689

area nssa default-info-originate (Router OSPF Config) 1691

area nssa no-redistribute. . . . . ... ... .. 1692
areanssano-summary. . . . . ... ...... 1693
area nssa translator-role. . . . . ... ... .. 1693
area nssa translator-stab-intv . . . . . ... .. 1694
arearange (Router OSPF) . . . ... ... ... 1695
areastub . . ... ... L 1698
area stubno-summary . . ... ... ... ... 1699
areavirtual-link. . . ... ... ... ... 1699
area virtual-link authentication. . . . . .. ... 1702
areavirtual-link dead-interval . . . . ... ... 1703
area virtual-link hello-interval . . . . ... ... 1704
area virtual-link retransmit-interval . . . . . .. 1705
area virtual-link transmit-delay. . . . . ... .. 1706
auto-cost . . . ... ... 1706
bandwidth. . . . . ... .. ... .. ..... 1707
bfd. . . . ... 1708
capabilityopaque. . . . .. ... ... ... .. 1709

Contents

64



clearipospf. . . . ... ... . L. 1710
clearip ospfstub-router . . . . ... ... ... 1711
compatiblerfc1583 . . . . . ... ... ... .. 1712

default-information originate (Router OSPF

Configuration). . . . ... ... .. .. ..... 1712
default-metric. . . . .. ............. 1714
distanceospf. . . .. ... ... ... ... .. 1714
distribute-listout . . . . .. ... ... ... .. 1715
enable. . . . ... ... ... 1716
exit-overflow-interval. . . . .. ... ... ... 177
external-Isdb-limit . . . .. ... ... ... .. 1718
ipospfarea. . . ... .............. 1719
ip ospf authentication . . . ... ........ 1720
ipospfcost. . . . ..., .. ... ... ... 1721
ip ospf database-filterallout. . . . .. ... .. 1721
ip ospfdead-interval . . . . ... ... ..... 1722
ip ospf hello-interval . . . . ... ........ 1723
ip ospf mtu-ignore . . . .. ... ... ... .. 1723
ipospfnetwork. . . . ... ... ... ... .. 1724
ipospfpriority. . . ... ... ... ... . ... 1725
ip ospf retransmit-interval . . . . ... ... .. 1726
Contents

65



ip ospftransmit-delay. . . . ... ... ..... 1727

log adjacency-changes. . . . ... ....... 1727
max-metric router-lsa . . . . . ... ... ... 1728
maximum-paths. . . . ... ... ... ... .. 1730
networkarea . . . ... .. ... ... ..... 1731
nsf. . .o 1732
nsfhelper. . . ... ... .. ... ... ... 1733
nsf helper strict-Isa-checking . . . . ... ... 1734
nsfrestart-interval . . . ... ... ....... 1734
passive-interface default. . . . ... ... ... 1735
passive-interface. . . . . ... ... ... ... 1736
redistribute (OSPF) . . . . ... ... .. ... 1737
router-id. . . ... 1738
routerospf . . ... ... ... L. 1739
showipospf . . ... ... ... .. ... ... 1740
showipospfabr . . . ... ... ... ..... 1746
showipospfarea. . . ... ... ........ 1747
showipospfasbr. . . ... ........... 1749
showipospfdatabase . . . ... ... ... .. 1750
show ip ospf database database-summary . . . 1753
show ip ospfinterface . . . . ... ....... 1755

Contents

66



show ip ospfinterface brief . . . ... ... .. 1757

show ip ospfinterfacestats . . . ... ... .. 1758
show ip ospflsa-group. . . ... ... ..... 1758
show ip ospfneighbor . . . . . . ... ... .. 1760
showipospfrange. . . .. ... ........ 1764
show ip ospf statistics . . . . ... ....... 1765
showipospfstubtable. . . ... ... ... .. 1767
showipospftraffic. . ... ... ........ 1768
show ip ospfvirtual-links. . . .. ... ..... 1770
show ip ospf virtual-links brief . . . . . ... .. 1771
timers pacingflood. . . . .. ... ... .... 1772
timers pacinglsa-group . . ... ... ..... 1773
timersspf. ... ... ... ... ... ... .. 1774
OSPFv3 Commands ...................cccvnennn 1775
area default-cost (Router OSPFv3). . . . . . .. 1776
area nssa (Router OSPFV3). . . . . ... .. .. 1777

area nssa default-info-originate (Router

OSPFv3Config) . . . ... ............ 1778
area nssa no-redistribute. . . . ... ... ... 1779
areanssano-summary. . . ... ........ 1780
areanssa translator-role. . . . ... ... ... 1781

Contents | 67



area nssa translator-stab-intv . . . . ... ... 1782

arearange (Router OSPFv3) . . . . .. .. ... 1783
areastub . . ... ... Lo 1784
area stubno-summary . . . ... ... ... 1785
areavirtual-link. . . .. ............. 1785
area virtual-link dead-interval . . . . ... ... 1787
area virtual-link hello-interval . . . . ... ... 1788
area virtual-link retransmit-interval . . . . . .. 1789
area virtual-link transmit-delay. . . . . ... .. 1790

default-information originate (Router 0SPFv3

Configuration). . . . ... ... ... ...... 1790
default-metric. . . . .. ............. 1791
distanceospf. . .. ... ... ......... 1792
enable. . . ... ... ... ... 1793
exit-overflow-interval. . . . .. ... ... ... 1794
external-Isdb-limit . . . . ... ... ... ... 1795
ipv6ospf . . ... ... 1795
ipvbospfarea. . . .. ...... ... ..... 1796
ipvbospfcost. . . ... ... . L. 1797
ipv6 ospf dead-interval . . . . . ......... 1798
ipv6 ospf hello-interval . . . . ... ....... 1798

Contents

68



ipv6 ospf mtu-ignore . . . . ... ... ... 1799

ipv6 ospfnetwork. . . . . ... ... ... ... 1800
ipvé ospfpriority . . . ... ... ... ... .. 1801
ipv6 ospf retransmit-interval . . . . .. ... .. 1802
ipv6 ospftransmit-delay . . . ... ... . ... 1803
ipvérouterospf. . . . ... ... . L. 1803
maximum-paths. . . . ... ... ... ... .. 1804
nsf. . . . 1805
nsfhelper. . . ... ............... 1806
nsf helper strict-Isa-checking . . . . . ... .. 1807
nsfrestart-interval . . . .. ... ... ... .. 1807
passive-interface. . . . .. ... ... ... .. 1808
passive-interface default. . . . . ... ... .. 1809
redistribute (OSPFv3). . . . . ... .. ... .. 1810
router-id. . . .. ... 1811
showipvbospf . . .. ... ... ... ..... 1811
showipv6ospfabr. . . ... ... ... .... 1815
show ipv6 ospfarea . .. ... ......... 1816
showipvbospfasbr . .. ... ... ...... 1817
show ipv6 ospf border-routers. . . . ... ... 1817
show ipv6 ospf database. . . . . ... ... .. 1818

Contents

69



show ipv6 ospf database database-summary . . 1820

show ipv6 ospfinterface . . . . .. ... .. .. 1821
show ipv6 ospfinterface brief . . . . . ... .. 1822
show ipv6 ospfinterfacestats . . . . ... ... 1823
show ipv6 ospfinterfacevlan . . ... ... .. 1824
show ipv6 ospfneighbor . . . . . ... ... .. 1825
show ipv6 ospfrange. . . . ... ... ... .. 1826
show ipv6 ospfstubtable. . . . . ... ... .. 1827
show ipv6 ospfvirtual-links. . . . ... ... .. 1828
show ipv6 ospf virtual-link brief . . . . ... .. 1829
timersthrottlespf. . . . ... ... ....... 1829
IPv6 Policy-Based Routing Commands ......... 1832
ipv6 policy route-map. . . . ... ... ... .. 1832
matchipv6address. . . . . ... ... ... .. 1834
setipvbnext-hop. . . ... ... ... ... .. 1835
setipv6 defaultnext-hop. . . . . ... ... .. 1836
setipvb precedence . . . . ... ... ... .. 1837
showipv6policy . .. ... ... ... ..... 1838
Router Discovery Protocol Commands .......... 1840
Commands in this Section . . . . .. ... ... 1840
ipirdp. . . . ... 1840
ipirdpholdtime . . . . ... ... ... ..... 1842

Contents | 70



ip irdp maxadvertinterval. . . . . ... ... .. 1843

ipirdp minadvertinterval . . . . ... ... ... 1844
ipirdp multicast. . . . .............. 1845
ipirdp preference. . . . .. ... ... ... .. 1845
showipirdp. . . . . ... ... ... .. .. .. 1846
Routing Information Protocol Commands ....... 1848
Commands in this Section . . . . . . ... ... 1848
auto-summary . . ... ... ... 1848

default-information originate (Router RIP Configuration) 1849

default-metric. . . ... ............. 1850
distancerip. . . . ... ... L 1851
distribute-listout . . . .. ... ... ... ... 1851
enable. . . ... ... ... Lo 1852
hostroutesaccept. . . . .. .. .. .. ..... 1853
IPIP. « o 1854
ip rip authentication . . . . ... ... ... .. 1854
ipripreceiveversion. . . . .. ... ...... 1855
ipripsendversion . . ... ... ... ... .. 1856
redistribute (RIP) . . . . . ... ......... 1857
routermrip . . .. .. 1858
showiprip . .. ... ... L. 1859

Contents | n



showipripinterface . . . . ... ... .. ... 1860

show ipripinterface brief . . . . ... ... .. 1861
split-horizon. . . . .. ... ... ... ..... 1862
Tunnel Interface Commands .................. 1863
Commands in this Section . . . . ... ... .. 1863
interface tunnel. . . . .. ... ... ... ... 1863
show interfacestunnel. . . . . ... ... ... 1864
tunnel destination. . . . . ... ... .. .... 1865
tunnel modeipvbip . . . . ... ... ... ... 1866
tunnelsource. . . . . ... ... ... 1866

Unicast Reverse Path Foerwarding Commands . ..1868

systemurpfenable. . . .. ... ... ..... 1868
ip verify unicastsource. . . . .. ... ... .. 1870
Virtual Router Commands ..................... 1873
Commands in this Section . . . . .. ... ... 1874
description . . . ... .. ... ... .. ..., 1875
pvrf. . 1876
ipvrfforwarding . . . ... ........... 1877
maximumroutes . . ... ... ... ... 1878
showipwrf . . .. ..o 1879

Virtual Router Redundancy Protocol Commands .1882

Pingable VRRP Interface . . . . ... ... ... 1882

Contents | 72



VRRP Route/Interface Tracking . . . . . .. .. 1883

Interface Tracking . . . .. ... ... ..... 1884
Route Tracking . . . . ... ........... 1884
Commands in this Section . . . . . ... .... 1884
PVITP .« o o e e e e e e e 1885
vrrp accept-mode. . . . ... ... ... 1885
vrrp authentication . . . . .. ... ... .. .. 1886
vrrpdescription. . . . ... ... L. L. 1887
VITPIP. « o e 1888
vierpmode. . ... 1889
virppreempt . . . ... 1890
vrrppriority . . . ... 1891
vrrp timers advertise . . . . . ... ... .. .. 1891
vrrptimerslearn . . .. ... ... L. L. 1892
vrrp trackinterface. . . . .. ... ... .. .. 1893
vrrptrackiproute. . . . ... ... ... 1894
showvrrp. . . . ... .. 1895
showvrrpinterface. . . . . ... ........ 1897

Virtual Router Redundancy Protocol v3 Commands 1900

fhrpversionvrrpv3. . . . .. ... 1901

Contents | 73



showvrrp. . . . ..o 1902

accept-mode . . . ... ... ... ... ..., 1904
preempt. . . ... ... 1905
priority . . .. ... 1906
timersadvertise. . . . ... ... ........ 1907
shutdown. . . . ... ... ... L 1908
address. . . . . .. ... .. 1908
trackinterface . . . ... ... ... ... ... 1910
trackiproute . . . . ... ... ... ... 1911
clearvrrp statistics. . . . .. .......... 1912
showvrrp statistics. . . . ... ......... 1913

7 Switch Management Commands. . . .. 1915
Application Deployment ...................... 1916
Commands in this Section . . . . .. ... ... 1916
applicationinstall. . . . ... .......... 1916
applicationstart . . . ... ........... 1917
applicationstop. . . ... ... ... ...... 1918
show application. . . ... ... ........ 1919
Auto-Install Commands ....................... 1921
Commands in this Section . . . . . . ... ... 1922
bootauto-copy-sw. . ... ... ... ..... 1922

Contents | 14



boot auto-copy-sw allow-downgrade . . . . . . 1923

boot host auto-reboot . . . ... ... ... .. 1924
boot hostauto-save . . . ............ 1924
boothostdhep . . . . ... ... ... ... .. 1925
boot hostretry-count. . . . . ... ....... 1926
show auto-copy-sw . . ... .......... 1927
showboot. . . ... ... ............. 1927
CLI Macro Commands ........................ 1929
Commands in this Section . . . . .. ... ... 1930
macroname . . .. ............... 1930
macro globalapply. . . .. ... ... ... .. 1932
macro globaltrace . . . . . ... ... .. ... 1932
macro global description. . . . . ... ... .. 1933
macroapply. . . . ... . 1934
macrotrace. . . . . . ... ... ... ... .. 1934
macro description . . ... ... ... ... .. 1935
show parsermacro. . . . . ... ........ 1936
ClockCommands ............................ 1937
Real-time Clock. . . . .. ... ... ...... 1937
Simple Network Time Protocol. . . . . ... .. 1937
Commands in this Section . . . . . . ... ... 1938
show sntp configuration . . . . . ... .. ... 1938

Contents | I



showsntpserver . . . . ... ... .. ..... 1939

showsntpstatus . . . ... ........... 1940
sntp authenticate . . . . ... ... ....... 1941
sntp authentication-key. . . . . ... ... ... 1942
sntp broadcast clientenable . . . . . ... ... 1943
sntp client poll timer . . . .. .. ... ..... 1943
sntpserver . . ... ... 1944
sntp source-interface. . . . .. ... ... ... 1945
sntp trusted-key. . . . . ... .. L. 1946
sntp unicast clientenable . . . ... ... ... 1947
clockset. . . . ...... .. .. .. .. ... 1948
clock timezone hours-offset . . . . . ... ... 1948
no clock timezone. . . . . ... ... ... ... 1949
clock summer-time recurring. . . . . ... ... 1950
clock summer-timedate . . . ... ....... 1951
no clock summer-time . . . ... ... ..... 1952
showclock . . ... ............... 1952

Command Line Configuration Scripting Commands 1954

Commands in this Section . . . .. ... .... 1954
scriptapply . . . ... 1954
scriptdelete. . . . ... ... oL 1955

Contents | 76



scriptlist . ... ... 1956

scriptshow . . . . .. ... ... .. ... 1956
scriptvalidate. . . .. ... ........... 1957
CLI Output Filtering Commands ................ 1959
show xxx|include “string” . . ... ....... 1959
show xxx|include “string” exclude “string2” . . 1959
show xxx|exclude “string” . . . ... ... ... 1960
show xxx|begin “string” . . .. ... ... ... 1961
show xxx|section “string” . . . ... ... ... 1962
show xxx|section “string” “string2” . . . . . . . 1963
show xxx|section “string” include “string2”. . . 1963
Configuration and Image File Commands ....... 1965
File System Commands. . . . . ... ...... 1965
Command Line Interface Scripting. . . . . . .. 1965
Commands in this Section . . . . . . ... ... 1965
bootsystem. . . . ... ... ... L. 1966
clearconfig. . . . ... ... ........... 1967
COPY. « v v e e e e e e 1967
delete. . . . ... ... .. .. 1977
dir. .. 1978
BIASE . . o o i 1979
filedescr. . . . . ... 1979

Contents | 77



rename . . . . . . ... e e 1980

show backup-config . . . . ... ........ 1981
showbootvar. . . .. .............. 1982
show running-config . . . . ... ... .. ... 1983
show startup-config . . . . ... ........ 1985
write. . ... 1986
DHCP Client Commands ...................... 1987
Commands in this Section . . . . ... ... .. 1987
releasedhep . . . .. ... 1988
renewdhep. . . .. ... .. ... .. ..., 1988
showdhcplease . . . ... ........... 1990
DHCP Server Commands ...................... 1992
Commands in this Section . . . . . ... .... 1993
ipdhcppool. . . . ... ... ... ... ... 1993
booffile . . . .. ... ... ... ... ... .. 1996
clearipdhcpbinding. . . . ... ... ... .. 1996
clearipdhcpconflict. . . ... ... ... ... 1997
client-identifier . . . . ... ..... ... ... 1998
client-name. . . ... ... ... ... ... 1998
default-router. . . . ... .. ... ... ... . 1999
dns-server (IP DHCP Pool Config) . . . . .. .. 2000
domain-name (IP DHCP Pool Config). . . . . .. 2001

Contents | 78



host. . ... .. ... .. .. 2002
ip dhcp bootp automatic . . . .. ... ... .. 2003
ip dhep conflictlogging. . . . . . ... ... .. 2004
ip dhcp excluded-address . . . . ... ... .. 2004
ipdhcppingpackets . . . . ... ........ 2005
lease . . . . ... . 2006
netbios-name-server. . . . .. ... ... ... 2007
netbios-node-type . . . .. ... ... ... .. 2008
network. . . ... ... L 2009
next-server . . . .. .. ... ... ... ... 2009
option. . . ... .. ... . 2010
servicedhep . . ... .. 2015
SMP . . . e 2015
showipdhcpbinding. . . . ... ... ..... 2016
show ip dhep conflict. . . . ... ... .. ... 2017
show ip dhcp global configuration. . . . . . .. 2017
showipdhcppool .. ... ... ... ..... 2018
show ip dhcp server statistics . . . . ... ... 2018
DHCPv6 Server Commands .................... 2020
clearipv6dhep . . . . ... ... 2020

Contents | 79



dns-server (IPv6 DHCP Pool Config) . . . . . .. 2021

domain-name (IPv6 DHCP Pool Config) . . . . . 2021
ipvédhcppool . . .. ... L 2022
ipvédheprelay . . . . ... 2023
ipv6 dhcpserver . . . . ... ... ... ..., 2024
prefix-delegation . . . . ... ... ....... 2026
servicedhcpv6 . . . . ... .. L. 2027
showipvédhep. . . . ... ........... 2028
show ipv6 dhcp binding. . . . .. ... ... .. 2029
show ipv6 dhcpinterface. . . . . ... ... .. 2029
show ipvé dhcppool . . . ... ... ... ... 2033
show ipv6 dhcp statistics. . . . . ... ... .. 2034
HiveAgent Commands ........................ 2036
Commands in this Section . . . . ... ... .. 2036
eula-consent . . . . .. ... ... L. 2036
hiveagent. . . . . .. ... ... ........ 2037
SEIVEI. . . . i 2038
debug. .. ... ... 2039
enable. . . ... ... ... L 2040
proxy-ip-address . . . ... ... ... ..... 2041
source-interfacevlan-id . . . .. ... ... .. 2042

Contents | 80



show hiveagentdebug . . . . ... ....... 2044
show hiveagent source-interface . . . . .. .. 2044
show hiveagentstatus . . . . ... ....... 2045
show eula-consent hiveagent . . . . ... ... 2046
IP Addressing Commands ..................... 2048
Commands in this Section . . . . . . ... ... 2048
clearhost. . . .. ... ... .. .. ... ... 2049
clearip address-conflict-detect . . . . ... .. 2049
interface out-of-band. . . . .. ... ... ... 2050
ipaddress. . . . .. ... .. L 2051
ip address (OQut-of-Band). . . . . ... ..... 2053
ip address-conflict-detectrun . . . . . ... .. 2054
ip address dhcp (Interface Configuration). . . . 2055
ip default-gateway . . . .. ... ... ..... 2056
ipdomain-lookup . . . ... ... ... ... .. 2057
ipdomain-name. . . .. ... ... ... ... 2058
iphost. . . .. .. ... 2059
ipname-server . . . . ... ... ... 2060
ip name-server source-interface. . . . .. . .. 2060
ipv6 address (Interface Configuration). . . . . . 2062

Contents | 81



ipv6 address (00OB Port) . . .. ... ...... 2064

ipv6 addressdhcp . . . .. ... ... L. 2065
ipv6 enable (Interface Configuration) . . . . . . 2066
ipv6 enable (00B Configuration) . . . . .. . .. 2066
ipv6 gateway (00B Configuration) . . . . . . . . 2067
showhosts . . . . ................ 2068
show ip address-conflict. . . . ... ... ... 2069
show ip helper-address . . . ... ....... 2070

show ipv6 dhcp interface out-of-band statistics. 2071

show ipv6 interface out-of-band . . . . . . . .. 2072
LineCommands ......................ccoutt. 2074
accounting . . . .. ... ... ... 2074
authorization . . . . ... ... ... .. .... 2075
enable authentication . . . . ... ....... 2076
exec-banner . . .. ... ... ... ... 2077
exec-timeout . . . . ... ...... ... ... 2078
history. . . . .. ... .. . 2079
historysize . . . . ... ... ... ... ... 2079
line . ... . 2080
login authentication . . . ... ......... 2081
login-banner . . . .. ... L L. 2082

Contents | 82



motd-banner . . . .. ... ... ... ... 2083

password (Line Configuration) . . . . . .. ... 2083
showline . . .. ................. 2084
speed . . . ... 2085
terminallength . . . ... ... ... ...... 2086
PHY Diagnostics Commands .................. 2088
show copper-portstdr . . . . .. ... ..... 2088
show fiber-ports optical-transceiver. . . . . . . 2089
testcopper-porttdr. . . . ... ... ... L. 2090
Power Over Ethernet Commands . .............. 2092
Flexible Power Management. . . . . ... ... 2092
Commands in this Section . . . . . . ... ... 2093
powerinline. . . . ... ... ... ... ... 2093
power inline detection . . . . . ... ...... 2094
power inline four-pair forced. . . . .. ... .. 2096
powerinlinelimit. . . ... ... ... ..... 2097
power inline management . . . . ... ... .. 2099
powerinlinepoe-ha . . .. ... ........ 2100
power inline powered-device . . ... ... .. 2102
powerinline priority . . . ... ... ... ... 2102
powerinlinereset . . . ... .......... 2103
power inline usage-threshold . . . . ... ... 2104

Contents | 83



clear power inline statistics . . . ... ... .. 2105

show powerinline . . ... ... ........ 2105
show power inline firmware-version. . . . . . . 2107
RMON Commands ..................cccovnene. 2109
Commands in this Section . . . . ... ... .. 2109
rmonalarm . . .. ... ... ... ... 2109
rmon collection history. . . . .. ... ... .. 211
rmonevent . . .. ... ... ... ... 2112
rmon hcalarm. . . . . ... ... ... ... 2113
showrmonalarm. . . . . ............ 2115
showrmonalarms . . .. ............ 2117
show rmon collection history. . . . .. ... .. 2118
showrmonevents . . ... ........... 2119
showrmonhcalarm . . ... .... ... ... 2120
showrmonhistory . . . ... ... ... .... 2121
showrmonlog . . .. ... ... ... ..... 2124
show rmon statistics . . . . ... ... ... .. 2125
Serviceability Commands ..................... 2129
Commands in this Section . . . . .. ... ... 2129
debugaaa. . ... ... .. ... ... .. 2130
debugarp. . .. ... ... ... L. 2131
debug authentication interface. . . . . ... .. 2132

Contents | 84



debugauto-voip . ... ... ... ... ..., 2133

debughbfd. . ... ... ... L 2134
debugcfm. . .. ... ... L 2134
debugclear. . . ... ... ... ... .. .. 2135
debugconsole . .. ............... 2136
debugcrashlog. . .. ... ........... 2137
debug dhep packet. . . . . ... ... ... .. 2139
debug dhcp serverpacket . . . ... ... ... 2140
debugdotlx. . . ... .............. 2141
debug igmpsnooping . . . ... ... ... ... 2142
debugipacl. . .. ..... .. ... .. .. .. 2143
debugipbgp . . ... ... .. L. 2143
debug ip device tracking . . . . ... ... ... 2145
debugipdvmrp. . . ... .. ... ... 2146
debugipigmp. . . .. ... ... 2146
debugipmcache. . . ... ... ... ..... 2147
debug ip pimdm packet. . . . . ... ... ... 2148
debugip pimsmpacket. . . ... ... ... .. 2149
debugipvrrp . . . ... 2150
debugipv6dhep . . ... ... ... ... ... 2150
debugipvé mcache. . . . . ... ... ... .. 2151
Contents

85



debugipvbmid . . .. ... ... ........ 2152

debug ipv6 ospfv3d packet. . . . .. ... .. .. 2153
debugipv6 pimdm . .. ... ... ....... 2153
debugipvb pimsm. . . ... ... ... ... .. 2154
debugisdp . . . ... ... ... ... ... 2155
debuglacp . .. ....... ... ....... 2156
debug mldsnooping. . . . ... ... ... ... 2156
debugospf . . ... ... ... L. 2157
debugospfvdpacket. . . . ... ... ... .. 2158
debugping . .. ... .. .. L. 2159
debugrip . . .. ... ... L 2160
debugsflow. . . . ........ ... ..... 2161
debug spanning-tree . . . . ... ... ... .. 2161
debugtacacs. . ... ... ... ......... 2162
debugtransfer . . .. ... ... ... ..... 2163
debugudld . . . ... .. ... .. ... 2164
debugvpc . ... ... 2165
debugvrrp . . ... 2166
exceptioncore-file . . . . ... ... ... ... 2166
exceptiondump. . . .. ... ... ... ... 2168
exceptionprotocol . . . .. ... ... ... .. 2170
Contents

86



exception switch-chip-register . . . . ... .. 2172

ip http timeout-policy. . . . . . ... ... ... 2173
showdebugging . . . ... ... ........ 2174
show exception. . . . ... ........... 2174
show supportedmibs. . . . . ... ... .. .. 2176
snapshothgp. . . .. ... ... ... .. ... 2181
Wrtecore. . . . . . ... 2182
Sflow Commands ............................ 2184
Commands in this Section . . . . .. ... ... 2184
sflow destination . . . . ... ... ... .. .. 2184
sflowpolling . . .. ............... 2186
sflow polling (Interface Mode) . . . . .. .. .. 2187
sflowsampling . . .. ... ........... 2188
sflow sampling (Interface Mode). . . . . .. .. 2189
sflow source-interface . . . . . ... ... ... 2190
show sflowagent. . . ... ... ........ 2191
show sflow destination. . . . . ... ... ... 2192
show sflowpolling . . . .. ... ... ..... 2193
show sflowsampling. . . . ... ... ..... 2194
show sflow source-interface. . . .. .. .. .. 2195
SNMPCommands ............................ 2197
Commands in this Section . . . . .. ... ... 2197

Contents | 87



showsnmp . . . ... ... ... L. 2198

show snmpengineid . . .. ........... 2199
show snmpfilters. . . ... ... ... ..... 2200
showsnmpgroup. . ... ... ......... 2201
showsnmpuser . . ............... 2202
showsnmpviews. . . ... ........... 2203
showtrapflags . . .. ... ........... 2204
snmp-server community . . . .. ... ... .. 2206
snmp-server community-group. . . . . ... .. 2208
snmp-servercontact. . . .. ... .. ..... 2209
snmp-server enabletraps . . . ... ... ... 2210
snmp-server enginelD local . . . ... ... .. 2213
snmp-serverfilter. . . . .. ... ... ... 2215
SNMP-SEIVergroup . . . « « v v v v v v v v 2216
snmp-serverhost. . . ... ... ........ 2218
snmp-server location. . . . .. ... ...... 2219
SNMP-SEIVEeruser. . . . . . . . v v v v v v v .. 2220
SNMP-SEIverview. . . . . . ... ... ..... 2222
snmp-serverv3-host . . . ... ... ... ... 2223
snmp-server source-interface . . . . ... ... 2225
SupportAssist Commands ..................... 2221

Contents | 88



Commands in this Section . . . .. ... .... 2227

eula-consent . . . . .. ... ... ... 2227
contact-company. . . . .. ........... 2229
contact-person. . . . ... ... ... ..... 2230
enable. . . ... ... ... .. L. 2231
proxy-ip-address . . . ... ........... 2232
SEIVEI. . . . . it 2233
show eula-consent support-assist. . . . . ... 2234
show support-assiststatus. . . . ... ... .. 2236
support-assist. . . . ... ... ... ... ... 2237
url. oo 2238
SYSLOG Commands ........................e. 2240
Command Logging . . . ... .......... 2240
Commands in this Section . . . . ... ... .. 2241
clearlogging . . . .. .. ............ 2242
clearloggingfile . . . ... ........... 2242
description (Logging). . . . . ... ... .. .. 2243
level. . . . .. . 2244
logging cli-command . . . . ... ........ 2244
logging . . .. .. ... .. 2246
loggingaudit . . . .. ... ... . ... .. 2248
Contents

89



logging buffered . . . ... ... ... ... 2249

loggingconsole. . . ... ......... ... 2250
loggingfacility . . .. ... ........... 2251
loggingfile . . . ... .............. 2252
loggingmonitor. . . . .. ... ......... 2253
loggingon. . . .. ... ... ... ... ... 2254
logging protocol . . . ... ... ... ... .. 2255
loggingsnmp . . . ... ... .......... 2257
logging source-interface. . . . . ... ... .. 2257
loggingtraps . . . . . ... ... ... ... 2259
logging web-session . . . ... ... ... ... 2260
port . . . . 2260
showlogging . . . .. ... ........... 2261
show loggingfile . . . ... ... ........ 2263
show syslog-servers . . . . ... ........ 2264
terminal monitor . . . . . ... ... ... 2265
System and Stack Management Commands ..... 2267
assettag . . ... ... .. ... ... 2268
bannerexec . . ... .............. 2269
bannerlogin . . ... ... ... ... . .... 2269
bannermotd . . . ... .. ... ... ... 2210

Contents | 90



buffers . . ... ... ... 2273
clear checkpoint statistics . . . . ... ... .. 2275
clear counters stack-ports. . . . ... ... .. 2275
connect. . . .. ... 22176
disconnect . . . . ... ... ... ... 2271
exit . ... 2278
hostname . . . ... .. .. .. ... ... ... 2219
initiate failover . . . . ... ... .. L. 2280
load-interval . . . ... ... ... . ..... 2282
locate. . . . .. ... .. .. 2282
logout. . ... ... ... .. .. .. ... ... 2283
member. . . .. ... Lo 2284
memory free low-watermark. . . . . . ... .. 2285
nsf. . .o 2286
pINg . . . . 2287
processcputhreshold . . . .. ... ... ... 2290
quit . .. 2292
reload. . .. ... ... .. 2293
service unsupported-transceiver . . . ... .. 2294
setdescription . . .. ... ... ... ... .. 2295
Contents

91



showbanner . . . .. .. .. .. .. ...... 2297
showbuffers . . . ... ... ... ... .. 2298
show checkpoint statistics. . . . .. ... ... 2299
show cut-throughmode . . . . ... ... ... 2300
show hardware profile portmode . . . . .. .. 2301
show idprominterface . . . . ... ....... 2302
show interfaces. . . . ... ... ........ 2303
show interfaces advanced firmware. . . . . . . 2305
showmemorycpu . . ... ... ... ..... 2306
showmsg-queue . . . ... ... ........ 2307
shownsf . ... ... .. ... L 2308
show power-usage-history. . . . ... ... .. 2310
show processapp-list . . .. .......... 2311
show process app-resource-list. . . . ... .. 2313
showprocesscpu . ... ... ......... 2314
show process proc-list. . . ... ........ 2315
show router-capability . . . . ... ....... 2317
showsessions . . . ... ............ 2318
showslot . . ... ... .. ... ... ... 2319
show supported cardtype . . . . ... ... .. 2321

Contents

92



show supported switchtype . . . . .. ... .. 2323

showswitch . . ... .............. 2325
showsystem . . ... .............. 2334
showsystemfan . . . ... ........... 2336
showsystemid. . .. .............. 2336
show systempower . . .. ... ........ 2337
show system temperature . . . . ... ... .. 2338
showtech-support. . . .. ... ........ 2339
showusers . . . ................. 2343
showversion. . . .. .............. 2344
stack . . ... 2345
stack-port. . . . ... ... ... L. 2346
stack-port shutdown . . . . ... ... ... .. 2348
standby . . . .. ... 2349
switchrenumber . . . . .. ... ... ... .. 2350
telnet . . .. ... 2351
traceroute. . . . .. ... ... L. 2352
tracerouteipvb . . . . .. ... ... ... ... 2354
update bootcode . . . . .. ... ... ... .. 2356
Telnet Server Commands ..................... 2358
Telnet Client Behaviors. . . . . . ... ... .. 2358

Contents | 93



Commands in this Section . . . .. ... .... 2360

ip telnet serverdisable . . . . .. ........ 2360
iptelnetport . . ... ... ... ........ 2361
showiptelnet. . . .. ... ... ... ..... 2361
Time Ranges Commands ...................... 2363
time-range[name] . . . ... ... ... ... 2363
absolute. . . . ... ... ... L. 2364
periodic. . . .. .. ... ... 2365
showtime-range . . . . ... ... ....... 2367
USB Flash Drive Commands ................... 2369

Validation of Files Downloaded/Uploaded from
USBDevice. . . .. ............... 2369

Validation for Files Uploaded from Switch to USB

FlashDrive . . . ... ... ... ... ..... 2369
Downloading and Uploading of Files. . . . . . . 2370
Commands in this Section . . . . . ... .... 2370
unmountusb . . .. ... Lo 2370
showusb . . .. ... ... ... ... L. 2371
dirush. . ... ... 2372
TECOVET . . . v v e et e e e e 2374
User Interface Commands .................... 2375
configureterminal . . . . ... ... ...... 2375

Contents | 94



enable. . . ... ... ... ... 2317
end . ... 2378
exit ... 2379
quit . .. 2379
Web Server Commands ....................... 2381
Web Sessions. . . ... ... 2381
Commands in this Section . . . . ... ..... 2382
common-name . . . . ... ... ... ..... 2382
country . . . .. 2383
crypto certificate generate. . . . . .. ... .. 2384
crypto certificate import . . . . . ... ... .. 2386
crypto certificate request . . . . ... ... .. 2389
duration. . . . . ... ... 2390
email .. ... ... . 2391
iphttpport . . . ... ... ... ........ 2391
iphttpserver . . . .. ... ... .. .. .. .. 2392
ip http secure-certificate. . . . . ... ... .. 2393
iphttpsecure-port . . . .. ... ........ 2394
ip http secure-server. . . . .. ... ... ... 2395
ipscpserverenable . . .. ... ... ..... 2395
Contents

95



key-generate . . . . . ... ... ... ... 2396

location. . ... ........... .. ... 2397
no crypto certificate . . . . ... ... ... .. 2398
organization-name . . . .. ... ... ..... 2399
organization-unit . . . ... ... ... ... .. 2399
quit . .. 2400
show crypto certificate mycertificate . . . . . . 2401
show ip http serverstatus . . . ... ... ... 2402
show ip http server secure status . . . . . . .. 2402
state. . .. ... .. 2404
A Appendix A: List of Commands . ... .. 2405

Contents

96



Dell EMC Networking CLI

Dell EMC Networking N1100-0N/N1500/N2000/N2100-0N/N2200-
ON/N3000-ON/N3100-0ON Series Switches

Introduction

The Command Line Interface (CLI) is a network management application
operated through an ASCII terminal without the use of a Graphic User
Interface (GUI) driven software application. By directly entering commands,
the user has greater configuration flexibility. The CLI is a basic command-line
interpreter with command-line completion, in-line syntax help, and prior
command recall.

A switch can be configured and maintained by entering commands from the
CLL which is based solely on textual input and output with commands being
entered by a terminal keyboard and the output displayed as text via a terminal
monitor. The CLI can be accessed from a console terminal connected to an
RS-232 port or through a Telnet/SSH session. Serial communication via a
dedicated USB port is available on the N1100-ON Series switch.

This guide describes how the CLI is structured, describes the command
syntax, and describes the command functionality.

This guide also provides guidelines for configuring the Dell® EMC™
Networking switch, and provides limited configuration examples. Basic
installation is described in the User’s Guide and must be completed before
using this document.

This document applies to the following switch firmware versions:

e Version 6.6.1—N1100-ON/N1500/N2000/N2100-ON/N2200-ON/N3000-
ON/N3100-ON Series switches

Command Groups

The system commands can be broken down into three sets of functional
groups: Layer 2, Layer 3, and Utility.
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Table 1-1.

System Command Groups

Command Group

Description

Layer 2 Commands

ACL

Configures and displays ACL information.

MAC Address Table

Configures bridging address tables.

Auto-VolP

Configures auto VoIP for IP phones on a switch.

CDP Interoperability

Configures Cisco® Discovery Protocol (CDP).

DHCP L2 Relay

Enables the Layer 2 DHCP relay agent for an interface.

DHCP Snooping

Configures DHCP snooping and displays DHCP snooping

information.

Dynamic ARP Inspection

Configures for rejection of invalid and malicious ARP
packets.

Ethernet Configuration

Configures all port configuration options for example
ports, storm control, port speed and auto-negotiation.

Ethernet CFM

Configures and displays GVRP configuration and
information.

Ethernet Ring Protection
Commands

Configures and displays Ethernet Ring Protection
switching mechanism and a protocol for Ethernet layer
network rings.

Green Ethernet

Configures Green Ethernet and displays Green Ethernet
information.

GVRP

Configures GVRP snooping and displays GVRP
information.

IGMP Snooping

Configures IGMP snooping and displays IGMP
configuration and IGMP information.

IGMP Snooping Querier

Configures IGMP Snooping Querier and displays IGMP
Snooping Querier information.

Interface Error Disable
and Auto Recovery

Automatically disables an interface when an error is
detected. Auto recovery re-enables the interface after the
configured time interval expires.

[P Addressing

Configures and manages IP addresses on the switch.

[Pv6 ACL

Configures and displays ACL information for IPv6.
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Table 1-1.

System Command Groups (continued)

Command Group

Description

[Pv6 MLD Snooping

Configures IPv6 MLD Snooping.

[Pv6 MLD Snooping
Querier

Configures IPv6 Snooping Querier and displays IPv6
Snooping Querier information.

IP Source Guard

Configures IP source guard and displays IP source guard
information.

1ISCSI Optimization

Configures special QoS treatment for traffic between
iSCSl initiators and target systems.

Link Dependency

Configures and displays link dependency information.

LLDP

Configures and displays LLDP information.

Loop Protection

Configures keep alive.

MLAG

Configures MLAG and displays MLAG information.

Multicast VLAN

Registration

Configures MVLAN and displays MVLAN information.

Port Channel

Configures and displays port channel information.

Port Monitor

Monitors activity on specific target ports.

QoS

Configures and displays QoS information.

Spanning Tree

Configures and reports on spanning tree protocol.

UDLD

Configures UDLD and displays UDLD information.

VLAN

Configures VLANs and displays VLAN information.

Switchport Voice VLAN

Configures voice VLANSs and displays voice VLAN

information.

Security Commands

AAA

Configures connection security including authorization
and passwords.

Administrative Profiles
Commands

Group commands into a profile and assign a profile to a
user upon authentication.

E-mail Alerting

Configures e-mail capabilities.

RADIUS

Configures and displays RADIUS information.

TACACS+

Configures and displays TACACS + information.

Dell EMC Networking CLI | 99




Table 1-1.

System Command Groups (continued)

Command Group

Description

802.1x

Configures and displays commands related to 802.1x
security protocol.

Captive Portal

Blocks clients from accessing network until user
verification is established.

Denial of Service

Provides several Denial of Service options.

Management ACL

Configures and displays management access-list
information.

Password Management

Provides PE[SSVVOI’C] management.

SSH

Configures SSH authentication.

Multiple Registration Protocol Commands

MVRP

Configures and displays MVRP information.

Data Center Commands

OpenkFlow

Configures the switch to be managed by a centralized
OpenFlow Controller using the OpenFlow protocol.

Layer 3 Routing Commands

ARP (IPv4)

Manages Address Resolution Protocol functions.

BFD

Configures BFD and displays BFD information.

BGP

Configures BGP and displays BGP information.

BGP Routing Policy

Configures BGP routing policy and displays BGP routing
policy information.

DHCP Server and Relay
Agent (IPv4)

Manages DHCP/BOOTP operations on the system.

DHCPv6

Configures IPv6 DHCP functions.

DHCPv6 Snooping

Configures DHCP v6 snooping and whether an interface
is trusted or untrusted.

DVMRP (Mcast)

Configures DVMRP operations.

GMRP

Configures GMRP and displays GMRP information.

IGMP (Mcast)

Configures IGMP operations.

IGMP Proxy (Mcast)

Manages IGMP Proxy on the system.
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Table 1-1.

System Command Groups (continued)

Command Group

Description

[P Helper/DHCP Relay

Configures relay of UDP packets.

[P Routing (IPv4)

Configures IP routing and addressing.

[Pv6 Multicast

Manages IPv6 multicasting on the system.

[Pv6 Routing

Configures IPv6 routing and addressing.

IP Service Level
Agreement

Monitors network performance between routers or from a
router to a remote IP device.

Loopback Interface

(IPvO)

Manages loopback configurations.

Multicast(Mcast)

Manages multicasting on the system.

OSPF (IPv4)

Manages shortest path operations.

OSPFv3 (IPvO)

Manages IPv6 shortest path operations.

IPv6 Policy-Based Routing

Configure and view policy-based routing for IPv6.

IPv6 Policy-Based Routing

(IPv4)

Manages router discovery operations.

Routing Information

Protocol (IPv4)

Configures RIP activities.

Tunnel Interface (IPv6)

Managing tunneling operations.

Unicast Reverse Path
Forwarding

Helps limit the problems that are caused by malformed or
spoofed IP source addresses by discarding IP packets that
lack a verifiable IP source address.

Unicast Reverse Path
Forwarding

Manages a virtual router.

Virtual Router
Redundancy (IPv4)

Controls virtual LAN routing.

Virtual Router

Redundancy Protocol
: 2

version 3 Commands

Provides address redundancy for both IPv4 and IPv6 router
addresses.

Switch Management Commands

Application Deployment

Manages Dell-supplied applications.
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Table 1-1.

System Command Groups (continued)

Command Group

Description

Auto-Install

Automatically configures switch when a configuration file
is not found.

CLI Macro

Configures CLI Macro and displays CLI Macro

information.

Clock

Configures the system clock.

Command Line
Configuration Scripting

Manages the switch configuration files.

Configuration and Image

Files

Manages file system and Command Line Interface
scripting commands.

DHCP Client

Configures an interface to obtain an IP address via DHCP.

HiveAgent

Enables configuration of the Dell HiveAgent

Line

Configures the console, SSH, and remote Telnet
connection.

PHY Diagnostics

Diagnoses and displays the interface status.

Power Over Ethernet
(PoE)

Configures PoE and displays PoE information.

RMON

Can be configured through the CLI and displays RMON
information.

Serviceability Tracing

Controls display of debug output to serial port or telnet
console.

sFlow Configures sFlow monitoring.

SNMP Configures SNMP communities, traps and displays SNMP
information.

SYSLOG Manages and displays SYSLOG messages.

System Management

Configures the switch clock, name and authorized users.

Telnet Server

Configures telnet service on the switch and displays telnet
information.

Time Ranges

Configures time ranges and displays time range
information.

USB Flash Drive

Configures USB flash drive and displays USB flash drive

information.
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Table 1-1. System Command Groups (continued)

Command Group Description

User Interface Describes user commands used for entering CLI
commands.

Web Server Configures web-based access to the switch.

Mode Types

The tables on the following pages use these abbreviations for Command

Mode names.

AAA — IAS User Configuration

APC — Administrative Profile Configuration

ARPA — ARP ACL Configuration

BR—BGP Router Configuration

CC — Crypto Configuration

CP — Captive Portal Configuration

CPI — Captive Portal Instance

CMC — Class-Map Configuration
DCB—Datacenter-Bridging Configuration

DP — [P DHCP Pool Configuration

DRC-Dynamic RADIUS Configuration
ERP—Ethermnet Ring Profile Configuration
ERC—Ethernet Ring Configuration

ERI—FEthernet Ring Instance Configuration
ERIA—Ethermnet Ring Instance APS-Channel Configuration
ERIC—Ethernet Ring Instance Configuration APM
GC — Global Configuration

HAC—Hive Agent Sever Configuration

IC — Interface Configuration

IP — IP Access List Configuration
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IPAF4—IPv4 Address Family Configuration
IPAF—IPv6 Address Family Configuration
IPSLA—IP SLA Configuration
IPSLAE—IP SLA ICMP Echo Configuration
IR — Interface Range

KC — Key Chain

KE — Key

L. — Logging

LC — Line Contfiguration

LD — Link Dependency

MA — Management Access-level

MC — MST Configuration

MD —MLAG Domain Configuration
MDC — Maintenance Domain Configuration
ML — MAC-List Configuration

MSC — Mail Server Configuration

MT — MAC-acl

OFC—Opentlow Configuration

OG — OSPIv2 Global Contfiguration
OR—OSPFv2 Router Configuration

PE — Privileged Exec

PM — Policy Map Contfiguration

PCGC — Policy Map Global Configuration
PCMC — Policy Class Map Configuration
PTC—Peer Template Configuration

R — RADIUS Server Configuration

RIP — Router RIP Configuration

RC — Router Configuration

RM—Route Map Configuration
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ROSPF — Router Open Shortest Path First

ROSV3 — Router Open Shortest Path First Version 3
S—Support

SAC—Support Assist Configuration

SC — Stack Configuration

SP — SSH Public Key

SK — SSH Public Key-chain

TC — TACACS Configuration

TKC—Track Configuration

TRC — Time Range Configuration

UB—U-boot

UE — User Exec

VC — VLAN Configuration (reached via vlan command)
VRC—VRF Configuration

VR—Virtual Router Configuration

VRRP—VRRPv3 Group Configuration

vOACL — IPv6 Access List Configuration

v6CMC — IPv6 Class-Map Configuration

v6DP — IPv6 DHCP Pool Contfiguration

Layer 2 Commands

ACL
Command Description Mode?
ip access-list Creates an Access Control List (ACL) thatis |GC
identified by the parameter accesslistnumber.
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Command Description Mode®
deny | permit (IP ACL) The deny command denies traffic if the ML
conditions defined in the deny statement are
matched. The permit command allows traffic if
the conditions defined in the permit statement
are matched.
deny | permit (Mac-Access- | The deny command denies traffic if the ML
List-Configuration) conditions defined in the deny statement are
matched. The permit command allows traffic if
the conditions defined in the permit statement
are matched.
1p access-group Attaches a specified access-control list toan  |GC or
interface. IC
mac access-group Attaches a specific MAC Access Control List |GC or
(ACL) to an interface in the in-bound IC
direction.
mac access-list extended Creates the MAC Access Control List (ACL) |GC
identified by the name parameter.
mac access-list extended Renames the existing MAC Access Control List |GC
rename (ACL) name.
remark Adds a comment to an ACL rule. IPAF4,
IPAF,
ML,
ARPA
service-acl input Blocks Link Local Protocol Filtering (LLPF)  |IC
protocol(s) on a given port.
show access-lists interface | Displays interface ACLs. PE
show service-acl interface | Displays the status of LLPF rules configured on |PE
a particular port or on all the ports.
show Ip access-lists Displays an Access Control List (ACL) and all |PE
of the rules that are defined for the ACL.
show mac access-lists Displays a MAC access list and all of the rules |PE
that are defined for the ACL.

a. Forthe meaning of each Mode abbreviation, see Mode Types.
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MAC Address Table

Command Description Mode?®
clear mac address-table Removes any learned entries from the PE
forwarding database.
mac address-table aging- Sets the address table aging time. GC
time
mac address-table multicast |Forbids adding a specific multicast address to  |GC
forbidden address specific ports.
mac address-table static Registers MAC-layer multicast addresses to the |GC
bridge forwarding table, and adds static ports to
the group.
switchport port-security Disables new address learning on an interface. |IC
(Interface Configuration)
show mac address-table Displays dynamically created entries in the PE
bridge-forwarding database.
show mac address-table Displays all entries in the bridge-forwarding UE or
address database for the specified MAC address. PE
show mac address-table Displays the number of addresses present in the |PE
count Forwarding Database.
show mac address-table Displays all entries in the bridge-forwarding UE or
dynamic database. PE
show mac address-table Displays the mac forwarding table entries fora |UE or
interface specific interface. PE
show mac address-table Displays multicast MAC address table PE
multicast information.
show mac address-table Displays statically created entries in the bridge- |PE
static forwarding database.
show mac address-table vlan | Displays all entries in the bridge-forwarding UE or
database for the specified VLAN. PE
show port-security Displays the port-lock status. PE
a. For the meaning of each Mode abbreviation, see Mode Types.
Dell EMC Networking CLI | 107



Auto-VolP

Command

Description

Mode?

switchport voice detect auto

Enables the VolP Profile on all the interfaces of

GCor

the switch. IC
show switchport voice Displays the status of auto-voip on an interface |PE
or all interfaces.
a. For the meaning of each Mode abbreviation, see Mode Types.
CDP Interoperability
Command Description Mode?
clear isdp counters Clears the ISDP counters. PE
clear isdp table Clears entries in the ISDP table. PE
isdp advertise-v2 Enables the sending of ISDP version 2 packets |GC
from the device.
isdp enable Enables ISDP on the switch. GCor
IC

1sdp holdtime

Configures the hold time for ISDP packets that
the switch transmits.

GC

isdp timer Sets period of time between sending new ISDP |GC
packets.
show isdp Displays global ISDP settings. PE
show isdp entry Displays ISDP entries. PE
show isdp interface Displays ISDP settings for the specified PE
interface.
show isdp neighbors Displays the list of neighboring devices. PE
show isdp traffic Displays ISDP statistics. PE
a. For the meaning of each Mode abbreviation, see Mode Types.
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DHCP L2 Relay

Command Description Mode?
dhep 2relay (Global Enables the Layer 2 DHCP Relay agent foran |GC or
Configuration) interface or globally. IC
dhep 2relay (Interface Enables DHCP L2 Relay for an interface. IC
Configuration)
dhep 12relay circuit-id Enables user to set the DHCP Option 82 GC
Circuit ID for a VLAN.
dhep 2relay remote-id Enables user to set the DHCP Option 82 GC
Remote ID for a VLAN.
dhep 12relay trust Configures an interface to trust a received IC
DHCP Option 82.
dhep 2relay vlan Enables the L2 DHCP Relay agent for a set of |GC
VLANES.
show dhep 12relay all Displays the summary of DHCP L2 Relay PE or
configuration. GC
show dhep 12relay interface | Displays DHCP L2 Relay configuration specific |PE
to interfaces.
show dhep 12relay stats Displays DHCP L2 Relay statistics specific to | PE or
interface interfaces. GC
show dhep 12relay agent- Displays DHCP L2 Relay Option-82 PE or
option vlan configuration specific to VLANs. GC
show dhep 12relay vlan Displays whether DHCP L2 Relay is globally  |PE or
enabled on the specified VLAN or VLAN range. |GC
show dhep 12relay circuit-id | Displays whether DHCP L2 Relay is globally  |PE or
vlan enabled and whether the DHCP Circuit-1D GC
option is enabled on the specified VLAN or
VLAN range.
show dhep 12relay remote-id | Displays whether DHCP L2 Relay is globally  |PE or
vlan enabled and shows the remote ID configured on |GC
the specified VLAN or VLAN range.
clear dhep 12relay statistics | Resets the DHCP L2 Relay counters to zero.  |PE
interface
a. Forthe meaning of each Mode abbreviation, see Mode Types.
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DHCP Snooping

Command Description Mode?®

clear ip dhep snooping Clears all DHCP Snooping entries. PE

binding

clear ip dhep snooping Clears all DHCP Snooping statistics. PE

statistics

ip dhep snooping Enables DHCP snooping globally or on a GC or
specific VLAN. IC

ip dhep snooping binding | Configures a static DHCP Snooping binding.  |GC

ip dhep snooping database

Configures the persistent location of the DHCP
snooping database.

GC

the DHCP Snooping application.

ip dhep snooping database | Configures the interval in seconds at which the |GC

write-delay DHCP Snooping database will be stored in
persistent storage.

ip dhep snooping limit Controls the maximum rate of DHCP IC
messages.

ip dhep snooping log-invalid | Enables logging of DHCP messages filtered by |IC

ip dhep snooping trust Configure a port as trusted for DHCP snooping. |IC
ip dhep snooping verify mac-| Enables the verification of the source MAC GC
address address with the client MAC address in the

received DHCP message.
show ip dhep snooping Displays the DHCP snooping global and per ~ |PE

port configuration.
show ip dhep snooping Displays the DHCP snooping binding entries. |PE
binding
show ip dhep snooping Displays the DHCP snooping configuration PE
database related to the database persistence.
show ip dhep snooping Displays the DHCP Snooping status of the PE
interfaces interfaces.
show ip dhep snooping Displays the DHCP snooping filtration PE
statistics statistics.
a. Forthe meaning of each Mode abbreviation, see Mode Types.
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Dynamic ARP Inspection

Command Description Mode?®

arp 1p access-list Creates an ARP ACL. GC

clear ip arp inspection Resets the statistics for Dynamic ARP PE

statistics Inspection on all VLANS.

1p arp inspection filter Configures the ARP ACL to be used for a single |GC
VLAN or a range of VLANS to filter invalid ARP
packets.

ip arp inspection limit Configures the rate limit and burst interval IC
values for an interface.

1p arp inspection trust Configures an interface as trusted for Dynamic |IC
ARP Inspection.

ip arp inspection validate | Enables additional validation checks like source |GC
MAC address validation, destination MAC
address validation or IP address validation on
the received ARP packets.

1p arp inspection vlan Enables Dynamic ARP Inspection on a single  |GC
VLAN or a range of VLAN:G.

permit ip host mac host Configures a rule for a valid IP address and ARPA
MAC address combination used in ARP packet
validation.

show arp access-list Displays the configured ARP ACLs with the PE
rules.

show ip arp inspection Displays the Dynamic ARP Inspection PE
configuration.

12 Enabled Disabled Displays the Dynamic ARP Inspection PE
configuration on all the VLANSs in the given
VLAN range.

a. Forthe meaning of each Mode abbreviation, see Mode Types.

Ethernet Configuration

Command Description Mode?

clear counters Clears statistics on an interface or globally. PE
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Command Description Mode?

description Adds a description to an interface. IC

default (interface) Configures the interface to the defaults. GC

duplex Configures the duplex operation of a given IC
Ethernet interface

flowcontrol Configures the flow control on a given interface. | GC or

IC

interface Enters the interface configuration mode to GCor
configure parameters for an interface. IC

interface range Enters the interface configuration mode to GCor
execute a command on multiple ports at the  |IC or
same time. IR

link debounce time Configures the debounce timer for one or IC or
multiple interfaces. IR

rate-limit cpu Reduces the amount of unknown GC
unicast/multicast packets forwarded to the
CpU.

show interfaces Lists the traffic statistics for one or multiple PE
interfaces.

show interfaces advertise Displays information about auto negotiation  |PE
advertisement.

show interfaces Displays the configuration for all configured — |UE

configuration interfaces.

show interfaces counters Displays traffic seen by the Ethernet interface. |UE

show interfaces debounce | Lists the debounce information for one or PE or
multiple interfaces. GC

show interfaces description | Displays the description for all configured UE
interfaces.

show interfaces detail Displays the detail for all configured interfaces. |UE

show interfaces status Displays the status for all configured interfaces. |UE

show interfaces transceiver | Display the optic static parameters as well as— |PE
the Dell EMC qualification.
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Command Description Mode?
show interfaces trunk Display active trunk interface information. PE or
GC
show statistics Displays statistics for one port or for the entire |PE
switch.
show statistics switchport | Displays detailed statistics for a specific port or |PE
for the entire switch.
show storm-control Displays the storm control configuration. PE
show storm-control action | Displays the storm control action configuration |PE
for one or all interfaces.
shutdown Disables interfaces. IC
speed Configures the speed of a given Ethernet IC
interface when not using auto-negotiation.
switchport protected Sets the port to Protected mode. IC
switchport protected name | Configures a name for a protected group. GC
show switchport protected | Displays protected group/port information. PE
show system mtu Displays the configured MTU. PE
system jumbo mtu Globally configures the Maximum Transmission | GC
Unit (MTU) on all interfaces for forwarded and
system-generated frames.
a. Forthe meaning of each Mode abbreviation, see Mode Types.
Ethernet CFM
Command Description Mode®
ethernet cfm domain Enters into maintenance domain Configuration |GC
mode for an existing domain. Use the optional
level parameter to create a domain and enter
into maintenance domain Configuration mode.
service Associates a VLAN with a maintenance domain. [ MDC
ethernet cfm cc level Initiates sending continuity checks (CCMs) at |GC
the specified interval and level on a VLAN
monitored by an existing domain.
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Command Description Mode?

ethernet cfm mep level Creates a Maintenance Fnd Point (MEP) on an |IC
interface at the specified level and direction.

cthernet cfm mep enable | Enables a MEP at the specified level and IC
direction.

ethernet cfm mep active Activates a MEP at the specified level and IC
direction.

ethernet ¢fm mep archive- | Maintains internal information on a missing IC

hold-time MEP.

ethernet cfm mip level Creates a Maintenance Intermediate Point IC
(MIP) at the specified level.

ping cthernet cfm Generates a loopback message (LBM) from |PE
the configured MEP.

traceroute ethernet cfm Generates a link trace message (LTM) from the |PE
configured MEP.

show ethernet cfm errors Displays the cfm errors. PE

show ethernet cfm domain | Displays the configured parameters in a PE
maintenance domain.

show ethernet cfm Displays the configured local maintenance PE

maintenance-points local | points.

show ethernet cfm Displays the configured remote maintenance  |PE

maintenance-points remote | points.

show ethernet cfm statistics | Displays the CFM statistics. PE

a. Forthe meaning of each Mode abbreviation, see Mode Types.
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Ethernet Ring Protection

Command Description Mode?

cthernet ring g8032 | Creates Ethernet ring profile and enters Ethernet | GC

profile ring profile configuration mode

timer Configures the timer expiry values for an Ethernet | ERP
ring profile.

non-revertive Enables non-revertive mode for an Ethernet ring ERP
profile.

cthernet ring g8032 | Creates an Ethernet ring and enters Ethernet Ring | GC
Configuration mode

port0 Configures a link to participate in Ethernet ring ERC
protection as an East ring link.

portl Configures a link to participate in Ethernet ring ERC
protection as a West ring link.

open-ring Configures a protection ring as a sub-ring. ERC

instance Configures an Ethernet ring instance and enter ERC
Ethernet Ring Instance Configuration mode.

profile Associates an Ethernet ring protection profile with | ERI
an Ethernet Ring Instance Configuration mode.

rpl Configures the Ethernet Ring Protection Link ERI
(RPL) and role of the associated ring node.

inclusion-list Selects the VLANSs protected by the Ethernet ring | ERI
protection instance.

cthernet ten- Enables topology change notification from a sub- | IC

propagation ring to the major ring.

aps-channel Enters into Ethernet Ring Protection APS-channel | ERI
Configuration mode.

level Selects the maintenance level of Continuity Check | ERIC
Messages (CCMs) to be monitored.

raps-vlan Associates the VLAN to be used for R-APS ERIA
messages for the ERP instance.

g8032 Controls protection switching transitions and faults | PE
manually.
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Command Description Mode?
show ethernet ring Shows the Ethernet Ring Protection configuration. | PE,
g8032 configuration GC
show ethernet ring | Shows the operational overview of Ethernet ring PE,
28032 brief protection. GC
show ethernet ring | Shows the status of Ethernet ring protection. PE,
g8032 status GC
show ethernet ring | Shows the status of Ethernet ring protection for the | PE,
g8032 port status selected interface. GC
show ethernet ring | Displays the configuration for the named profile. PE,
g8032 profile GC
show ethernet ring | Shows the status of Ethernet ring protection. PE,
¢8032 statistics GC
show ethernet ring | Shows the status of Ethernet ring protection. PE,
g8032 summary GC
a. Forthe meaning of each Mode abbreviation, see Mode Types.
Green Ethernet
Command Description Mode?
clear counters Enables a Dell EMC proprietary mode of power |IC
reduction on ports that are not connected to
another interface.
green-mode ece Enables EEE low power idle mode on an IC
interface or all the interfaces.
description Clears: PE
¢ The EEE LPI event count, and LPI duration
* The EEE LPT history table entries
* The Cumulative Power savings estimates
for a specified interface or for all the interfaces
based upon the argument.
green-mode ece-Ipi-history | Configures the Global EEE LPT history GC
collection interval and buffer size. This value is
applied globally on all interfaces on the stack.
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Command Description Mode?
show green-mode interface- | Displays the green-mode configuration and PE
id operational status of the port. This command is
also used to display the per port configuration
and operational status of the green-mode. The
status is shown only for the modes supported on
the corresponding hardware platform whether
enabled or disabled.
show green-mode Displays the green-mode configuration for the |PE
whole system. The status is shown only for the
modes supported on the corresponding
hardware platform whether enabled or disabled.
show green-mode eee-Ipi- | Displays the interface green-mode EEE LPI PE
history interface history.
a. Forthe meaning of each Mode abbreviation, see Mode Types.
GVRP
Command Description Mode?
clear gvrp statistics Clears all the GVRP statistics information. PE
garp timer Adjusts the GARP application join, leave, and  |IC
leaveall GARP timer values.
gvrp enable (Global Enables GVRP globally. GC
Configuration)
gvrp enable (Interface Enables GVRP on an interface. IC
Configuration)
gvrp registration-forbid Deregisters all VLANSs, and prevents dynamic  |IC
VLAN registration on the port.
gvrp vlan-creation-forbid Enables or disables dynamic VLAN creation. IC
show gvrp configuration Displays GVRP configuration information, PE
including timer values, whether GVRP and
dynamic VLAN creation is enabled, and
which ports are running GVRP.
show gvrp error-statistics Displays GVRP error statistics. UE
show gvrp statistics Displays GVRP statistics. UE
Dell EMC Networking CLI 17



a. Forthe meaning of each Mode abbreviation, see Mode Types.

IGMP Snooping
Command Description Mode?
1p igmp snooping In Global Configuration mode, Enables GC
Internet Group Management Protocol (IGMP)
snooping.
show ip igmp snooping Displays multicast groups learned by IGMP UE
groups snooping.
show ip igmp snooping Displays information on dynamically learned | PE
mrouter multicast router interfaces.
show ip igmp snooping In VLAN Configuration mode, enables IGMP |VC
snooping on a particular VLAN or on all
interfaces participating in a VLAN.
ip igmp snooping vlan Enables or disables IGMP Snooping fast-leave |VC
immediate-leave mode on a selected VLAN.
ip igmp snooping vlan Sets the IGMP Group Membership Interval VC
groupmembership-interval |time on a VLAN.
ip igmp snooping vlan last- | Sets the IGMP Maximum Response time ona |[VC
member-query-interval particular VLAN.
1p igmp snooping vlan Sets the multicast router present expiration VC
mertrexpiretime time.
1p igmp snooping report- Enables IGMP report suppression on a specific |GC
suppression VLAN.
ip igmp snooping Enables flooding of unregistered multicast GC
unregistered floodall traffic to all ports in the VLAN.
ip igmp snooping vlan Statically configures a port as connected toa  |GC
mrouter multicast router for a specified VLAN.
a. Forthe meaning of each Mode abbreviation, see Mode Types.
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IGMP Snooping Querier

Command Description Mode?®
1p igmp snooping Enables/disables IGMP Snooping Querieron  |GCor
the system (Global Configuration mode) oron |VC
a VLAN.
ip igmp snooping querier | Enables the Snooping Querier to participate in |[VC
election participate the Querier Election process when it discovers
the presence of another Querier in the VLAN.
ip igmp snooping querier | Sets the IGMP Querier Query Interval time.  |GC
query-interval
1p igmp snooping querier | Sets the IGMP Querier timer expiration period. |GC
timer expiry
ip igmp snooping querier | Sets the IGMP version of the query that the GC
version snooping switch is going to send periodically.
show ip igmp snooping Displays IGMP Snooping Querier information. |PE
querier
a. Forthe meaning of each Mode abbreviation, see Mode Types.
Interface Error Disable and Auto Recovery
Command Description Mode?
errdisable recovery cause Enables automatic recovery of any interface GC
when disabled from the listed cause
errdisable recovery interval | Configures the interval for error recovery of |GC
interfaces disabled due to any cause.
show errdisable recovery Displays the error disable configuration for |GC
cach possible cause.
show interfaces status err- | Displays the interfaces that are error PE
disabled disabled by the system.
a. Forthe meaning of each Mode abbreviation, see Mode Types.
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IP Addressing

Command Description Mode?®

clear host Deletes entries from the host name-to-address | PE
cache.

clear ip address-conflict- Clears the address conflict detection status in -~ |PE

detect the switch.

interface out-of-band Enters into OOB interface configuration mode. |GC

ip address Configures an IP address on an in-band IC
interface.

ip address (Out-of-Band) Sets an IP address for the out-of-band interface. |IC

ip address-conflict-detect
run

Triggers the switch to run active address conflict
detection by sending gratuitous ARP packets for
IPv4 addresses on the switch.

ip address dhep (Interface | Acquires an IP address on an interface from the |IC

Configuration) DHCP server.

ip default-gateway Defines a default gateway (router). GC

ip domain-lookup Enables IP DNS-based host name-to-address  |GC
translation.

ip domain-name Defines a default domain name to complete GC
unqualified host names.

ip host Configures static host name-to-address GC
mapping in the host cache.

1p name-server Defines available IPv4 or IPv6 name servers. GC

1p name-server source- Configures available name servers. GC

interface

ipv6 address (Interface Sets the IPv6 address of the management IC

Configuration) interface.

ipv6 address (OOB Port) Sets the IPv6 prefix on the out-of-band port.  |IC

ipv6 address dhep Enables the DHCPv6 client on an IPv6 IC
interface.

ipv6 enable (Interface Enables IPv6 on the management interface. GC

Configuration)

Dell EMC Networking CLI

120



Command Description Mode?
ipv6 enable (OOB Enables IPv6 operation on the out-of-band IC
Configuration) interface.
ipv6 gateway (OOB Configures the address of the IPv6 gateway. IC
Configuration)
show hosts Displays the default domain name, a list of UE
name server hosts, static and cached list of host
names and addresses.
show ip address-conflict Displays the status information corresponding | UE or
to the last detected address conflict. PE
show ip helper-address Displays the ip helper addresses configuration. |PE
show ipv6 dhep interface | Displays IPv6 DHCP statistics for the out-of-  |PE
out-of-band statistics band interface.
show ipv6 interface out-of- | Displays the IPv6 out-of-band port PE
band configuration.
a. For the meaning of each Mode abbreviation, see Mode Types.
IPv6 ACL
Command Description Mode?
deny | permit (IPv6 ACL) | Creates a new rule for the current IPv6 access  |v6ACL
list.
1pvO access-list Creates an [Pv6 Access Control List (ACL) GC
consisting of classification fields defined for the
IP header of an IPv6 frame.
1pv6 access-list rename Changes the name of an IPv6 ACL. GC
1pv6 traffic-filter Attaches a specific IPv6 ACL to an interface or |GC
associates it with a VLAN ID in a given IC
direction.
show Ipv0 access-lists Displays an IPv6 access list (and the rules PE
defined for it).
a. Forthe meaning of each Mode abbreviation, see Mode Types.
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IPv6 MLD Snooping

Command Description Mode?®
ipv6 mld snooping vlan Sets the MLD Group Membership Interval VC
groupmembership-interval —|time on a VLAN or interface.
ipv6 mld snooping vlan Enables or disables MLD Snooping immediate- | VC
immediate-leave leave admin mode on a selected interface or
VLAN.
1ipv6 mld snooping vlan last- | Sets the MLD Maximum Response time for an |IC or
listener-query-interval interface or VLAN. e
1ipv6 mld snooping listener- | Enables MLD listener message suppression ona |GC
message-suppression specific VLAN.
ipv6 mld snooping vlan Sets the multicast router present expiration GC
mertrexpiretime time.
ipv6 mld snooping vlan Statically configures a port as connected toa  |GC
mrouter multicast router for a specified VLAN.
ipv6 mld snooping (Global) |Enables MLD Snooping on the system (Global |GC
Configuration mode).
show ipv6 mld snooping Displays MLD snooping information. PE
show 1pv6 mld snooping Displays the MLD snooping entries in the PE
groups MFDB table.
show ipv6 mld snooping Displays information on dynamically learned ~ |PE
mrouter multicast router interfaces.
a. Forthe meaning of each Mode abbreviation, see Mode Types.
IPv6 MLD Snooping Querier
Command Description Mode?
1ipv6 mld snooping querier | Enables MLD Snooping Querier on the system. |GC
ipv6 mld snooping querier | Enables MLD Snooping Querier on a VLAN.  |VC
(VLAN mode)
1ipv6 mld snooping querier | Sets the global MLD Snooping Querier address |GC or
address on the system or on a VLAN. VC
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ipv6 mld snooping querier | Enables the Snooping Querier to participate in |[VC
election participate the Querier Election process when it discovers
the presence of another Querier in the VLAN.
ipv6 mld snooping querier | Sets the MLD Querier Query Interval time. GC
query-interval
ipv6 mld snooping querier | Sets the MLD Querier timer expiration period. |GC
timer expiry
show ipv6 mld snooping Displays MLD Snooping Querier information. |PE
querier
a. Forthe meaning of each Mode abbreviation, see Mode Types.
IP Source Guard
Command Description Mode®
ip verify source Enables IP Source Guard on an interface. IC
ip verify binding Configures IPSG static bindings. GC
show ip verify Displays IPSG interface configuration. PE
show ip verify source Displays the bindings configured on a particular |PE
interface.
show ip source binding Displays all bindings (static and dynamic). PE
a. For the meaning of each Mode abbreviation, see Mode Types.
iSCSI Optimization
Command Description Mode?
1scsi cos Sets the quality of service profile that will be  |GC
applied to iSCSI flows.
1scsi enable Enables Global Configuration mode command |GC
globally enables iSCSI awareness.
show iscsi Displays the iSCSI settings. PE
a. For the meaning of each Mode abbreviation, see Mode Types.
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Link Dependency

Command Description Mode?

action Indicates if the link-dependency group should |LD
mirror or invert the status of the depended on
interfaces.

link-dependency group Enters the link-dependency mode to configure | GC
a link-dependency group.

add Adds member gigabit Ethernet port(s) to the |LD
dependency list.

depends-on Adds the dependent Ethernet ports or port  [LD
channels list.

show link-dependency Shows the link dependencies configured on a |PE
particular group.

a. Forthe meaning of each Mode abbreviation, see Mode Types.

LLDP

Command Description Mode®

clear lldp remote-data Deletes all data from the remote data table. PE

clear Ildp statistics Resets all LLDP statistics. PE

debug lldp Displays LLDP debug information. PE

lldp med Enables/disables LLDP-MED on an interface. |IC

Ildp med confignotification |Enables sending the topology change IC
notification.

1ldp med Sets the value of the fast start repeat count. GC

faststartrepeatcount

1ldp med-tlv-select Specifies which optional TLVs in the LLDP IC
MED set are transmitted in the LLDPDUS.

1ldp notification Enables remote data change notifications. IC

1ldp notification-interval Limits how frequently remote data change GC
notifications are sent.
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1ldp receive Enables the LLDP receive capability. IC
1ldp timers Sets the timing parameters for local data GC
transmission on ports enabled for LLDP.
1ldp transmit Enables the LLDP advertise capability. IC
1ldp tlv-select Specifies which optional TLVs in the 802.1AB  |IC
basic management set will be transmitted in the
LLDPDUs.
show Ildp Displays the current LLDP configuration PE
summary.
show lldp interface Displays the current LLDP interface state. PE
show lldp local-device Displays the LLDP local data. PE
show lldp med Displays a summary of the current LLDP MED |PE
configuration.
show lldp med interface Displays a summary of the current LLDP MED |PE
configuration for a specific interface.
show lldp med local-device | Displays the advertised LLDP local data in PE
detail detail.
show lldp med remote- Displays the current LLDP MED remote data. |PE
device
show lldp remote-device Displays the current LLDP remote data. PE
show Ildp statistics Displays the current LLDP traffic statistics. PE
a. Forthe meaning of each Mode abbreviation, see Mode Types.
Loop Protection
Command Description Mode?
keepalive (Interface Config) | Enables loop protection on an interface. IC
keepalive (Global Config) | Globally enable loop protection and GC
optionally configure the loop protection
timer and packet count.
keepalive action Configure the action taken when aloopis  |IC
detected on an interface.
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Description

Mode?

show keepalive

Displays the global loop protect

PE

configuration.

show keepalive statistics Displays the loop protect status for one or all |PE
interfaces.

a. Forthe meaning of each Mode abbreviation, see Mode Types.

MLAG

Command Description Mode?

clear vpc statistics Clears the counters for the keepalive PE
messages transmitted and received by the
MLAG switch.

feature vpe Enables debug traces for the specified GC
protocols.

feature vpe Globally enables MLAG. GC

peer detection enable Enables the Dual Control Plane MD
Detection Protocol.

peer detection interval Contfigures the peer detection MD
transmission interval and the detection
interval.

peer-keepalive destination | Enables the Dual Control Plane Detection  |MD
Protocol with the configured IP address of
the peer MLAG, the local source address and
the peer timeout value.

peer-keepalive enable Enables the peer keepalive protocol. MD

peer-keepalive timeout Contigures the peer keepalive timeout value, |MD
in seconds.

role priority Configures the priority value used on a MD
switch for primary/secondary role selection.

show vpc Displays information about an MLAG. PE

show vpc brief Displays the MLAG global status. PE
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show vpc consistency- Displays MLAG-related configuration PE
parameters information in a format suitable for
comparison with the other MLAG peer.
show vpc consistency- Displays MLAG-related configuration PE
features information in a format suitable for
comparison with the other MLAG peer.
show vpc peer-keepalive Displays the peer MLAG switch’s IP address |PE
used by the dual control plane detection
protocol.
show vpc role Displays information about the keepalive PE
status, keepalive parameters, role of the
MLAG switch, and the system MAC and
priority.
show vpc statistics Displays counters for the keepalive messages |PE
transmitted and received by the MLAG
switch
system-mac Manually configures the MAC address for the |[MD
VPC domain.
system-priority Manually configures the priority for the VPC |MD
domain.
vpe Contigures a port-channel (LAG) as part of |IC
the MLAG domain.
vpce domain Enters into MLAG Configuration mode. GC
vpe peer-link Configures a port channel as the MLAG peer |IC
link for a domain and enables the peer link
protocol.
a. Forthe meaning of each Mode abbreviation, see Mode Types.
Multicast VLAN Registration
Command Description Mode?
mvr Enables MVR. GCor
IC
mvr group Adds an MVR membership group. GC
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mvr mode Changes the MVR mode type. GC
mvr querytime Sets the MVR query response time. GC
mvr vlan Sets the MVR multicast VLAN. GC
mvr immediate Enables MVR Immediate Leave mode. IC
mvr type Sets the MVR port type. IC
mvr vlan group Use to participate in the specific MVR group. |IC
show mvr Displays global MVR settings. PE
show mvr members Displays the MVR membership groups PE
allocated.
show mvr interface Displays the MVR enabled interface PE
configuration.
show mvr traffic Displays global MVR statistics. PE
a. For the meaning of each Mode abbreviation, see Mode Types.
Port Channel
Command Description Mode?
channel-group Associates a port with a port-channel. IC
feature vpc Enables debug traces for the specified GC
protocols.
interface range port-channel | Enters the interface configuration mode to  |GC
configure multiple port-channels.
hashing-mode Sets the hashing algorithm on trunk ports.  |1C (port-
channel)
lacp port-priority Configures the priority value for Ethernet  |IC
ports.
lacp system-priority Contigures the system LACP priority. GC
lacp timeout Assigns an administrative LACP timeout. IC
port-channel min-links Sets the minimum number of links that must |1C
be up in order for the port channel interface
to be declared up.
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show interfaces port- Displays port-channel information. PE

channel

show lacp Displays LACP information for ports. PE

show statistics port-channel | Displays port-channel statistics. PE

a. Forthe meaning of each Mode abbreviation, see Mode Types.

Port Monitor

Command Description Mode?

monitor capture (Global Captures packets transmitted or received from |GC

Configuration) the CPU.

monitor capture (Privileged |Capture packets transmitted or received from  |PE

Exec) the CPU

monitor session Configures a port monitoring session. GC

remote-span Configures a VLAN as an RSPAN VLAN. VC

show monitor capture Displays captured packets transmitted or PE
received from the CPU.

show monitor session Displays the port monitoring status. PE

show vlan remote-span Displays the RSPAN VLAN IDs. UE or

PE

a. Forthe meaning of each Mode abbreviation, see Mode Types.

QoS

Command Description Mode?

assign-queue Modifies the queue ID to which the associated |PCMC
traffic stream is assigned.

class Creates an instance of a class definition within |PMC
the specified policy for the purpose of defining
treatment of the traffic class through
subsequent policy attribute statements.

class-map Defines a new DiffServ class of type match-all. |GC
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class-map rename Changes the name of a DiffServ class. GC
classofservice dot1p- Maps an 802.1p priority to an internal traffic  |GC or
mapping class for a switch. IC
classofservice ip-dscp- Maps an [P DSCP value to an internal traffic  |GC
mapping class.
classofservice trust Sets the class of service trust mode of an GC or
interface. IC
conform-color Specifies the precoloring of packets conforming |PCMC
to or exceeding the specified rate(s). The
possible actions are drop, setdscp-transmit, set-
prec-transmit, or transmit.
cos-queue min-bandwidth | Specifies the minimum transmission GCor
bandwidth for each interface queue. IC
cos-queue random-detect | Configures WRED packet drop policy onan  |GC or
interface CoS queue. IC
cos-queue strict Activates the strict priority scheduler mode for |GC or
each specified queue. IC
diffserv Sets the DiffServ operational mode to active. |GC
drop Use the drop policy-class-map configuration |PCMC
command to specify that all packets for the
associated traffic stream are to be dropped at
ingress.
mark cos Marks all packets for the associated traffic PCMC
stream with the specified class of service value
in the priority field of the 802.1p header.
mark ip-dscp Marks all packets for the associated traffic PCMC
stream with the specified IP DSCP value.
mark ip-precedence Marks all packets for the associated traffic PCMC
stream with the specified IP precedence value.
match access-group Adds ACL match criteria to a class map. CMC
match class-map Adds add to the specified class definition the |CMC
set of match conditions defined for another
class.
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Description

Mode?

match cos

Adds to the specified class definition a match
condition for the Class of Service value.

CMC

match destination-address
mac

Adds to the specified class definition a match
condition based on the destination MAC
address of a packet.

CMC

match any

Allows matching on any of the specified match
conditions.

CMC

match dstip

Adds to the specified class definition a match
condition based on the destination IP address
of a packet.

CMC

match dstip6

Adds to the specified class definition a match
condition based on the destination IPv6
address of a packet.

voCMC

match dstl4port

Adds to the specified class definition a match
condition based on the destination layer 4 port
of a packet using a single keyword, or a numeric
notation.

CMC

match ethertype

Adds to the specified class definition a match
condition based on the value of the ethertype.

CMC

match ip6flowlbl

Adds to the specified class definition a match
condition based on the IPv6 flow label of a
packet.

voCMC

match ip dscp

Adds to the specified class definition a match
condition based on the value of the IP DiffServ
Code Point (DSCP) field in a packet.

CMC

match ip precedence

Adds to the specified class definition a match
condition based on the value of the IP.

CMC

match ip tos

Adds to the specified class definition a match
condition based on the value of the IP TOS
field in a packet.

CMC

match protocol

Adds to the specified class definition a match
condition based on the value of the IP Protocol
field in a packet using a single keyword
notation or a numeric value notation.

CMC
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match source-address mac

Adds to the specified class definition a match
condition based on the source MAC address of
the packet.

CMC

match srcip

Adds to the specified class definition a match
condition based on the source IP address of a
packet.

CMC

match srcip6

Adds to the specified class definition a match
condition based on the source IPv6 address of a
packet.

voCMC

match srcl4port

Adds to the specified class definition a match
condition based on the source layer 4 port of a
packet using a single keyword, a numeric
notation, or a numeric range notation.

CMC

match vlan

Adds to the specified class definition a match
condition based on the value of the layer 2

VLAN Identifier field.

CMC

mirror

Mirrors all the data that matches the class
defined to the destination port specified.

PCMC

police-simple

Implements simple color aware marking for the
specified class.

PCMC

police-single-rate

Implements a single-rate Three Color Marker
(tr'TCM) per RFC 2698

PCMC

police-two-rate

Implements a two-rate Three Color Marker

(tr'TCM) per RFC 2698.

PCMC

policy-map

Establishes a new DiffServ policy or enters
policy map configuration mode.

GC

random-detect queue-
parms

Configures the green, yellow and red TCP and
non-TCP packet minimum and maximum
thresholds and corresponding drop
probabilities on an interface or all interfaces.

GC,IC,
or IR

random-detect exponential-
weighting-constant

Configures the decay in the calculation of the
average queue size user for WRED on an
interface or all interfaces.

GC,IC,
or IR
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redirect

Specifies that all incoming packets for the
associated traffic stream are redirected to a
specific egress interface (Ethernet port or port-
channel).

PCMC

service-policy Attaches a policy to an interface in a particular |GC or
direction. IC

show class-map Displays all configuration information for the |PE
specified class.

show classofservice dotlp- | Displays the current 802.1p priority mapping |PE

mapping

to internal traffic classes for a specific interface.

show classofservice ip-dscp- | Displays the current IP DSCP mapping to PE

mapping internal traffic classes for a specific interface.

show classofservice trust Displays the current trust mode setting fora  |PE
specific interface.

show diffserv Displays the DiffServ General Status PE
information.

show diffserv service Displays policy service information for the PE

interface

specified interface and direction.

show diffserv service brief

Displays all interfaces in the system to which a
DiffServ policy has been attached.

PE

show interfaces cos-queue | Displays the class-of-service queue PE
configuration for the specified interface.

show interfaces random- | Displays the WRED policy on an interface. PE

detect

show interfaces traffic Displays traffic information. PE

show interfaces utilization | Displays the interface utilization. PE

show policy-map Displays all configuration information for the |PE
specified policy.

show policy-map interface | Displays policy-oriented statistics information |PE
for the specified interface and direction.

show service-policy Displays a summary of policy-oriented PE

statistics information for all interfaces.
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traffic-shape Specifies the maximum transmission GCor
bandwidth limit for the interface as a whole.  |IC
vlan priority Assigns a default VLAN priority tag for IC
untagged frames ingressing an interface.
a. Forthe meaning of each Mode abbreviation, see Mode Types.
Spanning Tree
Command Description Mode?®
clear spanning-tree Restarts the protocol migration process on all ~ |PE
detected-protocols interfaces or on the specified interface.
exit (mst) Exits the MST configuration mode and applies |MC
configuration changes.
instance (mst) Maps VLANs to an MST instance. MC
name (MST) Defines the MST configuration name. MC
revision (mst) Defines the configuration revision number. MC
show spanning-tree Displays spanning tree configuration. PE
show spanning-tree Displays spanning tree settings and parameters |PE
summary for the switch.
show spanning-tree vlan Displays spanning tree information per VLAN  |PE
and also lists the port roles and states as well as
the port cost.
spanning-tree Enables spanning-tree functionality. GC
spanning-tree auto-portfast |Sets the port to auto portfast mode. IC
spanning-tree backbonefast |Enables the detection of indirect link failures  |GC
and accelerate spanning tree convergence on
STP-PV/RSTP-PV configured switches using
Indirect Link Rapid Convergence (IRC).
spanning-tree bpdu flooding | Allows flooding of BPDUs received on GC
nonspanning-tree ports to all other non-
spanning-tree ports.
spanning-tree bpdu- Enables BPDU protection on a switch. GC
protection
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spanning-tree cost Configures the spanning tree path cost for a IC
port.

spanning-tree disable Disables spanning tree on a specific port. IC

spanning-tree forward-time | Configures the spanning tree bridge forward ~ |GC
time.

spanning-tree guard Selects whether loop guard or root guard is IC
enabled on an interface.

spanning-tree loopguard Enables loop guard on all ports. GC

spanning-tree max-age Configures the spanning tree bridge maximum |GC
age.

spanning-tree max-hops Sets the MSTP Max Hops parameter to anew |GC
value for the common and internal spanning
tree.

spanning-tree mode Configures the spanning tree protocol. GC

spanning-tree mst Enables configuring an MST region by entering | GC

configuration the multiple spanning-tree (MST) mode.

spanning-tree mst cost Configures the path cost for multiple spanning |IC
tree (MST) calculations.

spanning-tree mst port- Configures port priority. IC

priority

spanning-tree mst priority | Configures the switch priority for the specified |GC
spanning tree instance.

spanning-tree portfast Enables portfast mode. IC

spanning-tree portfast Discards BPDUs received on spanningtree ports |GC

bpdufilter default in portfast mode.

spanning-tree portfast Enables portfast mode on all ports. GC

default

spanning-tree port-priority | Configures port priority. IC

(Interface Configuration)

spanning-tree priority Configures the spanning tree priority. GC

spanning-tree tenguard Prevents a port from propagating topology IC
change notifications.
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spanning-tree transmit hold-| Set the maximum number of BPDUs that a GC
count bridge is allowed to send within a hello time
window (2 seconds).
spanning-tree uplinkfast Configures the rate at which gratuitous frames |GC
are sent after a switchover to an alternate port
and enables Direct Link Rapid Convergence.
spanning-tree vlan Enables per VLAN spanning tree on a VLAN.  |GC
spanning-tree vlan forward- | Configures the spanning tree forward delay time |GC
time for a specified VLAN or a range of VLANs.
spanning-tree vlan hello- | Configures the spanning tree hello time fora  |GC
time specified VLAN or a range of VLANS.
spanning-tree vlan max-age |Configures the spanning tree maximum age GC
time for a set of VLANs.
spanning-tree vlan root Configures the switch to become the root GC
bridge or standby root bridge.
spanning-tree vlan priority | Configures the bridge priority of a VLAN. GC
a. Forthe meaning of each Mode abbreviation, see Mode Types.
UDLD
Command Description Mode?®
udld enable (Global Globally enable UDLD. UDLD must be GC
Configuration) globally enabled and enabled on an interface to
operate.
udld reset Resets (enable) all interfaces disabled by PE
UDLD.
udld message time Configures the interval between the GC
transmission of UDLD probe messages on ports
that are in the advertisement phase.
udld timeout interval Configures the interval for the receipt of ECHO |GC
replies.
udld enable (Interface Enables UDLD on a specific interface. IC
Configuration)
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udld port Selects the UDLD operating mode on a specific |IC
interface.

show udld Displays the global settings for UDLD. PE

a. Forthe meaning of each Mode abbreviation, see Mode Types.

VLAN

Command Description Mode?

interface vlan Enters the VLAN interface configuration mode. |GC

interface range vlan Enters the interface configuration mode to GC
configure multiple VLANG.

name (VLAN Configures a name to a VLAN. IC

Configuration)

private-vlan Defines a private VLAN association between  |VC
the primary and secondary VLANS.

protocol group Attaches a vlan-id to the protocol-based VLAN |VC
identified by groupid.

protocol vlan group Adds the Ethernet interface to the protocol-  |IC
based VLAN identified by groupid.

protocol vlan group all Adds all Ethernet interfaces to the protocol-  |GC
based VLAN identified by groupid.

show dotlq-tunnel Displays the QinQ status for each interface. PE

show interfaces switchport | Displays switchport configuration. PE or

GC

show port protocol Displays the Protocol-Based VLAN information |PE
for either the entire system or for the indicated
group.

show switchport ethertype | Displays the configured Ethertype for each PE
interface.

show vlan Displays detailed information, including PE
interface information and dynamic vlan type,
for a specific VLAN.,
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show vlan association mac | Displays the VLAN associated with a specific ~ |PE
configured MAC address.

show vlan association subnet|Displays the VLAN associated with a specific ~ |PE
configured IP subnet.

show vlan private-vlan Displays information about the configured PE
private VLANS.

switchport access vlan Configures the PVID VLAN ID when the IC
interface is in access mode.

switchport dotlq ethertype | Defines additional QinQ tunneling TPIDs for |GC

(Global Configuration) matching in the outer VLAN tag of received
frames.

switchport general forbidden | Forbids adding specific VLANS to a port. IC

vlan

switchport general Discards untagged frames at ingress. IC

acceptable-frame-type

tagged-only

switchport general allowed | Adds or removes VLANs from a port in General |IC

vlan mode.

switchport general ingress- | Disables port ingress filtering. IC

filtering disable

switchport general pvid Configures the PVID when the interface isin ~ |IC
general mode.

switchport mode Configures the VLAN membership mode of a  |IC
port.

switchport mode private- | Defines a private VLAN association for an IC

vlan isolated or community interface or a mapping
for a promiscuous interface.

switchport mode dotlq- Enables OinQ tunneling on customer edge IC

tunnel (CE) interfaces.

switchport private-vlan Defines a private VLAN association for an IC
isolated or community port or a mapping for a
promiscuous port.

switchport trunk Adds or removes VLANSs from a trunk port. IC
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switchport trunk Use this command for compatibility. This IC or

encapsulation dotlq command performs no action. IR

vlan Configures a VLAN. GC

vlan association mac Associates a MAC address to a VLAN. vC

vlan association subnet Associates an IP subnet to a VLAN. vC

vlan makestatic Changes a GVRP dynamically created VLAN to |GC
a static VLAN.

vlan protocol group Adds protocol-based VLAN groups to the GC
system.

vlan protocol group add Adds a protocol to the protocol-based VLAN  |GC

protocol identified by groupid.

vlan protocol group name  |Adds a group name to the protocol-based VLAN |GC
identified by groupid.

vlan protocol group remove  |Removes the protocol-base VLAN group GC
identified by groupid.

a. Forthe meaning of each Mode abbreviation, see Mode Types.

Switchport Voice VLAN

Command Description Mode?®

switchport voice vlan Enables the voice VLAN capability on the GG
switch.

switchport voice vlan Assigns the voice VLAN ID on the interface.  |IC

(Interface)

switchport voice vlan Trusts or not trusts the data traffic arrivingon  |1C

priority the voice VLAN port.

switchport voice vlan dot1p |Configure voice VLAN 802.1p priority tagging |IC
for voice traffic.

switchport voice vlan dscp | Configure dscp value for voice traffic on the  |IC
voice VLAN port.

switchport voice vlan none |Allow the IP phone to use its own configuration |IC
to send untagged voice traffic.

Dell EMC Networking CLI | 139



Command

Description

switchport voice vlan
override-authentication

Allow voice traffic on unauthorized voice VLAN
port.

switchport voice vlan Configure the phone to send untagged voice  |IC
untagged traffic.
authentication event server |Allows voice VLAN access when no AAA  |IC
dead action authorize voice [server can be contacted.
show voice vlan Displays various properties of the voice VLAN. |PE
a. Forthe meaning of each Mode abbreviation, see Mode Types.
Security Commands
AAA
Command Description Mode?
aaa accounting Creates an accounting method list GC
aaa accounting delay-start | Delays the sending of Acct-Start packets to GC
RADIUS accounting server(s)
aaa accounting update Enables the sending of interim accounting GC
packets to RADIUS accounting server(s).
aaa authentication dotlx | Specifies an authentication method for 802.1x |GC
default clients.
aaa authentication enable | Defines authentication method lists for GC
accessing higher privilege levels.
aaa authentication login Defines login authentication. GC
aaa authorization Creates an authorization method list. GC
aaa authorization network | Enables the switch to accept VLAN assignment |GC
default radius by the RADIUS server.
aaa ias-user username Configures IAS users and their attributes. Also |GC
changes the mode to aa user Configuration
mode.
aaa new-model This command is a no-op command. It is GC
present only for compatibility purposes.
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aaa server radius dynamic- | Enters radius dynamic authorization mode. GC

author

authentication critical Controls the load placed on RADIUS servers.  |GC

recovery

authentication enable Globally enables the Authentication Manager. |GC

authentication order Sets the order of authentication methods used |IC
on a port.

authentication priority Sets the priority for the authentication methods |IC
used on a port.

authentication timer restart |Sets the interval after which reauthentication  |IC
starts.

clear (IAS) Deletes all TAS users. PE

clear authentication Clears the authentication statistics. PE

statistics

clear authentication Clears the authentication history logs. PE

authentication-history

enable password Sets a local password to control access to the  |GC
normal level.

ip http authentication Specifies authentication methods for http. GC

ip https authentication Specifies authentication methods for https. GC

password (AAA TAS User Configures a password for a user. AAA

Configuration)

password (User Exec) Specifies a user password UE

show aaa ias-users Displays configured IAS users and their PE
attributes.

show aaa statistics Displays accounting statistics PE

show accounting methods | Displays the configured accounting method PE
lists.

show authentication Shows information about authentication PE
methods.

show authentication Displays the authentication history on one or  |PE

authentication-history more interfaces.
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show authentication Displays information about the authentication |PE

methods methods.

show authentication Displays the Authentication Manager statistics |PE

statistics on one or more interfaces.

show authorization methods | Displays the configured authorization method |PE
lists.

show users accounts Displays information about the local user PE
database.

show users login-history Displays information about login histories of ~ |PE
users.

username Establishes a username-based authentication  |GC
system. Optionally allows the specification of an
Administrative Profile for a local user.

username unlock Transfers local user passwords between devices |GC
without having to know the passwords.

a. Forthe meaning of each Mode abbreviation, see Mode Types

Administrative Profiles

Command Description Mode?

admin-profile Creates an administrative profile. GC

description (Administrative |Adds a description to an administrative profile. |[APC

Profile Configuration)

rule Adds a rule to an administrative profile. APC

show admin-profiles Displays the administrative profiles. PE

show admin-profiles brief  |Lists the names of the administrative profiles  |PE
defined on the switch.

show cli modes Lists the names of all the CLI modes. PE

show users Shows which administrative profiles have been |PE
assigned to local user accounts and to show
which profiles are active for logged-in users.

username Optionally allows the specification of an GC
Administrative Profile for a local user.
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a. Forthe meaning of each Mode abbreviation, see Mode Types.

E-mail Alerting

Command Description Mode?
logging email Enables e-mail alerting and sets the lowest GC
severity level for which log messages are e-
mailed.
logging email urgent Sets the lowest severity level at which log GC
messages are e-mailed in an urgent manner.
logging email message-type | Sets the lowest severity level at which SNMP  |GC
to-addr traps are logged.
logging email message-type |Configures the To address field of the e-mail.  |GC
to-addr
logging email from-addr Configures the From address of the e-mail. GC
logging email message-type | Configures the subject. GC
subject
logging email logtime Configures the value of how frequently the GC
queued messages are sent.
logging email test message- | Tests whether or not an e-mail is being sent to |GC
type an SMTP server.
show logging email statistics | Displays information on how many e-mails are |PE
sent, how many e-mails failed, when the last e-
mail was sent, how long it has been since the
last e-mail was sent, how long it has been since
the e-mail changed to disabled mode.
clear logging email statistics |Clears the e-mail alerting statistics. GC
security Sets the e-mail alerting security protocol. MSC
mail-server ip-address | Configures the SMTP server IP address and GC
hostname changes the mode to Mail Server Configuration
Mode.
port (Mail Server Configures the TCP port to use for MSC
Configuration Mode) communication with the SMTP servers.
username (Mail Server Configures the username required by the MSC
Configuration Mode) authentication.
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password (Mail Server Configures the password required to MSC

Configuration Mode) authenticate to the e-mail server.

show mail-server Displays the configuration of all the mail servers |PE
or a particular mail server.

a. Forthe meaning of each Mode abbreviation, see Mode Types.

RADIUS

Command Description Mode?

acct-port Sets the port that connects to the RADIUS R
accounting server.

attribute 6 Configures processing of the RADIUS Service- |R
Type attribute.

attribute § Configures the switch to send the RADIUS R
Framed-IP-Address attribute in the Access-
Request message sent to a specific RADIUS
authentication server.

attribute 25 Enables the switch to send the RADIUS Class  |R
attribute as supplied by the RADIUS server in
accounting messages sent to the specific
accounting server.

attribute 31 Alters the format of the MAC address sent in ~ |R
the Calling-Station-1d attribute to the RADIUS
server when authenticating using 802.1X MAC
based authentication for an interface.

attribute 168 Enables the switch to send the RADIUS R
Framed-IPv6-Address attribute in accounting
messages sent to the RADIUS accounting
server.

authentication event fail Sets the number of times authentication may |GC

retry be reattempted by the user for the RADIUS
method for an IEEE 802.1X supplicant.

auth-port Sets the port number for authentication requests |R
of the designated radius server.

automate-tester Configures liveness checking. R
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Description

Mode?

deadtime

Improves RADIUS response times when a server
is unavailable by causing the unavailable server
to be skipped.

R

key

Sets the authentication and encryption key for all
RADIUS communications between the switch

and the RADIUS daemon.

msgauth

Enables the message authenticator attribute to
be used for the RADIUS Authenticating server
being configured.

name (RADIUS Server)

Assigns a list name to a RADIUS server

primary

Specifies that a configured server should be the
primary server in the group of authentication
servers which have the same server name.

priority

Specifies the order in which the servers are to be
used, with 0 being the highest priority.

radius server attribute 4

Sets the network access server (NAS) IP address
for the RADIUS server.

GC

radius server attribute 6

Enables the switch to send the RADIUS
Service-Type attribute in authentication
messages sent to the authentication server.

GC

radius server attribute 8

Enables the switch to send the RADIUS
Framed-IP-Address attribute in authentication
messages sent to the authentication server.

GC

radius server attribute 25

Globally enables the switch to send the
RADIUS Class attribute as supplied by the
RADIUS server in accounting messages sent to
the accounting server.

GC

radius server attribute mac
format

Globally enables the switch to send the
RADIUS Class attribute as supplied by the
RADIUS server in accounting messages sent to
the accounting server.

GC

radius server attribute 168

Enables the switch to send the RADIUS
Framed-IPv6-Address attribute in accounting
messages sent to the RADIUS accounting
server.

GC
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radius server deadtime Improves RADIUS response times when servers |GC
are unavailable. Causes the unavailable servers
to be skipped.

radius server Specifies a RADIUS server host. GC

radius server key Sets the authentication and encryption key for |GC
all RADIUS communications between the
switch and the RADIUS daemon.

radius server retransmit Specifies the number of times the software GC
searches the list of RADIUS server hosts.

radius server source-ip Specifies the source IP address used for GC
communication with RADIUS servers.

radius server source- Selects the interface from which to use the [P |GC

interface address in the source IP address field of
transmitted RADIUS packets.

radius server timeout Sets the interval for which a switch waits fora |GC
RADIUS server to reply.

radius server vsa send Enables the switch to process during GC

authentication authentication.

retransmit Specifies the number of times the software R
searches the list of RADIUS server hosts before
stopping the search.

show aaa servers Displays the list of configured RADIUS servers |UE or
and the values configured for the global PE
parameters of the RADIUS client.

show radius statistics Shows the statistics for an authentication or UE or
accounting server. PE

source-ip Specifies the source IP address to be used for  |R
communication with RADIUS servers.

timeout Sets the timeout value in seconds for the R
designated RADIUS server.

usage authmgr Specifies the usage type of the server. R

a. For the meaning of each Mode abbreviation, see Mode Types.
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TACACS+

Command Description Mode?®
key Specifies the authentication and encryption key | TC
for all TACACS communications between the
device and the TACACS server.
port Specifies a server port number. TC
priority Specifies the order in which servers are used.  |TC
show tacacs Displays TACACS + server settings and PE
statistics.
tacacs-server host Specifies a TACACS+ server host. GC
tacacs-server key Sets the authentication and encryption key for |GC
all TACACS+ communications between the
switch and the TACACS+ daemon.
tacacs-server source- Selects the interface from which to use the I[P |GC
interface address in the source IP address field of
transmitted TACACS packets.
tacacs-server timeout Sets the interval for which the switch waits fora |GC
server host to reply.
timeout Specifies the timeout value in seconds. TC
a. Forthe meaning of each Mode abbreviation, see Mode Types.
802.1x
Command Description Mode?
dotlx eapolflood Enables the capability of creating VLANSs GC
dynamically when a RADIUS-assigned VLAN
does not exist in the switch.
dot1x eapolflood Enables the flooding of received IEEE 802.1x  |GC
frames in the VLAN.
clear authentication sessions | Begins the initialization sequence on the PE
specified port.
mab Enables MAB on an interface. IC
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default mab Configures the switch to transmit EAP, PAP, or |IC
CHAP credentials to the RADIUS server for
MAB-authenticated devices connected to the
interface.

mab request format Configures the format of the MAC address sent |IC,
in the User-Name attribute. GC

dotlx max-reauth-req Sets the maximum number of times that the  |IC
switch sends Extensible Authentication
Protocol EAP-Request/Identity frames to which
no response is received before restarting the
authentication process.

dotlx max-req Sets the maximum number of times the switch |IC
sends an EAP-request frame to the client before
restarting the authentication process.

dotlx pae Enables 802.1X on an interface and sets the IC
interface role.

dotlx port-control Enables manual control of the authorization IC
state of the port.

authentication max-users | Sets the maximum number of clients supported |IC
on the port when multi-auth authentication is
enabled on the port.

authentication port-control |Enables manual control of the authorization IC
state of the port.

authentication periodic Enables periodic reauthentication of the client. |IC

dotlx system-auth-control | Enables §02.1x globally. GC

authentication monitor Enables authentication monitor mode globally. |GC

dotlx timeout Sets the values of the various 802.1x state IC
machine timers.

authentication timer Sets the number of seconds between IC

reauthenticate reauthentication attempts.

auth-type Sets the accepted authorization types for DRC
RADIUS CoA clients.

client Sets the CoA client parameters. DRC
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ignore Sets the switch to ignore certain authentication |DRC
parameters from dynamic RADIUS clients.

port Sets the port on which to listen for CoA and DRC
disconnect requests from authorized dynamic
RADIUS clients.

server-key Configures a global shared secret that is used for | DRC
all dynamic RADIUS clients that do not have an
individual shared secret configured.

show dotlx Displays 802.1X status for the switch or the PE
specified interface.

show authentication Displays the dotlx authentication events and  |PE

authentication-history information during successful and unsuccessful
dotlx authentication processes.

show authentication clients |Displays detailed information about the users  |PE
who have successfully authenticated on the
system or on a specified port.

show dotlx interface Shows the status of MAC Authentication PE
Bypass.

show dotlx interface Displays 802.1X statistics for the specified PE

statistics interface.

show dotIx users Displays active 802.1X authenticated users for |PE
the switch.

clear authentication Clears the authentication history table captured |PE

authentication-history during successful and unsuccessful
authentication.

authentication event no- Sets the guest VLAN on a port. IC

response

dotlx timeout guest-vlan- | Sets the number of seconds that the switch IC

period waits before authorizing the client if the client
is a dot1lx unaware client.

authentication event fail Specifies the unauthenticated VLAN on a port. |IC

show dotlx advanced Displays 802.1X advanced features for the PE
switch or specified interface.

a. Forthe meaning of each Mode abbreviation, see Mode Types.
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Captive Portal

Command Description Mode?®

authentication timeout Configures the authentication timeout. Cp

captive-portal Enables the captive portal configuration mode. |GC

enable Globally enables captive portal. CPI

http port Configures an additional HT'TP port for captive |CP
portal to monitor.

https port Configures an additional HT'TPS port for Ccp
captive portal to monitor.

show captive-portal Displays the status of captive portal. PE

show captive-portal status | Reports the status of all captive portal instances |PE
in the system.

block Blocks all traffic for a captive portal CP1
configuration.

configuration Enables the captive portal instance mode. Ccp

enable Enables a captive portal configuration. CPI

group Configures the group number for a captive CPI
portal configuration.

interface Associates an interface with a captive portal CP1
configuration.

locale Associates an interface with a captive portal CP1
configuration.

name (Captive Portal) Configures the name for a captive portal CP1
configuration.

protocol Configures the protocol mode for a captive CPI
portal configuration.

redirect Enables the redirect mode for a captive portal |CPI
configuration.

redirect-url Configures the redirect URL for a captive portal |CPI
configuration.

session-timeout Configures the session timeout for a captive CPI
portal configuration.
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verification Configures the verification mode for a captive |CPI
portal configuration.
captive-portal client De-authenticates a specific captive portal PE
deauthenticate client.
show captive-portal client | Displays client connection details or a PE
status connection summary for connected captive
portal users.
show captive-portal Displays the clients authenticated to all captive |PE
configuration client status | portal configurations or a to specific
configuration.
show captive-portal Displays information about clients PE
interface client status authenticated on all interfaces or a specific
interface.
show captive-portal Displays the clients authenticated to all captive |PE
interface configuration portal configurations or a to specific
status configuration.
clear captive-portal users Deletes all captive portal user entries. PE
no user Deletes a user from the local user database. Cp
show captive-portal user Displays all configured users or a specific user in |PE
the captive portal local user database.
user group Associates a group with a captive portal user.  |CP
user-logout Enables captive portal users to log out of the ~ |CPI
portal.
user name Modifies the user name for a local captive portal |CP
user.
user password Creates a local user or changes the password for |CP
an existing user.
user session-timeout Sets the session timeout value for a captive CP
portal user.
show captive-portal Displays the operational status of each captive |PE
configuration portal configuration.
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show captive-portal Displays information about all interfaces PE
configuration interface assigned to a captive portal configuration or
about a specific interface assigned to a captive
portal configuration.
show captive-portal Displays locales associated with a specific PE
configuration locales captive portal configuration.
show captive-portal Displays information about all configured PE
configuration status captive portal configurations or a specific
captive portal configuration.
user group Creates a user group. Cp
user group moveusers Moves a group's users to a different group. Cp
user group name Configures a group name. CP
a. Forthe meaning of each Mode abbreviation, see Mode Types.
Denial of Service
Command Description Mode?®
dos-control firstfrag Enables Minimum TCP Header Size Denial of  |GC
Service protection.
dos-control icmp Enables Maximum ICMP Packet Size Denial of  |GC
Service protections.
dos-control 14port Enables L4 Port Denial of Service protection. GC
dos-control sipdip Enables Source IP Address = Destination IP GC
Address (SIP=DIP) Denial of Service protection.
dos-control tepflag Enables TCP Flag Denial of Service protections. |GC
dos-control tepfrag Enables TCP Fragment Denial of Service GC
protection.
rate-limit cpu Configures the rate in packets-per-second for the |GC
number of IPv6 data packets trapped to CPU
when the packet fails to be forwarded in the
hardware due to unresolved hardware address of
the destined IPv6 node.
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show dos-control Displays Denial of Service configuration PE
information.

show system internal Displays the configured CPU rate limit for PE

pktmgr unknown packets in packets per second.

storm-control broadcast | Enables Broadcast storm control. IC

storm-control multicast | Enables the switch to count multicast packets IC
together with broadcast packets.

storm-control unicast Enables unicast storm control. IC

a. Forthe meaning of each Mode abbreviation, see Mode Types.

Management ACL

Command Description Mode®

deny (management) Defines a deny rule. MA

management access-class | Defines which management access-list is used. |GC

management access-list Defines a management access-list, and enters  |GC

the access-list for configuration.
no priority (management) |Removes a permit or deny condition from a MA
Management Access list.

permit (management) Defines a permit rule. MA

show management access- | Displays the active management access-list. PE

class

show management access- | Displays management access-lists. PE

list

a. Forthe meaning of each Mode abbreviation, see Mode Types.

Password Management

Command Description Mode?

passwords aging Implements aging on the passwords such that |GC

users are required to change passwords when
they expire.
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passwords history Enables the administrator to set the number of |GC
previous passwords that are stored to ensure
that users do not reuse their passwords too
frequently.
passwords lock-out Enables the administrator to strengthen the GC
security of the switch by enabling the user
lockout feature. When a lockout count is
configured, a user who is logging in must enter
the correct password within that count.
passwords min-length Enables the administrator to enforce a GC
minimum length required for a password.
passwords strength-check | Enables the Password Strength feature. GC
passwords strength Enforces a minimum number of uppercase GC
minimum uppercase-letters |letters that a password should contain.
passwords strength Enforces a minimum number of lowercase GC
minimum lowercase-letters  |letters that a password must contain.
passwords strength Enforces a minimum number of numeric GC
minimum numeric- numbers that a password should contain.
characters
passwords strength Enforces a minimum number of special GC
minimum special-characters | characters that a password may contain.
passwords strength max- Enforces a maximum number of consecutive  |GC
limit consecutive-characters |characters that a password can contain.
passwords strength max- Enforces a maximum repeated characters that a |GC
limit repeated-characters | password should contain.
passwords strength Enforces the minimum number of character  |GC
minimum character-classes | classes (uppercase letters, lowercase letters,
numeric characters and special characters) that
a password must contain.
passwords strength exclude- | Enforces a maximum number of consecutive  |GC
keyword characters that a password can contain.
enable password encrypted | Used by an Administrator to transfer the enable |PE
password between devices without having to
know the password.
Dell EMC Networking CLI | 154



Command Description Mode?

show passwords Displays the configuration parameters for PE

configuration password configuration.

show passwords result Displays the last password set result PE
information.

a. Forthe meaning of each Mode abbreviation, see Mode Types.

SSH

Command Description Mode?®

crypto key generate dsa Generates DSA key pairs for the switch. GC

crypto key generate rsa Generates RSA key pairs for the switch. GC

crypto key pubkey-chain ssh | Enters SSH Public Key-chain configuration GC
mode.

crypto key zeroize pubkey- | Erases all public key chains or the publickey  |GC

chain chain for a user.

crypto key zeroize {rsa|dsa} | Deletes the RSA or DSA keys from the switch. |GC

1p scp server cnable Enables SCP server functionality for SCP |GC
push operations on the switch.

ip ssh port Specifies the port to be used by the SSH server. |GC

ip ssh pubkey-auth Enables public key authentication for incoming |GC
SSH sessions.

ip ssh server Enables the switch to be configured from a SSH |GC
server connection.

key-string Manually specifies a SSH public key. SK

show crypto key mypubkey | Displays its own SSH public keys stored on the |PE
switch.

show crypto key pubkey- Displays SSH public keys stored on the switch. |PE

chain ssh

show ip ssh Displays the SSH server configuration. PE

a. Forthe meaning of each Mode abbreviation, see Mode Types.
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Multiple Registration Protocol Commands

MVRP
Command Description Mode?
clear mvrp statistics Clears the MVRP statistics for an interface or |PE
all interfaces.
mvrp Enables MVRP on a specific interface. IC
IR
mvrp global Globally enables MVRP. GC
mvrp periodic state machine |Globally enables the MVRP periodic state GC
machine.
show mvrp Displays the MVRP configuration for an PE
interface or globally. GC
show mvrp statistics Displays the MVRP statistics for an interface |PE
or globally. GC
a. Forthe meaning of each Mode abbreviation, see Mode Types.
Data Center Commands
OpenFlow
Command Description Mode?
controller Configures a connection to an OpenFlow OFC
controller
hardware profile openflow | Selects the forwarding mode for the OpenFlow |GC
hybrid capability.
ipv4 address Assigns the IPv4 source address utilized for OFC
controller connections.
mode Configures the selection of interfaces used to  |OFC
assign the IP address utilized for controller
connections.
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openflow Enables OpenFlow on the switch (if disabled) |GC
and enters into OpenFlow configuration mode.

passive Sets the switch to wait for the controller to OFC
initiate the connection.

protocol-version Selects the version of the protocol in which to  |OFC
operate.

show openflow Displays OpenFlow configuration and status.  |PE,

GC

a. Forthe meaning of each Mode abbreviation, see Mode Types.

Layer 3 Routing Commands

ARP (IPv4)

Command Description Mode?

arp Creates an Address Resolution Protocol (ARP) | GC
entry.

arp cachesize Configures the maximum number of entries in | GC
the ARP cache.

arp dynamicrenew Enables the ARP component to automatically | GC
renew dynamic ARP entries when they age out.

arp purge Causes the specified IP address to be removed | PE
from the ARP cache.

arp resptime Configures the ARP request response timeout.  |GC

arp retries Configures the ARP count of maximum request |GC
for retries.

arp timeout Configures the ARP entry age-out time. GC

clear arp-cache Removes all ARP entries of type dynamic from |PE
the ARP cache.

clear arp-cache management|Removes all entries from the ARP cache learned |PE
from the management port.

ip local-proxy-arp Enables proxying of ARP requests. IC
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1p proxy-arp Enables proxy ARP on a router interface. IC

show arp Displays the Address Resolution Protocol (ARP) |PE
cache.

a. Forthe meaning of each Mode abbreviation, see Mode Types.

BFD

Command Description Mode?

feature bfd Enables BFD on the router. GC

bfd echo Enables BFD echo mode on an interface. IC

bfd interval Configures BFD session parameters for a VLAN |IC
routing interface.

bfd slow-timer Configures the BFD periodic slow transmission |GC
interval for BFD Control packets.

ip ospf bfd Enable sending of BFD events to OSPF ona  |IC
VLAN routing interface.

1pv6 ospf bfd Enables sending of BFD events to OSPFona |IC
VLAN routing interface.

neighbor fall-over bfd Enables BFD support for a BGP neighbor. RBC

show bfd neighbor Displays the neighbors for which BFD has PE or
established adjacencies. GC

a. Forthe meaning of each Mode abbreviation, see Mode Types.

BGP

Command Description Mode?

router bgp Enables BGP and identify the autonomous GC
system (AS) number for the router.

address-family Configures policy parameters within a peer PTC
template to be applied to a specific address
family

address-family ipv4 vrf
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address-family ipv6 Specifies IPv6 configuration parameters. BR

aggregate-address Configures a summary address for BGP. BRor

IPAF

bgp aggregate-different- Controls the aggregation of routes with BR

meds (BGP Router different multi-exit discriminator (MED)

Configuration) attributes.

bgp aggregate-different- Allows IPv6 routes with different MEDs to be | IPAF

meds (IPv6 Address Family |aggregated.

Configuration)

bgp always-compare-med | Compares MED values during the decision BR
process in paths received from different IPAF
autonomous systems.

bgp client-to-client Enables client-to-client reflection. BR

reflection (BGP Router

Configuration)

bgp client-to-client Enables client-to-client reflection. IPAF

reflection (IPv6 Address

Family Configuration)

bgp cluster-id Specifies the cluster ID of a route reflector. BR

bgp default local-preference |Enables the network operator to specify the BR
default local preference.

bgp fast-external-fallover | Configures BGP to immediately reset the BR
adjacency with an external peer if the routing
interface to the peer goes down.

bgp fast-internal-fallover Configures BGP to immediately reset the BR
adjacency with an internal peer when there is a
loss of reachability to an internal peer.

bgp listen Creates an [Pv4 listen range and associates it~ |BR,
with the specified peer template. [PAF

bgp log-neighbor-changes | Enables logging of adjacency state changes. BR

bgp maxas-limit Specifies a limit on the length of AS Paths that |BR
BGP accepts from its neighbors.

bgp router-id Sets the BGP router ID. BR
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clear ip bgp Resets peering sessions with all of a subnet of  |PE
BGP peers.

clear ip bgp counters Resets all BGP counters to 0. PE

default-information Enables BGP to originate a default route. BR

originate (BGP Router

Configuration)

default-information Allows BGP to originate an IPv6 default route. |IPAF

originate (IPv6 Address

Family Configuration)

default metric (BGP Router |Sets the value of the MED attribute on routes  |BR

Configuration) redistributed into BGP when no metric has
been specified.

default metric (IPv6 Address | Sets the metric of redistributed IPv6 routes [IPAF

Family Configuration) when a metric is not configured in the
redistribute command.

distance Sets the preference of BGP routes to specific  |IPAF
destinations.

distance bgp (BGP Router | Sets the preference of BGP routes. BR

Configuration)

distance bgp (IPv6 Address | Sets the preference of BGP routes. IPAF

Family Configuration)

distribute-list prefix in Configures a filter that restricts the routes that |BR
BGP accepts from all neighbors based on IPAF
destination prefix.

distribute-list prefix out Configures a filter that restricts the BR

(BGP Router advertisement of routes based on destination

Configuration) prefix.

distribute-list prefix out Applies an IPv6 prefix list to IPv6 routes [PAF

(IPv6 Address Family advertised via BGP.

Configuration)

enable Globally enables BGP. BR

1p as-path access-list Creates an AS path access list. GC
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ip bgp-community new- Displays BGP standard communities in AA:NN |GC
format format.
1p bgp fast-external-fallover |Configures fast external failover behavior fora |IC
specific routing interface.
ip community-list Creates or configures a BGP community list. ~ |GC
1p extcommunity-list Creates an extended community list to GC
configure VRF route filtering.
match extcommunity Matches BGP extended community list RM
attributes.
maximum-paths (BGP Specifies the maximum number of next hops  |BR
Router Configuration) BGP may include in an Equal Cost Multipath
(ECMP) route derived from paths received
from neighbors outside the local autonomous
system.
maximum-paths (IPv6 Limits the number of ECMP next hops in IPv6 |IPAF
Address Family routes from external peers.
Configuration)
maximum-paths ibgp (BGP | Specifies the maximum number of next hops ~ |BR
Router Configuration) BGP may include in an Equal Cost Multipath
(ECMP) route derived from paths received
from neighbors within the local autonomous
system.
maximum-paths ibgp (IPv6 | Limits the number of ECMP next hops in I[Pv6 [IPAF
Address Family routes from internal peers.
Configuration)
neighbor activate Enables the exchange of IPv6 routes with a IPAF,
neighbor. [PAF4
neighbor advertisement- Configures the minimum time that must elapse |BR
interval (BGP Router between advertisements of the same route to a
Configuration) given neighbor.
neighbor advertisement- Controls the time between sending Update [PAF
interval (IPv6 Address messages containing IPv6 routes.
Family Configuration)
neighbor allowas-in Configures BGP to accept prefixes even if the |BR
local ASN is part of the AS_PATH.
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Description

Mode?

neighbor connect-retry-
interval

Configure the initial connection retry time for a
specific neighbor.

BR

neighbor default-originate | Configures BGP to originate a default route toa |[BR
(BGP Router specific neighbor.
Configuration)
neighbor default-originate | Configures BGP to originate a default IPv6 IPAF
(IPv6 Address Family route to a specific neighbor.
Configuration)
neighbor description Records a text description of a neighbor. BR
neighbor ebgp-multihop Configures BGP to form neighborship with BR,
external peers that are not directly connected. |IPAF
neighbor filter-list (BGP Filters advertisements to or from a specific BR
Router Configuration) neighbor according to the advertisement’s AS
Path.
neighbor filter-list (IPv6 Filters BGP to apply an AS path access list to  |IPAF
Address Family UPDATE messages received from or sent to a
Configuration) specific neighbor.
neighbor inherit peer Configures a BGP peer to inherit peer BR

configuration parameters from a peer template.

neighbor local-as

Configures BGP to advertise the local-as instead

BR,

of the router’s own AS in the routes advertised |IPAF
to the neighbor.
neighbor maximum-prefix | Configures the maximum number of IPv4 BR

(BGP Router
Configuration)

prefixes that BGP will accept from a specified
neighbor.

neighbor maximum-prefix
(IPv6 Address Family

Specifies the maximum number of IPv6 prefixes
that BGP will accept from a given neighbor.

IPAF

Configuration)
neighbor next-hop-self Configures BGP to set the next hop attribute to |BR
(BGP Router alocal IP address when advertising a route to an
Configuration) internal peer.
neighbor next-hop-self (IPv6 | Configures BGP to use a local address as the  [IPAF
Address Family IPv6 next hop when advertising [Pv6 routes to a
Configuration) specific peer.
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neighbor password Enables MD5 authentication of TCP segments |BR
sent to and received from a neighbor, and to
configure an authentication key.

neighbor prefix-list (BGP | Filters advertisements sent to a specific BR

Router Configuration) neighbor based on the destination prefix of each
route.

neighbor prefix-list (IPv6 | Specifies an IPv6 prefix list to filter routes IPAF

Address Family received from or advertised to a given peer.

Configuration)

neighbor remote-as Configures a neighbor and identify the BR
neighbor’s autonomous system.

neighbor remove-private-as | Removes private AS numbers when advertising |BR
IPv4 routes to an external peer.

neighbor rfe5549-support | Enables advertisement of IPv4 routes over IPv6 |BR
next hops selectively to an external BGP IPv6
peer.

neighbor route-map (BGP | Applies a route map to incoming or outgoing ~ |BR

Router Configuration) routes for a specific neighbor.

neighbor route-map (IPv6 | Specifies a route map to be applied to inbound |IPAF

Address Family or outbound IPv6 routes.

Configuration)

neighbor route-reflector- Configures an internal peer as an IPv4 route BR

client (BGP Router reflector client.

Configuration)

neighbor route-reflector- Configures an internal peer as an IPv4 route IPAF

client (IPv6 Address Family |reflector client.

Configuration)

neighbor send-community | Configures the local router to send the BGP  |BR

(BGP Router communities attribute in UPDATE messages to

Configuration) a specific neighbor.

neighbor send-community | Tells BGP to send the COMMUNITIES [PAF

(IPv6 Address Family attribute with routes advertised to the peer.

Configuration)

neighbor shutdown Administratively disables communications with |BR,
a specific BGP neighbor. IPAF

Dell EMC Networking CLI | 163



Command Description Mode?
neighbor timers Overrides the global keepalive and hold timer  |BR
values as well as set the keepalive and hold
timers for a specific neighbor.
neighbor update-source Configures BGP to use a specific IP address as  |BR
the source address for the TCP connection with
a neighbor.
network (BGP Router Configures BGP to advertise an address prefix. |BR
Configuration)
network (IPv6 Address Identifies network IPv6 prefixes that BGP IPAF
Family Configuration) originates in route advertisements to its
neighbors.
redistribute (BGP) Configures BGP to advertise routes learned by |BR
means outside of BGP. BGP can redistribute
local (connected), static, OSPF, and RIP routes.
redistribute (BGP IPv6) Configures BGP to redistribute non-BGP routes |IPAF
from the IPv6 routing table.
route-target Creates a list of export, import, or both route | PE
target (RT) extended communities for the
specified VRF instance.
set extcommunity rt Sets BGP extended community attributes for  |RMC
the route target.
set extcommunity soo Sets BGP extended community attributes for  |RMC
the site of origin.
show bgp ipv6 Displays IPv6 routes in the BGP routing table. |UE,
PE,
GC
show bgp ipv6 aggregate- | Displays the configured IPv6 aggregate PE
address addresses and indicates if each address is
currently active.
show bgp ipv6 community | Displays the IPv6 routes that belong to the PE
specified set of communities.
show bgp ipv6 community- | Displays the IPv6 routes that match a specified |PE
list community list.
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show bgp ipv6 listen range

Displays information about IPv6 BGP listen

ranges.

PE

show bgp ipv6 neighbors Displays neighbors with IPv4 or IPv6 peer PE
addresses that are enabled for the exchange of
IPv6 prefixes.
show bgp ipv6 neighbors Displays IPv6 routes advertised to a specific PE
advertised-routes neighbor.
show bgp ipv6 neighbors Displays the inbound and outbound IPv6 PE
policy policies configured for a specific peer.
show bgp ipv6 neighbors Displays a list of IPv6 routes received froma  |PE
received-routes specific neighbor.
show bgp ipv0 statistics Displays statistics for the IPv6 decision process. |UE,
PE,
GC
show bgp ipv6 summary Displays a summary of BGP configuration and |UE,
status. PE,
GC

show bgp ipv6 update-group

Reports the status of IPv6 outbound groups and
their members.

PE

show bgp ipv6 route- Displays a summary of BGP route reflection.  |PE
reflection
show ip bgp Displays BGP routes. UE
show ip bgp aggregate- Lists the aggregate addresses that have been  |PE
address configured and indicates whether each is

currently active.
show ip bgp community Displays a BGP community. PE

show ip bgp community-list

Lists the routes that are allowed by the specified
community list.

PE

show ip bgp extcommunity- | Displays all the permit and deny attributes of  |PE,
list the given extended community list. GC
show ip bgp listen range Displays information about IPv4 BGP listen PE
ranges.
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show ip bgp neighbors Shows details about BGP neighbor UE
configuration and status.

show ip bgp neighbors Displays the list of routes advertised to a PE

advertised-routes specific neighbor.

show ip bgp neighbors Displays the list of routes received from a PE

received-routes specific neighbor.

show ip bgp neighbors policy| Displays the inbound and outbound IPv4 PE
policies configured for a specific peer.

show ip bgp route-reflection | Displays all global configuration related to IPv4 |PE
route reflection, including the cluster ID and
whether client-to-client route reflection is
enabled, and lists all the neighbors that are
configured as route reflector clients.

show ip bgp statistics Displays recent decision process history. UE

show ip bgp summary Displays a summary of BGP configuration and |UE

status.

show ip bgp template

Lists the routes that are allowed by the specified
community list.

PE

show ip bgp traffic

Lists the routes that are allowed by the specified
community list.

UE

show ip bgp update-group | Reports the status of IPv4 outbound update PE
groups and their members.

show ip bgp vpn4 Displays the VPNv4 address information from  |PE,
the BGP table. GC

template peer Creates a BGP peer template and enters peer  |BR
template configuration mode.

timers bgp Configures the default keepalive and hold BR
timers that BGP uses for all neighbors unless
specifically overridden by the neighbor timers
command.

timers policy-apply delay | Configures the delay after which any change to |BR
the global or per BGP neighbor
inbound/outbound policies are applied.
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graceful-restart

Enables the graceful restart and the graceful
restart helper capability.

BR

graceful-restart-helper Enables the graceful restart helper capability.  |BR
a. Forthe meaning of each Mode abbreviation, see Mode Types.
BGP Routing Policy
Command Description Mode?
1p as-path access-list Create an AS path access list. GC
ip bgp-community new- Displays BGP standard communities in AA:NN |GC
format format.
ip community-list Creates or configures a BGP community list.  |GC
ip prefix-list Creates a prefix list or adds a prefix list entry.  |GC
ip prefix-list description Applies a text description to a prefix list. GC
1pv6 prefix-list Creates an IPv6 prefix list or add an IPv6 prefix |GC
list entry.
match as-path Adds criteria that matches BGP autonomous ~ |RM
system paths against an AS path access list to a
route map.
match community Configures a route map to match basedona  |RM
BGP community list.
match ip address prefix-list |Configures a route map to match basedona  |RM
destination prefix.
match ipv6 address prefix- | Configures a route map to match based onan  |RM
list IPv6 destination prefix.
show ip as-path-access-list | Displays the contents of AS path access lists.  |PE or
GC
show ip community-list Displays the contents of AS path access lists. | PE or
GC
show ip prefix-list Displays the contents of IPv4 prefix lists. PE or
GC
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show ipv6 prefix-list Displays the contents of IPv6 prefix lists. PE or
GC
clear ip prefix-list Resets the IPv4 prefix-list counters. PE
clear ipv0 prefix-list Resets the IPv6 prefix-list counters. PE
clear ip community-list Resets the IPv6 prefix-list counters. PE
sct as-path Prepends one or more AS numbers to the AS ~ |RC
path in a BGP route.
set comm-list delete Removes BGP communities from an inbound |RM
or outbound UPDATE message.
set community Modifies the communities attribute of RM
matching routes.
set ipv6 next-hop (BGP) Sets the IPv6 next hop of a route. RM
set local-preference Sets the local preference of specific BGP routes. |RM
set metric Sets the metric of a route. RM
a. Forthe meaning of each Mode abbreviation, see Mode Types.
DHCP Server and Relay Agent (IPv4)
Command Description Mode?®
ip dhep pool Defines a DHCP address pool that can be used |GC
to supply addressing information to DHCP
client. This command puts the user into DHCP
Pool Configuration mode.
bootfile Sets the name of the image for the DHCP Dp
client to load.
clear ip dhep binding Removes automatic DHCP server bindings. PE
clear ip dhep conflict Removes DHCP server address conflicts. PE
client-identifier Identifies a a Microsoft® DHCP client to be Dp
manually assigned an address.
client-name Specifies the host name of a DHCP client. DP
default-router Sets the IPv4 address of one or more routers for |DP
the DHCP client to use.
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dns-server (IP DHCP Pool
Config)

Sets the IPv4 DNS server address which is
provided to a DHCP client by the DHCP server.

DP

domain-name (IP DHCP Sets the DNS domain name which is provided |DP

Pool Config) to a DHCP client by the DHCP server.

hardware-address Specifies the MAC address of a client to be DP
manually assigned an address.

host Specifies a manual binding for a DHCP client |DP
host.

ip dhep bootp automatic | Enables automatic BOOTP address GC
assignments.

ip dhep conflict logging Enables DHCP address conflict detection. GC

ip dhep excluded-address | Excludes one or more DHCP addresses from  |GC

automatic assignment.

ip dhep ping packets

Configures the number of pings sent to detect if

an address is in use prior to assigning an address
from the DHCP pool.

GC

lease

Sets the period for which a dynamically
assigned DHCP address is valid.

DP

netbios-name-server

Configures the IPv4 address of the Windows®
Internet Naming Service (WINS) for a
Microsoft DHCP client.

Dp

netbios-node-type

Sets the NetBIOS node type for a Microsoft
DHCP client.

DP

network

Defines a pool of IPv4 addresses for distributing
to clients.

Dp

next-server Sets the IPv4 address of the TFTP server to be |DP
used during auto-install.
option Supplies arbitrary configuration information to |DP
a DHCP client.
service dhep Enables local IPv4 DHCP server on the switch. |GC
sntp Sets the IPv4 address of the NTP server to be  |DP
used for time synchronization of the client.
show ip dhep binding Displays the configured DHCP bindings. PE
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show ip dhep conflict Displays DHCP address conflicts for all relevant |PE
interfaces or a specified interface.
show ip dhep global Displays the DHCP global configuration. PE
configuration
show ip dhep pool Displays the configured DHCP pool or pools.  |UE or
PE
show ip dhep server statistics | Displays the DHCP server binding and message |PE
counters.
a. Forthe meaning of each Mode abbreviation, see Mode Types.
DHCPv6
Command Description Mode?®
clear ipv6 dhep Clears DHCPv6 statistics for all interfaces or for |PE
a specific interface.
dns-server (IPv6 DHCP Pool |Sets the IPv6 DNS server address which is voDP
Config) provided to a DHCPV6 client by the DHCPv6
server.
domain-name (IPv6 DHCP | Sets the DNS domain name which is provided |[v6DP
Pool Config) to a DHCPV6 client by the DHCPv6 server.
ipv6 dhep pool Enters IPv6 DHCP Pool Configuration mode. |GC
ipv6 dhep relay Configures an interface for DHCPv6 Relay IC
functionality.
ipv6 dhep server Configures DHCPv6 server functionality on an |IC

interface.

prefix-delegation

Defines Multiple IPv6 prefixes within a pool for
distributing to specific DHCPv6 Prefix
delegation clients.

voDP

service dhepv6 Enables DHCPv6 configuration on the router. |GC
show ipv6 dhep Displays the DHCPv6 server name and status. |PE
show ipv6 dhep binding Displays the configured DHCP pool. PE
show ipv6 dhep interface | Displays DHCPv6 information for all relevant  |UE
interfaces or a specified interface.
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show ipv6 dhep pool

Displays DHCPv6 information for all relevant
interfaces or a specified interface.

PE

show ipv6 dhep pool Displays the configured DHCP pool. PE

show 1pv6 dhep statistics Displays the DHCPV6 server name and status. |UE

a. Forthe meaning of each Mode abbreviation, see Mode Types.

DHCPv6 Snooping

Command Description Mode®

clear ipv6 dhep snooping | Clears all IPv6 DHCP snooping entries. UE or

binding PE

clear ipv6 dhep snooping | Clears all IPv6 DHCP snooping statistics. UE or

statistics PE

ipv6 dhep snooping Globally enables IPv6 DHCP snooping. GC

ipv6 dhep snooping vlan Enables IPv6 DHCP snooping on a set of GC
VLAN:G.

1ipv6 dhep snooping binding | Configures a static IPv6 DHCP snooping GC

binding.

ipv6 dhep snooping database

Configures the persistent location of the DHCP
snooping database.

GC

ipv6 dhep snooping database | Configures the time period between successive |GC
write-delay writes of the binding database.
ipv6 dhep snooping limit Configures an interface to disable itself if the |IC
rate of received DHCP messages exceeds the
configured limit.
ipv6 dhep snooping log- Configures the port to log invalid received IC
invalid DHCP messages.
1ipv6 dhep snooping trust | Configures the port as trusted. IC
1ipv6 dhep snooping verify | Enables the additional verification of the source |GC
mac-address MAC address with the client hardware address
in the received DHCP message.
1pv6 verify binding Configures a static IP source guard binding. GC
Dell EMC Networking CLI | m



Command Description Mode?
1pv6 verify source Configures an interface to filter incoming IC
traffic from sources that are not present in the
DHCP binding database.
show ipv6 dhep snooping | Displays the IPv6 DHCP snooping UE or
configuration. PE
show ipv6 dhep snooping | Displays the IPv6 DHCP snooping UE or
binding configuration. PE
show ipv6 dhep snooping | Displays IPv6 DHCP snooping configurations  |UE or
database related to database persistency. PE
show ipv6 dhep snooping | Displays [Pv6 DHCP snooping filtration UE or
statistics statistics. PE
show ipv6 source binding | Displays the IPv6 source guard configurations |UE or
on all ports, an individual port, or on a VLAN. |PE
show ipv6 verify Displays the IPv6 Source Guard configuration |UE or
on all interfaces or the specified interface. PE
show ipv0 verify source Displays the Ipv6 source guard configurations | UE or
on all ports. PE
a. Forthe meaning of each Mode abbreviation, see Mode Types.
DVMRP
Command Description Mode®
router bgp Sets the administrative mode of DVMRP in the |GC or
router to active. IC
ip dvmrp metric Configures the metric for an interface. IC
show ip dvmrp Displays the system-wide information for PE
DVMRP.
show ip dvmrp interface Displays the interface information for DVMRP |PE
on the specified interface.
show ip dvmrp neighbor Displays the neighbor information for DVMRP. | PE
show ip dvmrp nexthop Displays the next hop information on PE
outgoing interfaces for routing multicast
datagrams.
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show ip dvmrp prune

Displays the table that lists the router’s
upstream prune information.

PE

show ip dvmrp route Displays the multicast routing information for |PE
DVMRP.
a. Forthe meaning of each Mode abbreviation, see Mode Types.
GMRP
Command Description Mode?®
gmrp enable Enables GMRP globally or on a port. GCor
IC
clear gvrp statistics Clears all the GMRO statistics information. PE
show gmrp configuration Displays GMRP configuration. GCor
IC
a. Forthe meaning of each Mode abbreviation, see Mode Types.
IGMP
Command Description Mode?
1p igmp last-member-query- | Sets the number of Group-Specific Queries IC
count sent before the router assumes that there are
no local members on the interface.
ip igmp last-member-query- | Configures the Maximum Response Time IC
interval inserted in Group-Specific Queries which are
sent in response to Leave Group messages.
1p igmp mroute-proxy Configures downstream IGMP proxy on the  |IC
selected VLAN interface associated with
multicast hosts.
1p igmp query-interval Configures the query interval for the specified |IC
interface. The query interval determines how
fast IGMP Host-Query packets are transmitted
on this interface.
1p igmp query-max-response- |Configures the maximum response time IC
time interval for the specified interface.
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ip igmp robustness Configures the robustness that allows tuning  |IC
of the interface.

1p igmp startup-query-count | Sets the number of queries sent out on IC
startup—at intervals equal to the startup
query interval for the interface.

1p igmp startup-query- Sets the interval between general queries sent |IC

interval at startup on the interface.

1p igmp version Configures the version of IGMP for an IC
interface.

show ip igmp Displays system-wide IGMP information. PE

show ip igmp groups Displays the registered multicast groups on the |PE
interface.

show ip igmp interface Displays the IGMP information for the PE
specified interface.

show ip igmp membership  |Displays the list of interfaces that have PE
registered in the multicast group.

show ip igmp interface stats | Displays the IGMP statistical information for |PE
the interface.

a. For the meaning of each Mode abbreviation, see Mode Types.

IGMP Proxy

Command Description Mode?

arp Enables the IGMP Proxy on the router. IC

1p igmp proxy-service reset- | Resets the host interface status parameters of  |IC

status the IGMP Proxy router.

ip igmp proxy-service Sets the unsolicited report interval for the IC

unsolicit-rprt-interval IGMP Proxy router.

show ip igmp proxy-service |Displays a summary of the host interface status |PE

parameters.
show ip igmp proxy-service | Displays a detailed list of the host interface PE
interface status parameters.
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show ip igmp-proxy groups

Displays a table of information about multicast
groups that IGMP Proxy reported.

PE

show ip igmp proxy-service | Displays complete information about multicast |PE

groups detail groups that IGMP Proxy has reported.

a. Forthe meaning of each Mode abbreviation, see Mode Types.

IP Helper/DHCP Relay

Command Description Mode?®

ip dhep relay maxhopcount | Configures the maximum allowable relay agent |GC
hops for BootP/DHCP Relay on the system.

ip dhep relay minwaittime | Configures the minimum wait time in seconds |GC
for BootP/DHCP Relay on the system.

clear ip helper statistics Resets (to 0) the statistics displayed in show ip |PE
helper statistics.

ip dhep relay information | Enables DHCP Relay to check that the relay  |GC

check agent information option in forwarded
BOOTREPLY messages is valid.

ip dhep relay information | Enables DHCP Relay to check that the relay  |IC

check-reply agent information option in forwarded
BOOTREPLY messages is valid.

ip dhep relay information | Enables the circuit ID option and remote agent |GC

option ID mode for BootP/DHCP Relay on the system
(also called option 82).

ip dhep relay information | Enables the circuit ID option and remote agent |GC

option-insert ID mode for BootP/DHCP Relay on the circuit
ID option and remote agent ID mode for
BootP/DHCP Relay on the interface (also called
option 82).

ip helper-address (global Configures the relay of certain UDP broadcast |GC

configuration) packets received on any interface.

ip helper-address (interface |Configures the relay of certain UDP broadcast |IC

configuration) packets received on a specific interface.

ip helper enable Enables relay of UDP packets. GC
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show ip helper-address Displays the IP helper address configuration.  |PE

show ip dhep relay Displays the BootP/DHCP Relay information. |UE or

PE

show ip helper statistics Displays the number of DHCP and other UDP |PE
packets processed and relayed by the UDP relay
agent.

a. For the meaning of each Mode abbreviation, see Mode Types.

IP Routing

Command Description Mode?

encapsulation Configures the link layer encapsulation type for |IC
the packet.

ip icmp echo-reply Configures an IP address on an interface. IC

ip netdirbcast Enables the forwarding of network-directed |IC
broadcasts.

ip policy route-map Applies a route map on an interface. IC

ip redirects Enables the generation of ICMP Redirect IC
messages.

ip route Configures a static route. Use the no formof  |GC
the command to delete the static route.

ip route default Configures the default route. Use the no form |GC
of the command to delete the default route.

ip route distance Sets the default distance (preference) for static |GC
routes.

ip routing Globally enables IPv4 routing on the router. GC

ip unnumbered Identifies an interface as an unnumbered IC
interface and specifies the numbered interface
providing the borrowed address.

ip unnumbered gratuitous- | Enables installation of a static interface route to |IC

arp accept the unnumbered peer upon receiving a
gratuitous ARP.
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ip unreachables Enables the generation of ICMP Destination  |IC
Unreachable messages.

match ip address Specify IP address match criteria for a route RM
map.

match length Configures packet length matching criteria for a |RM
route map.

match mac-list Configures MAC ACL match criteria for a route |RM
map.

route-map Creates a policy based route map. GC

set interface null0 Routes packets to interface null 0. RM

set ip default next-hop Sets a list of default next-hop IP addresses |RM
to be used if no explicit route for the packet’s
destination address appears in the routing table.

set ip next-hop Specifies the adjacent next-hop router in the  |RM
path toward the destination to which the
packets should be forwarded.

set 1p precedence Sets the IP precedence bits in the IP packet RM
header.

show ip brief Displays all the summary information of the IP. |PE

Maximum Next Displays all pertinent information about the IP |PE

HOPS. ..o 16 |interface.

show ip policy Displays the route maps used for policy based |PE
routing on the router interfaces.

show 1p protocols Displays the parameters and current state of the |PE
active routing protocols.

show Ip route Displays the routing table. PE

show ip route preferences | Displays detailed information about the route |PE
preferences.

show ip route summary Shows the number of all routes, including best |PE
and non-best routes.

show ip traffic Displays IP statistical information. UE or

PE
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show ip vlan Displays the VLAN routing information for all |PE
VLANs with routing enabled.
show route-map Displays the route maps. PE
show routing heap summary | Displays a summary of the memory allocation |PE
from the routing heap.
a. Forthe meaning of each Mode abbreviation, see Mode Types.
IPv6 Routing
Command Description Mode?
arp Clears all entries in the IPv6 neighbor table | PE
or an entry on a specific interface.
clear ipvo statistics Clears IPvo6 statistics for all interfaces or fora |PE
specific interface, including loopback and
tunnel interfaces.
ipv6 address Configures an IPv6 address on an interface  |IC
(including tunnel and loopback interfaces).
1pv6 enable Enables IPv6 routing on an interface IC
(including tunnel and loopback interfaces)
that has not been configured with an explicit
IPv6 address.
1pv6 hop-limit Configures the hop limit used in IPv6 PDUs |GC
originated by the router.
ipv6 host Defines static host name-to-I1Pv6 address GC
mapping in the host cache.
ipv6 mld last-member- Sets the number of listener-specific queries  |1C (VC)
query-count sent before the router assumes that there are
no local members on the interface.
ipv6 mld last-member- Sets the last member query interval for the |1C (VC)
query-interval MLD interface, which is the value of the
maximum response time parameter in the
group specific queries sent out of this
interface.
ipv6 mld host-proxy Enables MLD Proxy on the router. IC
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ipv6 mld host-proxy reset- |Resets the host interface status parameters of |IC

status the MLD Proxy router.

1ipv6 mld host-proxy Sets the unsolicited report interval for the  |IC

unsolicit-rprt-interval MLD Proxy router.

ipv6 mld query-interval Sets the MLD router's query interval for the |IC
interface.

ipv6 mld query-max- Sets MLD querier's maximum response time |IC

response-time for the interface.

ipv6 nd dad attempts Sets the number of duplicate address IC
detection probes transmitted while doing
neighbor discovery.

ipv6 nd managed-config- | Sets the managed address configuration flag |IC

flag in router advertisements.

ipv6 nd ns-interval Sets the interval between router IC
advertisements for advertised neighbor
solicitations.

ipv6 nd nud max- Configures the maximum number of GC

multicast-solicits multicast neighbor solicitations sent during
neighbor resolution or during NUD
(neighbor unreachability detection).

ipv6 nd nud max-unicast- |Configures the maximum number of unicast |GC

solicits neighbor solicitations sent during neighbor
resolution or during NUD (neighbor
unreachability detection).

ipv6 nd nud retry Configures the exponential backoff multiple |GC
to be used in the calculation of the next
timeout value for Neighbor Solicitation
transmission during NUD (neighbor
unreachabililty detection) following the
exponential backoff algorithm.

ipv6 nd other-config-flag | Sets the other stateful configuration flagin  |IC
router advertisements sent from the
interface.

ipv6 nd prefix Sets the IPv6 prefixes to include in the router |IC

advertisement.
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ipv6 nd raguard attach-  |Enables RA Guard policy on an interface. IC

policy

ipv6 nd ra-interval Sets the transmission interval between router |1C
advertisements.

ipv6 nd ra-lifetime Sets the value that is placed in the Router  |1C
Lifetime field of the router advertisements
sent from the interface.

ipv6 nd reachable-time Sets the router advertisement time to IC
consider a neighbor reachable after neighbor
discovery confirmation.

1pv6 nd suppress-ra Suppresses router advertisement IC
transmission on an interface.

ipv6 redirect Enables sending IPv6 ICMP redirect IC
messages to peers/hosts when a better first-
hop node exists on the path to a destination.

1pv6 route Configures an IPv6 static route GC

ip route distance Sets the default distance (preference) for GC
static routes.

1pv6 unicast-routing Enables forwarding of IPv6 unicast GC
datagrams.

ipv6 unreachables Enables the generation of ICMPv6 IC
Destination Unreachable messages.

show ipv6 brief Displays the IPv6 status of forwarding mode |PE
and IPv6 unicast routing mode.

show ipv6 interface Shows the usability status of IPv6 interfaces. |PE

show ipv6 mld groups Displays information about multicast groups |PE
that MLD reported.

show ipv6 mld interface | Displays MLD related information for an PE
interface.

show ipv6 mld host-proxy |Displays a summary of the host interface PE
status parameters.

show ipv6 mld host-proxy |Displays information about multicast groups |PE

groups

that the MLD Proxy reported.
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show ipv6 mld host-proxy | Displays information about multicast groups |PE

groups detail that MLD Proxy reported.

show ipv6 mld host-proxy |Displays a detailed list of the host interface |PE

interface status parameters.

show ipv6 mld traffic Displays MLD statistical information for the |PE
router.

show ipv6 nd raguard Displays the RA Guard policy on all interfaces | PE or GC

policy for which it is enabled.

show ipv6 neighbors Displays information about IPv6 neighbors.  |PE

show ipv6 protocols Displays information about the configured |PE or GC
IPv6 routing protocols.

show 1pv0 route Displays the IPv6 routing table. PE

show ipv6 route Shows the preference value associated with | PE

preferences the type of route.

show ipv6 route summary | Displays a summary of the routing table. PE

show ipv6 snooping Displays the RA guard dropped packet PE

counters counters. GC

show ipv6 traffic Shows traffic and statistics for IPv6 and UE
ICMPv6.

show ipv6 vlan Displays IPv6 VLAN routing interface PE
addresses.

traceroute ipv6 Discovers the routes that packets actually PE
take when traveling to their destination
through the network on a hop-by-hop basis.

a. For the meaning of each Mode abbreviation, see Mode Types.

IP Service Level Agreement

Command Description Mode?

ip sla Creates and confirms an IP Service Level  |GC

Agreement (SLAs) operation and enters IP
SLA configuration mode.
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ip sla schedule Starts an IP SLA. GC

track ip sla Create and configures an IP Service Level  |GC
Agreement (SLAs) tracking object and
enters I[P SLA Track Configuration mode.

delay Configures a delay for acting upon tracking | TKC
object reachability state changes.

icmp-echo Configures an IP Service Level TKC
Agreement (SLA) Internet Control
Message Protocol (ICMP) echo
operation.

frequency Configures the rate at which a specified [P [IPSLAE
Service Level Agreement (SLA) operation
repeats.

timeout Configures the amount of time an [P IPSLAE
Service Level Agreement’s (SLA’s)
operation waits for a response from its
request packet.

threshold Sets the upper threshold value for IPSLAE
calculating network monitoring statistics
created by an IP SLA operation.

vrf (IP SLA) Allows reachability monitoring within IPSLAE
Virtual Private Networks (VPNs) using [P
Service Level Agreements (SLAs).

clear ip sla statistics Clears IP SLA statistical information fora |PE
given IP SLA operation or for all IP SLAs.

show ip sla configuration | Displays the configuration values (including |UE, PE,
all defaults) for a specified IP SLA operation |GC
or all operations.

show Ip sla statistics Displays the statistics and the current UE, PE,
operational status of a specified IP SLA GC
operation or of all operations.

show track Displays detailed information for all UE, PE,
tracking objects or for a specific track- GC

object.

a. Forthe meaning of each Mode abbreviation, see Mode Types.
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Loopback Interface

Command Description Mode®

interface loopback Enters the Interface Loopback configuration |GC
mode.

show interfaces loopback | Displays information about configured PE
loopback interfaces.

a. For the meaning of each Mode abbreviation, see Mode Types.

Multicast

Command Description Mode?

arp Adds an administrative scope multicast IC
boundary.

ip mroute Creates a static multicast route for a source GC
range.

1p multicast-routing Sets the administrative mode of the IP GC
multicast forwarder in the router to active.

ip multicast ttl-threshold | Applies a ttlvalue to a routing interface. IC

Ip pim Administratively configures PIM mode for IP |IC
multicast routing on a VLAN interface.

ip pim bsr-border Administratively disables bootstrap router IC
(BSR) messages from being sent or received
through an interface.

ip pim bsr-candidate Configures the router to advertise itself as a GC
bootstrap router (BSR).

ip pim dense-mode Administratively configures PIM dense mode  |GC
for IP multicast routing.

ip pim dr-priority Administratively configures the advertised IC
designated router (DR) priority value.

ip pim hello-interval Administratively configures the PIM Hello IC
messages on the specified interface.

1p pim join-prune-interval | Administratively configures the frequency of  |IC
join/prune messages on the specified interface.
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ip pim rp-address Defines the address of a PIM RP for a specific  |GC
multicast group range.

ip pim rp-candidate Configures the router to advertise itself to the |IC
bootstrap router (BSR) as a PIM candidate
rendezvous point (RP) for a specific multicast
group range.

1p pim sparse-mode Administratively configures PIM sparse mode |GC
for IP multicast routing.

1p pim ssm Administratively configures PIM Source GC
Specific Multicast (SSM) range of addresses for
IP multicast routing.

show ip multicast Displays the system-wide multicast PE
information.

show ip pim boundary Displays the system-wide multicast PE
information.

show ip multicast interface | Displays the multicast information for the PE
specified interface.

show ip mroute Displays a summary or all the details of the PE
multicast table.

show ip mroute group Displays the multicast configuration settings of |PE
entries in the multicast mroute table.

show ip mroute source Displays the multicast configuration settings of |PE
entries in the multicast mroute table.

show ip mroute static Displays all the static routes configured in the |PE
static mcast table.

show ip pim Displays information about the interfaces UE or
enabled for PIM. PE

show ip pim bsr-router Displays the bootstrap router (BSR) PE
information.

show ip pim interface Displays PIM interface status parameters. If no |UE or
interface is specified, the command displays the |PE
status parameters of all PIM-enabled interfaces.
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show ip pim neighbor Displays PIM neighbors discovered by PIMv2 | UE or
Hello messages. If no interface is specified, the |PE
command displays the neighbors discovered on
all PIM-enabled interfaces.

show ip pim rp-hash Displays the rendezvous point (RP) selected for |UE or
the specified group address. PE

show ip pim rp mapping Displays the mappings for the PIM group to the |UE or
active rendezvous points (RPs). PE

show ip pim statistics Displays the count of PIM sparse mode received |PE or
control packets per VLAN. GC

a. Forthe meaning of each Mode abbreviation, see Mode Types.

IPv6 Multicast

Command Description Mode?

clear ipv6 mroute Selectively clears dynamic IPv6 multicast PE

P y y

entries from the cache.

ipv6 pim (VLAN Interface  |Administratively enables PIM-SM multicast IC

config) routing mode on a particular IPv6 router
interface.

ipv6 pim bsr-border Prevents bootstrap router (BSR) messages from |IC
being sent or received through an interface.

ipv6 pim bsr-candidate Configures the router to announce its GC
candidacy as a bootstrap router (BSR).

ipv6 pim dense-mode Administratively configures PIM dense mode  |GC
for IPv6 multicast routing.

1pv6 pim dr-priority Sets the priority value for which a router is IC
elected as the designated router (DR).

ipv6 pim hello-interval Administratively configures the PIM-SM Hello |IC
Interval for the specified interface.

1pv6 pim join-prune-interval | Administratively configures the interface IC
join/prune interval for the PIM-SM router.

ipv6 pim register-threshold | Configures the Register Threshold rate for the |GC
RP router to switch to the shortest path.
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ipv6 pim rp-address Statically configures the Rendezvous Point (RP) |GC
address for one or more multicast groups.

1pv6 pim rp-candidate Configures the router to advertise itself as a GC
PIM candidate rendezvous point (RP) to the
bootstrap router (BSR).

1pv6 pim sparse-mode Administratively configures PIM sparse mode |GC
for multicast routing.

1pv6 pim ssm Defines the Source Specific Multicast (SSM)  |GC
range of multicast addresses.

show ipv6 pim Displays global status of IPv6 PIMSM and its | PE or
IPv6 routing interfaces. GC

show ipv6 pim bsr-router | Display the bootstrap router (BSR) UE,
information. PE, or

GC

show ip mroute group Displays the multicast configuration settings  |PE

show ip mroute source Displays the multicast configuration settings  |PE

show ipv6 pim interface Displays interface config parameters. PE or

GC

show ipv6 pim neighbor Displays IPv6 PIMSM neighbors learned on the |PE or
routing interfaces. GC

show ipv6 pim rp-hash Displays which rendezvous point (RP) is being |PE or
selected for a specified group. GC

show ipv6 pim rp mapping | Displays all group-to-RP mappings of which the |PE or
router is aware (either configured or learned GC
from the bootstrap router (BSR).

a. Forthe meaning of each Mode abbreviation, see Mode Types.

OSPF

Command Description Mode?

area default-cost (Router |Configures the advertised default cost for the ROSPF

OSPF) stub area.
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arca nssa (Router OSPF) | Configures the specified area ID to function as an | ROSPF
NSSA.
area nssa default-info- Configures the metric value and type for the ROSPF
originate (Router OSPF | default route advertised into the NSSA.
Config)
area nssa no-redistribute | Configures the NSSA Area Border router (ABR) |ROSPF
so that learned external routes are not
redistributed to the NSSA.
area nssa no-summary Configures the NSSA so that summary LSAs are |ROSPF
not advertised into the NSSA.
area nssa translator-role | Configures the translator role of the NSSA. ROSPF
area nssa translator-stab- | Configures the translator stability interval of the |ROSPF
intv NSSA.
area range (Router OSPF) | Creates a specified area range for a specified ROSPF
NSSA.
area stub Creates a stub area for the specified area ID. ROSPF
area stub no-summary | Prevents Summary LSAs from being advertised |ROSPF
into the NSSA.
area virtual-link Creates the OSPF virtual interface for the ROSPF
specified area-id and neighbor router.
arca virtual-link Configures the authentication type and key for  |ROSPF
authentication the OSPF virtual interface identified by the arca
ID and neighbor ID.
area virtual-link dead- Configures the dead interval for the OSPF virtual | ROSPF
interval interface on the virtual interface identified by
area-id and neighbor router.
area virtual-link hello- Configures the hello interval for the OSPF virtual | ROSPF
interval interface on the virtual interface identified by the
area ID and neighbor ID.
area virtual-link Configures the retransmit interval for the OSPF |ROSPF
retransmit-interval virtual interface on the virtual interface identified
by the area ID and neighbor ID.
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area virtual-link transmit- | Configures the transmit delay for the OSPF ROSPF
delay virtual interface on the virtual interface identified
by the area ID and neighbor ID.
auto-cost Allows user to change the reference bandwidth ~ |ROSPF
used in computing link cost.
bandwidth Allows user to change the bandwidth used in IC
computing link cost.
bfd Enables processing of BED events by OSPF on all [ROSPF,
interfaces enabled for BFD. ROSV3
capability opaque Enables Opaque Capability on the router. RC
clear ip ospf Resets specific OSPF states. PE
compatible rfc1583 Enables OSPF 1583 compatibility. ROSPF
default-information Controls the advertisement of default routes. ROSPF
originate (Router OSPF
Configuration)
default-metric Sets a default for the metric of distributed routes. | ROSPF
distance ospf Sets the route preference value of OSPF in the  |ROSPF
router.
distribute-list out Specifies the access list to filter routes received  |ROSPF
from the source protocol.
enable Resets the default administrative mode of OSPF | ROSPF
in the router (active).
exit-overflow-interval Configures the exit overflow interval for OSPF.  |ROSPF
external-lsdb-limit Configures the external LSDB limit for OSPF.  |ROSPF
ip ospf area Enables OSPFv2 and sets the area ID of an IC
interface.
ip ospf authentication Sets the OSPF Authentication Type and Key for |IC
the specified interface.
ip ospf cost Configures the cost on an OSPF interface. IC
ip ospf database-filter all | Prevents the flooding of OSPF LSAs on an IC
out interface.
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ip ospf dead-intervall Sets the OSPF dead interval for the specified IC
interface.

ip ospf hello-interval Sets the OSPF hello interval for the specified IC
interface.

ip ospf mtu-ignore Disables OSPF maximum transmission unit IC
(MTU) mismatch detection.

ip ospf network Contfigure OSPF to treat an interface as a point- |1C
to-point, rather than broadcast interface.

ip ospf priority Sets the OSPF priority for the specified router ~ |IC
interface.

1p ospf retransmit-interval | Sets the OSPF retransmit Interval for the IC
specified interface.

ip ospf transmit-delay Sets the OSPF Transit Delay for the specified — |IC
interface.

log adjacency-changes Enables logging of OSPFv2 neighbor state ROSPF
changes.

max-metric router-Isa Configures OSPF to enable stub router mode. ~ |ROSPF

maximum-paths Sets the number of paths that OSPF can report | ROSPF
for a given destination.

network area Enables OSPFv2 on an interface and sets its area |[ROSPF
ID if the IP address of an interface is covered by
this network command.

nst Enables OSPF graceful restart. ROSPF

nsf helper Allow OSPF to act as a helpful neighbor for a ROSPF
restarting router.

nsf helper strict-Isa- Set an OSPF helpful neighbor exit helper mode |ROSPF

checking whenever a topology change occurs.

nsf restart-interval Configures the length of the grace period on the |ROSPF
restarting router.

passive-interface Sets the interface or tunnel as passive. IC

passive-interface default |Enables the global passive mode by default for all | ROSPF
interfaces.

Dell EMC Networking CLI | 189



Command Description Mode?
passive-interface Sets the interface or tunnel as passive. ROSPF
redistribute (BGP) Configures OSPF protocol to allow redistribution | ROSPF
of routes from the specified source
protocol/routers.
router-id Sets a 4-digit dotted-decimal number uniquely ~ |ROSPF
identifying the router OSPF ID.
router ospf Enters Router OSPF mode. GC
show ip ospf Displays information relevant to the OSPF PE
router.
show ip ospf abr Displays the internal OSPF routing table entries |PE
to Area Border Routers (ABR).
show ip ospf area Displays information about the identified OSPF |PE
area.
show ip ospf asbr Displays the internal OSPF routing table entries |PE
to Autonomous System Boundary Routes
(ASBR).
show ip ospf database Displays information about the link state PE
database when OSPF is enabled.
show 1p ospf database Displays the number of each type of LSA in the |PE
database-summary database for each area and for the router.
show ip ospf interface Displays the information for the IFO object or  |PE
virtual interface tables.
show ip ospf interface Displays brief information for the IFO object or |PE
brief virtual interface tables.
show ip ospf interface Displays the statistics for a specific interface. PE
stats
show ip ospf Isa-group Displays the number of self-originated LSAs PE, GC
within each LSA group.
show ip ospf neighbor Displays information about OSPF neighbors. PE
show ip ospf range Displays information about the area ranges for ~ |PE
the specified area-id.
show ip ospf statistics Displays information about recent Shortest Path |PE
First (SPF) calculations.
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show ip ospf stub table | Displays the OSPF stub table. PE
show ip ospf virtual-links |Displays the OSPF Virtual Interface information |PE
for a specific area and neighbor.
show ip ospf virtual-links |Displays the OSPF Virtual Interface information |PE
brief for all areas in the system.
timers pacing flood Adjusts the rate at which OSPFv2 sends LS 0G
Update packets
timers pacing Isa-group | Tunes how OSPF groups LSAs for periodic 0OG
refresh.
timers spf Configures the SPF delay and hold time. ROSPF
a. Forthe meaning of each Mode abbreviation, see Mode Types.
OSPFv3
Command Description Mode?®
area default-cost (Router |Configures the monetary default cost for the stub |[ROSV3
OSPFv3) area.
area nssa (Router Configures the specified areaid to function as an |ROSV3
OSPFv3) NSSA.
area nssa default-info- | Configures the metric value and type for the ROSV3
originate (Router default route advertised into the NSSA.
OSPFv3 Contig)
arca nssa no-redistribute | Configures the NSSA ABR so that learned ROSV3
external routes will not be redistributed to the
NSSA.
area nssa no-summary Configures the NSSA so that summary LSAs are |ROSV3
not advertised into the NSSA.
area nssa translator-role | Configures the translator role of the NSSA. ROSV3
area nssa translator-stab- | Configures the translator stability interval of the |ROSV3
intv NSSA.
arca range (Router Creates an area range for a specified NSSA. ROSV3
OSPFv3)
area stub Creates a stub area for the specified area ID. ROSV3
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area stub no-summary | Disables the import of Summary LSAs for the ~ |ROSV3
stub area identified by arcaid.
area virtual-link Creates the OSPF virtual interface for the ROSV3
specified areaid and neighbor.
area virtual-link dead- Configures the dead interval for the OSPF virtual |ROSV3
interval interface on the virtual interface identified by
areaid and neighbor.
area virtual-link hello- Configures the hello interval for the OSPF virtual |ROSV3
interval interface on the virtual interface identified by
areaid and neighbor.
area virtual-link Configures the retransmit interval for the OSPF |ROSV3
retransmit-interval virtual interface on the virtual interface identified
by areaid and neighbor.
area virtual-link transmit- | Configures the transmit delay for the OSPF ROSV3
delay virtual interface on the virtual interface identified
by areaid and neighbor.
default-information Controls the advertisement of default routes. ROSV3
originate (Router
OSPFv3 Configuration)
default-metric Sets a default for the metric of distributed routes.|[ ROSV3
distance ospf Sets the route preference value of OSPF in the  |[ROSV3
router.
enable Resets the default administrative mode of OSPF |ROSV3
in the router (active).
exit-overflow-interval Configures the exit overflow interval for OSPF.  |ROSV3
external-Isdb-limit Configures the external LSDB limit for OSPF.  |ROSV3
arp Enables OSPF on a router interface or loopback |IC
interface.
1pv6 ospf arca Sets the OSPF area to which the specified router |IC
interface belongs.
1pv6 ospf cost Configures the cost on an OSPF interface. IC
ipv6 ospf dead-interval | Sets the OSPF dead interval for the specified IC
interface.
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ipv6 ospf hello-interval | Sets the OSPF hello interval for the specified IC
interface.

1pv6 ospf mtu-ignore Disables OSPF maximum transmission unit IC
(MTU) mismatch detection.

1pv6 ospf network Changes the default OSPF network type for the |IC
interface.

1pv6 ospf priority Sets the OSPF priority for the specified router  |IC
interface.

1pv6 ospf retransmit- Sets the OSPF retransmit interval for the IC

interval specified interface.

1pv6 ospf transmit-delay | Sets the OSPF Transmit Delay for the specified |1C
interface.

1pv6 router ospf Enters Router OSPFv3 Configuration mode. GC

maximum-paths Sets the number of paths that OSPF can report  |ROSV3
for a given destination.

nsf Enables OSPF graceful restart. ROSV3

nst helper Allows OSPF to act as a helpful neighbor fora ~ |ROSV3
restarting router.

nsf helper strict-lsa- Requires that an OSPF helpful neighbor exit ROSV3

checking helper mode whenever a topology change occurs.

nsf restart-interval Configures the length of the grace period on the |ROSV3
restarting router.

passive-interface Sets the interface or tunnel as passive. IC

passive-interface default |Enables the global passive mode by default for all [ ROSV3
interfaces.

redistribute (OSPFv3) Configures the OSPFv3 protocol to allow ROSV3
redistribution of routes from the specified source
protocol/routers.

router-id Sets a 4-digit dotted-decimal number uniquely  |[ROSV3
identifying the Router OSPF ID.

show ipv6 ospf Displays information relevant to the OSPF PE
router.
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show ipv6 ospf abr Displays the internal OSPFv3 routes to reach PE
Area Border Routers (ABR).
show ipv6 ospf area Displays information about the area. PE
show 1pv0 ospf asbr Displays the internal OSPFv3 routes to reach PE

Autonomous System Boundary Routes (ASBR).
show 1pv0 ospf border- | Displays internal OSPFv3 routers to reach Area  |UE or
routers Border Routers (ABR) and Autonomous System | PE
Boundary Routers (ASBR).
show ipv6 ospf database | Displays information about the link state PE
database when OSPFEV3 is enabled.
show ipv6 ospf database | Displays the number of each type of LSA in the |PE
database-summary database and the total number of LSAs in the
database.
show ipv6 ospf interface | Displays the information for the IFO object or  |PE
virtual interface tables.
show ipv6 ospf interface | Displays brief information for the IFO object or |PE
brief virtual interface tables.
show ipv6 ospf interface | Displays the statistics for a specific interface. UE
stats
show ipv6 ospf interface | Displays OSPFv3 configuration and status PE
vlan information for a specific VLAN.
show ipv6 ospf neighbor | Displays information about OSPF neighbors. PE
show ipv6 ospf range Displays information about the area ranges for  |PE
the specified area identifier.
show ipv6 ospf stub table |Displays the OSPF stub table. PE
show ipv6 ospf virtual- | Displays the OSPF Virtual Interface information |PE
links for a specific area and neighbor.
show ipv6 ospf virtual- | Displays the OSPFV3 Virtual Interface PE
link brief information for all areas in the system.
timers throttle spf Throttles the link-state-packets. OR
a. Forthe meaning of each Mode abbreviation, see Mode Types.
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Command Description Mode?

1pv0 policy route-map Identifies a route map to use for policy-  |IC
based IPv6 routing on an interface.

match ipv6 address Specifies an IPv6 address match criteria  |[RM
for a route map.

st ipv6 next-hop Specifies an adjacent next-hop router in  [RM
the path toward the destination to which
the packets should be forwarded.

st ipv6 default next-hop | Specifies an adjacent default next-hop RM
router in the path toward the destination
to which the packets should be forwarded.

set ipv6 precedence Specifies the precedence in the IPv6 RM
packet header in the path toward the
destination to which the packets should
be forwarded.

show ipv6 policy Shows which IPv6 policy route maps are  |PE, GC
configured on an interface.

a. For the meaning of each Mode abbreviation, see Mode Types.

Router Discovery Protocol

Command Description Mode?

encapsulation Enables Router Discovery on an interface. IC

ip irdp holdtime Configures the value, in seconds, of the hold-  |IC

time field of the router advertisement sent from
this interface.

ip irdp maxadvertinterval

Configures the maximum time, in seconds,
allowed between sending router advertisements
from the interface.

IC
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ip irdp minadvertinterval | Configures the minimum time, in seconds, IC
allowed between sending router advertisements
from the interface.

ip irdp multicast Sends router advertisements as IP multicast IC
packets.

ip irdp preference Configures the preference of the addressasa  |IC
default router address relative to other router
addresses on the same subnet.

show ip irdp Displays the router discovery information for all |PE
interfaces, or for a specified interface.

a. Forthe meaning of each Mode abbreviation, see Mode Types.

Routing Information Protocol

Command Description Mode?

auto-summary Enables the RIP auto-summarization mode. RIP

default-information Controls the advertisement of default routes.  |RIP

originate (Router RIP

Configuration)

default-metric Sets a default for the metric of distributed RIP
routes.

distance rip Sets the route preference value of RIP in the  |RIP
router.

distribute-list out Specifies the access list to filter routes received |RIP
from the source protocol.

enable Resets the default administrative mode of RIP |RIP
in the router (active).

hostroutesaccept Enables the RIP hostroutesaccept mode. RIP

ip rip Enables RIP on a router interface. IC

ip rip authentication Sets the RIP Version 2 Authentication Type and |IC
Key for the specified interface.
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1p rip receive version Configures the interface to allow RIP control ~ |IC
packets of the specified version(s) to be
received.

ip rip send version Configures the interface to allow RIP control  |IC
packets of the specified version to be sent.

redistribute (RIP) Configures OSPF protocol to allow PIP
redistribution of routes from the specified
source protocol/routers.

router rip Enters Router RIP mode. GC

show ip rip

Displays information relevant to the RIP router.

PE

show ip rip interface

Displays information related to a particular RIP
interface.

PE

show ip rip interface brief | Displays general information for each RIP PE
interface.

split-horizon Sets the RIP split horizon mode. RIP

a. Forthe meaning of each Mode abbreviation, see Mode Types.

Tunnel Interface

Command Description Mode?

interface tunnel Enables the interface configuration mode fora |GC
tunnel.

show interfaces tunnel Displays the parameters related to tunnel such |PE
as tunnel mode, tunnel source address and
tunnel destination address.

tunnel destination Specifies the destination transport address of ~ |IC
the tunnel.

tunnel mode ipv6ip Specifies the mode of the tunnel. IC

tunnel source Specifies the source transport address of the IC
tunnel, either explicitly or by reference to an
interface.

a. Forthe meaning of each Mode abbreviation, see Mode Types.
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Unicast Reverse Path Forwarding

Command Description Mode?
system urpf enable Globally enables uRPF checking of routes. GC
ip verify unicast source Enable loose uRPF checks on an interface. IC
a. Forthe meaning of each Mode abbreviation, see Mode Types.
Virtual Router
Command Description Mode?
description Assigns descriptive text to the VRF instance.  |VR
ip vrf Creates a virtual router with a specified name  |GC
and enters Virtual Router Configuration mode.
ip vif forwarding Associates an interface with a VRF instance. IC or
IR
maximum routes Reserves the number of routes allowed and sets |VR
the maximum limit on the number of routes for
a virtual router instance in the total routing
table space for the router.
show ip vrf Shows the interfaces associated with a VRF PE
instance.
a. Forthe meaning of each Mode abbreviation, see Mode Types.
Virtual Router Redundancy
Command Description Mode?
1p vITp Enables the administrative mode of Virtual GC
Router Redundancy Protocol (VRRP) for the
router.
virp accept-mode Enables the VRRP Master to accept ping IC
packets sent to one of the virtual router’s IP
addresses.
vrrp authentication Sets the authentication details value for the IC
virtual router configured on a specified
interface.
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vrrp description Assigns a description to the VRRP group. IC

vITp Ip Sets the virtual router IP address value foran  |IC
interface.

vrrp mode Enables the virtual router configured on an IC
interface. Enabling the status ficld starts a
virtual router.

vITp preempt Sets the preemption mode value for the virtual |IC
router configured on a specified interface.

VITp priority Sets the priority value for the virtual router IC
configured on a specified interface.

vrrp timers advertise Sets the frequency, in seconds, that an interface |IC
on the specified virtual router sends a virtual
router advertisement.

vrrp timers learn Configures the router, when it is acting as IC
backup virtual router for a VRRR group, to learn
the advertisement interval used by the master
virtual router.

virp track interface Alters the priority of the VRRP router based on |IC
the availability of its interfaces.

vrrp track ip route Tracks route reachability. IC

show vrrp Displays the global VRRP configuration and UE or
status as well as the brief or detailed status of  |PE
one or all VRRP groups.

show vrrp interface Displays all configuration information and UE or
VRRP router statistics of a virtual router PE
configured on a specific interface.

a. Forthe meaning of each Mode abbreviation, see Mode Types.
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Virtual Router Redundancy Protocol version 3 Commands

Command

Description

Mode?

fhrp version vrrp v3

Enables Virtual Router Redundancy
Protocol version 3 (VRRPv3)

configuration on the switch.

VRRP

vrrp

Creates a Virtual Router Redundancy
Protocol version 3 (VRRPv3) group and
enter VRRPv3 Group Configuration

mode.

IC

show vrrp

Displays information about the status and
configuration details for a given Virtual
Router Redundancy Protocol version 3
(VRRPv3) group configured on the
specified interface for a specified IP
address family.

UE
PE,
GC

accept-mode

Controls whether a virtual router in
master state will accept packets addressed
to the address owner’s Virtual IP address
as its own if it is not the Virtual IP address
owner.

VRRP

preempt

Contfigures the virtual router to
preemptively take over as master virtual
router for a Virtual Router Redundancy
Protocol version 3 (VRRPv3) group if it
has higher priority than the current
master virtual router.

VRRP

priority

Sets the priority level of the device within
a Virtual Router Redundancy Protocol
version 3 (VRRPv3) group.

VRRP
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Command

Description

Mode?

timers advertise

Configures the interval between
successive advertisements by the master
virtual router in a Virtual Router
Redundancy Protocol version 3 (VRRPv3)

group.

VRRP

shutdown

Disables a Virtual Router Redundancy
Protocol version 3 (VRRPv3) group
configuration.

VRRP

address

Sets the primary or secondary IP address
of the switch within a Virtual Router
Redundancy Protocol version 3 (VRRPv3)

group.

VRRP

track interface

Configures tracking of the interface for
the device within a Virtual Router
Redundancy Protocol version 3 (VRRPv3)

group.

VRRP

track ip route

Configures tracking of the IP route for the
device within a Virtual Router
Redundancy Protocol (VRRPv3) group.

VRRP

clear vrrp statistics

Clears VRRP statistical information for
given interface of the device within a
Virtual Router Redundancy Protocol
version 3 (VRRPv3) group and IP address
family.

PE

show vrrp statistics

Displays statistics for a selected Virtual
Router Redundancy Protocol version 3
(VRRPv3) group or displays the global
statistics.

UE,

>

GC

a. Forthe meaning of each Mod

e abbreviation, see Mode Types.

Switch Management Commands

Application Deployment

Command

Description

Mode?

application install

Installs or removes a Dell-supplied application.

GC
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application start Schedules a Dell-supplied application for GC
immediate execution on the stack master.

application stop Stops a Dell-supplied application if the GC
application is executing on the stack master.

show application Displays installed applications and optionally |GC
displays application files.

a. For the meaning of each Mode abbreviation, see Mode Types.

Auto-Install

Command Description Mode?

boot auto-copy-sw Enables or disables Stack Firmware GC
Synchronization.

boot auto-copy-sw allow- Enables downgrading the firmware version on |GC

downgrade the stack member if the firmware version on the
manager is older than the firmware version on
the member.

boot host auto-reboot Enables rebooting the device (no administrative | GC
intervention) when the auto-image is
successfully downloaded.

boot host auto-save Enables/disables automatically saving the GC
downloaded configuration on the switch.

boot host dhep Enables/disables Auto Config on the switch.  |GC

boot host retry-count Set the number of attempts to download a GC
configuration.

show auto-copy-sw Displays Stack Firmware Synchronization PE
configuration status.

show boot Displays the current status of the Auto Config |PE
process.

a. Forthe meaning of each Mode abbreviation, see Mode Types.
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CLI Macro

Command Description Mode?®
Macro name Creates a user-defined macro. GC
macro global apply Use to apply a macro. GC
macro global trace Applies and traces a macro. GC
macro global description Appends a line to the global macro description. |GC
macro apply Use to apply a macro. IC
macro trace Applies and traces a macro. IC
macro description Appends a line to the macro description. IC
show parser macro Displays information about defined macros. PE
a. Forthe meaning of each Mode abbreviation, see Mode Types.
Clock
Command Description Mode®
show sntp configuration Displays the SNTP configuration. PE
show sntp server Displays the preconfigured SNTP servers. PE
show sntp status Displays the SNTP status. PE
sntp authenticate Set to require authentication for received NTP |GC
traffic from servers.
sntp authentication-key Defines an authentication key for SNTP. GC
sntp broadcast client enable |Enables SNTP Broadcast clients. GC
sntp client poll timer Defines polling time for the SNTP client. GC
sntp server Configures the SNTP server to use SNTP to GC
request and accept NTP traffic from it.
sntp source-interface Selects the interface from which to use the [P |GC
address in the source IP address field of
transmitted SNTP packets.
sntp trusted-key Authenticates the identity of a system to which |GC
Simple Network Time Protocol (SNTP) will
synchronize.
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sntp unicast client enable | Enables clients to use Simple Network Time ~ |GC
Protocol (SNTP) predefined Unicast clients.

clock timezone hours-offset | Sets the offset to Coordinated Universal Time. |GC

no clock timezone Resets the time zone settings. GC

C]OC]( summer-time

Sets the summertime offset to UTC recursively

GC

recurring every year.

clock summer-time date Sets the summertime offset to UTC. GC

no clock summer-time Resets the summertime configuration. GC

show clock Displays the time and date from the system PE
clock.

a. Forthe meaning of each Mode abbreviation, see Mode Types.

Command Line Configuration Scripting

Command Description Mode?

script apply Applies commands in the script to the switch. |PE

script delete Deletes a specific script. PE

script list Lists all scripts present in the switch. PE

script show Displays the contents of a script file. PE

script validate Validates a script file. PE

a. Forthe meaning of each Mode abbreviation, see Mode Types.

Configuration and Image Files

Command Description Mode?

boot system

Specifies the system image that the switch loads
at startup.

PE

clear contfig Restores switch to default configuration. PE
copy Copies files from a source to a destination. PE
delete Deletes a file from a flash memory. PE
dir Prints the contents of the flash file system. PE
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erase Erases the startup configuration, the backup  |PE
configuration, or the backup image.

filedescr Adds a description to a file. PE

rename Renames the file present in flash. PE

show backup-config Displays contents of a backup configuration PE
file.

show bootvar Displays the active system image file that the |UE
switch loads at startup.

show running-config Displays the contents of the currently running |PE
configuration file.

show startup-config Displays the startup configuration file contents. |PE

write Copies the running configuration image to the |PE
startup configuration.

a. For the meaning of each Mode abbreviation, see Mode Types.

DHCP Client

Command Description Mode?

release dhep Forces the DHCPv4 client to release aleased | PE
address.

renew dhep Forces the DHCP client to immediately renew |PE
an IPv4 address lane.

show dhep lease Displays IPv4 addresses leased from a DHCP  |PE
server.

a. For the meaning of each Mode abbreviation, see Mode Types.

HiveAgent

Command Description Mode?

eula-consent Accepts or declines the end-user license GC
agreement (EULA) for the hive agent

hiveagent Accesses the HiveAgent configuration mode.  |GC
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server Configures a HiveAgent server (HiveManager |HAC
NG) and enter HiveAgent server configuration
mode.
debug Enables HiveAgent debug capability. HAC
enable Enables a HiveAgent server. HAC
proxy-ip-address Configures a proxy server to be used to contact |HAC
the HiveManager NG.
source-interface vlan-id Assigns a source interface which HiveAgent HAC
obtains the IP address used as the source IP
address in packets addressed to the
HiveManager NG
url Configures the URL to reach on HiveManager |HAC
NG.
show hiveagent debug Use to view information on HiveAgent debug  |PE,
configuration. GC
show hiveagent source- Displays the configured HiveAgent source PE,
interface interface. GC
show hiveagent status Displays information on the HiveAgent PE,
configuration. GC
show eula-consent hiveagent|Reviews the EULA details. PE,
GC
a. Forthe meaning of each Mode abbreviation, see Mode Types.
Line
Command Description Mode®
accounting Applies an accounting method to a line config. |LC
authorization Applies a command authorization method toa |LC
line config.
enable authentication Specifies the authentication method list when |LC
accessing a higher privilege level from a remote
telnet or console.
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exec-banner Enables exec banner on the console, telnet or  |LC
SSH connection.

exec-timeout Configures the interval that the system waits for |LC
user input before Privileged Exec mode
timeout.

history Enables the command history function. LC

history size Changes the command history buffer size fora |LC
particular line.

line Identifies a specific line for configuration and |GC
enters the line configuration command mode.

login authentication Specifies the login authentication method list  |LC
for a remote telnet or console.

login-banner Enables login banner on the console, telnet, or |LC
SSH connection.

nsf Enables display of the message of the day LC
banner on the console, telnet, or SSH
connection.

password (Line Specifies a password on a line. LC

Configuration)

show line Displays line parameters. UE

speed Sets the serial port BAUD rate. LC

terminal length Sets the terminal length. PE

a. Forthe meaning of each Mode abbreviation, see Mode Types.

PHY Diagnostics

Command Description Mode?

show copper-ports tdr Displays the last TDR (Time Domain PE
Reflectometry) tests on specified ports.

show fiber-ports optical- Displays the optical transceiver diagnostics. PE

transceiver
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test copper-port tdr Diagnoses with TDR (Time Domain PE
Reflectometry) technology the quality and
characteristics of a copper cable attached to a
port.
a. Forthe meaning of each Mode abbreviation, see Mode Types.
Power Over Ethernet (PoE)
Command Description Mode?
power Inline Enables/disables the ability of the port to |IC
deliver power. (Ethernet)
power inline detection Configures the detection type that tells  |IC
which types of PD’s will be detected and
powered by the switch.
power inline four-pair Forces 4-pair power feed on an interface. |IC
forced
power inline limit Configure the type of power limit. IC
power inline management | Sets the power management type. GC
power inline powered- Adds a comment or description of the IC
device powered device type. (Ethernet)
power inline priority Configures the port priority level for the |IC
delivery of power to an attached device. | (Ethernet)
power inline reset Use to reset the port. IC
power inline usage- Configures the system power usage GC
threshold threshold level at which lower priority
ports are disconnected.
clear power inline statistics |Clears the PoE statistics. PE
show power inline Reports current PoFE, configuration and ~ |PE
status.
show power inline Displays the version of the PoE controller |PE

firmware-version

firmware present on the switch file system.

a. Forthe meaning of each Mode abbreviation, see Mode Types.
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RMON

Command Description Mode?
rmon alarm Configures alarm conditions. GC
rmon collection history Enables a Remote Monitoring (RMON) MIB  |IC
history statistics group on an interface.
rmon event Configures an RMON event. GC
rmon hcalarm Configures high capacity alarms. GC
show rmon alarm Displays alarm configurations. UE
show rmon alarms Displays the alarms summary table. UE
and
PE
show rmon collection history| Displays the requested group of statistics. UE
show rmon events Displays the RMON event table. UE
show rmon hcalarm Displays the high capacity alarms. PE
show rmon history Displays RMON Ethernet Statistics history. UE
show rmon log Displays the RMON logging table. UE
show rmon statistics Displays RMON Ethernet Statistics. UE
a. Forthe meaning of each Mode abbreviation, see Mode Types.
Serviceability Tracing
Command Description Mode?®
debug aaa Enables debugging for accounting. PE
debug arp Enables tracing of ARP packets. PE
debug authentication Enables Authentication Manager debug traces |PE
interface for the interface.
debug auto-voip Enables Auto VOIP debug messages. PE
debug bfd Enables the display of BED events or packets. |PE
debug cfm Enables CFM debugging. PE
debug clear Disables all debug traces. PE
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debug console Enables the display of debug trace output on  |PE
the login session in which it is executed.

debug crashlog Displays the crash log contents on the console. |PE or

GC

debug dhep packet Displays debug information about DHCPv4  |PE
client activities and traces DHCP v4 packets to
and from the local DHCPv4 client.

debug dotlx Enables dotlx packet tracing. PE

debug igmpsnooping Enables tracing of IGMP Snooping packets PE
transmitted and/or received by the switch.

debug ip acl Enables debug of IP Protocol packets matching |PE
the ACL criteria.

debug ip bgp Enables debug tracing of BGP events. PE

debug ip dvmrp Traces DVMRP packet reception and PE
transmission.

debug ip igmp Traces IGMP packet reception and PE
transmission.

debug ip mcache Traces MDATA packet reception and PE
transmission.

debug ip pimdm packet Traces PIMDM packet reception and PE
transmission.

debug ip pimsm packet Traces PIMSM packet reception and PE
transmission.

debug ip vrrp Enables debug tracing of VRRP events. PE

debug ipv6 dhep Displays debug information about DHCPv6 PE
client activities and to trace DHCPvG6 packets to
and from the local DHCPv6 client.

debug ipv6 mcache Traces MDATAvV6 packet reception and PE
transmission.

debug ipv6 mld Traces MLD packet reception and transmission. | PE

debug ipv6 ospfv3 packet | Enables debug tracing of IPv6 OSPEFv3 packets. |PE
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debug ipv6 pimdm Traces PIMDMv6 packet reception and PE
transmission.

debug ipv6 pimsm Traces PIMSMv6 packet reception and PE
transmission.

debug isdp Traces ISDP packet reception and transmission. | PE

debug lacp Traces of LACP packets received and PE
transmitted by the switch.

debug mldsnooping Traces MLD snooping packet reception and PE
transmission.

debug ospf Enables tracing of OSPF packets received and  |PE

transmitted by the switch.

debug ospfv3 packet

Enables tracing of OSPFv3 packets received and
transmitted by the switch.

PE

debug ping Enables tracing of ICMP echo requests and PE
responscs.

debug rip Enables tracing of RIP requests and responses. |PE

debug stlow Enables sFlow debug packet trace. PE

debug spanning-tree Traces spanning tree BPDU packet reception  |PE
and transmission.

debug spanning-tree Traces spanning tree BPDU packet reception  |PE
and transmission.

debug tacacs Enables debug tracing of TACACS+ PE
debugging.

debug transfer Enables debug tracing of file transfers. PE

debug udld Enables the display of UDLD packets or event |PE
processing.

debug vpc Enables debug traces for the specified protocols | GC

debug vrrp Enables VRRP debug protocol messages. PE

exception core-file Configures the core dump file name. GC

exception dump Configures the core dump location. GC

exception protocol Enables full core dumps. GC
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exception switch-chip- Enables the dumping of the switch chip GC

register registers in case of an exception.

ip http timeout-policy Configures the timeout policy for closing HTTP |GC
and HTTPS sessions to the local HTTP server.

show debugging Displays packet tracing configurations. PE

show exception Displays the core dump configuration PE
parameters, the current or previous exception
log, or the core dump file listing.

show supported mibs Displays the internal message queue PE,
allocations. GC

show supported mibs Displays the HT'TP server status and PE,
configuration. GC

show supported mibs Displays the implemented SNMP MIBs. PE,

GC

snapshot bgp Dumps a set of BGP debug information to S
capture the current state of BGP.

write core Generates a core file on demand and either, PE
reboots the switch or tests the core file
configuration.

a. Forthe meaning of each Mode abbreviation, see Mode Types.

sFlow

Command Description Mode?

sflow destination Configures sFlow collector parameters (owner |GC
string, receiver timeout, ip address, and port).

sflow polling Enables a new sflow poller instance for the data |GC
source if revr_idx is valid.

sflow polling (Interface Enable a new sflow poller instance for this data |IC

Mode) source if revr_idx is valid.

sflow sampling Enables a new sflow sampler instance for this  |GC
data source if revr_idx is valid.
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sflow sampling (Interface | Enables a new sflow sampler instance for this  |IC

Mode) data source if revr_idx is valid.

sflow source-interface Selects the interface from which to use the [P |GC
address inserted in the source IP address field of
transmitted sFlow packets.

show sflow agent Displays the sflow agent information. PE

show sflow destination Displays all the configuration information PE
related to the sFlow receivers.

show sflow polling Displays the sFlow polling instances created on |PE
the switch.

show sflow sampling Displays the sFlow sampling instances created |PE
on the switch.

show sflow source-interface |Displays the assigned sFlow source interface.  |PE or

GC

a. For the meaning of each Mode abbreviation, see Mode Types.

SNMP

Command Description Mode?

show snmp Displays the SNMP status. PE

show snmp engineid Displays the SNMP engine ID. PE

show snmp filters Displays the configuration of filters. PE

show snmp group Displays the configuration of groups. PE

show snmp user Displays the configuration of users. PE

show snmp views Displays the configuration of views. PE

show trapflags Displays SNMP traps globally or displays PE
specific SNMP traps.

snmp-server community Sets up the community access string to permit |GC
access to SNMP protocol.

snmp-server community- | Maps SNMP vl and v2 security models to the  |GC

group group name.

snmp-server contact Sets up a system contact (sysContact) string. GC
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snmp-server enable traps | Enables SNMP traps globally or enables specific |GC
SNMP traps.

snmp-server enginelD local | Specifies the Simple Network Management GC
Protocol (SNMP) engine ID on the local switch.

snmp-server filter Creates or updates an SNMP server filter entry. |GC

snmp-server group Configures a new SNMP group or a table that |GC
maps SNMP users to SNMP views.

snmp-server host Specifies the recipient of SNMP notifications. |GC

snmp-server location Sets the system location string. GC

snmp-server user Configures a new SNMP Version 3 user. GC

snmp-server view Creates or updates a Simple Network GC
Management Protocol (SNMP) server view
entry.

snmp-server v3-host Specifies the recipient of Simple Network GC
Management Protocol Version 3 (SNMPv3)
notifications.

snmp-server source-interface| Selects the interface from which to use the IP |GC
address in the source IP address field of
transmitted SNMP traps and informs.

a. Forthe meaning of each Mode abbreviation, see Mode Types.

Support Assist

Command Description Mode®

cula-consent Accepts or rejects the end-user license GC
agreement (EULA) for the SupportAssist server.

contact-company Configures the contact information to be sent |SAC
to the SupportAssist server.

contact-person Configures the contact information to be sent |SAC
to the SupportAssist server.

enable Enables a SupportAssist server. SAC
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proxy-ip-address Configures a proxy server to be used to contact |SAC
the SupportAssist servers.
server Configures a SupportAssist server and enter SAC
SupportAssist server configuration mode.

show eula-consent support- |Reviews the EULA details whenever desired.  |PE

assist

show support-assist status | Displays information on the SupportAssist PE,
feature status GC

support-assist Enables support-assist configuration mode if ~ |GC
the EULA has been accepted.

url Configures the URL to reach on the SAC
SupportAssist remote server.

a. Forthe meaning of each Mode abbreviation, see Mode Types.

SYSLOG

Command Description Mode?®

clear logging Clears messages from the in memory logging  |PE
buffer.

clear logging file Clears messages from the logging file. PE

description (Logging) Describes the SYSLOG server.

level Specifies the level of SYSLOG messages sent to |L
the server.

logging cli-command Enables CLI command logging. GC

logging Configures a SYSLOG server GC

logging audit Enables switch auditing. GC

logging buffered Enables logging to the in-memory log. GC

logging console Enables logging to the console. GC

logging facility Configures the facility to be used in SYSLOG |GC
messages.

logging file Enables logging to the persistent (on flash) log. |GC
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logging monitor Enables logging messages to telnet and SSH ~ |GC
sessions with the default severity level.

logging on Enables error messages logging. GC

logging protocol Logs messages in RFC5424 of RFC 3164 GC
format.

logging snmp Enables SNMP Set command logging. GC

logging source-interface Selects the interface from which to use the I[P |GC
address in the source IP address field of
transmitted SYSLOG packets.

logging traps Sets the lowest severity level at which SNMP  |GC
traps are logged.

logging web-session Enables web session logging. GC

port Specifies the port number on which the L
SYSLOG server listens for messages.

show logging Displays the state of logging and the messages |PE
stored in the internal buffer.

show logging file Displays the state of logging and the messages |PE
stored in the logging file.

show syslog-servers Displays the SYSLOG server settings. PE

terminal monitor Enables the display of logging messages overa |PE
telnet of SSH session.

a. For the meaning of each Mode abbreviation, see Mode Types.

System Management

Command Description Mode?

asset-tag Specifies the switch asset-tag. GC

banner exec Sets the message that is displayed after a GC

successful login.
banner login Sets the message that is displayed just before  |GC
the login prompt.
banner motd Specifies message-of-the-day banner. GC
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banner motd Acknowledges message-of-the-day banner. GC
acknowledge
buffers Configures the rising and falling thresholds for |GC
the issuance of the message buffer SNMP trap
and notification via a SYSLOG message.
clear checkpoint Clears the statistics for the checkpointing GC
statistics process.
clear counters stack- Clears the statistics for all stack-ports. PE
ports
connect Connects to the serial console of a different PE
stack member.
exit Disconnects the serial connection to the remote |UE
unit.
hostname Specifies or modifies the switch host name. GC
initiate failover Forces failover of management unit. GC
load-interval Loads the interface utilization measurement  |IC
interval.
locate Locates a switch by LED blinking. PE
logout Disconnects the serial connection to a remote  |UE
unit on a stack member.
member Preconfigures a stack member. SG
memory free low- Configures the notification of a low memory  |GC
watermark condition on the switch for the issuance of the
CPU overload SNMP trap and notification via a
SYSLOG message.
nst Specifies non-stop forwarding. GC
ping Sends ICMP echo request packets to another |UE
node on the network.
process cpu threshold  |Configures the rising and falling thresholds for |GC
the issuance of the CPU overload SNMP trap
and notification via a SYSLOG message.
quit Disconnects the serial connection to the remote |UE

unit on a stack member.
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reload Reloads the operating system. PE
set description Associates a text description with a switchin  |SG
the stack.
slot Configures a slot in the system. GC
show banner Displays banner information. PE
show buffers Displays the system allocated buffers. UE or PE
show checkpoint Displays the statistics for the checkpointing PE
statistics process.
show cut-through mode | Show the cut-through mode on the switch. PE
show hardware profile | Displays the hardware profile information for  |PE
portmode the 40G ports.
show idprom interface | Displays the optics EEPRM contents in a user- |UE or PE
readable format.
show interfaces Displays the traffic statistics for one or multiple |UE
interfaces.
show interfaces Displays the firmware revision of the PHY for a | PE
advanced firmware port.
show interfaces Displays the static and dynamic parameters for |UE or PE
the optics.
show memory cpu Displays the interface utilization. PE
show memory cpu Checks the total and available RAM space on  |PE
the switch.
show msg-queue Displays the internal message queue PE, GC
allocations.
show nsf Shows non-stop forwarding status. PE
show power-usage- Shows the history of unit power consumption |PE
history for the unit specified in the command and total
stack power consumption.
show process app-list Displays the system applications. PE or GC
show process app- Lists the configured and in-use resources for ~ |PE or GC
resource-list each application known to the Process Manager.
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show process cpu Checks the CPU utilization for each process  |PE
currently running on the switch.

show process proc-list | Lists the configured and in-use resources for | PE or GC
each application known to the Process Manager.

show sessions Displays a list of the open console sessions. PE

show slot Displays information about all the slots in the |UE
system or for a specific slot.

show supported cardtype | Displays information about all card types UE
supported in the system.

show supported Displays information about all supported switch |UE

switchtype types.

show switch Displays information about the switch status. |UE

show system Displays system information. UE

show system fan Explicitly displays the fan status. UE or PE

show system id Displays the service ID information. UE

show system power Displays information about the system level UE or PE
power consumption.

show system Displays information about the system UE or PE

temperature temperature and fan status.

show tech-support Displays system and configuration information |PE
(for debugging/calls to technical support).

show users Displays information about the active users, PE
including which profiles have been assigned to
local user accounts and which profiles are active
for logged-in users.

show version Displays the system version information. UE

stack Sets the mode to Stack Configuration mode. |GC

stack-port Sets the mode to Stack Configuration mode to |GC
configure Stack ports as either Stacking ports or
as Ethernet ports.

stack-port shutdown Enables or disable the stack port N©)
administratively.
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take when traveling to their destinations.

Command Description Mode?
standby Configures the standby in the stack. SG
switch renumber Changes the identifier for a switch in the stack. |GC
telnet Logs into a host that supports Telnet. PE
traceroute Discovers the IP routes that packets actually | PE

traceroute 1pv6

Discovers the IP routes that packets actually | PE

take when traveling to their destinations.

update bootcode

Updates the boot code on one or more switches. |PE

a. Forthe meaning of each Mode abbreviation, see Mode Types.

Telnet Server

Command Description Mode?

ip telnet server disable Enables/disables the Telnet service on the GC
switch.

ip telnet port Configures the Telnet TCP port number on the |GC
switch.

show ip telnet Displays the status of the Telnet server and the |PE
Telnet TCP port number.

a. Forthe meaning of each Mode abbreviation, see Mode Types.

Time Ranges

Command Description Mode?

time-range [name] Creates a time range identified by name, GC
consisting of one absolute time entry and/or one
or more periodic time entries.

absolute Adds an absolute time entry to a time range.  |TRC

periodic Adds a periodic time entry to a time range. TRC

show time-range Displays a time range and all the PE
absolute/periodic time entries that are defined
for the time range.
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a. Forthe meaning of each Mode abbreviation, see Mode Types.

USB Flash Drive
Command Description Mode?
unmount usb Makes the USB flash device inactive. PE
show usb Displays the USB flash device details. PE
dir usb Displays the USB device contents and memory |PE
statistics.
recover Mounts the USB stick, copies the image from |UB
the USB root level directory into RAM, and
executes the image.
a. Forthe meaning of each Mode abbreviation, see Mode Types.
User Interface
Command Description Mode?®
configure terminal Enters Global Configuration mode. PE
do Executes commands available in Privileged All
Exec mode with command line completion. except
PE
and
UE
enable Enters Privileged Exec mode. UE
end Gets the CLI user control back to the privileged |Any
execution mode or user execution mode.
exit Exits any configuration mode to the previously | (All)
highest mode in the CLI mode hierarchy.
quit|exit|logout Closes an active terminal session by logging off |UE
the switch.
a. Forthe meaning of each Mode abbreviation, see Mode Types.
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Web Server

Command Description Mode?®
common-name Specifies the common-name for the device. CC
country Specifies the country. CC
crypto certificate generate | Generates a HI'TPS certificate. GC
crypto certificate import Imports a certificate signed by the Certification |GC
Authority for HTTPS.
crypto certificate request | Generates and displays a certificate request for |PE
HTTPS.
duration Specifies the duration in days. CC
ip http port Specifies the TCP port for use by a web browser |GC
to configure the switch.
ip http server Enables the switch to be configured from a GC
browser.
ip http secure-certificate Configures the active certificate for HI'TPS.  |GC
ip http secure-port Configures a TCP port for use by a secure web |GC
browser to configure the switch.
ip http secure-server Enables the switch to be configured, monitored, | GC
or modified securely from a browser.
key-generate Specifies the key-generate. CC
location Specifies the location or city name. CC
no crypto certificate Deletes a certificate from the switch. GC
organization-unit Specifies the organization-unit or department |CC
name.
quit Exits from crypto certificate generate mode, CC
crypto certificate import mode, or crypto
certificate request mode without performing
the action.
show crypto certificate Displays the SSL certificates of your switch. PE
mycertificate
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show ip http server status | Displays the HT'TP server status information. |PE
show ip http server secure | Displays the HI'TP secure server status UE or
status information. PE
state Specifies the state or province name. CC

a. Forthe meaning of each Mode abbreviation, see Mode Types.
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Using the CLI

Dell EMC Networking N1100-0ON/N1500/N2000/N2100-0N/N2200-
ON/N3000-ON/N3100-0ON Series Switches

Introduction

This section describes the basics of entering and editing the Dell EMC
Networking N1100-ON, N1500, N2000, N2100-ON, N2200-ON, N3000-ON,
and N3100-ON Series Command Line Interface (CLI) commands and
defines the command hierarchy. It also explains how to activate the CLI and
implement its major functions.

This section covers the following topics:
* Entering and Editing CLI Commands
*  CLI Command Modes
e Starting the CLI
*  Using CLI Functions and Tools

Entering and Editing CLI Commands

A CLI command is a series of keywords and arguments. The total number of
characters that may be entered in a single command is limited to 1536
characters. Keywords identify a command and arguments specify
configuration parameters. For example, in the command show interfaces
status gigabitethernet 1/0/5, show, interfaces and status are keywords;
gigabitethernet is an argument that specifies the interface type, and 1/0/5 is
an argument that specifies the unit/slot/port.

When working with the CLI, the command options are not displayed. The
command is not selected by a menu but is entered manually. To see what
commands are available in each mode or within an Interface Configuration,
the CLI provides a method of displaying the available commands, the
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command syntax requirements and in some instances parameters required to
complete the command. The standard command to request context-sensitive
help is the <?> key.

Two instances where the help information can be displayed are:

Keyword lookup — The <?> key is entered in place of a command. A list
of all valid commands and corresponding help messages is displayed.

Partial keyword lookup — A command is incomplete and the <?> key is
entered in place of a parameter. The matched parameters for this
command are displayed.

The following features and conventions are applicable to CLI command entry
and editing:

History Buffer
Negating Commands
Show Command
Command Completion
Short Form Commands
Keyboard Shortcuts

Command line parameters are entered by the user to choose an individual
value or range of values for the specific command. Command line
parameters are not syntax or range checked until the carriage return is
entered. In some cases, the user may need to enter special characters, most
often in a string parameter such as a password or a label. Special characters
are one of the following characters ("1$% ~ & * () _-+={[}]:; @'
"~# |\ <,>./)orablank. In these cases, it may be necessary to
enclose the entire string in double or single quotes for the command line
parser to properly interpret the parameter.

Parameters
Command Scripting
CLI Command Notation Conventions

Interface Naming Conventions
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History Buffer

Every time a command is entered in the CLI, it is recorded in an internally
managed Command History buffer. Commands are stored in the buffer,
which operates on a First In First Out (FIFO) basis. These commands can be
recalled, reviewed, modified, and reissued. This buffer is not preserved after
switch resets.

Table 2-1. History Buffer

Keyword Source or Destination

Up-arrow key Recalls commands in the history buffer, beginning with the
most recent command. Repeats the key sequence to recall

<Ctrl>+<P> !

successively older commands.
Down-arrow key Returns to more recent commands in the history buffer after
<Ctil>+<N> recalling commands with the up-arrow key. Repeating the key

sequence recalls more recent commands in succession.

By default, the history buffer system is enabled, but it can be disabled at any
time. The standard number of 10 stored commands can be increased to 216.
By configuring 0, the effect is the same as disabling the history buffer system.
For information about the command syntax for configuring the command
history buffer, see the history size command in the Line command mode
section of this guide.

Negating Commands

For many commands, the prefix keyword no is entered to cancel the effect of
a command or reset the configuration to the default value. Nearly all
configuration commands have this capability. This guide describes the
negation effect for all commands to which it applies.

Show Command

The show command executes in the User Executive (Exec), Privileged
Executive (Exec), Global Configuration mode, Interface Configuration mode
and all configuration submodes with command completion. Output from
show commands is paginated. Use the terminal length command to set the
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number of lines displayed in a page. When the paging prompt appears, press
the space bar to display the next page of output or the enter key to display the
next line of output.

Example:

console>en

console#configure

console(config) #interface Gil/0/1

console (config-if-Gil/0/1) #show interface status

Port Name Duplex Speed Neg Link  Flow

State Status Control
Gil/0/1 N/A Unknown Auto Down Inactive
Gil/0/2 N/A Unknown Auto  Down Inactive
Gil/0/3 N/A Unknown Auto  Down Inactive
Gil/0/4 N/A Unknown Auto Down Inactive
Gil/0/5 N/A Unknown Auto  Down Inactive
Gil/0/6 N/A Unknown Auto  Down Inactive
CLI Qutput Filtering

Many CLI show commands include considerable content to display to the
user. This can make output confusing and cumbersome to parse through to
find the information of desired importance. The CLI Output Filtering feature
allows the user, when executing CLI show display commands, to
optionally specify arguments to filter the CLI output to display only desired
information. The result is to simplify the display and make it easier for the
user to find the information the user is interested in.

The main functions of the CLI Output Filtering feature are:

* Pagination Control
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- Supports enabling/disabling paginated output for all show CLI
commands. When disabled, output is displayed in its entirety. When
enabled, output is displayed page-by-page such that content does not
scroll off the terminal screen until the user presses a key to continue. -
-More-- or (q)uit is displayed at the end of each page.

—  When pagination is enabled, press the return key to advance a single
line, press q or QO to stop pagination, or press any other key to advance
a whole page. These keys are not configurable.

NOTE: Although some show commands already support pagination, the
implementation is unique per command and not generic to all commands.

e Output Filtering

—  “Grep”-like control for modifying the displayed output to only show
the user-desired content.

* Tilter displayed output to only include lines containing a specified
string match.

*  Filter displayed output to exclude lines containing a specified
string match.

*  Filter displayed output to only include lines including and
following a specified string match.

* Iilter displayed output to only include a specified section of the
content (e.g. “Interface 0/17) with a configurable end-of-section
delimiter.

*  String matching should be case insensitive.
* Pagination, when enabled, also applies to filtered output.

Example: The following shows an example of the extensions made to the CLI
show commands for the Output Iiltering feature.

(Routing) #show running-config ?

<cr> Press enter to execute the command.

| Output filter options.

<scriptname> Script file name for writing active configuration.
all Show all the running configuration on the switch.

interfaceDisplay the running configuration for specified interface on the
switch.

(Routing) #show running-config | ?

begin Begin with the line that matches
exclude Exclude lines that matches
include Include lines that matches

Usingthe CLI | 229



section Display portion of lines

For new commands for the feature, see CLI Output I'iltering Commands.

Command Completion

CLI can complete partially entered commands when the user presses the
<tab> or <space> key. If a command entered is not complete, is not valid,
or if some parameters of the command are not valid or missing, an error
message 1s displayed to assist in entering the correct command. By pressing
the <tab> key, an incomplete command is changed into a complete
command. If the characters already entered are not enough for the system to
identify a single matching command, the <?>key displays the available
commands matching the characters already entered.

Short Form Commands

The CLI supports the short forms of all commands. As long as it is possible to
recognize the entered command unambiguously, the CLI accepts the short
form of the command as if the user typed the full command.

Keyboard Shortcuts

The CLI has a range of keyboard shortcuts to assist in editing the CLI
commands. The help command, when used in the User Exec and Privileged
Exec modes, displays the keyboard short cuts.

Table 2-2 contains the CLI shortcuts displayed by the help command.
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Table 2-2.  CLI Shortcuts

Keyboard Key

Description

<Delete, Backspace>

Delete previous character

<Ctrl>+<A> Go to beginning of line
<Ctrl>+<E> Go to end of line
<Ctrl>+<F> Go forward one character
<Ctrl>+<B> Go backward one character

<Ctrl>+<D>

Delete current character

<Ctrl>+<UX>

Delete to beginning of line

<Ctrl>+<K> Delete to the end of the line.
<Ctrl>+<W> Delete previous word
<Ctrl>+<T> Transpose previous character
<Ctrl>+<P> Go to previous line history buffer
<Ctrl>+<R> Rewrites or pastes the line
<Ctrl>+<N> Go to next line in history buffer
<Ctrl>+<Y> Print last deleted character
<Ctrl>+<0> Pauses screen output.
<Ctrl>+<S> Resumes screen output.
<Ctril>+<7Z> Return to root command prompt

<Tab, SPACE>

Command-line completion

end Return to the root command prompt
exit Go to next lower command prompt
<> List choices

Parameters

Command line parameters are entered by the user to choose an individual
value or range of values for the specific command. Command line parameters
are not syntax or range checked until the carriage return is entered. In some
cases, the user may need to enter special characters, most often in a string
parameter such as a password or a label. Special characters are one of the

following characters ("1$% ~ & * () _-+={[}];@"'""~# |\ <,>./
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) or a blank. In these cases, it may be necessary to enclose the entire string in
double or single quotes for the command line parser to properly interpret the
parameter.

Command Scripting

The CLI can be used as a programmable management interface. To facilitate
this function, any characters entered after the <!> character are treated as a
comment and ignored by the CLI. Also, the CLI allows the user to disable
session timeouts.

CLI Command Notation Conventions

When entering commands there are certain command-entry notations which
apply to all commands. Table 2-3 describes these conventions as they are used
in syntax definitions.
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Table 2-3. CLI Command Notation Conventions

Convention Example Description
[ ] square [value] In a command line, square brackets indicate
brackets an optional parameter that one can enter in

place of the brackets and text inside them.

{ } curly braces

{choicel |choice2}

In a command line inclusive brackets
indicate a selection of compulsory
parameters separated by the | character.
One option must be selected. For example:
flowcontrol {auto | on | off} means that
for the flowcontrol command either auto,
on or off must be selected.

| vertical bars

choicel | choice2

Separates the mutually exclusive choices.

[{}] braces

within square

[{choicel | choice2}]

Indicates a choice within an optional
element.

brackets

Italic Indicates a variable.

<Enter> Any individual key on the keyboard.
<Ctrl>+<F4> Any combination of keys pressed

simultaneously on the keyboard.

Screen Display

Indicates system messages and prompts
appearing on the console.

all

Indicates a literal parameter, entered into
the command as it is.

Interface Naming Conventions

The conventions for naming interfaces in CLI commands are as follows:

Ethernet Interfaces

Individual Ethernet interfaces (Gigabit Ethernet, Ten Gigabit Ethernet, and
Forty Gigabit Ethernet) are identified in the CLI by the variable
unit/slot/port, where:

* <Interface Type> Unit#/Slot#/Port# — Identifies a specific interface by
the interface type tag followed by the Unit# followed by a / symbol, then
the Slot# followed by a / symbol, and then the Port#. For example
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gi2/0/10 identifies the Gigabit interface 10 in slot 0 within the second
unit on a non-blade switch. Table 2-4 below lists the supported interface
type tags.

e Unit # — The unit number is greater than 1 only in a stacking solution
where a number of switches are stacked to form a virtual switch. In this
case, the Unit# indicates the logical position of the switch in a stack. The
range is 1-12. The unit value is 1 for standalone switches.

*  Slot# — The slot number is an integer number assigned to a particular
slot. Front panel ports have a slot number of 0. Rear panel ports are
numbered from 1 and can be identified by the lexan on the rear panel. Use
the show slot command to retrieve information for a particular slot.

*  Port # — The port number is an integer number assigned to the physical
port on the switch and corresponds to the lexan printed next to the port on
the front or back panel. Ports are numbered from 1 to the maximum
number of ports available on the switch unit, typically 24 or 48.

Logical interfaces are identified by one of the keywords: loopback, port-
channel, tunnel or vlan followed an integer index identifying the specific
logical interface.

Within this document, unless specified otherwise, the tag interface—id refers
to a logical or Ethernet interface identifier that follows the naming
convention above. If the command is restricted to a subset of the interfaces,
then the subset is described in the command description. Ethernet interfaces
are Gigabitethernet, Tengigabitethernet, and Fortygigabitethernet. NBASE-T
interfaces running at 2.5 and 5 Gigabit speeds are identified as
Gigabitethernet.
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Table 2-4. Interface Identifiers

Interface Type Long Form Short |Single Interface Identifier
Form |Character
Short
Form
Gigabit Ethernet | Gigabitethernet Gor |Y unit/slot/port
Gi
10-Gigabit Tengigabitethernet Te |Y unit/slot/port
Ethernet
21-Gigabit Twentygigabitstacking [Tw |n/a unit/slot/port
Stacking
40-Gigabit Fortygigabitethernet  |Fo |Y unit/slot/port
Ethernet
Loopback Loopback Lo |Y loopback-id (0-7)
Port Channel Port-channel Po |Y port-channel-number
(1-128) N1500 (1-64)
Tunnel Tunnel Tu [n/a tunnel-id (0-7)
Vlan VLAN VI|Y vlan-id (1-4093)

A single character short form of the interface commands indicated in
Table 2-4 is implemented in version 6.5 for Gigabit Ethernet interfaces only.

When listed in command line output, Gigabit Ethernet interfaces are
preceded by the characters Gi, Ten-Gigabit Ethernet interfaces are preceded
by Te, and Forty-Gigabit Ethernet interfaces are preceded by Fo, as shown in
the examples below.

Stacking Interfaces

Stacking interfaces are represented in the CLI with the same unit/slot/port
form as Ethernet interfaces. The fixed stacking interfaces on the
N2000/N2100-ON/N2200-ON/N3000-ON switches always use the
TwentyGigabitStacking or Tw notation and on the N1100-ON/N1500
switches, are referred to using Ethernet notation.

Usingthe CLI | 235



Loopback Interfaces

Loopback interfaces are represented in the CLI by the keyword loopback
followed by the variable loopback-id, which can assume values from 0-7.

Port Channel Interfaces

Port-channel (or LAG) interfaces are represented in the CLI by the keyword
port-channel followed by the variable port-channel-number.

When listed in command line output, port channel interfaces are preceded by
the characters Po.

Tunnel Interfaces

Tunnel interfaces are represented in the CLI by the keyword tunnel followed
by the variable tunnel-id, which can assume values from 0-7.

VLAN Routing Interfaces

VLAN interfaces are represented in the CLI by the keywords interface vlan
followed by the variable vlan-id, which can can assume values from 1-4093. A
VLAN routing interface will typically have an IP address assigned, either via
DHCP or a static assignment or, in the case of IPv6, auto assignment of a link
local address.

Operating on Multiple Interfaces (Ranges)

The CLI allows the user to operate on multiple interfaces in one operation.
The guidelines are as follows for range operation:

*  The range key word is used to identify that an interface range specifier
follows.

— Aninterface range specifier consists of an interface identifier followed
by an optional range parameter. The interface type may be an
Ethernet interface or a logical interface (port channel or VLAN) as
described in the Interface Naming Conventions section.

* The range parameter may be written in the following manner:

(#-#) — a range from a particular interface to another higher-numbered
interface (inclusive). For example, 1/0/1-10 indicates that the operation
applies to the Ethernet interfaces 1 to 10 in slot 0 on unit 1. The number
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to the left of the hyphen must always be less than or equal to the number
to the right of the hyphen, e.g. interface range Gil/0/10-1 is not valid.

(#, #, #) — alist of interfaces. For example, (1/0/1, 1/0/1,1/0/3, 1/0/5)
indicates that the operation applies to the Ethernet interfaces 1, 3, and 5
on unit 1. The interfaces may or may not be consecutive, nor must the
interfaces be of the same type.

(#, #-#, #) — ranges and non-consccutive interfaces listed together. For
example, (1/0/1, 1/0/3-5, 1/0/7) indicates that the operation applies to the
Ethernet interfaces 1, 3,4, 5, and 7 on unit 1.

ﬂ NOTE: Each Ethernet interface must be a fully qualified interface identifier
in the format unit/slot/port. See Interface Naming Conventions.

*  Port channels and VLANGs are supported in ranges.

¢ No spaces are allowed anywhere in a range parameter, e.g. Gil/0/1 -2 is not
accepted, nor is Gil/0/2, Gil/0/4. Use Gil/0/1-2 and Gi/1/0/2,Gi1/0/4
respectively.

*  When operating on a range of interfaces, the CLI implementation hides
the parameters that may not be configured in a range (for example,
parameters that must be uniquely configured for each instance).

*  The CLI uses best effort when operating on a list of objects. If the user
requests an operation on a list of objects, the CLI attempts to execute the
operation on as many objects in the list as possible even if failure occurs for
some of the items in the list. The CLI provides the user with a detailed list
of all failures, listing the objects and the reasons for the failures.

Some parameters must be configured individually for each port or interface.

Examples

Example 1 shows the various forms of interface notation that can be entered
in the CLI. Examples 2 and 3 show various forms of CLI output using
shorthand interface notation.

Example #1

gigabitethernet 1/0/1
gigabitethernetl/0/1 (there is no space)
gi 1/0/1

gil/0/1 (there is no space)
port-channel 1

vlan 5
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tunnel 7
loopback 3

Example #2
console(config-if-Gil/0/23)#show vlan

VLAN Name Ports Type

1 default Po1-128, Default
Gil/0/1-24,
Tel/0/1-2

RSPAN Vlan

None

151 1 2/0

Slot Status........ .. ... c..o--. Empty

Admin State............ .. ... ..., Enable

Power State. ... ... .. ... .. ... ... Enable

Configured Card:
Model Identifier............... Dell Networking N3024F
Card Description............... Dell 24 Port 10G Fiber

Pluggable. ... .. ... . ... .. ....... No

Example #3
console(config-if-Gil/0/23)#show slot

Admin Power Configured Card
Slot Status State State Model 1D

1/0 Full Enable Enable Dell Networking N3024F
171 Empty Disable Disable
2/0 Empty Enable Enable Dell Networking N3024F
2/1 Empty Enable Enable
3/0 Empty Enable Enable Dell Networking N3048
3/1 Empty Enable Enable

Slot. . 170
Slot Status. . . ... it Full
Admin State.......... .. ... ... Enable
Power State. ... .. ... ... . ... ... Enable
Inserted Card:
Model Identifier............... Dell Networking N3024F

Pluggable

Yes
No
Yes
No
Yes
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Card Description............... Dell 24 Port 10G Fiber
Configured Card:

Model Identifier.... .. ... ..... Dell Networking N3024F
Card Description............... Dell 24 Port 10G Fiber
Pluggable. ... .. ... ..o ...-.. No

Entering Network Addresses

MAC Addresses

MAC addresses are specified in 3 groups of four upper or lower case
hexadecimal characters separated by periods with no spaces, e.g.
0011.2233.FFee or by eight pairs of upper or lower case hexadecimal
characters separated by colons, e.g. 00:11:22:33:FF:ce. Leadings zeros must be
specified in all cases.

IPv4 Addresses

[Pv4 addresses are specified by four groups of decimal integers in the range 0-
255, i.e. dotted quad notation. Leading zeros are not required. Example [Pv4
addresses are 1.2.3.4 or 255.255.255.255.

The net mask, if specified, consists of four decimal digits in dotted quad
notation, e.g. 255.255.252.0 or a decimal prefix length preceded by a forward
slash and indicating the number of left justified 1 bits in the net mask. The
net mask is always separated from an IPv4 address by one or more spaces,
regardless of the format. Bits that are not significant must be zeroed, for
example, 1.1.1.1/24 is not a valid subnet as the rightmost 1 bit is not
configured to be a zero. User 1.1.1.0/24 instead.

Examples:
1.2.3.0 /24 is equivalent to 1.2.3.0 255.255.255.0

IPv6 Addresses

IPv6 addresses may be expressed in up to eight blocks of four upper or lower
case hexadecimal characters. For simplification, the leading zeros of each 16
bit block may be omitted. One sequence of 16 bit blocks - containing only
zeros - may be replaced by a double colon™:”, but not more than one at a
time. Example [Pv6 addresses are:

Dropped zeros: 3ffe:ffff:100:£101:0:0:0:1 becomes 3ffe:ffff:100:£101::1
Local Host: 0000:0000:0000:0000:0000:0000:0000:0001 becomes ::1
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Any host: 0000:0000:0000:0000:0000:0000:0000:0000 becomes ::

The prefix length, if specified, ranges from 1 to 128 and is specified by a
forward slash and a decimal number indicating the significant bits of the
address, e.g. 3ffe:ffff:100:£101:0:0:0:/64. No spaces are allowed between the
last address digit or colon and the forward slash.
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CLI Command Modes

Since the set of CLI commands is very large, the CLI is structured as a
command-tree hierarchy, where related command sets are assigned to
command modes for easier access. At each level, only the commands related
to that level are available to the user and only those commands are shown in
the context sensitive help for that level.

In this guide, commands are organized into multiple categories:
* Layer 2 Switching commands
*  Security commands
* Data Center Technology commands
* Layer 3 Routing commands
*  Switch Management commands

Layer 2 Switching describes the commands used for filtering and forwarding
of packets within a VLAN based upon learned MAC addresses.

Security describes the commands used to configure switch administrator and
end user network access.

Layer 3 Routing describes the commands used to forward packets within and
across VLANs based upon the IP addresses as well as management of the
routing protocols necessary to enable the distribution of routes.

Switch Management describes commands used to manage the switch.

Commands that cause specific actions to be taken immediately by the system
and do not directly affect the system configurations are defined at the top of
the command tree. For example, commands for rebooting the system or for
downloading or backing up the system configuration files are placed at the
top of the hierarchy tree.

Commands that result in configuration changes to the switch are grouped in
a Global Configuration sub tree.

There are levels beneath the Global Configuration mode for further grouping
of commands. The system prompt reflects these sub-Configuration modes.

All the parameters are provided with reasonable defaults where possible.
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When starting a session, the initial mode is the User Exec mode (privilege
level 0). Only a limited subset of commands is available in this mode. This
level is reserved for tasks that do not change the configuration. To enter the
next level, Privileged Exec mode (privilege level 1) may be required if
configured by the administrator.

Privileged Exec mode provides access to commands that can not be executed
in the User Exec mode and permits access to Global Configuration mode.

Global Configuration mode manages switch configuration on a global level.
For specific configurations, command modes exist at a sublevel.

Entering a <?> at the system prompt displays a list of commands available
for that particular command mode. A specific command is used to navigate
from one command mode to another. The standard order to access the modes
is as follows: User Exec mode, Privileged Exec mode, Global Configuration
mode, and Interface Configuration and other specific configuration modes.

User Exec Mode

After logging into the switch, the user is automatically in the User Exec
command mode unless the user is defined as a privileged user. In general, the
User Exec commands allow the user to perform basic tests, and list system
information.

The user-level prompt consists of the switch host name followed by the angle

bracket (>).
console>

The default host name is Console unless it has been changed using the
hostname command in Global Configuration mode.

Privileged Exec Mode

Because many of the privileged commands set operating parameters,
privileged access may be password-protected to prevent unauthorized use.
The password is not displayed on the screen and is case sensitive.

Privileged users enter into the Privileged Exec mode from User Exec mode,
where the following prompt is displayed.

console#

Usingthe CLI | 242



Global Configuration Mode

Global Configuration commands allow the operator to change the
configuration of the switch. The Privileged Exec mode command configure
(or configure terminal) is used to enter Global Configuration mode.

console(config)#

The following are the Global Configuration submodes:

SNMP v3 Host Configuration — Configures the parameters for the
SNMP v3 server host.

SNMP Community Configuration — Configures the parameters for the
SNMP server community.

MST — The Global Configuration mode command spanning-tree mst
configuration is used to enter into the Multiple Spanning Tree
configuration mode.

Line Interface — Contains commands to configure the management
connections. These include commands such as line speed and time-out
settings. The Global Configuration mode command line is used to enter
the Line Interface mode.

Router OSPF Contiguration — Global configuration mode command
router ospf is used to enter into the Router OSPI* Configuration mode.

Router RIP Configuration — Global configuration mode command
router rip is used to enter into the Router RIP Configuration mode.

Router OSPFv3 Configuration — Global configuration mode command
ipv6 router ospf is used to enter into the Router OSPFv3 Configuration
mode.

Router BGP Configuration — Global configuration mode command
router bgp is used to enter into the Router BGP Configuration mode.

IPv6 DHCP Pool Mode — Global configuration mode command ipv6
dhep pool is used to enter into the IPv6 DHCP Pool mode.

Management Access List — Contains commands to define management
access administration lists. The Global Configuration mode command
management access-list is used to enter the Management Access List
configuration mode.

Policy-map — Use the policy-map command to access the QoS policy
map configuration mode to configure the QoS policy map.
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* Policy Class — Use the class command to access the QoS Policy-class
mode to attach or remove a diffserv class from a policy and to configure
the QoS policy class.

*  Class-Map — This mode consists of class creation/deletion and matching
commands. The class matching commands specify layer 2, layer 3 and
general match criteria. Use the class-map class-map-name commands to
access the QoS Class Map Configuration mode to configure QoS class
maps.

*  Stack — Use the stack command to access the Stack Configuration Mode.

*  SSH Public Key-chain — Contains commands to manually specify other
switch SSH public keys. The Global Configuration mode command crypto
key pub-key chain ssh is used to enter the SSH Public Key-chain
configuration mode.

*  SSH Public Key-string — Contains commands to manually specify the
SSH Public-key of a remote SSH Client.

*  MAC Access-List — Contfigures conditions required to allow traffic based
on MAC addresses. The Global Configuration mode command mac
access-list 1s used to enter the MAC Access-List configuration mode.

¢ TACACS — Configures the parameters for the TACACS server.
*  RADIUS — Configures the parameters for the RADIUS server.

*  SNMP Host Configuration — Configures the parameters for the SNMP
server host. Only [Pv4 hosts are supported.

*  Ciypto Certificate Request — Contfigures the parameters for crypto
certificate request.

*  Cirypto Certificate Generation — Configures the parameters for crypto
certificate generate.

* Logging — Configures the parameters for SYSLOG servers.
*  VLAN— Creates a VLAN and configures non-L3 parameters on a VLAN.

*  Virtual Router Configuration— Configures parameters for a virtual
routing instance.

Pre-configuration

Nearly all switch features support a pre-configuration capability, even when a
feature is not enabled or the required hardware is not present.
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Pre-configured capabilities become active only when enabled (typically via an
admin mode control) or when the required hardware is present (or both). For
example, a port can be pre-configured with both trunk and access mode
information. The trunk mode information is applied only when the port is
placed into trunk mode and the access mode information is only applied
when the port is placed into access mode. Likewise, OSPI routing can be
configured in the switch without being enabled on any port.

Interface Configuration Modes

Interface configuration modes are used to modify specific interface
operations. The following are the Interface Configuration and other specific
configuration modes:

* Ethernet — Contains commands to manage Ethernet port configuration.
The Global Configuration mode command interface interface-id enters
the Interface Configuration mode to configure an Ethernet interface.

*  Port Channel — Contains commands to configure port-channels, i.c.,
assigning ports to a port-channel. Most of these commands are the same as
the commands in the Ethernet interface mode and are used to manage the
member ports as a single entity. The Global Configuration mode
command interface port-channel port-channel-number is used to enter
the Port Channel mode.

*  Tunnel — Contains commands to manage tunnel interfaces. The Global
Configuration mode command interface tunnel enters the Tunnel
Configuration mode to configure an tunnel type interface.

*  Loopback — Contains commands to manage loopback interfaces. The
Global Configuration mode command interface loopback enters the
Loopback Configuration mode to configure an loopback type interface.

*  Out-of-band—Contains commands to manage the out-of-band interface,
if present. The Global Configuration mode command interface out-of-
band enters the Out-of-band Interface mode to configure the out-of-band
interface.

* Interface VLAN— Enables routing on a VLAN and configures routing/L3
parameters on a VLAN.
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Identifying the Switch and Command Mode from the System Prompt

The system prompt provides the user with the name of the switch
(hostname) and identifies the command mode. The following is a formal
description of the system command prompt:

[device name] [([command mode-[object]])][# | >]

[device name] — is the name of the managed switch, which is typically the
user-configured hostname established by the hostname command.

[command mode] — is the current configuration mode and is omitted for the
top configuration levels.

[object] — indicates specific object or range of objects within the
configuration mode.

For example, if the current configuration mode is config-if and the object
being operated on is Gigabit Ethernet 1 on unit 1, the prompt displays the
object type and unit (for example, Gil/0/1).

[# | >] — The # sign is used to indicate that the system is in the Privileged
Exec mode. The > symbol indicates that the system is in the User Exec
mode, which is a read-only mode in which the system does not allow
configuration.

Navigating CLI Command Modes

Table 2-5 describes how to navigate through the CLI Command Mode
hierarchy.

Table 2-5. Navigating CLI Command Modes

Command Mode |Access Method Command Prompt Exit or Access
Previous Mode

User Exec The user is console> logout
automatically in
User Exec mode
unless the user is
defined as a
privileged user.
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Table 2-5. Navigating CLI Command Modes (continued)

Command Mode

Access Method

Command Prompt

Exit or Access
Previous Mode

Privileged Exec

Use the enable
command to enter

into this mode. This

mode is password

console#

Use the exit
command, or
press
<Ctrl>+<7Z>

protected. to return to the
User Exec mode.

Global From Privileged console (config) # Use the exit

Configuration Exec mode, use the command, or
configure press
command. <Ctrl>+<7>

to return to the
Privileged Exec
mode.

Line Interface From Global console(config-line) # Toexit to Global
Configuration Configuration
mode, use the line mode, use the
command. exit command,

or press
<Ctil>+<7Z>
to Privileged
Exec mode.

BGP Router From Global console(config-router) # To exit to Global

Configuration  |Contfiguration Configuration
mode, use the mode, use the
router bgp exit command,
command. or press

<Ctril>+<Z>
to Privileged
Exec mode.
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Table 2-5. Navigating CLI Command Modes (continued)

Command Mode |Access Method Command Prompt Exit or Access
Previous Mode
[Pv6 Address From BGP Router |console (config-router-af)# |To exit to BGP
Family Configuration Router
Configuration  |mode, use the Configuration
address-family ipv6 mode, use the
command. exit command,
or press
<Ctrl>+<7Z>
to Privileged
Exec mode.
Management From Global console (config-macl) # Toexit to Global
Access-List Configuration Configuration
mode, use the mode, use the
management exit command,
access-list or press
command. <Ctrl>+<7Z>

to Privileged
Exec mode.

Policy-Class-Map

From Global
Configuration
mode, use the
policy-map class

console (config-policy-map) #

Toexit to Global
Configuration
mode, use the
exit command,

mode, use the class-
map command.

command. or press
<Ctrl>+<7Z>
to Privileged
Exec mode.
Class-Map From Global console (config-classmap)# | To exit to Global
Configuration Configuration
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mode, use the
exit command,
or press
<Ctrl>+<7Z>
to Privileged
Exec mode.
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Table 2-5. Navigating CLI Command Modes (continued)

mode, use the
tacacs-server host
command.

Command Mode |Access Method Command Prompt Exit or Access
Previous Mode
MAC Access List [ From Global console(config-mac-access- | To exit to Global
Configuration list) # Configuration
mode, use the mac mode, use the
access-list exit command,
command. or press
<Ctil>+<Z>
to Privileged
Exec mode.
SSH Public Key- |From Global console(config-pubkey- To exit to Global
Chain Configuration chain)# Configuration
mode, use the mode, use the
crypto key pubkey- exit command,
chain ssh or press
command. <Ctrl>+<Z>
to Privileged
Exec mode.
SSH Public Key |From the SSH console(config-pubkey-key)# | To return to the
String Public Key- Chain SSH Public key-
mode, use the user- chain mode, use
key <user name > the exit
{rsa | dsa} command, or
command. press
<Ctrl>+<Z>
to Privileged
Exec mode.
TACACS From Global console (config-tacacs) # Toexit to Global
Configuration Configuration
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mode, use the
exit command,
or press
<Ctrl>+<7Z>
to Privileged
Exec mode.
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Table 2-5. Navigating CLI Command Modes (continued)

mode, use the
snmp-server

Command Mode |Access Method Command Prompt Exit or Access
Previous Mode
RADIUS Server [From Global console(Config-auth- To exit to Global
Configuration  |Contfiguration radius) # Configuration
mode, use the mode, use the
radius server host exit command,
command. or press
<Ctrl>+<Z>
to Privileged
Exec mode.
RADIUS From Global console(config-radius-da)# | To exit to Global
Dynamic Configuration, use Configuration
Authorization the aaa server radius mode, use the
dynamic-author exit command,
command. or press
<Ctrl>+<7Z>
to Privileged
Exec mode.
SNMP Host From Global console(config-snmp) # To exit to Global
Configuration  |Contfiguration Configuration

mode, use the
exit command,

mode, use the
snmp-server v3-host
command.

command. or press
<Ctil>+<Z>
to Privileged
Exec mode.
SNMP v3 Host  |From Global console(config-snmp) # Toexit to Global
Configuration Configuration Configuration
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mode, use the
exit command,
or press
<Ctrl>+<Z>
to Privileged
Exec mode.
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Table 2-5. Navigating CLI Command Modes (continued)

Command Mode |Access Method Command Prompt Exit or Access
Previous Mode
SNMP From Global console(config-snmp) # To exit to Global
Community Configuration Configuration
Configuration mode, use the mode, use the
snmp-server exit command,
community or press
command. <Ctil>+<Z>
to Privileged
Exec mode
Crypto From Global console(config-crypto-cert) # |To exit to Global
Certificate Configuration Configuration
Generation mode, use the mode, use the
crypto certificate exit command,
number generate or press
command. <Ctil>+<7Z>
to Privileged
Exec mode.
Crypto From Privileged console(config-crypto-cert)# |To exit to
Certificate Exec mode, use the Privileged Exec
Request crypto certificate mode, use the
number request exit command,
command. or press
<Ctrl>+<Z>.
Stack From Global console (config-stack) # Toexit to Global
Configuration Configuration
mode, use the stack mode, use the
command. exit command,

or press
<Ctrl>+<7Z>
to Privileged
Exec mode.
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Table 2-5. Navigating CLI Command Modes (continued)

mode, use the
router ospf
command.

Command Mode |Access Method Command Prompt Exit or Access
Previous Mode
Logging From Global console(config-logging) # To exit to Global
Configuration Configuration
mode, use the mode, use the
logging command. exit command,
or press
<Ctil>+<Z>
to Privileged
Exec mode.
MST From Global console(config-mst) # Toexit to Global
Configuration Configuration
mode, use the mode, use the
spanning-tree mst exit command,
configuration or press
command. <Ctrl>+<Z>
to Privileged
Exec mode.
VLAN Config From Global console(config-vlan) # To exit to Global
Configuration Configuration
mode, use the vlan mode, use the
command. exit command,
or press
<Ctril>+<Z>
to Privileged
Exec mode.
Router OSPF From Global console (config-router) # To exit to Global
Config Configuration Configuration

mode, use the
exit command,
or press
<Ctrl>+<Z>
to Privileged
Exec mode
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Table 2-5. Navigating CLI Command Modes (continued)

mode, use the ip vif
command.

Command Mode |Access Method Command Prompt Exit or Access
Previous Mode

Virtual Router From Global console(config-vrf- To exit to Global

Config Configuration XXX) #where XXX is the VR | Configuration

name.

mode, use the
exit command,

or press
<Ctrl>+<Z>
to Privileged
Exec mode
Router RIP From Global console(config-router) # To exit to Global
Config Configuration Configuration
mode, use the mode, use the
router rip exit command,
command. or press
<Ctil>+<7Z>
to Privileged
Exec mode
Router OSPFv3  [From Global console (config-rtr) # To exit to Global
Config Configuration Configuration
mode, use the ipv6 mode, use the
router ospf exit command,
command. or press
<Ctrl>+<Z>
to Privileged
Exec mode
[Pv6 DHCP Pool |From Global console(config-dhcpbs- Toexit to Global
Mode Configuration pool) # Configuration
mode, use the ipv6 mode, use the
dhcp pool exit command,
command. or press
<Ctil>+<Z7Z>
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to Privileged
Exec mode
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Table 2-5. Navigating CLI Command Modes (continued)

Command Mode |Access Method Command Prompt Exit or Access
Previous Mode
Track From Global Switch (config-track)# To exit to Global
Configuration  |Contfiguration Configuration
Mode mode, use the track mode, use the
object-number ip exit command,
sla operation- or press
number command. <Ctil>+<Z>
to Privileged
Exec mode.
IP SLA From Global Switch (config-ip-sla) # Toexit to Global
Configuration Configuration Configuration
Mode mode, use the ip sla mode, use the
operation-number exit command,
command. or press
<Ctil>+<7Z>
to Privileged
Exec mode.
[P SLA ICMP From IP SLA Switch (config-ip-sla-echo)# |To exit to Global
ECHO Configuration Configuration
Configuration mode, use the mode, use the
Mode icmp-echo exit command,
destination-ip- or press
address command. <Ctil>+<Z>
to Privileged
Exec mode.
Interface Configuration Modes
Gigabit Ethernet |From Global console (config-if- To exit to Global
Configuration Giunit/slot/port# Conlfiguration
mode, use the mode, use the
interface exit command,
gigabitethernet or press
command. Or, use <Ctrl>+<7>
the abbreviation to Privileged
interface gi. Exec mode.
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Table 2-5. Navigating CLI Command Modes (continued)

the abbreviation
interface fo.

Command Mode |Access Method Command Prompt Exit or Access
Previous Mode

10 Gigabit From Global console (config-if- To exit to Global

Ethernet Configuration Teunit/slot/port# Conlfiguration
mode, use the mode, use the
interface exit command,
tengigabitethernet or press
command. Or, use <Ctrl>+<7Z>
the abbreviation to Privileged
interface te. Exec mode.

40 Gigabit From Global console (config-if- Toexit to Global

Ethernet Configuration Founit/slot/port# Configuration
mode, use the mode, use the
interface exit command,
fortygigabitetherne or press
t command. Or, use <Ctrl>+<7Z>

to Privileged
Exec mode.

Port Channel

From Global
Configuration
mode, use the
interface port-
channel command.

console (config-if-poport-
channel-number) #

To exit to Global
Configuration
mode, use the
exit command,
or

mode, use the
interface vlan
command.

Or, use the <Ctil>+<Z>
abbreviation to Privileged
interface po. Exec mode.
VLAN From Global console(config-if-vlanvlan- | To exit to Global
Configuration id)# Configuration
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mode, use the
exit command,
or press
<Ctrl>+<Z>
to Privileged
Exec mode.
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Table 2-5. Navigating CLI Command Modes (continued)

use the interface
loopback
command. Or, use
the abbreviation
interface lo.

Command Mode |Access Method Command Prompt Exit or Access
Previous Mode
Tunnel From Global console (config-tunneltunnel- | To exit to Global
Configuration id) # Configuration
mode, use the mode, use the
interface tunnel exit command,
command. Or, use or press
the abbreviation <Ctrl>+<7Z>
interface tu. to Privileged
Exec mode.
Loopback From Global console(config- Toexit to Global
configuration mode, |loopbackloopback-id) # Configuration

mode, use the
exit command,
or press
<Ctrl>+<Z>
to Privileged
Exec mode.

Starting the CLI

To begin running the CLI, perform the following steps:

E NOTE: This procedure is for use on the console line only.

ﬁ NOTE: The Easy Setup Wizard may appear if the switch has no user configuration
saved. Follow the procedure in the Getting Started Guide to configure the switch
using the Easy Setup Wizard.

1 Start the switch and wait until the startup procedure is complete and the
User Exec mode is entered. The prompt console> is displayed.

2 Configure the switch and complete any required tasks.

3 When finished, exit the session with the quit or exit command.

The switch can be managed over a direct connection to the switch console

port or through a Telnet connection. If access is through a Telnet connection,
the switch must have a defined IP address, corresponding management access
granted, and a connection to the network.
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Using CLI Functions and Tools

The CLI has been designed to manage the switch’s configuration file system
and to manage switch security. A number of resident tools exist to support
these and other functions.

Configuration Management

All managed systems have software images and databases that must be
configured, backed up and restored. Two software images may be stored on
the system, but only one of them is active. The other one is a backup image.
The same is true for configuration files, which store the configuration
parameters for the switch. The system has three configuration files. One file is
a memory-only file and is the current configuration file for the switch. The
second file is the one that is loaded by the system when it reboots. There is
one backup configuration file. The system also provides methods to back up
these files to a remote system.

File System Commands

All files are stored in a file system. The commands shown in Table 2-6 are
used to perform operations on these files.

Table 2-6. File System Commands

Command Description

delete file Deletes file.

filedescr file description Adds a description to a file (up to 128
characters can be used).

copy source destination Copices a file from source file to destination
file.

Copying Files

The copy command not only provides a method for copying files within the
file system, but also to and from remote servers. With the copy command and
URLs to identify files, the user can back up images to local or remote systems
or restore images from local or remote systems.
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To use the copy command, the user specifies the source file and the
destination file. For example, copy tftp://remotchost/pub/backuptile backup-
config copies a file from the remote TITP server to a local backup
configuration file. In this case, if the local configuration file does not exist,
then it is created by the command. If it does exist, it is overwritten. If there is
not enough space on the local file system to accommodate the file, an error is
flagged.

Refer to the copy command description in the Layer 2 commands section of
the guide for command details.

Referencing External/Internal File systems

Contfiguration or software images are copied to or retrieved from remote
systems using the TF'TP or FTP protocols.

* tftp://server-name/path/filename — identities a file on a remote TFTP
server identified by the server-name. Trivial file transter protocol is a
simplified F'TP and uses a UDP port instead of TCP and does not have
password protection.

o <ftp/{user@ipaddress | hostname}/filepath/filename> — Identifies a
file on a remote FTP server identified by the server-name. The File
Transfer Protocol (FTP) is a standardized protocol used to transfer files
over the network using TCP. FTP is optionally secured with a clear-text
user name and password.

Special System Files

The following special filenames are used to refer to special virtual system files,
which are under control of the system and may not be removed or added.
These file names are reserved and may not be used as user-defined files.
When the user copies a local source file into one of these special files and the
source file has an attached file description, it also is copied as the file
description for the special file.

* backup-contig — This file refers to the backup configuration file.

. runnlng config — This file refers to the COHflngl'clthH file currently active
in the system. It is possible to copy the running-config image to a backup-
config file or to the startup-contfig file.
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* startup-config — This file refers to the special configuration image stored
in flash memory which is loaded when the system next reboots. The user
may copy a particular configuration file (remote or local) to this special file
name and reboot the system to force it to use a particular configuration.

* active & backup — These files refer to software images. The active image
will be loaded when the system next reboots. Either the active or backup
can be chosen for the next reboot using the command boot system.

The CLI prevents the user from accidentally copying a configuration image
onto a software image and vice versa.

Management Interface Security

This section describes the minimum set of management interface security
measures implemented by the CLI. Management interface security consists
of user account management, user access control and remote network/host
access controls.

CLI through Telnet, SSH, Serial Interfaces

The CLI is accessible through a local serial interface/console port, the out-of-
band interface, or in-band interfaces. Since the console port requires a
physical connection for access, it is used if all else fails. The console port
interface is the only interface from which the user may access the Easy Setup
Wizard. It is the only interface that the user can access if the remote
authentication servers are down and the user has not configured the system to
revert to local managed accounts.

The following rules and specifications apply to these interfaces:

*  The CLIis accessible from remote telnet through the IP address for the
switch. IP addresses are assigned separately for the out-of-band interface
and the in-band ports.

*  The CLI is accessible from a secure shell interface.
*  The administrator generates keys for SSH locally via the CLL

* The serial session defaults to 9600 BAUD, eight data bits, one stop bit, no
parity and no flow control (115200 for the N1100-ON, N2100-ON,
N2200-ON, and N3100-ON).
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User Accounts Management

The CLI provides configuration of authentication for switch administrators
or network users either through remote authentication servers supporting
TACACS+ or RADIUS or through a set of locally managed user accounts.
The setup wizard asks the user to create the initial administrator account and
password at the time the system is booted.

The following rules and specifications apply:
*  The administrator may create additional administrator accounts.

*  User accounts have an associated privilege level, a user name, and a user
password.

¢ The administrator is able to delete the administrator accounts.

* The password is saved internally in encrypted format and never appears in
clear text anywhere on the CLL

e The CLI supports TACACS+ and RADIUS authentication servers and
RADIUS accounting servers.

*  The CLI allows the administrator to configure primary and secondary
authentication servers. If the primary authentication server fails to respond
within a configurable period, the CLI automatically tries the secondary
authentication server.

*  The administrator can specify whether the CLI should revert to using local
accounts when the remote authentication servers do not respond or if the
CLI simply fails the login attempt because the authentication servers are
down. This capability applies only when the administrator is logged in
through a telnet or an SSIH session.

e The CLI always allows the administrator to log in to a local serial port even
if the remote authentication server(s) are down. In this case, CLI reverts to
using the locally configured accounts to allow the administrator to log in.

User Access Control

In addition to authenticating an administrator, the CLI also assigns the
administrator access to one of two security levels. Privilege level 1 has read-
only access. This level allows the administrator to read information but not
configure the switch. The access to this level cannot be modified. Level 15 is
the special access level assigned to the superuser of the switch. This level has
full access to all functions within the switch.
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If the account is created and maintained locally, each account is given an
access level at the time of account creation. If the administrator is
authenticated through remote authentication servers, the authentication
server is configured to pass the access level to the CLI when the account is
authenticated. When RADIUS is used, the Vendor-Specific Option field
returns the access level. Two vendor specific options are supported. These are
CISCO-AV-Pairs(Shell:priv-lvl=x) and Dell RADIUS VSA (user-group=x).
TACACS+ provides the appropriate level of access.

The following rules and specifications apply:

¢ The administrator determines whether remote authentication servers or
locally defined authentication accounts are used.

* If authentication servers are used, the administrator can identify at least
two remote servers (the user may choose to configure only one server) and
what protocol to use with the server, TACACS+ or RADIUS. One of the
servers is primary and the other is the secondary server (the user is not
required to specify a secondary server). If the primary server fails to
respond in a configurable time period, the CLI automatically attempts to
authenticate the user with the secondary server.

*  The administrator is able to specify what happens when both primary and
secondary servers fail to respond. In this case, the user is able to indicate
that the CLI should either use the local user accounts or reject all requests.

* Lvenif the administrator configures the CLI to fail login when the remote
authentication servers are down, the CLI allows access via the serial
interface authenticated by locally managed account data. The default for
serial port access 1s no login or password required.

SYSLOG

The switch supports sending logging messages to a remote SYSLOG server.
The administrator configures a remote log server to which SYSLOG messages
are sent.

The following rules apply:

*  The administrator configures a remote SYSLOG server to which system
logging messages are sent.

* Log messages are implementation-dependent but may contain debug
messages, security or fault events.
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*  The switch maintains at most the last 1000 system events in the in-
memory log.

Security Logs
The system log records security events including the following:

*  User login.

¢ User logout.

*  Denied login attempts.

*  User attempt to exceed security access level.

*  Denied attempts by external management system to access the system.
The security log record contains the following information:

*  The login name, if available, or the protocol being accessed if the event is
related to a remote management system.

* The IP address from which the user is connecting or the IP address of the
remote management system.

* A description of the security event.
*  Atimestamp of the event

If a SYSLOG server is configured and available, the switch sends security
records to the configured servers.

Management ACL

In addition to user access control, the system also supports filtering of
management protocol packets addressed to the switch over the in-band ports.
This capability allows individual hosts or subnets to access the switch using
specific management protocols.

The administrator defines a management profile, which identifies
management protocols such as the following:

e Telnet.

*  SSH and the keying information to use for SSH.
* HTTP.

e HTTPS and the security certificate to be used.

*  SNMPvl/v2c and the read and read/write community strings to be used.
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*  SNMPv3 and the security information for used this protocol.

For each of these management profiles, the administrator defines the list of
hosts or subnets from which the management profiles may be used. The
management ACL capability only applies to in-band ports and may not be
configured on the out-of-band management port.

Other CLI Tools and Capabilities

The CLI has several other capabilities associated with its primary functions.

Terminal Paging

The default terminal width and length for CLI displays is 79 characters and
25 lines, respectively. The length setting is used to control the number of lines
the CLI will display before it pauses. For example, the CLI pauses at 24 lines
and prompts the user with the --More-- or (q)uit prompt on the 25th line.
The CLI waits for the user to press either <q> or <Enter> or any other key.
If the user presses any key other than <FEnter> or <q>, the CLI shows the
next page. A <q> key stops the display and returns to the CLI prompt. The
<Enter> key advances the display by one line. Use the terminal length
command to change the number of lines displayed in a page. A terminal
length of 0 disables pagination. This option is not recommended for serial
console speeds of less than 115200.

Boot Message

The boot message is a system message that is not user-configurable and is
displayed when the system is booting.

To start the normal booting process, select item 1 in the Boot Menu. The
following is a sample log for booting information.

Select startup option within 5 seconds, else Operational Code will start
automatically. ..

Operational Code Startup -- Main Menu

1 - Start Operational Code
2 - Display Boot Menu

Select (1, 2)#

active = /dev/mtd7

Extracting Operational Code from .stk file...done.
Loading Operational Code...done.

Decompressing Operational Code...done.
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Scanning devshell symbols file...

47544 symbols, loading...

Done.

PCI unit 0: Dev 0xb842, Rev 0x02, Chip BCM56842_A0, Driver BCM56840_BO
SOC unit 0 attached to PCI device BCM56842_A0

Adding BCM transport pointers

Configuring CPUTRANS TX

Configuring CPUTRANS RX

<186> Aug 26 08:18:23 0.0.0.0-1 General[72162340]: bootos.c(166) 4 %%
Event(Oxaaaaaaaa) started!

(Unit 1 - Waiting to select management unit)>
Applying Global configuration, please wait ...

Applying Interface configuration, please wait ...

Boot Utility Menu

If a user is connected through the serial interface during the boot sequence,
the operator is presented with the option to enter the Boot Utility Menu
during the boot sequence. Selecting item 2 displays the menu and may be
typed only during the initial boot up sequence.

Select startup option within 5 seconds, else Operational Code will start
automatically. ..

Operational Code Startup -- Main Menu

1 - Start Operational Code
2 - Display Boot Menu

Select (1, 2)# 2

Enter the Boot Menu password:calvin
Boot Menu Rev: 6.0

Operational Code -- Boot Main Menu

- Start Operational Code

- Select Baud Rate

- Retrieve Logs

Load New Operational Code

- Display Operational Code Details

- Reboot

- Restore Configuration to Factory Defaults
11 - Activate Backup Image

12 - Start Password Recovery

COWUh WNEPE
I
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Enter Choice# 4

Creating tmpfs filesystem on /mnt/download for download...done.

Current Active Image# /dev/mtd7

Which Image to Update Active (/dev/mtd7) OR Back-Up (/dev/mtd6)? Select
(A/B): B

You selected to update Back-Up Image /dev/mtd6. ..

Select Mode of Transfer (Press T/X/Y/Z for TFTP/XMODEM/YMODEM/ZMODEM) []:T

Please ensure TFTP server is running to begin Transfer...
Enter Server IP []:10.27.9.99

Enter Host IP []:10.27.22.99

Enter Host Subnet Mask [255.255.255.0]:255.255.252.0

Enter Gateway IP []:10.27.20.1

Enter Filename []:jmclendo/N2000v6.0.0.8.stk

Do you want to continue? Press(Y/N): y

Bringing up ethO interface...done.

Adding default gateway 10.27.20.1 to the Routing Table...done.
Bringing down ethO interface...done.

Erasing /dev/mtd6!!!

Erasing 128 Kibyte @ 17e0000 -- 99 % complete.

Updating code file...

Code Update Instructions Found!

Critical components modified on Back-Up Partition -- Please activate Back-Up
Image to load the same on Reboot

Do you wish to activate Back-Up Image? (Y/N):
Cleaning tmpfs filesystem on /mnt/download. . .done.
Enter Choice# 5

active = /dev/mtd7
Extracting Operational Code from .stk file..._done.
Loading Operational Code...done.
Decompressing Operational Code...done.
Product Details:-
Operational Code Image File Name - N2000v6.0.0.8
Rel 6, Ver 0, Maint Lev O, Bld No 8
Timestamp - Thu Aug 22 13:09:33 EDT 2013
Number of components - 1
Device 776
ImageFlags 1
L7_MODULE_LIST=linux-kernel-bde.ko linux-user-bde.ko

Enter Choice# 10

Are sure you want to Erase Current Configuration? (Y/N): y
Erasing Current Configuration...done.

Boot Menu Rev: 6.0
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Operational Code -- Boot Main Menu

1 - Start Operational Code

2 - Select Baud Rate

3 - Retrieve Logs

4 - Load New Operational Code

5 - Display Operational Code Details
9

- Reboot
10 - Restore Configuration to Factory Defaults
11 - Activate Backup Image
12 - Start Password Recovery

Enter Choice# 11

Current Active Image# /dev/mtd7

Checking for valid back-up image at /dev/mtd6...done.

Activating Back-Up Image /dev/mtd6...done.

Code Update Instructions Found!

Back-Up Image on /dev/mtd6 Activated -- System Reboot Recommended!

Reboot? (Y/N):
Enter Choice# 12

Starting Operational Code for Password Recovery...
active = /dev/mtd6

Extracting Operational Code from .stk file..._.done.
Loading Operational Code...done.

Decompressing Operational Code...done.

4 START_OPR_CODE_PASSWD_RECOVERY MODE
Uncompressing apps-lzma

SyncDB Running. ..

DMA pool size: 16777216

PCI unit 0: Dev Oxb842, Rev 0x02, Chip BCM56842_Al, Driver BCM56840_BO
SOC unit 0 attached to PCI device BCM56842_Al

hpc - No stack ports. Starting in stand-alone mode.

<186> Jul 12 02:40:46 0.0.0.0-1 General[63446620]: bootos.c(179) 11 %%
Event(Oxaaaaaaaa) started!
(Unit 1 - Waiting to select management unit)>

Applying Global configuration, please wait ...

Welcome to Dell Easy Setup Wizard

The setup wizard guides you through the initial switch configuration, and
gets you up and running as quickly as possible. You can skip the setup
wizard, and enter CLI mode to manually configure the switch. You must
respond to the next question to run the setup wizard within 60 seconds,
otherwise the system will continue with normal operation using the default

Usingthe CLI | 266



system configuration. Note: You can exit the setup wizard at any point
by entering [ctri+z].

Would you like to run the setup wizard (you must answer this question within
60 seconds)? [Y/N] n

Thank you for using the Dell Easy Setup Wizard. You will now enter CLI mode.

Applying Interface configuration, please wait ...

Booting without a Startup Configuration

When the system boots without a startup configuration (which is not the
same as an empty startup-config) and no EULA Accept file exists on the stack
master, the following prompt occurs:

(Unit 1 - Waiting to select management unit)>
Applying Global configuration, please wait...

SupportAssist EULA
1 accept the terms of the license agreement. You can reject the license
agreement by configuring this command "eula-consent support-assist reject’.
By installing SupportAssist, you allow Dell to save your contact
information(e.g. name, phone number and/or email address) which would be used
to provide technical support for your Dell products and services. Dell may
use the information for providing recommendations to improve your IT
infrastructure. SupportAssist also collects and stores machine diagnostic
information, which may include but is not limited to configuration
information, user supplied contact information, names of data volumes, IP
addresses, access control lists, diagnostics & performance information,
network configuration information, host/server configuration& performance
information and related data (Collected Data) and transmits this information
to Dell. By downloading SupportAssist and agreeing to be bound by the set
terms and the Dell end user license agreement, available at:
www.dell.com/aeula, you agree to allow Dell to provide remote monitoring
services of your IT environment and you give Dell the right to collect the
Collected Data in accordance with Dells Privacy Policy, available at:
www.dell.com/privacypolicycountryspecific, in order to enable the
performance of all of the various functions of SupportAssist during your
entitlement to receive related repair services from Dell,. You further agree
to allow Dell to transmit and store the Collected Data from SupportAssist in
accordance with these terms. You agree that the provision of SupportAssist
may involve international transfers of data from you to Dell and/or to Dells
affiliates, subcontractors or business partners. When making such transfers,
Dell shall ensure appropriate protection is in place to safeguard the
Collected Data being transferred in connection with SupportAssist. If you are
downloading SupportAssist on behalf of a company or other legal entity, you
are further certifying to Dell that you have appropriate authority to provide
this consent on behalf of that entity. If you do not consent to the
collection, transmission and/or use of the Collected Data, you may not
download, install or otherwise use SupportAssist.

AeroHive HiveManager NG EULA
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This switch includes a feature that enables it to work with HiveManager (an
optional management suite), by sending the switch’s service tag number to
HiveManager to authenticate your entitlement to use HiveManager. If you wish
to disable this feature, you should run command “eula-consent hiveagent
reject” immediately upon powering up the switch for the first time, or at any
time thereafter.

Welcome to Dell Easy Setup Wizard

The setup wizard guides you through the initial switch configuration, and
gets you up and running as quickly as possible. You can skip the setup
wizard, and enter CLI mode to manually configure the switch. You must
respond to the next question to run the setup wizard within 60 seconds,
otherwise the system will continue with normal operation using the default
system configuration. Note: You can exit the setup wizard at any point

by entering [ctri+z].

Would you like to run the setup wizard (you must answer this question within
60 seconds)? (y/n)

Regardless of if the administrator runs or does not run the Easy Setup wizard
and if the SupportAssist application is installed:

eula-consent support-assist accept

is entered into the running-config if the SupportAssist EULA Accept file
exists on the stack master and contains the ‘EULA: Accepted’ text.

Regardless of whether the administrator runs or does not run the Easy Setup
wizard and if the HiveAgent is installed:

eula-consent hiveagent accept

is entered into the running-config if the HiveAgent EULA Accept file exists
on the stack master and contains the ‘EULA: Accepted’ text.

The Easy Setup Wizard also prompts the user to configure a proxy server as
follows:

Step 5:

Would you like to configure the address of an HTTPS proxy server used by the
SupportAssist agent? [Y/N] y

Enter the IPv4 or IPv6 address of the proxy server:192.168.0.3

Enter the port number used by HTTPS [443]:

Enter the user name required to access the proxy server:

Enter the password required to access the proxy server:

This is the configuration information that has been collected:
User Account setup = admin

Password = *****x**
Out-of-band IP address = DHCP
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VLAN1 Router Interface IP = 0.0.0.0 0.0.0.0
Proxy Server Address: 192.168.0.3

Proxy Server Port: 443

Proxy Server User Name:

Proxy Server Password:

Monitoring Traps from CLI

It is possible to connect to the CLI session and monitor the events or faults
that are being sent as traps from the system. This feature is equivalent to the
alarm-monitoring window in a typical network management system. The user
enables display of events or monitor traps from the CLI by entering the
command logging console. Traps generated by the system are dumped to all
CLI sessions that have requested monitoring mode to be enabled. The no
logging console command disables trap monitoring for the session. By
default, console logging is enabled. Use the terminal monitor command to
observe logging messages when connected via telnet or SSI.

Viewing System Messages

System messages autonomously display information regarding occurrences
that may affect switch operations. By default, system messages are not
displayed on CLI sessions connected via telnet or SSH. Use the terminal
monitor command to enable the autonomous display of system messages
when connecting to the switch via telnet or SSH. System messages are always
displayed on the serial console.
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Layer 2 Switching Commands

The sections that follow describe commands that conform to the OSI model
data link layer (Layer 2). Layer 2 commands provide a logical organization for
transmitting data bits on a particular medium. This layer defines the framing,
addressing, and checksum functions for Ethernet packets.

This section of the document contains the following Layer 2 topics:

ACIL Commands

MAC Address Table

Commands

Auto-VolP
Commands

CDhP
Interoperability
Commands
DHCP Layer 2
Relay Commands
DHCP Snooping

Commands

DHCPv6 Snooping

Commands

Dynamic ARP
Inspection
Commands

Ethernet
Configuration
Commands
Ethernet CFM
Commands

Ethernet Ring
Protection
Commands

Green Ethernet
Commands

GMRP Commands

GVRP Commands

IGMP Snooping
Commands

IGMP Snooping

Querier Commands

Interface Error
Disable and Auto
Recovery
Commands

IP Device Tracking  MLAG Commands

Commands

IPv6 Access List
Commands

IPv6 MLD
Snooping
Commands

IPv6 MLD
Snooping Querier
Commands

IP Source Guard
Commands
iISCSI
Optimization

Commands

Link Dependency
Commands

LLDP Commands

Loop Protection
Commands

Multicast VLAN
Registration
Commands

Port Channel

Commands

Port Monitor
Commands

QoS Commands

Spanning Tree
Commands

UDLD Commands

VLAN Commands

Switchport Voice VLAN
Commands
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ACL Commands

Dell EMC Networking N1100-0N/N1500/N2000/N2100-0N/N2200-
ON/N3000-ON/N3100-0ON Series Switches

Access to a switch or router can be made more secure through the use of
Access Control Lists (ACLs) to control the type of traffic allowed into or out
of specific ports. An ACL consists of a series of rules, each of which describes
the type of traffic to be processed and the actions to take for packets that
meet the classification criteria. Rules within an ACL are evaluated
sequentially until a match is found, if any. An implicit deny-all rule is added
after the end of the last configured access group. ACLs can help ensure that
only authorized users have access to specific resources while blocking out any
unwarranted attempts to reach network resources.

ACLs may be used to restrict contents of routing updates, decide which types
of traffic are forwarded or blocked and, above all, provide security for the
network. ACLs are normally used in firewall routers that are positioned
between the internal network and an external network, such as the Internet.
They can also be used on a router positioned between two parts of the
network to control the traffic entering or exiting a specific part of the internal
network.

The Dell EMC Networking ACL feature allows classification of packets based
upon Layer 2 through Layer 4 header information. An Ethernet IPv6 packet is
distinguished from an IPv4 packet by its unique EtherType value; thus, all
IPv4 and IPv6 classifiers implicitly include the EtherType field.

Multiple ACLs per interface are supported. The ACLs can be a combination
of Layer 2 and/or Layer 3/4 ACLs. ACL assignment is appropriate for both
Ethernet ports and LAGs. ACLs can also be time based. The maximum
number of ACLs and rules supported depends on the resources consumed by
other processes and configured features running on the switch.

ACL Logging

Access list rules are monitored in hardware to either permit or deny traffic
matching a particular classification pattern, but the network administrator
currently has no insight as to which rules are being matched. Dell EMC
Networking platforms have the ability to count the number of matches for a
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particular classifier rule. The ACL logging feature allows these hardware "hit"
counts to be collected on a per-rule basis and reported periodically to the
network administrator using the system logging facility and an SNMP trap.

The Dell EMC Networking ACL syntax supports a log parameter that enables
hardware hit count collection and reporting. A five minute logging interval is
used, at which time trap log entries are written for each ACL logging rule that
accumulated a nonzero hit count during that interval. The logging interval is
not user configurable.

How to Build ACLs

This section describes how to build ACLs that are less likely to exhibit false
matches.

Administrators are cautioned to specify ACL access-list, permit and deny rule
criteria as fully as is possible in order to avoid false matches. As an example,
rules that specify a TCP or UDP port value should also specify the TCP or
UDP protocol and the IPv4 or IPv6 Ether type. Rules that specify an [P
protocol should also specify the Ether type value for the frame. In general, any
rule that specifies matching on an upper layer protocol field should also
include matching constraints for each of the lower layer protocols. For
example, a rule to match packets directed to the well-known UDP port
number 22 (SSH) should also include matching constraints on the IP
protocol field (protocol = 0x11 or UDP) and the Ether type field (Ether type
= 0x0800 or IPv4). In Table 3-1 is a list of commonly used Ether types and, in
Table 3-2 commonly used IP protocol numbers.
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Table 3-1. Common Ethertypes

EtherType Protocol

0x0800 Internet Protocol version 4 (IPv4)
0x0806 Address Resolution Protocol (ARP)
0x0842 Wake-on LAN Packet

0x8035 Reverse Address Resolution Protocol (RARP)
0x8100 VLAN tagged frame (IEEE 802.10)
0x86DD Internet Protocol version 6 (IPv6)
0x8808 MAC Control

0x8809 Slow Protocols (IEEE 802.3)
0x8870 Jumbo frames

0x88SE EAP over LAN (EAPOL - 802.1x)
0x88CC Link Layer Discovery Protocol
0x8906 Fibre Channel over Ethernet
0x8914 FCoF Initialization Protocol
0x9100 OmQ

Table 3-2. Common IP Protocol Numbers

IP Protocol Numbers Protocol

0x00 IPv6 Hop-by-hop option
0x01 ICMP

0x02 IGMP

0x06 TCP

0x08 EGP

0x09 IGP

0x11 UDP
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Commands in this Section

This section explains the following commands:

ip access-list mac access-list extended rename
deny | permit (IP ACL) remark

deny | permit (Mac-Access-List- service-acl input

Configuration)

1p access-group show service-acl interface

mac access-group show Ip access-lists

mac access-list extended show mac access-lists

ip access-list

Use the ip access-list command in Global Configuration mode to create an
Access Control List (ACL) that is identified by the parameter list-name and
to enter IPv4-Access-List configuration mode. If parameterized with the
name of an existing access list, additional match clauses are added to the end
of the access list.

Syntax
ip access-list list-name [extended]
no ip access-list list-name

* list-name—Access-list name up to 31 characters in length.

Default Configuration

This command has no default configuration.

Command Mode
Global Configuration mode
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User Guidelines

Access lists use the extended access list format. Multiple permit and deny
clauses and actions may be specified without requiring the access list name to
be entered each time. Permit and deny clauses are entered in order from the
first match clause when in Access List Configuration mode.

ACL names are global. An IPv6 access list cannot have the same name as an
IPv4 access list. Access list names can consist of any printable character
except a question mark. Names can be up to 31 characters in length. ACLs
referenced in a route map may not be edited. Instead, create a new ACL with
the desired changes and refer to the new ACL in the route map.

deny | permit (IP ACL)

Use this command in Ipv4-Access-List Configuration mode to create a new
rule for the current IP access list. Each rule is appended to the list of
configured rules for the list if no sequence number is specified. Use the no
form of the command to delete an existing permit/deny clause.

Syntax

[sequence-number|{deny | permit} {ipv4-protocol | 0-255 | every} {srcip
srcmask | any | host srcip} [{range {portkey | startport} {portkey |
endport}} | {eq | neq | It | gt} {portkey | 0-65535} | {dstip dstmask | any |
host dstip} [{range {portkey | startport} {portkey | endport}} | {eq | neq |
It | gt} {portkey | 0-65535}] [flag [+fin | -fin] [+syn | -syn] [+rst | -rst]
[+psh | -psh] [+ack | -ack] [+urg | -urg] [established]] [icmp-type icmp-
type [icmp-code icmp-code] | icmp-message icmp-message]| [igmp-type
igmp-type]| [fragments| [precedence precedence | tos tos [tosmask] | dscp
dscp]}} [time-range time-range-name] [log] [assign-queue queue-id]
[{mirror | redirect} interface-id] [rate-limit rate burst-size|

no <sequence-number>

* [sequence-number]—Identifies the order of application of the
permit/deny statement. If no sequence number is assigned, permit/deny
statements are assigned a sequence number beginning at 1000 and
incrementing by 10. Statements are applied in hardware beginning with
the lowest sequence number. Sequence numbers only have applicability
within an access group, i.c. the ordering applies within the access-group
scope. The range for sequence numbers is 1- 2147483647.
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{deny | permit}-Specifies whether the IP ACL rule permits or denies the
matching traffic.

{ipv4-protocol | number| every}—Specifies the protocol to match for

the IP ACL rule.

- IPv4 protocols: eigrp, gre, icmp, igmp, ip, ipinip, ospf, tcp, udp, pim,
arp, sctp

— number: a protocol number in decimal, for example, § for EGP
- every: Match any protocol (don’t care)

srcip srcmask | any | host srcip—Specifies a source IP address and
netmask to match for the IP ACL rule.

- Specifying “any” implies specifying srcip as “0.0.0.0” and srcmask as
“255.255.255.255” for IPv4.

- Specifying “host A.B.C.D” implies srcip as “A.B.C.D” and srcmask as
“0.0.0.0”.

[{{eq | neq | It | gt} {portkey | number} | range startport endport}|—
Specifies the layer 4 source or destination port match condition for the
TCP/UDP ACL rule. When the protocol is SCTP, TCP or UDP, a source or
destination port number, which ranges from 0-65535, or a portkey, which
can be one of the following keywords: domain, echo, ftp, ftp-data, http,
smtp, snmp, telnet, titp, www, bgp, popZ, pop3, ntp, rip, time, who may be
entered. Fach of these keywords translates into its equivalent destination
port number.

—  When “range” 1s specified, [P ACL rule matches only if the layer 4
port number falls within the specified port range. The startport and
endport parameters identify the first and last ports that are part of the
port range. They have values from 0 to 65535. The ending port must
have a value equal or greater than the starting port. The starting port,
ending port, and all ports in between will be part of the layer 4 port
range.

—  When “eq” is specified, [P ACL rule matches only if the layer 4 port
number is equal to the specified port number or portkey.

—  When “It” is specified, IP ACL rule matches if the layer 4 destination
port number is less than the specified port number or portkey. It is
equivalent to specifying the range as 0 to <specified port number —
1>,
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When “gt” is specified, IP ACL rule matches if the layer 4 destination
port number is greater than the specified port number or portkey. It is

equivalent to specifying the range as <specified port number + 1> to
65535.

When “neq” is specified, IP ACL rule matches only if the layer 4
destination port number is not equal to the specified port number or
portkey.

[Pv4 TCP/UDP port names: domain, echo, ftp, ftp-data, http, smtp,
snmp, telnet, titp, www, bgp, pop2, pop3, ntp, rip, time, who

dstip dstmask | any | host dstip—Specifies a destination IP address and
netmask for match condition of the IP ACL rule.

Specifying “any” implies specifying dstip as “0.0.0.0” and dstmask as
“255.255.255.2557.

Specifying “host A.B.C.D” implies dstip as “A.B.C.D” and dstmask as
“0.0.0.0”.

[precedence precedence | tos tos [tosmask]| | dscp dscp]—Specifies the
TOS for an IP/TCP/UDP ACL rule depending on a match of precedence
or DSCP values using the parameters dscp, precedence, or tos tosmask.
flag [+fin | -fin] [+syn | -syn] [+rst | -rst] [+psh | -psh] [+ack | -ack]
[+urg | -urg] [established|—Specifies that the [P/TCP/UDP ACL rule
matches on the TCP flags.

Ack — Acknowledgment bit
Fin - Finished bit

Psh — push bit

Rst — reset bit

Syn — Synchronize bit

Urg - Urgent bit

When “+ <tcpflagname>7 is specified, a match occurs if specified
<tcpflagname> flag is set in the TCP header.

When “-<tcptlagname>" is specified, a match occurs if specified
<tcpflagname> flag is “NOT™ set in the TCP header.

When “established” is specified, a match occurs if either the RST or
ACK bits are set in the TCP header.
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- This option is visible only if protocol is “tcp”.

[icmp-type icmp-type [icmp-code icmp-code] | icmp-message icmp-
message| —Specifies a match condition for ICMP packets.

—  When icmp-type is specified, IP ACL rule matches on the specified
ICMP message type, a number from 0 to 255.

—  When icmp-code is specified, IP ACL rule matches on the specified
ICMP message code, a number from 0 to 255.

- Specifying icmp-message implies both icmp-type and icmp-code are
specified.

—  ICMP message is decoded into corresponding ICMP type and ICMP
code within that ICMP type. This option is visible only if the protocol
1s “lcmp”.

- IPv4 ICMP message types: echo echo-reply host-redirect mobile-
redirect net-redirect net-unreachable redirect packet-too-big port-
unreachable source-quench router-solicitation router-advertisement
time-exceeded ttl-exceeded unreachable

igmp-type igmp-type—When igmp-type is specified, IP ACL rule matches
on the specified IGMP message type (i.e., a number from 0 to 255).

fragments—Specifies the rule matches packets that are non-initial
fragments (fragment bit asserted). Not valid for rules that match L4
information such as TCP port number since that information is carried in
the initial packet.

log—Specities that this rule is to be logged if the permit/deny rule has
been matched one or more times since the expiry of the last logging
interval. The logging interval is 5 minutes.

time-range time-range-name—Allows imposing time limitation on the
ACL rule as defined by the parameter time-range-name. (See Time
Ranges Commands for more information.) If a time range with the
specified name does not exist and the ACL containing this ACL rule is
applied to an interface or bound to a VLAN, then the ACL rule is applied
immediately. If a time range with specified name exists and the ACL
containing this ACL rule is applied to an interface or bound to a VLAN,
then the ACL rule is applied when the time-range with specified name
becomes active. The ACL rule is removed when the time-range with
specified name becomes inactive.
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* assign-queue queue-id—Specifies the assign-queue, which is the queue
identifier to which packets matching this rule are assigned. The queue ID
is the internal queue number (traffic class), not the CoS value. Use the
show classofservice command to display the assignment of CoS and DSCP
values to internal queue numbers.

*  {mirror | redirect} interface-id—Specifies the mirror or redirect Ethernet
interface to which packets matching this rule are copied or forwarded,
respectively.

* rate-limit rate burst-size—Specifies the allowed rate of traffic as per the

configured rate in Kbps, and burst-size in kbytes. Rate limits only apply to
permit rules.

- Rate — the committed rate in kilobits per second

—  Burst-size — the committed burst size in Kilobytes.

Default Configuration

No ACLs are configured by default. An implicit deny all condition is added by
the system after the last MAC or IP/IPv6 access group if no route-map is
configured on the interface.

Command Mode
Ipv4-Access-List Configuration mode

User Guidelines

Administrators are cautioned to specify permit and deny rule matches as fully
as is possible in order to avoid false matches. Rules that specify an IP port
value should also specify the protocol (TCP or UDP) and relevant IP
addresses or subnets. In general, any rule that specifies matching on an upper
layer protocol field should also include matching constraints for lower layer
protocol fields. For example, a rule to match packets directed to the well-
known UDP port number 22 (SSH) should also include constraints on the [P
protocol field (UDP). IPv4 and IPv6 ACLs implicitly include the EtherType
in the match criteria. Below is a list of commonly used EtherTypes:

Ethertype Protocol
0x0800 Internet Protocol version 4 (IPv4)
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Ethertype Protocol

0x0806 Address Resolution Protocol (ARP)
0x0842 Wake-on LAN Packet

0x8035 Reverse Address Resolution Protocol (RARP)
0x8100 VLAN tagged frame (IEEE 802.10)
0x86DD Internet Protocol version 6 (IPv6)
0x8808 MAC Control

0x8809 Slow Protocols (IEEE 802.3)

0x8870 Jumbo frames

0x888E EAP over LAN (EAPOL - IEEE 802.1x)
0x88CC Link Layer Discovery Protocol

0x8906 Fibre Channel over Ethernet

0x8914 FCoF Initialization Protocol

0x9100 OinQ

In order to provide the greatest amount of flexibility in configuring ACLs, the
permit/deny syntax allows combinations of matching criteria that may not
make sense when applied in practice.

Port ranges are not supported for ACLs configured in egress (out) access-
groups. This means that only the eq operator is supported in an egress (out)
ACL.

The protocol type must be sctp, tep or udp to specify a port range.

The fragment keyword is not supported for ACLs configured in egress (out)
[Pv4 access-groups.

Rate limits are only valid for permit rules.

Any — is equivalent to 0.0.0.0 255.255.255.255 for [Pv4 access lists

Host — indicates specified address with mask equal to 255.255.255.255 and
address 0.0.0.0 for IPv4.

The command accepts the optional time-range parameter. The time-range

parameter allows imposing a time limitation on the IP ACL rule as defined by
the parameter time-range-name. If a time range with the specified name does
not exist, and the IP ACL containing this ACL rule is applied to an interface
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or bound to a VLAN, then the ACL rule is applied immediately. If a time
range with the specified name exists, and the IP ACL containing this ACL
rule is applied to an interface or bound to a VLAN, then the ACL rule is
applied when the time-range with a specified name becomes active. The ACL
rule is removed when the time-range with a specified name becomes inactive.

An implicit deny all condition is added by the system after the last MAC or
IP/IPv6 access group if no route-map is configured on the interface.

Every permit/deny rule that does not have a rate-limit parameter is assigned a
counter. If counter resources become exhausted, a warning is issued and the
rule is applied to the hardware without the counter.

If a permit|deny clause is entered with the same sequence number as an
existing rule, an error is displayed and the existing rule is not updated with
the new information.

Command History
Updated in 6.3.0.1 firmware. Description updated in the 6.4 release.

Example

console(config)#ip access-list ipv4
console(config-ip-acl)#100 deny ip any any precedence 3

deny | permit (Mac-Access-List-Configuration)

Use the deny command in Mac-Access-List Configuration mode to deny
traffic if the conditions defined in the deny statement are matched. Use the
permit command in Mac-Access-List Configuration mode to allow traffic if
the conditions defined in the permit statement are matched.

Use this command in Mac-Access-List Configuration mode to create a new
rule for the current MAC access list. Each rule is appended to the list of
configured rules for the list, if no sequence number is specified.

The command is enhanced to accept the optional time-range parameter. The
time-range parameter allows imposing a time limitation on the MAC ACL
rule as defined by the parameter time-range-name. If a time range with the
specified name does not exist, and the MAC ACL containing this ACL rule is
applied to an interface or bound to a VLAN, then the ACL rule is applied
immediately. If a time range with the specified name exists, and the MAC
ACL containing this ACL rule is applied to an interface or bound to a VLAN,
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then the ACL rule is applied when the time-range with a specified name
becomes active. The ACL rule is removed when the time-range with a
specified name becomes inactive.

Use the no form of the command to delete an existing permit/deny clause.

Syntax
[sequence-number] deny | permit (MAC access-list configuration)

[sequence-number| {deny | permit} {{any | srcmac srcmacmask} {any |
bpdu |dstmac dstmacmask}} [ethertypekey | [0x0600-0xFFFF] [vlan {eq 0-
4095}] [secondary-vlan {eq 0-4095}] [cos 0-7] [log] [time-range time-range-
name]| [assign-queue queue-id] [{mirror | redirect} interface-id] [rate-limit
rate burst-size]|

no sequence-number

* sequence-number—Identifies the order of application of the permit/deny
statement. If no sequence number is assigned, permit/deny statements are
assigned a sequence number beginning at 1000 and incrementing by 10.
Statements are applied in hardware beginning with the lowest sequence
number. Sequence numbers only have applicability within an access group,

L.e. the ordering applies within the access-group scope. The range for
sequence numbers is 1- 2147483647.

*  srcmac—Valid source MAC address in format xxxx.xXxXx.XXXXx.

* srcmacmask—Valid MAC address bit mask for the source MAC address.
* any—Packets sent to or received from any MAC address.

* dstmac—Valid destination MAC address.

¢ destmacmask—Valid MAC address bit mask for the destination MAC
address.

*  bpdu—Bridge protocol data unit

* cthertypekey—Lither a keyword or valid four-digit hexadecimal number.
(Range: Supported values are appletalk, arp, ibmsna, ipv4, ipv6, ipx,
mplsmcast, mplsucast, Netbios, novell, pppoe, rarp.)

*  0x0600-0xFFFF—Specify custom EtherType value (hexadecimal range
0x0600-0xFFFF).

* vlan eq—VLAN identifier. (Range 0-4095). This matches the outer VLAN
of a single or double-tagged packet. It does not match untagged packets.
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* secondary-vlan eq—VLAN identifier. (Range 0-4095). This matches the
inner VLAN of a double-tagged packet. It does not match single or
untagged packets.

* cos—Class of service. (Range 0-7)

* log—Specifies that this rule is to be logged if the permit/deny rule has
been matched one or more times since the expiry of the last logging
interval. The logging interval is 5 minutes.

* time-range-name—Use the time-range parameter to impose a time
limitation on the MAC ACL rule as defined by the parameter.

* assign-queue—Specifies particular hardware queue for handling traffic
that matches the rule.

* queue-id —0-6, where n is number of user configurable queues available
for that hardware platform. The queue ID is the internal queue number
(traffic class), not the CoS value. Use the show classofservice command
to display the assignment of CoS and DSCP values to internal queue
numbers.

¢ mirror—Copies the traffic matching this rule to the specified interface.

* redirect—Forwards traffic matching this rule to the specified Ethernet
interface.

* interface-id—An Ethernet interface identifier, for example gil/0/12.

* rate-limit rate burst-size—Specifies the allowed rate of tratfic per the
configured rate in Kbps and burst-size in kbytes. Rate limits only apply to
permit rules.

- Rate— The committed rate in kilobits per second

—  Burst-size—The committed burst size in Kilobytes.

Default Configuration

An implicit deny all condition is added by the system after the last MAC or
IP/IPv6 access group if no route-map is configured on the interface.

Command Mode

Mac-Access-List Configuration mode
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User Guidelines

The assign-queue and redirect parameters are only valid for permit
commands.

An implicit deny all condition is added by the system after the last MAC or
IP/IPv6 access group if no route-map is configured on the interface.

Every permit/deny rule that does not have a rate-limit parameter is assigned a
counter. If counter resources become exhausted, a warning is issued and the
rule is applied to the hardware without the counter.

If a permit|deny clause is entered with the same sequence number as an
existing rule, an error is displayed and the existing rule is not updated with
the new information.

Command History
Updated in 6.3.0.1 firmware. Secondary VLAN option added in 6.3.5 release.

Example

The following example configures a MAC ACL to deny traffic from MAC
address 0806.¢200.0000.

console(config)#mac access-list extended DELL123
console(config-mac-access-1ist)#500 deny 0806.c200.0000 0000.0000.0000 any

ip access-group
Use the ip access-group command in Global and Interface Configuration
modes to apply an IP-based ACL on an interface or a group of interfaces.

Use the no ip access-group command to disable an IP-based ACL on an
interface or a group of interfaces.

Syntax
ip access-group name [in | out | control-plane] [seqnum]|
no ip access-group name [in | out | control-plane|

* name — Access list name. (Range: Valid IP access-list name up to 31
characters in length)

* in— The access list is applied to ingress packets.
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* out—The access list is applied to egress packets.

* control-plane—The access list is applied to egress control plane packets
only. This is only available in Global Configuration mode.

* seqnum — Precedence for this interface and direction. A lower sequence
number has higher precedence. Range: 1 — 4294967295 Default is 1.

Default Configuration

This command has no default configuration.

Command Mode

Global Configuration and Interface Configuration (Ethernet, VLAN, or Port
Channel) modes

User Guidelines

The Global Configuration mode command configures the ACL on all
Ethernet and port-channel interfaces, whereas the interface mode command
does so for the selected interface.

Dell EMC Networking switches support configuration of multiple access
groups. Packets are matched against group entries, from lowest sequence
number to highest. Configuring an access-group, using the same sequence
number as an existing entry, replaces the original group entry.

If the access-list specified in the command does not exist, an error is given.

The ACLs in the access-group are configured in hardware when the interface
becomes active. Resource contention issues will only become apparent at that
time. It is recommended that ACLs be configured on an active interface as a
check prior to deployment in the network.

The optional control-plane keyword allows application of an ACL on the CPU
port. Control-plane match actions occur in the egress direction. System level
rules are applied on ingress, after application of any user defined ingress rules,
therefore, it is not possible to rate limit packets matching the system defined
rules with an ACL having a control-plane target. Use the rate-limit cpu
command to reduce the effects of low priority traffic on the switch CPU.

An implicit deny-all rule is added after the end of the last access group in each
direction (in or out).
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Examples

console(config)#ip access-list aclname
console(config-ip-acl)#exit

console(config)#ip access-group aclname in
console(config)#no ip access-group aclname in
console(config)#ip access-list aclnamel
console(config-ip-acl)#exit

console(config)#ip access-group aclnamel out
console(config)#interface tel/0/1
console(config-if-Tel/0/1)#ip access-group aclname out 2
console(config-if-Tel/0/1)#no ip access-group aclname out

Command History
Example and description updated in the 6.4 release.

mac access-group

Use the mac access-group command in Global Configuration or Interface
Configuration mode to attach a specific MAC Access Control List (ACL) to
an interface.

Syntax
mac access-group name [in | out | control-plane| [sequence]
no mac access-group name [in | out | control-plane]
* name — Name of the existing MAC access list. (Range: 1-31 characters)

* [in | out | control-plane]— The packet direction. in applies the access-
list to ingress packets. out applies the access-list to egress packets. control-
plane applies the access-list to ingress control plane packets. control-plane
is only valid in Global Configuration mode.

* sequence — Order of access list relative to other access lists already
assigned to this interface and direction. (Range: 1-4294967295)

Default Configuration
No ACLs are configured by default.

Command Mode

Global Configuration mode or Interface Configuration (Ethernet, VLAN or
Port Channel) mode
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User Guidelines
If the access-list specified in the command does not exist, an error is given.

The ACLs in the access-group are configured in hardware when the interface
becomes active. Resource contention issues will only become apparent at that
time. It is recommended that ACLs be configured on an active interface as a
check prior to deployment in the network.

An optional sequence number may be specified to indicate the order of this
access-list relative to the other access-lists already assigned to this interface
and direction. A lower number indicates higher precedence order. If a
sequence number already is in use for this interface and direction, the
specified access-list replaces the currently attached access list using that
sequence number. If the sequence number is not specified for this command,
a sequence number is selected that is one greater than the highest sequence
number currently in use for this interface and direction.

The optional control-plane keyword allows the application of an egress MAC
ACL on the CPU port.

This command specified in Interface Configuration mode only affects a
single interface.

Example
This example rate limits IPv4 multicast traffic ingressing the front panel ports
to 8§ Kbps and a maximum burst of 4 kilobytes.

console(config)# mac access-list extended ipv4-multicast

console(config-mac-access-list)#permit 01:00:5e:00:00:00 00:00:00:FF:ff:ff
any rate-limit 8 4
console(config-mac-access-list)#permit any any

console(config-mac-access-list)#exit
console(config)#mac access-group ipv4-multicast in

mac access-list extended

Use the mac access-list extended command in Global Configuration mode to
create the MAC Access Control List (ACL) identified by the name parameter
and enter MAC Access-list Configuration mode.
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Syntax
mac access-list extended name
no mac access-list extended name

* name — Name of the access list. (Range: 1-31 characters)

Default Configuration

This command has no default configuration.

Command Mode
Global Configuration mode

User Guidelines

Use this command to create a mac access control list. The CLI mode is
changed to Mac-Access-List Configuration when this command is
successfully executed.

Example

The following example creates MAC ACL and enters MAC-Access-List-
Configuration mode.

console(config)#mac access-list extended dell-networking

mac access-list extended rename

Use the mac access-list extended rename command in Global Configuration
mode to rename the existing MAC Access Control List (ACL).
Syntax
mac access-list extended rename name newname
* name — Existing name of the access list. (Range: 1-31 characters)

* newname — New name of the access list. (Range: 1-31 characters)

Default Configuration

This command has no default configuration.

Layer 2 Switching Commands | 289



Command Mode
Global Configuration mode

User Guidelines

Command fails if the new name is the same as the old one.

Example

The following example shows the mac access-list extended rename
command.

console(config)#mac access-list extended DELL1
console(config-mac-access-list)#exit
console(config)#mac access-list extended rename DELL1 DELL2

remark

Use the remark command to add a comment to an ACL rule. Use the no form
of the command to remove a comment from an ACL rule.

Syntax
remark comment
no remark comment

* comment—Fach remark line is limited to 100 characters. The remark may
consist of characters in the range A-Z, a-z, 0-9, and special characters like
space, hyphen, underscore. The total length of the remark must not exceed
100 characters.

Default Configuration

No remarks are present by default.

Command Mode

IPv4 Access-list Configuration mode, IPv6 Access-list Configuration mode,
MAC Access-list Configuration mode, ARP Access-list Configuration mode

The no form of the command is executed in Global Configuration mode.
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User Guidelines

The administrator can use the remark keyword to add comments to ACL rule
entries belonging to an IPv4, IPv6, MAC or ARP ACL. Remarks are associated
with the ACL rule that is created immediately after the remarks are created.
When the ACL rule is removed, the associated remarks are also deleted.

Remarks are shown only in show running-config and are not displayed in
show ip access-lists.

The no remark command removes the first matching remark from an ACL
access-list. Repeated execution of this command with the same remark
comment removes the remark from the next ACL rule which associated with
the comment (if there is any rule configured with the same comment) or an
error message is displayed if there are no matching comments.

Command History
Updated in 6.3.0.1 firmware

Example
console(config)#arp access-list new
console(config-arp-access-list)#remark “testl”

console(config-arp-access-list)#permit ip host 1.1.1.1 mac host
00:01:02:03:04:05

console(config-arp-access-list)#remark “testl”
console(config-arp-access-list)#remark “test2”
console(config-arp-access-list)#remark “test3”

console(config-arp-access-list)#permit ip host 1.1.1.2 mac host
00:03:04:05:06:07

console(config-arp-access-list)#permit ip host 2.1.1.2 mac host
00:03:04:05:06:08

console(config-arp-access-list)#remark “test4”
console(config-arp-access-list)#remark ‘“test5”

console(config-arp-access-list)#permit ip host 2.1.1.3 mac host
00:03:04:05:06:01

service-acl input

Use the service-acl input command in Interface Configuration mode to block
Link Local Protocol Filtering (LLPF) protocol(s) on a given port. Use the no
form of this command to unblock link-local protocol(s) on a given port.
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Syntax

service-acl input {blockedp | blockvtp | blockdtp | blockudld | blockpagp |
blocksstp | blockall}

no service-acl input [blockedp | blockvtp | blockdtp | blockudld |
blockpagp | blocksstp | blockall]

*  blockedp—To block CDP PDU’s from being forwarded.

*  blockvtp—To block VTP PDU’s from being forwarded.

*  blockdtp—To block DTP PDU’s from being forwarded.

*  blockudld—To block UDLD PDU’s from being forwarded.
*  blockpagp—To block PAgP PDU’s from being forwarded.
*  blocksstp—To block SSTP PDU’s from being forwarded.

*  blockall—To block all the PDU’s with MAC of 01:00:00:0c:cc:cx (x-don’t care)
from being forwarded.

Default Configuration

The default is that none of the listed protocol PDUs are blocked. UDLD is
blocked by default. No other protocol is blocked by default.

Command Mode

Interface Contiguration (Ethernet, Port-channel)

User Guidelines

To specify multiple protocols, enter the protocol parameters together on the
command line, separated by spaces. This command may be entered multiple
times and will block all protocols identified in the arguments. This command
is not supported on the N1500 Series switches.

Example
console(config-if-Tel/0/1)#service-acl input blockall

show service-acl interface

This command displays the status of LLPF rules configured on a particular
port or on all the ports.
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Syntax
show service-acl interface {interface-id | all}

* interface-id—An Ethernet interface identifier or a port channel interface
identifier. See Interface Naming Conventions for interface
representation.

Default Configuration
UDLD is blocked by default. No other protocol is blocked by default.

Command Mode

Privileged Exec mode, Global Configuration mode and all Configuration
submodes

User Guidelines

This command is not supported on the N1500 Series switches.

Example
console#show service-acl interface tel/0/1

console(config-if-Tel/0/1)#show service-acl interface tel/0/1

Service-acl Interface Tel/0/1

Protocol Mode

CDP Disabled
VTP Disabled
DTP Disabled
UDLD Enabled
PAGP Disabled
SSTP Disabled
ALL Disabled

show access-lists interface

Use the show access-lists interface command to display interface ACLs.

Syntax

show access-lists interface {interface-id {in | out}} | control-plane
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* interface-id—The interface identifier (Ethernet, port-channel, or
VLAN).

* in—Show the ingress ACLs.
* out—Show the egress ACLs.

* control-plane—Show the control plane ACLs.

Default Configuration
No ACLs are configured by default.

Command Mode

Privileged Exec mode, Global Configuration mode and all Configuration
submodes

User Guidelines

There are no user guidelines for this command.

Examples

console#show access-lists interface control-plane

ACL Type ACL Name Sequence Number
1PV6 ip61 1000

show ip access-lists

Use the show ip access-lists command to display an IP ACL and time-range
parameters.

Syntax
show ip access-lists [accesslistname]

* accesslistname—The name used to identify the IP ACL.

Default Configuration

This command has no default configuration.
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Command Mode

Privileged Exec mode, Global Configuration mode and all Configuration
submodes

User Guidelines

This command displays information about the attributes “icmp-type”, “icmp-
code”, “igmp-type,” “fragments,” “routing,” and “source and destination L4
port ranges.” It displays the committed rate, committed burst size and the
ACL rule hit count of packets matching the ACL rule. This matching packet
counter value rolls over upon reaching the maximum value

(18446744073709551615 or 26 -1).

For an ACL with multiple match rules, processing occurs in order until a rule
is matched. Only the counter associated with the matching rule is
incremented. (e.g., consider an ACL with three rules, rule 1 does not match,
and rule 2 is matched. Rule 3 is not processed. The counters for rule 1 and
rule 3 are not incremented.)

If an ACL rule is configured with a rate limit, the counter value is the
matched packet count (i.e., both the forwarded and dropped packets are
counted). If an ACL rule is configured without a rate limit, the counter value
is the count of either the permitted or denied packets.

ACL counters do not interact with DiffServ policies. ACL counters do not
interact with PBR counters.

ACL hit counters are associated with the ACL, not the interface on which the
ACL is applied. An ACL applied to multiple interfaces will display identical
(or nearly identical) counts for each interface. The count displayed is the sum
of matching packets received or transmitted on all associated interfaces.

Command History
Updated in 6.3.0.1 firmware.

Examples
The following example displays the configured IP ACLs.

console(config)#show ip access-lists
Current number of ACLs: 4 Maximum number of ACLs: 100
ACL Name Rules Count Interface(s) Direction
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TO_FRM 2 437 Gil1/0/26
UPLINKS 5 0 Gil/0/26
Allow-192-168-0-x 3 7617636 Gil/0/29

The following example displays the IP ACLs
console#show ip access-lists asdasd

IP ACL Name: asdasd
Inbound Interface(s):

Gi1/0/7

Rule Number: 1

/Yo o o o
Match ANl . i
Protocol . ... e
IP Address. ... ..o .
IP Mask. ... oL
Source Layer 4 Operator. . .......oeeeeeuenannn
Source L4 Port Keyword. ... .. ... c.oooooaao--
Destination IP Address. ... ... iiiioiananannn
LIS - Vo L=

Source
Source

ACL HIt Count. ..o it iia e e iiaa e aeaan

Rule Number: 2

Yo o o o
Match ALl . i
Protocol . ... e
IP Address. ... ..o .
Destination IP Address. ... ... iiiioaananannn
Destination IP Mask. . ... ... iiuaaoaanaan-
IO S o - T 1

Source

ACL Hit Count. ... ...

Inbound

Outbound

Inbound

configured on a device.

.. FALSE

.. 43

(lIgnore)
(Set)

(lgnore)
(lIgnore)
(lIgnore)
(lgnore)
43981900

.. permit

.. FALSE

.. 6(tcp)

.. any

.. 1.2.3.4

.. 0.0.0.0

.. FIN (Ignore)
SYN (Set)
RST (lgnore)
PSH (lgnore)
ACK (lIgnore)
URG (lgnore)
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The following examples show Dynamic ACLs configured for both the data
and voice VLAN.

[Pv4 Data and Voice:

console#show ip access-lists
Current number of ACLs: 4 Maximum number of ACLs: 100

ACL Name Rules Count Interface(s) Direction
IP-DACL-IN-Gi1/0/9#d 1 418 Gi1/0/9 Inbound
IP-VDACL-IN-Gi1/0/9#d 1 0 Gil/0/9 Inbound
[Pv6 Data and Voice:

console#show ipv6 access-lists
Current number of ACLs: 4 Maximum number of ACLs: 100

IPv6 ACL Name Rules Count Interface(s) Direction
1PV6-DACL-IN-Gi1/0/9#d 1 246 Gi1/0/9 Inbound
IPV6-VDACL-IN-Gi1/0/9#d 1 0 Gi1/0/9 Inbound

Display with the ACL name for any of the above (no #d required in
command):
console#show ip access-lists IP-DACL-IN-Gi1/0/9

IP ACL Name: IP-DACL-IN-Gil/0/9#d
Inbound Interface(s):

Gi1/0/9

Rule Number: 50

/Yot oo o I permit
Match ALl . i TRUE
ACL HIt CouNt. . oot ee e e i i e e ieeaa e 418

show mac access-lists

Use the show mac access-lists command to display a MAC access list and all
the rules that are defined for the MAC ACL. Use the [name] parameter to
identify a specific MAC ACL to display.

Syntax
show mac access-lists name

* name—Use this parameter to identify the specific MAC ACL to display.
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Default Configuration

This command has no default configuration

Command Mode

Privileged Exec mode, Global Configuration mode and all Configuration

submodes

User Guidelines

The hit counter applies to the ACL, not to the interface. It shows the sum of
all matching packets across all interfaces to which the ACL is applied. For an

ACL applied to multiple interfaces, the hit counter will be identical for all

interfaces.

Command History

Updated in 6.3.0.1 firmware. Updated User Guidelines in 6.3.0.5 firmware.

Example
console#show mac access-lists

Current number of all ACLs: 9 Maximum number of all ACLs: 100

MAC ACL Name Rules Count Interface(s) Direction
DELL123 1 0 Gil1/0/1 Inbound
ipv4-multicast 2 14666 Pol1-64,Gil/0/1-24, Inbound

console#show mac access-lists mac-acl
MAC ACL Name: mac-acl
Outbound Interface(s):

Gi1/0/8

Rule Number: 1

/Yot oo o I permit

Source MAC AdAresS. . ..o oc i i i e aeaeaaaaa et 0000.1122.3344
Source MAC MaskK. ..o e i e i e FFFF.0000.0000
o 1= 11 1= ipx

R 100

ACL HIt Count. ..ot e e e i i e e ieeaaa s 213
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Rule Number: 2

/Yo o o o I permit

Source MAC Address. . ..o im e e i i e e acaa e e 0000.1133.2244
Source MAC Mask. ... ... ..o FFFF.0000.0000
EtherType. - ittt eeeaeaaaann ip

VAN . i ee e eaaaaaaan 100

ACL Hit Count. ... ... 213
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MAC Address Table Commands

Dell EMC Networking N1100-0N/N1500/N2000/N2100-0N/N2200-
ON/N3000-ON/N3100-0ON Series Switches

Dell EMC Networking switches implement a MAC Learning Bridge is
compliance with IEEE 802.1Q. The switches implement independent VLAN
learning (IVL). Dynamically learned MAC addresses are used to filter the set
of ports on which a frame is forwarded within a VLAN, that is, the destination
MAC address and ingress VLAN for a frame entering the switch is looked up
in the MAC address table and, if a match is found, the frame is forwarded out
the matching port(s). If no match is found, the frame is flooded out all ports
in the VLAN except for the ingress port.

When a frame is received on a port, the source MAC address (and VLAN) is
looked up in the MAC address table. If no matching entry is found, a new
entry is added to the MAC address table associated with the source port. If a
matching entry is found, the matching entry timestamp is refreshed such that
it will continue to remain in the MAC address table. Dynamic MAC address
entries for which no frames have been received within the aging period are
removed out of the MAC address table. The administrator can globally
configure the MAC address aging timer.

Administrators can configure static MAC address entries. Static MAC entries
are treated in the same manner as dynamic MAC address entries for the
purposes of frame forwarding. Static MAC addresses never age out of the
MAC address database and can only be removed by administrator action.

Port security allows the administrator to disable learning of MAC addresses
on selected interfaces. Dynamically learned MAC addresses are flushed on an
interface at the time port security is enabled. The interface then dynamically
learns MAC addresses up to the configured limit and no more. The
administrator may configure a limit of 0 in order to disable MAC learning on
the interface entirely. In this configuration, it is advisable to configure static
MAC entries on the interface in order to facilitate forwarding.
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Commands in this Section

This section explains the following commands:

clear mac address-table

mac address-table aging-
time

mac address-table multicast

forbidden address

mac address-table static

show mac address-table
multicast

show mac address-table

show mac address-table
address

show mac address-table
count

show mac address-table
dynamic

show mac address-table
interface

show mac address-table
static

show mac address-table show mac address-table vlan

count

switchport port-security
(Interface Configuration)

show p()rf—sccurif}'

clear mac address-table

Use the clear mac address-table command to remove learned entries from the
forwarding database.

Syntax

clear mac address-table dynamic [address mac-addr | interface interface-id |
vlan vlan-id|

* mac-addr—Delete the specified MAC address.

* interface-id—Delete all dynamic MAC addresses on the specified Ethernet port
or port channel.

*  vlan-id—Delete all dynamic MAC addresses for the specified VLAN. The range
is 1 to 4093.

Default Configuration

This command has no default configuration.

Command Mode

Privileged Exec mode
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User Guidelines

This command has no user guidelines.

Example

In this example, the mac address-table tables are cleared.

console#clear mac address-table dynamic

mac address-table aging-time

Use the mac address-table aging-time command in Global Configuration
mode to set the aging time of the address. To restore the default, use the no
form of the mac address-table aging-time command.

Syntax
mac address-table aging-time {0 | 10-1000000}
no mac address-table aging-time
*  0—Disable aging time for the MAC Address Table.

*  10-1000000—Set the number of seconds aging time for the MAC Address
Table.

Default Configuration
300 seconds

Command Mode

Global Configuration mode

User Guidelines

This command has no user guidelines.

Example
In this example the MAC Address Table aging time is set to 400.

console(config)#mac address-table aging-time 400
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mac address-table multicast forbidden address

Use the mac address-table multicast forbidden address command in Global
Configuration mode to forbid adding a specific multicast address to specific
ports. To allow the multicast group, use the no form of this command.

Syntax

mac address-table multicast forbidden address vlan vlan-id {mac-multicast-
address | ip-multicast-address} {add | remove} interface interface-list

no mac address-table multicast forbidden address vlan vlan-id {mac-
multicast-address | ip-multicast-address}

* add—Adds ports to the group.

* remove—Removes ports from the group.

* vlan vlan-id—A valid vlan-id. (Range 1-4093)

* mac-multicast-address—MAC multicast address.
* ip-multicast-address —IP multicast address.

* interface-list —Specify a comma separated list of interface identifiers, a
range of interfaces, or a combination of both. Interface identifiers can be
port channel interface identifiers or Ethernet interface identifiers.
Embedded blanks are not allowed in the list.

Default Configuration
No forbidden addresses are defined.

Command Mode
Global Configuration mode

User Guidelines

Before defining forbidden ports, ensure that the multicast group is registered.
Changing an unregistered multicast address to forbidden on an mrouter port
will effectively forbid the multicast group on all ports on the switch as it
inhibits the source of the multicast group.
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Examples

In this example the MAC address 0100.5¢02.0203 is forbidden on port 2/0/9
within VLAN 8.

console(config)#mac address-table multicast forbidden address vlan 8
0100.5e02.0203 add interface gigabitethernet 2/0/9

mac address-table static

Use the mac address table static command in Global Configuration mode to
add a static MAC-layer station source address to the bridge table. To delete
the MAC address, use the no form of the mac address table static command.

Syntax
mac address-table static mac-addr vlan vlan-id interface interface-id
no mac address-table static mac-addr vlan vlan-id interface-id]

* mac-address—A valid MAC address.

* vlan-id—Valid VLAN ID (1-4093).

* interface-id—The interface to which the received packet is forwarded.
Ethernet interface identifiers and port channel identifiers are valid for this
command.

Default Configuration

No static addresses are defined. The default mode for an added address is
permanent.

Command Mode
Global Configuration mode

User Guidelines

The MAC address may be a unicast or multicast MAC address. Static MAC
addresses are never overridden by dynamically learned addresses. This has
implications for protocols like IGMP snooping, where statically configuring
the MAC address of a multicast router keeps IGMP snooping from
dynamically adding the multicast router to a different port.
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The maximum number of static MAC addresses that may be configured on a
port is limited by the switchport port-security maximum command.

This command may be invoked multiple times with different interfaces (and
the same VLAN) when used with a multicast MAC address.

Example

The following example adds a permanent static MAC address ¢2£3.220a.12f4
to the MAC address table.

console(config)# mac address-table static c2f3.220a.12f4 vlan 4 interface
gigabitethernet6/0/1

switchport port-security (Global Configuration)

Use the switchport port-security command in Global Configuration mode to
enable port security globally. Use the no form of the command to disable port
security globally.

Syntax
switchport port-security

no switchport port-security

Default Configuration
Port security is disabled by default.
No MAC addresses are learned or configured by default.

Command Mode
Global Configuration mode

User Guidelines

Port security must be enabled globally and on the interface or VLAN in order
to be active. Disabling port security globally does not remove sticky MAC
address configuration from the running-config.

Layer 2 Switching Commands | 305



Port security allows the network administrator to secure interfaces or VLANs
by specifying (or learning) the allowable MAC addresses on a given port.
Packets with a matching source MAC address are forwarded normally. All
other host packets are discarded. Port security operates on access, trunk and
general mode ports.

Two methods are used to implement Port MAC locking: dynamic locking and
static locking. Static locking further has an optional sticky mode.

Dynamic locking implements a ‘first arrival’ mechanism for MAC locking.
The administrator specifies how many dynamic addresses may be learned on
the locked port. If the limit has not been reached, then a packet with an
unknown source MAC address is learned and forwarded normally. If the MAC
address limit has been reached, the packet is discarded. The administrator can
disable dynamic locking (learning) by setting the number of allowable
dynamic entries to zero.

When a MAC locking enabled link goes down, all of the dynamically locked
addresses are ‘freed.” When the link is restored, that port can once again learn
MAC addresses up to the administrator specified limit.

A dynamically locked MAC address is eligible to be aged out if another packet
with that MAC address is not seen within the age-out time. Dynamically
locked MAC addresses are also eligible to be relearned on another port if
station movement occurs. Statically locked MAC addresses are not eligible for
aging. If a packet arrives on a port with a source MAC address that is statically
locked on another port, then the packet is discarded.

Static locking allows the administrator to specify a list of host MAC addresses
that are admitted on a port. The behavior of packets is the same as for
dynamic locking: only packets with a known source MAC address can be
admitted and forwarded. Any packets with source MAC addresses that are not
configured are discarded. The switch treats this as violation and supports send
a SNMP port-security trap.

If the administrator knows the specific MAC address (or addresses) that will
be connected to a particular port, she can specify those addresses as static
entries. By setting the number of allowable dynamic entries to zero, only
packets with a source MAC address matching a MAC address in the static list
are forwarded.

To configure static locking only, set the dynamic MAC limit to 0. T'o configure
dynamic locking only, set the static MAC limit to 0.
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Sticky mode configuration converts all the existing dynamically learned MAC
addresses on an interface to sticky. This means that they will not age out and
will appear in the running-config. In addition, new addresses learned on the
interface will also become sticky. Note that sticky is not the same as static —
the difference is that all sticky addresses for an interface are removed from the
running-config when the interface is taken out of sticky mode. Static
addresses must be removed from the running-config individually.

Sticky MAC addresses appear in the running-config in the following form:

switchport port-security mac-address sticky 0011.2233.4455 vlan 33

Statically locked MAC addresses appear in the running-config in the
following form:

switchport port-security mac-address 0011.2233.4455 vlan 33

Command History

Updated in 6.3.0.1 firmware. VLAN capability added in the 6.6.1 firmware
release.

Example
Enable port security/MAC locking globally and on an interface.

console(config)#switchport port-security
console(config)#interface gil/0/3
console(config-if-gil/0/3)#switchport port-security

Enable port security/MAC locking globally and on an interface, enable sticky
mode on the interface and convert all dynamic addresses on the interface to
sticky.

console(config)#switchport port-security

console(config)#interface gil/0/3

console(config-if-gil/0/3)#switchport port-security
console(config-if-gil/0/3)#switchport port-security mac-address sticky

Add a statically locked MAC address to trunk port Gil/0/3 and VLAN 33.

console(config)#vlan 33
console(config-vlan33)#interface gil/0/3
console(config-if-Gil/0/3)#switchport mode trunk

console(config-if-Gil/0/3)#switchport port-security mac-address
0011.2233.4455 vlan 33
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Add a sticky mode statically locked MAC address to trunk port Gil/0/3 and
VLAN 33.

console(config)#vlan 33
console(config-vlan33)#interface gil1/0/3
console(config-if-Gil/0/3)#switchport mode trunk

console(config-if-Gil/0/3)#switchport port-security mac-address sticky
0011.2233.4455 vlan 33

Remove a sticky mode MAC address from trunk port Gil/0/3 and VLAN 33.

console(config)#vlan 33
console(config-vlan33)#interface gil1/0/3
console(config-if-Gil/0/3)#switchport mode trunk

console(config-if-Gil/0/3)#no switchport port-security mac-address
0011.2233.4455 vlan 33

Convert all dynamically learned MAC addresses on trunk port gil/0/3 to
sticky MAC addresses and save the running-contfig so the configuration will
persist across reboots.

console(config)#vlan 33

console(config-vlan33)#interface gil1/0/3
console(config-if-Gil/0/3)#switchport mode trunk
console(config-if-Gil/0/3)#switchport port-security mac-address sticky
console(config)#do write

Convert all sticky MAC addresses on trunk port gil/0/3 to sticky MAC
addresses and save the running-config so the configuration will persist across
reboots.

console(config)#vlan 33

console(config-vlan33)#interface gil/0/3
console(config-if-Gil/0/3)#switchport mode trunk

console(config-if-Gil/0/3)#switchport port-security mac-address sticky
console(config)#do write

switchport port-security (Interface Configuration)

Use the switchport port-security command to enable or configure port
security (MAC locking) globally. Use the no form of the command to disable
port security globally.
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Syntax

switchport port-security [dynamic { value | vlan {vlan-id | range vlan-
range } maximum limit } | mac-address {mac-address vlan vlan-id | sticky
[mac-addr vlan vlan-id | } | maximum {val} | violation {protect |
shutdown} |

no switchport port-security [dynamic [vlan {vlan-id | range vlan-range} | |

mac-address { mac-addr vlan vlan-id| sticky} | maximum | violation |

* mac-address — The static MAC address to be configured on the interface
and VLAN.

* vlan-id — The VLAN identifier on which to configure the MAC address.
* dynamic — Configure the maximum number of dynamic MAC addresses
that be be learned on the interface. Setting the dynamic limit to 0 causes

all received packets with non-static MAC addresses to be considered as
violations.

» sticky — Configure a sticky MAC address on the interface. If the sticky
parameter not given, a statically locked MAC address is configured on the
interface.

*  maximum <limit> — Configure the maximum number of static MAC
addresses that may be learned on the interface or VLAN.

* violation—Configure the interface to:

—  protect—Protect the interface or VLAN by discarding MAC frames
that are not learned (default) and issuing a log message and a trap.

- shutdown—Protect the interface or VLAN by error disabling the
interface and issuing a log message and a trap. If the MAC address
limit is exceeded for a VLAN, the ports participating in the VLAN are

shut down.

Default Configuration

By default, port security is not enabled and VLAN port security is not
enabled. The default behavior is to drop unknown packets when the limit is
exceeded.

There is no default action. Notifications are not sent by default.

No static or sticky MAC addresses are learned or configured by default.
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The default number of dynamic MAC addresses per interface is 600 (300 for
the N1500 Series switches). The default number of static MAC addresses per
interface is 100.

Both limits are subject to the total MAC address limit supported by the
system.

Command Mode
Interface (Ethernet and port-channel) Configuration mode.

Interface Range mode - Only when using switchport port-security syntax.

User Guidelines

Port security allows the network administrator to secure interfaces or VLANs
by specifying (or learning) the allowed MAC addresses or a limit on a given
port or VLAN. Packets with a matching source MAC address are forwarded
normally. All other host packets are discarded. Port security operates on
access, trunk and general mode ports.

Two methods are used to implement port security: dynamic locking and static
locking. Static locking supports an optional sticky mode.

Dynamic locking implements a ‘first arrival’ mechanism for MAC locking.
The administrator specifies how many dynamic addresses may be learned on
the secure port. If the limit has not been reached, then a packet with an
unknown source MAC address is learned and forwarded normally. If the MAC
address limit has been reached, the packet is discarded, the MAC address is
not learned, and a violation is raised. The administrator can disable dynamic
learning by setting the number of allowable dynamic entries to zero. This
causes all packets with unknown MAC addresses to be considered as
violations.

When a port security enabled link goes down, all of the dynamically learned
addresses are removed from the MAC forwarding database. When the link is
restored, that port can once again learn MAC addresses up to the
administrator specified limit.

A dynamically learned MAC address is eligible to be aged out if another
packet with that MAC address is not seen within the age-out time.
Dynamically learned MAC addresses are also eligible to be re-learned on
another port if station movement occurs.
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Static locking allows the administrator to specify a list of MAC addresses that
are allowed on a port. The behavior of packets is the same as for dynamic
learning once the dynamic limit has been reached: only packets with a known
source MAC address can be forwarded. Any packets with source MAC
addresses that are not configured are discarded. The switch treats this as
violation.

If the administrator knows the specific MAC address (or addresses) that will
be connected to a particular port, she can specify those addresses as static
entries. By setting the number of allowable dynamic entries to zero, only
packets with a source MAC address matching a MAC address in the static list
are forwarded.

Statically locked MAC addresses are not eligible for aging. If a packet arrives
on a port with a source MAC address that is statically locked on another port,
then the packet is discarded.

To configure static locking only, set the dynamic MAC limit to 0 and
configure the static MAC addresses on the interface. To configure dynamic
locking only, set the static MAC limit to 0, and set the appropriate dynamic
MAC address limit.

Source MAC addresses seen on an interface/VLAN other than the learned or
configured MAC addresses and in excess of the limit are considered violations
of port security. Trap issuance violation actions can be configured using the
snmp-server enable traps port-security command. The default action is to log
a message and send an SNMP trap. Port security can optionally error disable
an interface on which a violation occurs using the switchport port-security
violation shutdown command. Setting the port to shutdown mode also
enables the sending of port-security traps.

Enabling sticky mode configuration converts all the existing dynamically
learned MAC addresses on an interface to sticky. It also converts the last
violation MAC address to sticky, even if the dynamic limit is set to 0. These
MAC addresses will not age out and will appear in the running-config. In
addition, new addresses learned on the interface will also become sticky. Note
that sticky is not the same as static — the difference is that all sticky addresses
for an interface are removed from the running-config when the interface is
taken out of sticky mode. Static addresses must be removed from the
running-config individually. Save the running-config to ensure that sticky
addresses survive a switch boot.

Sticky MAC addresses appear in the running-config in the following form:
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switchport port-security mac-address sticky 0011.2233.4455 vlan 33
Statically locked MAC addresses appear in the running-config in the
following form:

switchport port-security mac-address 0011.2233.4455 vlan 33

In order for sticky or static MAC addresses to survive a reboot, the
configuration must be saved.

Dynamic port security may be implemented on a VLAN or interface basis.
Use the switchport port-security dynamic vlan vlan-id maximum val or
switchport port-security dynamic vlan range vlan-range maximum val syntax
to configure VLAN security. Use the switchport port-security dynamic val
syntax to configure port based security.

VLAN port security allows the administrator to secure the network by locking
a station to a particular VLAN. Packets with a matching source MAC address
are forwarded normally in the identified VLAN. All other packets in the
VLAN are dropped.

Port security must be enabled globally to enable VLAN port security. Either or
both may be enabled. Interface port security and VLAN port security may be
configured simultaneously on a port. In the case of conflicts in configuration,
VLAN port security is given precedence.

A maximum of 600 MAC address may be learned on a VLAN with VLAN port
security

enabled.

Command History

Updated in 6.3.0.1 firmware. Additional VLAN security parameters added in
the 6.6.1 firmware release.

Example
Enable port security/MAC locking globally and on an interface.

console(config)#switchport port-security
console(config)#interface gil/0/3
console(config-if-gil/0/3)#switchport port-security
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Enable port security/MAC locking globally and on an interface, enable sticky
mode on the interface and convert all dynamic addresses on the interface to
sticky.

console(config)#switchport port-security

console(config)#interface gil1/0/3

console(config-if-gil/0/3)#switchport port-security
console(config-if-gil/0/3)#switchport port-security mac-address sticky

Add a statically locked MAC address to trunk port Gil/0/3 and VLAN 33.

console(config)#vlan 33
console(config-vlan33)#interface gil/0/3
console(config-if-Gil/0/3)#switchport mode trunk

console(config-if-Gil/0/3)#switchport port-security mac-address
0011.2233.4455 vlan 33

Add a sticky mode statically locked locked MAC address to trunk port Gil/0/3
and VLAN 33.

console(config)#vlan 33
console(config-vlan33)#interface gil/0/3
console(config-if-Gil/0/3)#switchport mode trunk

console(config-if-Gil/0/3)#switchport port-security mac-address sticky
0011.2233.4455 vlan 33

Remove a sticky mode MAC address from trunk port Gil/0/3 and VLAN 33.

console(config)#vlan 33

console(config-vlan33)#interface gil/0/3
console(config-if-Gil/0/3)#switchport mode trunk
console(config-if-Gil/0/3)#no switchport port-security mac-address
0011.2233.4455 vlan 33

Convert all dynamically learned MAC addresses on trunk port 33 to sticky
MAC addresses and save the running-config so the configuration will persist
across reboots.

console(config)#vlan 33

console(config-vlan33)#interface gil/0/3
console(config-if-Gil/0/3)#switchport mode trunk
console(config-if-Gil/0/3)#switchport port-security mac-address sticky
console(config)#do write

Convert all sticky MAC addresses on trunk port 33 to sticky MAC addresses
and save the running-config so the configuration will persist across reboots.
console(config)#vlan 33

console(config-vlan33)#interface gil1/0/3
console(config-if-Gil/0/3)#switchport mode trunk

console(config-if-Gil/0/3)#switchport port-security mac-address sticky
console(config)#do write
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show mac address-table multicast

Use the show mac address-table multicast command to display multicast
MAC address table information.

Syntax

show mac address-table multicast [count] | [[vlan vlan-id] [address {mac-
multicast-address | ip-multicast-address}] [format {ip | mac}]]

¢ vlan-id — A valid VLAN ID value.
e mac-multicast-address — A valid MAC multicast address.
* ip- multicast-address — A valid IP multicast address.

* format — Multicast address display format. Can be ip or mac.

Default Configuration

If format is unspecified, the default is mac.

Command Mode

User Exec mode, Privileged Exec mode, Global Configuration mode and all
Contfiguration submodes

User Guidelines

The count parameter requests the display of the address table usage. No other
parameters may be supplied with the count parameter. The address
parameter indicates that the entry matching the specified address is
displayed. The vlan parameter requests display of entries associated with the
specified VLAN. The format parameter requests that addresses be displayed
in the specified format. The vlan, address, and format parameters may all be
specified together.

A MAC address can be displayed in IP format only if it is in the range
01:00:5¢:00:00:00 through 01:00:5¢:7£:£f:££.

Static multicast MAC addresses can be added via the mac address-table static
command.
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Example

In this example, multicast MAC address table information is displayed.

console#show mac address-table multicast

1 0100.5E05.0505 Static
Forbidden ports for multicast addresses:

Vlan MAC Address Ports

1 0100.5E05.0505
Z NOTE: A multicast MAC address maps to multiple IP addresses, as shown above.

Command History

The description was updated in the 6.4 release.

show mac address-table

Use the show mac address-table command in User Exec or Privileged Exec
mode to display all entries in the bridge-forwarding database.

Syntax

show mac address-table

Default Configuration

This command has no default configuration.

Command Mode

User Exec, Privileged Exec mode, Global Configuration mode and all
Contfiguration submodes

User Guidelines

Use the show mac address-table multicast to display multicast MAC address
entries along with forbidden multicast MAC entries.
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Example

In this example, all classes of entries in the mac address-table are displayed.

console#show mac address-table

Aging time is 300 Sec

Vlan Mac Address

0 001E.C9AA.AE19
1 001E.C9AA._AC19
1 O01E.C9AA.AE1B
10 OO01E.C9AA.AE1B
90 OO01E.C9AA.AE1B

Management
Dynamic

Management
Management
Management

Total MAC Addresses in use: 5

CPU Interface
Gil1/0/21

Vi1

VI10

V190

show mac address-table address

Use the show mac address-table address command in User Exec or Privileged

Exec mode to display all entries in the bridge-forwarding database for the

specified MAC address.

Syntax

show mac address-table address mac-address [interface interface-id| [vlan

vlan-id]

¢ mac-address—A MAC address.

* interface-id—Display information for a specific interface. Valid

interfaces include Ethernet ports and port channels.

* vlan-id—Display entries for the specific VLAN only. The range is 1 to

4093.

Default Configuration

This command has no default configuration.

Command Mode

User Exec, Privileged Exec mode, Global Configuration mode and all

Contfiguration submodes
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User Guidelines

This command has no user guidelines.

Example

In this example, the mac address table entry for 0000.E26D.2C2A is
displayed.
console#show mac address-table address 0000.E26D.2C2A

Vlan Mac Address Type Port

1 0000.E26D.2C2A Dynamic Gil/0/1

show mac address-table count

Use the show mac address-table count command in User Exec or Privileged
Exec mode to display the number of addresses present in the Forwarding
Database.

Syntax
show mac address-table count [vlan vlan-id | interface interface-id|

* interface-id—Specify an interface type; valid interfaces include Ethernet
ports and port channels.

* vlan-id—Specify a valid VLAN, the range is 1 to 4093.

Default Configuration

This command has no default configuration.

Command Mode

User Exec, Privileged Exec mode, Global Configuration mode and all
Contfiguration submodes

User Guidelines

This command has no user guidelines.

Example

The following example displays the addresses in the Forwarding Database:
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console#show mac address-table count
Capacity: 8192

Used: 109

Static addresses: 2

Secure addresses: 1

Dynamic addresses: 97

Internal addresses: 9

show mac address-table dynamic

Use the show mac address-table command in User Exec or Privileged Exec
mode to display all dynamic entries in the bridge-forwarding database.

Syntax

show mac address-table dynamic [address mac-address] [interface interface-
id] [vlan vlan-id]
*  mac-address—A MAC address.

* interface-id —Display information for a specific interface. Valid
interfaces include Ethernet ports and port channels.

* vlan-id—Display entries for the specific VLAN only. The range is 1 to
4093.

Default Configuration

This command has no default configuration.

Command Mode

User Exec, Privileged Exec mode, Global Configuration mode and all
Contfiguration submodes

User Guidelines

This command has no user guidelines.

Example

In this example, all dynamic entries in the mac address-table are displayed.

console#show mac address-table dynamic
Aging time is 300 Sec
Vlan Mac Address Type Port
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1 0000.0001.0000 Dynamic Gil/0/1
1 0000.8420.5010 Dynamic Gil/0/1
1 0000.E26D.2C2A Dynamic Gil1/0/1
1 0000.E89A.596E Dynamic Gil/0/1
1 0001.02F1.0B33 Dynamic Gil/0/1

show mac address-table interface

Use the show mac address-table command in User Exec or Privileged Exec
mode to display all entries in the mac address-table.

Syntax
show mac address-table interface interface-id [vlan vlan-id]

* interface-id —Specify an interface type.Valid interfaces include Ethernet por
and port channels.

*  vlan-id—Specify a valid VLAN. The range is 1 to 4093.

Default Configuration

This command has no default configuration.

Command Mode

User Exec, Privileged Exec mode, Global Configuration mode and all
Configuration submodes

User Guidelines

This command has no user guidelines.

Example

In this example, all classes of entries in the bridge-forwarding database for
Gigabit Ethernet interface 1/0/1 are displayed.

console#show mac address-table interface gigabitethernet 1/0/1
Aging time is 300 Sec

Vlan Mac Address Type Port

1 0000.0001.0000 Dynamic Gil/0/1

1 0000.8420.5010 Dynamic Gi1/0/1
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1 0000.E26D.2C2A Dynamic Gil/0/1
1 0000.E89A.596E Dynamic Gil/0/1
1 0001.02F1.0B33 Dynamic Gil/0/1

show mac address-table static

Use the show mac address-table static command in User Exec or Privileged

Exec mode to display static entries in the bridge-forwarding database.

Syntax

show mac address-table static [address mac-address| [interface interface-id]

[vlan vlan-id]
¢ mac-address —A MAC address.

* interface-id —Specify an interface type; valid interfaces include
Ethernet ports and port channels.

* vlan-id—Specify a valid VLAN; the range is 1 to 4093.

Default Configuration

This command has no default configuration.

Command Mode

User Exec, Privileged Exec mode, Global Configuration mode and all
Contfiguration submodes

User Guidelines

This command has no user guidelines.

Example

In this example, all static entries in the bridge-forwarding database are
displayed.

console#show mac address-table static

Vlan Mac Address Type Port

1 0001.0001.0001 Static Gil/0/1
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show mac address-table vlian

Use the show mac address-table vlan command in User Exec or Privileged
Exec mode to display all entries in the bridge-forwarding database for the
specified VLAN.

Syntax
show mac address-table [vlan vlan-id]
*  vlan-id—Specify a valid VLAN; the range is 1 to 4093.

Default Configuration

This command has no default configuration.

Command Mode

User Exec, Privileged Exec mode, Global Configuration mode and all
Contfiguration submodes

User Guidelines

This command has no user guidelines.

Example
In this example, multiple classes of entries in the bridge forwarding database
are displayed.

console(config-if-Gil/0/4)#show mac address-table vlan 1
Aging time is 400 Sec

Vlan Mac Address Type Port

1 1418.7715.1BAA Dynamic Gi2/0/29
1 1418.7715.47E8 Management CPU

1 2047 .47BA.F696 Dynamic Gi2/0/29
1 B8CA.3AD5.DF1A Static Gi2/0/29

show port-security

Use the show ports security command to display port security (MAC locking)
configuration.
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Syntax
show port-security [ interface-id | all | dynamic interface-id | static interface-
id | violation interface-id]

* interface-id —An Ethernet or port channel interface identifier.

* all—Display information for all interfaces.

Default Configuration

Port security is disabled by default.

No port security MAC addresses are learned or configured by default.
The maximum static MAC address limit is 100 MAC addresses.

The maximum dynamic MAC address limit is 600 MAC addresses.

Command Mode

Privileged Exec mode, Global Configuration mode and all Configuration
submodes

User Guidelines

Setting the dynamic limit to 0 causes all received packets with non-static or
sticky MAC addresses to be considered as violations.

This information is shown if no parameters are given:

Field Description
Admin Mode The configured global administrative status of port
MAC locking.

This information is shown if only an interface parameter is given:

Field Description

Interface Identifier The interface identifier.

Status The port security administrative status
(enabled/disabled).
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Field

Description

Max-dynamic
Max-static
Protect
Frequency

Shutdown

Sticky Mode

The dynamic MAC address limit.

The static address limit.

Trap issued on violation (enabled/disabled).
The frequency of trap issuance (in seconds).

Shut down (err-disable) interface on violation

(enabled/disabled).
Sticky mode configuration (enabled/disabled).

This information is shown if the dynamic parameter is given:

Field

Description

Dynamically Learned
MAC Address

VLAN ID

Dynamically learned MAC addresses.

The VLAN on which the MAC address is learned.

This information is shown if the static parameter is given:

Field

Description

Statically Configured
MAC Address

VLAN ID
Sticky

Statically configured MAC addresses.

The VLAN identifier of the MAC address.
Indicates if the secure MAC address is sticky.

This information is shown if the violation parameter is given:
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Field Description

MAC address The source MAC address of the last packet
discarded on the interface. These are packets with
unknown MAC addresses, e.g., as in the case of the
dynamic limit set to 0.

VLAN ID The VLAN identifier of the discarded packet, if
applicable.

Command History
Updated in 6.3.0.1 firmware.

Example
console(config)#show port-security static gil/0/1

Number of static MAC addresses configured: 2

Static MAC address VLAN ID  Sticky

00:01:ad:32:01 2 Yes
00:10:fe:48:19 2 No
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Auto-VolIP Commands

Dell EMC Networking N1100-0N/N1500/N2000/N2100-0N/N2200-
ON/N3000-ON/N3100-0ON Series Switches

Voice over Internet Protocol (VoIP) allows network users to make telephone
calls using a computer network over a data network like the Internet. With
the increased prominence of delay-sensitive applications (voice, video, and
other multimedia applications) deployed in networks today, proper QoS
configuration ensures high-quality application performance. The Auto-VolP
feature is intended to provide an easy classification mechanism for voice
packets so that they can be prioritized above data packets in order to provide
better QoS. The Auto-VolP service is independent of the Voice VLAN service.
Only one of the two services should be deployed in any network.

The Auto-VolP feature explicitly matches VoIP streams in Ethernet switches
and provides them with a better class of service than ordinary traffic. The
Auto VoIP module provides the capability to assign the highest priority for
the following VolP packets:

*  Session Initiation Protocol (SIP)
o H.323
»  Skinny Client Control Protocol (SCCP)

Auto-VolP borrows ACL lists from the global system pool. ACL lists allocated
by Auto-VolP reduce the total number of ACLs available for use by the
network operator. Enabling Auto-VoIP uses one ACL list to monitor for VoIP
sessions. Each monitored VolP session utilizes two rules from an additional
ACL list. This means that the maximum number of ACL lists allocated by
Auto-VolP is two. The Auto-VolP feature limits the maximum number of
simultaneous users to 16. Administrators should utilize the Voice VLAN
feature for deployment of IP voice service in an enterprise network because
Voice VLAN scales to significantly higher numbers of users.

Commands in this Section

This section explains the following commands:

show switchport voice switchport voice detect auto
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show switchport voice

Use the show switchport voice command to show the status of Auto-VolP on
an interface or all interfaces.

Syntax
show switchport voice [ interface-id ]

* interface-id —An Ethernet or port channel interface identifier.

Default Configuration

There is no default configuration for this command.

Command Mode

Privileged Exec mode, Global Configuration mode and all Configuration
submodes

User Guidelines

See the debug auto-voip command for assistance in troubleshooting Auto-
VoIP issues.

This command accepts an Ethernet interface identifier or a port channel
identifier.

Examples

The following example shows command output when a port is not specified:

console#show switchport voice

Interface Auto VolP Mode Traffic Class
Gil1/0/1 Disabled
Gil1/0/2 Disabled
Gi1/0/3 Disabled
Gil/0/4 Disabled
Gil1/0/5 Disabled
Gi1/0/6 Disabled
Gil1/0/7 Disabled
Gil1/0/8 Disabled
Gi1/0/9 Disabled
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Gi1/0/10 Disabled
Gil/0/11 Disabled
Gil/0/12 Disabled
Gi1/0/13 Disabled
Gil/0/14 Disabled
Gil/0/15 Disabled
Gil1/0/16 Disabled
Gil1/0/17 Disabled
Gil/0/18 Disabled
Gi1/0/19 Disabled
Gil/0/20 Disabled
Gil/0/21 Disabled
Gi1/0/22 Disabled
Gil/0/23 Disabled
Gil/0/24 Disabled
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Pol Disabled
Po2 Disabled
Po3 Disabled
Po4 Disabled
Po5 Disabled
Po6 Disabled
Po7 Disabled
Po8 Disabled
P09 Disabled
Pol10 Disabled
Pol11 Disabled
Po12 Disabled
Po13 Disabled
Po14 Disabled
Po15 Disabled

The following example shows command output when a port is specified:

console#show switchport voice gigabitethernet 1/0/1

Interface Auto VolP Mode Traffic Class

Gil/0/1 Disabled 6

The command output provides the following information:
¢ AutoVoIP Mode—The Auto VoIP mode on the interface.

* Traffic Class—The Cos Queue or Traffic Class to which all VolP traffic is
mapped. This is not configurable and defaults to the highest COS queue
available in the system for data traffic.
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switchport voice detect auto

The switchport voice detect auto command is used to enable the VoIP Profile
on all the interfaces of the switch (global configuration mode) or for a specific
interface (interface configuration mode).Use the no form of the command to
disable the VolP Profile.

Syntax
switchport voice detect auto

no switchport voice detect auto

Default Configuration
This feature is disabled by default.

Command Mode
Global Configuration mode

User Guidelines

The switch Auto-VolP capability is independent of the Voice VLAN capability.
Voice VLAN configuration has no effect on the Auto-VolP capabilities. Voice
VLAN is recommended for enterprise deployments as Auto-VolP is limited in
the number of active VoIP users that can be serviced.

This command is valid for Ethernet and port channel interfaces.

Example
console(config)#interface tengigabitethernet 1/0/1
console(config-if-Tel/0/1)#switchport voice detect auto
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CDP Interoperability Commands

Dell EMC Networking N1100-ON/N1500/N2000/N2100-0N/N2200-

ON/N3000-ON/N3100-0ON Series Switches

Industry Standard Discovery Protocol (ISDP) is a proprietary Layer 2 network
protocol which inter-operates with Cisco network equipment and is used to

share information between neighboring devices. Dell EMC Networking

switches participate in the ISDP protocol and are able to both discover and be

discovered by devices that support the Cisco Discovery Protocol (CDP).

ISDP is based on CDP, which is a precursor to LLDP.

Commands in this Section

This section explains the following commands:

clear isdp counters show isdp

clear isdp table show isdp entry
isdp advertise-v2 show isdp interface
isdp enable show isdp neighbors
1sdp holdtime show isdp traffic

isdp timer -

clear isdp counters

The clear isdp counters command clears the ISDP counters.

Syntax

clear isdp counters

Default Configuration

There is no default configuration for this command.

Command Mode

Privileged Exec mode
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User Guidelines

There are no user guidelines for this command.

Example
console#clear isdp counters

clear isdp table

The clear isdp table command clears entries in the ISDP table.

Syntax
clear isdp table

Default Configuration

There is no default configuration for this command.

Command Mode

Privileged Exec mode

User Guidelines

There are no user guidelines for this command.

Example
console#clear isdp table

isdp advertise-v2

The isdp advertise-v2 command enables the sending of ISDP version 2
packets from the device. Use the no form of this command to send version 1
packets.

Syntax
isdp advertise-v2

no isdp advertise-v2
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Default Configuration
ISDP sends version 2 packets by default.

Command Mode
Global Configuration mode

User Guidelines

There are no user guidelines for this command.

Example
console(config)#isdp advertise-v2

isdp enable

The isdp enable command enables ISDP on the switch. User the “no” form
of this command to disable ISDP. Use this command in global configuration
mode to enable the ISDP function on the switch. Use this command in
interface mode to enable sending ISDP packets on a specific interface.

Syntax
isdp enable

no isdp enable

Default Configuration
ISDP is enabled.

Command Mode
Global Configuration mode.

Interface Contfiguration (Ethernet) mode.

User Guidelines

There are no user guidelines for this command.

Example

The following example enables isdp on interface Gil/0/1.
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console(config)#isdp enable
console(config)#interface gigabitethernet 1/0/1
console(config-if-Gil/0/1)#isdp enable

isdp holdtime

The isdp holdtime command configures the hold time for ISDP packets that
the switch transmits. The hold time specifies how long a receiving device
should store information sent in the ISDP packet before discarding it. The
range is given in seconds. Use the no form of this command to reset the
holdtime to the default.

Syntax
isdp holdtime time
no isdp holdtime

* time—The time in seconds (range 10-255 seconds).

Default Configuration
The default holdtime is 180 seconds.

Command Mode
Global Configuration mode

User Guidelines

This command specifies the amount of time the partner device should
maintain the ISDP information. The local device uses the hold time in
packets received from the partner device. Configuring the hold time locally
does not change the amount of time displayed by the show isdp command.
Contfigure the hold time on the partner device to change the amount of time
the switch maintains the partner information.

Example

The following example sets isdp holdtime to 40 seconds.
console(config)#isdp holdtime 40
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isdp timer

The isdp timer command sets period of time between sending new ISDP
packets. The range is given in seconds. Use the “no” form of this command to
reset the timer to the default.

Syntax

isdp timer time

no isdp timer

* time—The time in seconds (range: 5-254 seconds).

Default Configuration

The default timer is 30 seconds.

Command Mode
Global Configuration mode

User Guidelines

Contfiguring the timer to a low value on a large number interfaces may affect
system processing due to CPU overload. Use the show process cpu command
to examine the system load.

Example

The following example sets the isdp timer value to 40 seconds.

console(config)#isdp timer 40
show isdp

The show isdp command displays global ISDP settings.

Syntax
show isdp

Default Configuration

There is no default configuration for this command.
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Command Mode

Privileged Exec mode, Global Configuration mode and all Configuration
submodes

User Guidelines

There are no user guidelines for this command.

Example

console#show isdp

1111 30

Holld TEme. - i iiaa 180

Version 2 Advertisements............. Enabled
Neighbors table last time changed.... 0 days 00:06:01
Device ID. ... i eee e aaa QTFMPW82400020
Device ID format capability.......... Serial Number
Device ID format. .. ...... .. .......... Serial Number

show isdp entry

The show isdp entry command displays ISDP entries. If a device id specified,
then only the entry about that device is displayed.

Syntax
show isdp entry {all | deviceid}
* all—Show ISDP settings for all devices.

* deviceid—The device ID associated with a neighbor.

Default Configuration

There 1s no default configuration for this command.

Command Mode

Privileged Exec mode, Global Configuration mode and all Configuration
submodes

User Guidelines

There are no user guidelines for this command.
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Example
console#show isdp entry Switch

Device 1D N2000/N3000-ON Series Switch
Address(es):

IP Address: 172.20.1.18

IP Address: 172.20.1.18
Capability Router IGMP
Platform cisco WS-C4948
Interface Gil/0/1
Port ID Gil/0/1
Native VLAN 234
Holdtime 64
Advertisement Version 2
Entry last changed time 0 days 00:13:50
Version:

Cisco I0S Software, Catalyst 4000 L3 Switch Software (cat4000 I19K91S-M),
Version 12_.2(25)EWA9, RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2007 by Cisco Systems, Inc.
Compiled Wed 21-Mar-07 12:20 by tinhuang

show isdp interface

The show isdp interface command displays ISDP settings for the specified
interface.

Syntax
show isdp interface {all | interface-id}
e interface-id—An Ethernet interface identifier.

e all—Display all interfaces.

Default Configuration

There is no default configuration for this command.

Command Mode

Privileged Exec mode, Global Configuration mode and all Configuration
submodes
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User Guidelines

This command accepts an Ethernet interface identifier.

Example

console#tshow isdp interface all
Interface Mode
Gil1/0/1 Enabled
Gil/0/2 Enabled
Gi1/0/3 Enabled
Gil/0/4 Enabled
Gil/0/5 Enabled
Gi1/0/6 Enabled
Gi1/0/7 Enabled
Gil/0/8 Enabled
Gi1/0/9 Enabled

console#show isdp interface gigabitethernet 1/0/1
Interface Mode

Gil/0/1 Enabled

show isdp neighbors

The show isdp neighbors command displays the list of neighboring devices.

Syntax
show isdp neighbors [interface-id][detail]

¢ interface-id—A Ethernet interface identifier.

Default Configuration

There is no default configuration for this command.

Command Mode

Privileged Exec mode, Global Configuration mode and all Configuration
submodes
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User Guidelines

The information displayed varies based upon the information received from

the ISDP neighbor.

Example

consolet#show isdp neighbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge,

S - Switch, H - Host, I - IGMP, r - Repeater

Device ID Intf Holdtime Capability Platform Port ID
CNOH784T2829841E0534A00 Gil/0/13 163 R N3048 Gi1/0/13
R3 Gil/0/16 157 R N3048 Gil/0/16
console#tshow isdp neighbors detail
Device ID Switch
Address(es):

IP Address: 172.20.1.18

IP Address: 172.20.1.18
Capability Router IGMP
Platform cisco WS-C4948
Interface Gil1/0/1
Port ID GigabitEthernetl/1
Native VLAN 234
Holdtime 162
Advertisement Version 2
Entry last changed time 0 days 00:55:20
Version:
Cisco 10S Software, Catalyst 4000 L3 Switch Software (cat4000-19K91S-M), Version

12.2(25)EWA9, RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2007 by Cisco Systems, Inc.
Compiled Wed 21-Mar-07 12:20 by tinhuang

show isdp traffic
The show isdp traffic command displays [SDP statistics.

Syntax
show isdp traffic

Default Configuration

There 1s no default configuration for this command.
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Command Mode

Privileged Exec mode, Global Configuration mode and all Configuration

submodes

User Guidelines

There are no user guidelines for this command.

Example

console#show isdp traffic

ISDP Packets Received. . ... ... .. ..o oooaaaa- 4253
ISDP Packets Transmitted........... .. ... . ..... 127
ISDPv1 Packets Received. .. ..... ... oooooo-- 0
ISDPv1 Packets Transmitted..................... 0
I1SDPv2 Packets Received. . ... ... iiaooaanan 4253
I1SDPv2 Packets Transmitted..................... 4351
ISDP Bad Header. ... ... .. ..o iiaiaaaaaaaan- 0
ISDP Checksum Error. . ... ... ociea o iiiaaaaannn 0
ISDP Transmission Failure. . ... .. ... ... ...... 0
ISDP Invalid Format. . ... ... .. .. .. .. oooo-- 0
ISDP Table Full. ... ... iiiiiiaaan 392
ISDP Ip Address Table Fulll ... ... ... ... ... ...... 737
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DHCP Layer 2 Relay Commands

Dell EMC Networking N1100-0N/N1500/N2000/N2100-0N/N2200-
ON/N3000-ON/N3100-0ON Series Switches

In the majority of network configurations, DHCP clients and their associated
servers do not reside on the same IP network or subnet. Therefore, some kind
of third-party agent is required to transfer DHCP messages between clients
and servers. Such an agent is known as a DHCP Relay agent.

The DHCP Relay agent accepts DHCP requests from any routed interface,
including VLANs. The agent relays requests from a subnet without a DHCP
server to a server or next-hop agent on another subnet. Unlike a router which
switches IP packets transparently, a DHCP Relay agent processes DHCP
messages and generates new DHCP messages as a result.

The Dell EMC Networking DHCP Relay supports DHHCP Option 82 circuit-
id and remote-id for a VLAN.

Commands in this Section

This section explains the following commands:

dhep 12relay (Global Configuration) show dhep 12relay stats interface

dhep 12relay (Interface Configuration) -

dhep 12relay circuit-id show dhep 12relay agent-option vlan
dhep 12relay remote-id show dhep 12relay vlan

dhep 12relay trust show dhep 12relay circuit-id vlan
dhep 12relay vlan show dhep 12relay remote-id vlan
show dhep 12relay all clear dhep 12relay statistics interface

show dhep 12relay interface -
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dhcp 12relay (Global Configuration)

Use the dhep 12relay command to enable Layer 2 DHCP Relay functionality.
The subsequent commands mentioned in this section can only be used when
the L2-DHCP Relay is enabled. Use the no form of this command to disable
L2-DHCP Relay.

Syntax

dhcp 12relay

no dhep 12relay

Default Configuration
DIHCP L2 Relay is disabled by default.

Command Mode
Global Configuration.

User Guidelines

There are no user guidelines for this command.

Example
console(config)#dhcp 12relay

dhcp 12relay (Interface Configuration)

Use the dhep 12relay command to enable DHCP L2 Relay for an interface.
Use the no form of this command to disable DHCP L2 Relay for an interface.

Syntax
dhcp 12relay
no dhep 12relay

Default Configuration
DHCP L2Relay is disabled on all interfaces by default.
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Command Mode

Interface Contfiguration (Ethernet, Port-channel).

User Guidelines

There are no user guidelines for this command.

Example
console(config-if-Gil/0/1)#dhcp 12relay

dhcp 12relay circuit-id

Use the dhep 12relay circuit-id command to enable setting the DHCP
Option 82 Circuit ID for a VLAN. When enabled, the interface number is
added as the Circuit ID in DHCP option 82. Use the no form of this
command to disable setting the DHCP Option 82 Circuit ID.

Syntax
dhcp 12relay circuit-id vlan vlan-list
no dhep 12relay circuit-id vlan vlan-list

*  vlan-list —A list of VLAN IDs. List separate, non-consecutive VLAN IDs
separated by commas (without spaces). Use a hyphen to designate a range

of IDs. (Range: 1-4093)

Default Configuration
Setting the DHCP Option 82 Circuit ID is disabled by default.

Command Mode
Global Configuration

User Guidelines

There are no user guidelines for this command.

Example
console(config)#dhcp 12relay circuit-id vlan 340-350
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dhcp 12relay remote-id

Use the dhep 12relay remote-id command to enable setting the DHCP
Option 82 Remote ID for a VLAN. When enabled, the supplied string is used
for the Remote ID in DHCP Option 82. Use the no form of this command to
disable setting the DHCP Option 82 Remote ID.

Syntax
dhcp 12relay remote-id remoteld vlan vlan-list
no dhep 12relay remote-id vlan vlan-list

¢ remoteld—The string to be used as the remote ID in the Option 82 (Range: 1 -
128 characters).

e vlan-list —A list of VLAN IDs. List separate, non-consecutive VLAN IDs
separated by commas (without spaces). Use a hyphen to designate a range

of IDs. (Range: 1-4093)

Default Configuration
Setting the DHCP Option 82 Remote ID is disabled by default.

Command Mode
Global Configuration.

User Guidelines

There are no user guidelines for this command.

Example
console(config)#dhcp 12relay remote-id dslforum vlan 10,20-30

dhcp 12relay trust

Use the dhep 12relay trust command to configure an interface to mandate
Option-82 on receiving DHCP packets.

Syntax
dhcp 12relay trust
no dhcp 12relay trust
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Default Configuration
DHCP Option 82 is discarded by default.

Configuration Mode

Interface Configuration (Ethernet, Port-channel).

User Guidelines

There are no user guidelines for this command.

Example
console(config-if-Gil/0/1)#dhcp 12relay trust

dhcp 12relay vlian

Use the dhep 12relay vlan command to enable the L2 DIHCP Relay agent for

a set of VLANs. All DHCP packets which arrive on interfaces in the
configured VLAN are subject to L2 Relay processing. Use the no form of this
command to disable L2 DHCP Relay for a set of VLLAN.

Syntax
dhcp 12relay vlan vlan-list

no dhcp 12relay vlan vlan-list

* vlan-list— A list of VLAN IDs. List separate, non-consecutive VLAN IDs
separated by commas (without spaces). Use a hyphen to designate a range

of IDs. (Range: 1-4093)

Default Configuration
DHCP 1.2 Relay is disabled on all VLLANs by default.

Command Mode
Global Configuration mode

User Guidelines

There are no user guidelines for this command.
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Example
console(config)#dhcp 12relay vlan 10,340-345

show dhcp 2relay all

Use the show dhep 12relay all command to display the summary of DHCP L2

Relay configuration.

Syntax
show dhcp 12relay all

Default Configuration

This command has no default configuration.

Command Mode

Privileged Exec mode, Global Configuration mode and all Configuration
submodes

User Guidelines

There are no user guidelines for this command.

Example

console #show dhcp 12relay all

DHCP L2 Relay is Enabled.

Interface L2RelayMode TrustMode
Gil1/0/2 Enabled untrusted
Gi1/0/4 Disabled trusted

VLAN Id L2 Relay Circuitld Remoteld

3 Disabled Enabled --NULL--
5 Enabled Enabled —-NULL--
6 Enabled Enabled --dell--
7 Enabled Disabled --NULL--
8 Enabled Disabled —-NULL--
9 Enabled Disabled --NULL--
10 Enabled Disabled --NULL--
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show dhcp I2relay interface

Use the show dhep 12relay interface command to display DHCP L2 Relay
configuration specific to interfaces.

Syntax
show dhcp 12relay interface {all | interface-id}

* all—Show all interfaces.

* interface-id—Show the specified interface information. The interface may be an

Ethernet interface or a port-channel.

Default Configuration

This command has no default configuration.

Command Mode

Privileged Exec mode, Global Configuration mode and all Configuration
submodes

User Guidelines

There are no user guidelines for this command.

Command History

Port-channel capability added in version 6.5 firmware.

Example

console#tshow dhcp 12relay interface all
DHCP L2 Relay is Enabled.

Interface L2RelayMode  TrustMode

0/2 Enabled untrusted
0/4 Disabled trusted

show dhcp I2relay stats interface

Use the show dhep 12relay stats interface command to display DIICP L2
Relay statistics specific to interfaces.
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Syntax
show dhcp 12relay stats interface {all | interface-id}
¢ all—Show all interfaces.

¢ interface-id—An Ethernet interface.

Default Configuration

This command has no default configuration.

Command Mode

Privileged Exec mode, Global Configuration mode and all Configuration
submodes

User Guidelines

There are no user guidelines for this command.

Example
console#show dhcp 12relay stats interface all

DHCP L2 Relay is Enabled.

Interface UntrustedServer UntrustedClient TrustedServer TrustedClient
MsgsWithOpt82MsgsWithOpt82 MsgsWithoutOpt82 MsgsWithoutOpt82

Gil/0/1 0 0 0 0
Gil/0/2 0 0 3 7
Gi1/0/3 0 0 0 0

show dhcp 2relay agent-option vlian

Use the show dhep 12relay agent-option vlan command to display DHCP L2
Relay Option-82 configuration specific to VLANS.

Syntax
show dhcp 12relay agent-option vlan vlan-list

*  vlan-list—Show information for the specified VLAN range. List separate, non-
consecutive VLAN IDs separated by commas (without spaces). Use a
hyphen to designate a range of IDs. (Range: 1-4093)
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Default Configuration

This command has no default configuration.

Command Mode

Privileged Exec mode, Global Configuration mode and all Configuration
submodes

User Guidelines

There are no user guidelines for this command.

Example

console# show dhcp 12relay agent-option vlan 5-10
DHCP L2 Relay is Enabled.

VLAN Id L2 Relay Circuitid Remoteld

5 Enabled Enabled --NULL--
6 Enabled Enabled broadcom
7 Enabled Disabled --NULL--
8 Enabled Disabled --NULL--
9 Enabled Disabled --NULL--
10 Enabled Disabled --NULL—

show dhcp 2relay vian

Use the show dhep 12relay vlan command to display whether DHCP 1.2 Relay
is globally enabled on the specified VLAN or VLAN range.

Syntax
show dhcp 12relay vlan vlan-list

*  vlan-list—Show information for the specified VLAN range. List separate, non-
consecutive VLAN IDs separated by commas (without spaces). Use a
hyphen to designate a range of IDs. (Range: 1-4093)

Default Configuration

This command has no default configuration.
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Command Mode

Privileged Exec mode, Global Configuration mode and all Configuration
submodes

User Guidelines

There are no user guidelines for this command.

Example

console#show dhcp 12relay vlan 100

DHCP L2 Relay is Enabled.

DHCP L2 Relay is enabled on the following VLANs:
100

show dhcp 2relay circuit-id vian

Use the show dhep 12relay circuit-id vlan command to display whether
DHCP L2 Relay is globally enabled and whether the DHCP Circuit-ID
option is enabled on the specified VLAN or VLAN range.

Syntax
show dhcp 12relay circuit-id vlan vlan-list

*  vlan-list—Show information for the specified VLAN range. List separate, non-
consecutive VLAN IDs separated by commas (without spaces). Use a
hyphen to designate a range of IDs. (Range: 1-4093)

Default Configuration

This command has no default configuration.

Command Mode

Privileged Exec mode, Global Configuration mode and all Configuration
submodes

User Guidelines

There are no user guidelines for this command.

Example
console#show dhcp 12relay circuit-id vlan 300
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DHCP L2 Relay is Enabled.
DHCP Circuit-1d option is enabled on the following VLANs:
300

show dhcp I2relay remote-id vian

Use the show dhep 12relay remote-id vlan command to display whether
DHCP 1.2 Relay is globally enabled and shows the remote ID configured on
the specified VLAN or VLAN range.

Syntax
show dhcp 12relay remote-id vlan vlan-list

*  vlan-list—Show information for the specified VLAN range. List separate, non-
consecutive VLAN IDs separated by commas (without spaces). Use a
hyphen to designate a range of IDs. (Range: 1-4093)

Default Configuration

This command has no default configuration.

Command Mode

Privileged Exec mode, Global Configuration mode and all Configuration
submodes

User Guidelines

There are no user guidelines for this command.

Example

console#show dhcp 12relay remote-id vlan 200
DHCP L2 Relay is Enabled.
VLAN 1D Remote Id

200 remote_22

clear dhcp 12relay statistics interface

Use the show dhep 12relay statistics interface command to reset the DIHHCP
L2 Relay counters to zero. Specify the port with the counters to clear, or use
the all keyword to clear the counters on all ports.
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Syntax
clear dhcep 12relay statistics interface {all | interface-id}
* all—Show all interfaces.

* interface-id—An Ethernet interface.

Default Configuration

This command has no default configuration.

Command Mode

Privileged Exec mode

User Guidelines

There are no user guidelines for this command.

Example
console#clear dhcp 12relay statistics interface gil/0/1
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DHCP Snooping Commands

Dell EMC Networking N1100-0N/N1500/N2000/N2100-0N/N2200-
ON/N3000-ON/N3100-0ON Series Switches

DHCP Snooping is a security feature that monitors DHCP messages between
DHCP clients and DHCP server to filter harmful DHCP messages and build
a bindings database of {MAC address, IP address, VLAN ID, interface} tuples

that are considered authorized.

The DHCP snooping application processes incoming DHCP messages. For
DHCPRELEASE and DHCPDECLINE messages, the application compares
the receive interface and VLAN with the client's interface and VLAN in the
bindings database. If the interfaces do not match, the application logs the
event and drops the message. For valid client messages, DHCP snooping
compares the source MAC address to the DHCP client hardware address.
When there is a mismatch, DHCP snooping logs and drops the packet.
DHCP Snooping forwards valid client messages on trusted members within
the VLAN. If DHCP Relay and/or DHCP Server coexist with DHCP
Snooping, the DHCP client message is sent to the DHCP Relay or/and
DHCP Server for further processing.

The DHCP Snooping application uses DHHCP messages to build and
maintain the binding's database. The binding's database only includes data
for clients on untrusted ports. DHCP Snooping creates a tentative binding
from DHCP DISCOVER and REQUEST messages. Tentative bindings tie a
client to a port (the port where the DHCP client message was received).
Tentative bindings are completed when DHCP Snooping learns the client's IP
address from a DHCP ACK message on a trusted port. DIHCP Snooping
removes bindings in response to DECLINE, RELEASE, and NACK messages.
The DHCP Snooping application ignores the ACK messages as a reply to the
DHCP Inform messages received on trusted ports. The network administrator
can enter static bindings into the binding database.

IP Source Guard and Dynamic ARP Inspection use the DHCP Snooping
bindings database for the validation of IP and ARP packets.
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Commands in this Section

This section explains the following commands:

clear ip dhep snooping binding ip dhep snooping trust

clear ip dhep snooping statistics ip dhep snooping verify mac-address
ip dhep snooping show ip dhep snooping

ip dhep snooping binding show ip dhep snooping binding

ip dhep snooping database show ip dhep snooping database

ip dhep snooping database write-delay show ip dhep snooping interfaces

ip dhep snooping limit show ip dhep snooping statistics

ip dhep snooping log-invalid -

clear ip dhcp snooping binding
Use the clear ip dhep snooping binding command to clear all DHHCP

Snooping bindings on a specific interface or on all interfaces.

Syntax
clear ip dhep snooping binding {* | interface interface-id}
*  *—Clear all DHCP Snooping entries.

* interface-id—Clear all DHCP Snooping entries on the specified interface. The
interface may be an Ethernet interface or a port-channel.

Default Configuration

There 1s no default configuration for this command.

Command Mode
Privileged Exec

User Guidelines

There are no user guidelines for this command.
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Command History

Port-channel capability added in version 6.5 firmware.

clear ip dhcp snooping statistics

Use the clear ip dhep snooping statistics command to clear all DIHCP
Snooping statistics.

Syntax

clear ip dhcp snooping statistics

Default Configuration

There is no default configuration for this command.

Command Mode
Privileged Exec

User Guidelines

There are no user guidelines for this command.

Example
console#clear ip dhcp snooping statistics

ip dhcp snooping

Use the ip dhep snooping command to enable DHCP snooping globally, or
on a range of VLANGs. Use the “no” form of this command to disable DICP
snooping.

Syntax
ip dhep snooping [vlan vlan-list]
no ip dhcp snooping

Default Configuration

DIICP Snooping is globally disabled by default. DHICP Snooping is not
enabled on any VLAN by default.
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Command Mode
Global Configuration mode

User Guidelines

To enable DHCP snooping, do the following:
1 Enable DHCP Snooping globally.
2 Enable DHCP Snooping per VLAN.

3 Configure at least one DHCP Snooping trusted port via which the DHCP
server may be reached.

The bindings database populated by DHCP snooping is used by several other
services, including IP source guard and dynarmc ARP inspection. DHCP
snooping must be enabled for these services to operate.

Example

The following configuration enables DIICP snooping on VLAN 1 for a switch
connected to a DIHCP server over interface gil/0/4:

console(config)#ip dhcp snooping
console(config)#ip dhcp snooping vlan 1
console(config-if-vlanl)#exit
console(config)#interface gil/0/4
console(config-if-Gil/0/4)#ip dhcp snooping trust

ip dhcp snooping binding

Use the ip dhep snooping binding command to configure a static DHCP
Snooping binding. Use the “no” form of this command to remove a static

binding.

Syntax

ip dhep snooping binding mac-address vlan vlan-id ip-address interface
interface-id

no ip dhcep snooping binding mac-address
* mac-address—The client's MAC address.
* vlan-id—The identifier of the VLAN the client is authorized to use.
* ip-address—The IP address of the client.
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* interface-id—The interface on which the client is authorized. The interface may
be an Ethernet interface identifier or a port channel interface identifier.

Default Configuration
There are no static or dynamic DHCP snooping bindings by default.

Command Mode
Global Configuration mode

User Guidelines

There are no user guidelines for this command.

Example

console(config)#ip dhcp snooping binding 00:00:00:00:00:01 vlan 10
10.131.12.134 interface Gi1/0/1

ip dhcp snooping database

Use the ip dhep snooping database command to configure the persistent
storage location of the DHCP snooping database. This can be local to the
switch or on a remote machine.

Syntax
ip dhep snooping database {local | tftp:/hostIP/filename}
*  hostIP—The IP address of the remote host.

* filename—The name of the file for the database on the remote host. The
filename may contain any printable character except a question mark and is
checked only when attempting to open the file. The file must reside in the
working directory of the TFTP server. Specification of a sub-directory in the file
name parameter is not supported.

Default Configuration
The database is stored locally by default.

Configuration Mode
Global Configuration mode.
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User Guidelines

There are no user guidelines for this command.

Example

The following example configures the storage location of the snooping
database as local.

console(config)#ip dhcp snooping database local

The following example configures the storage location of the snooping
database as remote.

console(config)#ip dhcp snooping database tftp://10.131.11.1/db.txt

ip dhcp snooping database write-delay

Use the ip dhep snooping database write-delay command to configure the
interval in seconds at which the DIHHCP Snooping database will be stored in
persistent storage. Use the “no” form of this command to reset the write delay
to the default.

Syntax
ip dhep snooping database write-delay scconds
no ip dhcp snooping database write-delay
*  seconds—The write delay (Range: 15-86400 seconds).

Default Configuration
The write delay is 300 seconds by default.

Command Mode
Global Configuration mode

User Guidelines

There are no user guidelines for this command.

Example
console(config)#ip dhcp snooping database write-delay 500

Layer 2 Switching Commands | 356



ip dhcp snooping limit

Use the ip dhep snooping limit command to diagnostically disable itself if
the rate of received DHCP messages exceeds the configured limit. Use the no
shutdown command to re-enable the interface. Use the no form of this
command to disable automatic shutdown of the interface.

Syntax
ip dhcep snooping limit {rate rate [burst interval seconds]}
no ip dhcep snooping limit
* rate—'The maximum number of packets per second allowed (Range: 0—
300 pps).
* seconds—Interval over which to measure a burst of packets. (Range: 1-15
seconds).

Default Configuration

By default, DCHP messages do not cause an interface to be disabled.

Command Mode

Interface Configuration (gigabitethernet, port-channel, tengigabitethernet,
fortygigabitethernet) mode

User Guidelines

This command is available in Ethernet interface configuration mode or port
channel interface configuration mode. The switch hardware rate limits
DHCP packets sent to the CPU from snooping enabled interfaces to 512
Kbps.

To prevent DHCP packets from being used in a DoS attack when DHCP
snooping is enabled; the snooping application allows configuration of rate
limiting for received DHCP packets. DHCP snooping monitors the receive
rate on each interface separately. If the receive rate exceeds the configured
limit within the configured interval, DHCP snooping shuts down the
interface. The administrator must perform the “no shutdown” command on
the affected interface to re-enable the interface.
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The administrator can configure the rate and burst interval. Rate limiting is
configured independently on each Ethernet or port-channel interface and
may be enabled on both DHCP trusted and untrusted interfaces. The rate
limit is configurable in the range of 0-300 packets per second and the burst
interval in the range of 1-15 seconds. In general, a rate limit of under 100 pps
is valid for untrusted interfaces.

Examples
console(config-if-Gil/0/1)#ip dhcp snooping limit rate 100 burst interval 1

ip dhcp snooping log-invalid

Use the ip dhep snooping log-invalid command to enable logging of DHCP
messages filtered by the DHCP Snooping application. Use the no form of this
command to disable logging.

Syntax

ip dhep snooping log-invalid

no ip dhcp snooping log-invalid

Default Configuration

Logging of filtered messages is disabled by default.
Invalid DHCP messages are not logged by default.

Command Mode

Interface Configuration (gigabitethernet, port-channel, tengigabitethernet,
fortygigabitethernet) mode

User Guidelines

This command is available in Ethernet interface configuration mode or port
channel configuration mode.

Example
console(config-if-Gil/0/1)#ip dhcp snooping log-invalid

console(config-if-Gil/0/1)#no ip dhcp snooping log-invalid
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ip dhcp snooping trust

Use the ip dhep snooping trust command to configure a port as trusted. Use
the no form of this command to configure a port as untrusted.

Syntax
ip dhcep snooping trust
no ip dhcep snooping trust

Default Configuration

Ports are untrusted by default.

Command Mode

Interface Contfiguration (gigabitethernet, port-channel, tengigabitethernet,
fortygigabitethernet) mode

User Guidelines

Configuring an interface as trusted disables DHCP snooping validation of
DHCP packets and exposes the port to I[Pv4 DHCP DoS attacks. Configuring
an interface as untrusted indicates that the switch should firewall DHCP
messages and act as if the port is connected to a device outside the DMZ.

DHCP snooping must be enabled globally and on the VLAN for which the
port is a member for this command to have an effect.

Interfaces connected to the DHCP server must be configured as trusted in
order for DHCP snooping to operate.

Use the ip verify source command to disallow traffic from untrusted sources
on an interface.

Example
console(config-if-Gil/0/1)#ip dhcp snooping trust
console(config-if-Gil/0/1)#no ip dhcp snooping trust

Layer 2 Switching Commands | 359



ip dhcp snooping verify mac-address

Use the ip dhep snooping verify mac-address command to enable the
verification of the source MAC address with the client MAC address in the
received DHCP message. Use the “no” form of this command to disable
verification of the source MAC address.

Syntax

ip dhcep snooping verify mac-address

no ip dhcp snooping verify mac-address

Default Configuration
Source MAC address verification is disabled by default.

Command Mode
Global Configuration mode

User Guidelines

There are no user guidelines for this command.

Example
console(config)#ip dhcp snooping verify mac-address

show ip dhcp snooping

Use the show ip dhep snooping command to display the DHCP snooping
global configuration.

Syntax
show ip dhcp snooping

Default Configuration

There 1s no default configuration for this command.
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Command Mode

User Exec, Privileged Exec mode, Global Configuration mode and all
Contfiguration submodes

User Guidelines

There are no user guidelines for this command.

Example
console#show ip dhcp snooping

DHCP snooping is Disabled

DHCP snooping source MAC verification is enabled
DHCP snooping is enabled on the following VLANs:
11 - 30, 40

Interface Trusted Log Invalid Pkts

Gil1/0/1 Yes No
Gi1/0/2 No Yes
Gil/0/3 No Yes
Gil1/0/4 No No
Gil1/0/6 No No

show ip dhcp snooping binding

Use the show ip dhep snooping binding command to display the DIHCP
snooping binding entries.

Syntax

show ip dhcp snooping binding [{static | dynamic}]| [interface interface-id |
port-channel port-channel-number] [vlan vlan-id]

* static | dynamic—Use these keywords to filter by static or dynamic
bindings.
* interface-id—The Ethernet interface for which to show bindings.

* port-channel-number—The port channel for which to show bindings.
* vlan-id—The VLAN identifier for which to show bindings.
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Default Configuration

There is no default configuration for this command.

Command Mode

User Exec, Privileged Exec mode, Global Configuration mode and all
Configuration submodes

User Guidelines

There are no user guidelines for this command.

Example
console#show ip dhcp snooping binding

Total number of bindings: 2

MAC Address IP Address VLAN Interface Type Lease (Secs)
00:02:B3:06:60:80 210.1.1.3 10 Gil/0/1 Dyn 86400
00:02:FE:06:13:04 210.1.1.4 10 Gil/0/1 Dyn 86400

show ip dhcp snooping database

Use the show ip dhep snooping database command to display the DHHCP
snooping configuration related to the database persistence.

Syntax
show ip dhcp snooping database

Default Configuration

There is no default configuration for this command.

Command Mode

User Exec, Privileged Exec, Global Configuration mode and all Configuration
submodes

User Guidelines

There are no user guidelines for this command.
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Example
console#show ip dhcp snooping database

agent url: /10.131.13.79:/sail.txt

write-delay: 5000

show ip dhcp snooping interfaces

Use the show ip dhep snooping interfaces command to show the DHCP
Snooping status of the interfaces.

Syntax
show ip dhcp snooping interfaces [interface-id]

* interface-id—A valid Ethernet or port-channel interface.

Default Configuration

There is no default configuration for this command.

Command Mode

Privileged Exec, Global Configuration mode and all Configuration submodes

User Guidelines

There are no user guidelines for this command.

Example

console#show ip dhcp snooping interfaces

Interface Trust State Rate Limit Burst Interval
(pps) (seconds)

Gil/0/1 No 15 1

Gil/0/2 No 15 1

Gil/0/3 No 15 1

console#show ip dhcp snooping interfaces gigabitethernet 1/0/15

Interface Trust State Rate Limit Burst Interval
(pps) (seconds)
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Gil/0/15 Yes 15 1

show ip dhcp snooping statistics

Use the show ip dhep snooping statistics command to display the DHHCP
snooping filtration statistics.

Syntax

show ip dhcp snooping statistics

Default Configuration

There is no default configuration for this command.

Command Mode

User Exec, Privileged Exec, Global Configuration mode and all Configuration

submodes

User Guidelines

The following fields are displayed by this command:

Fields Description

MAC Verify The number of DHCP messages that were filtered on an

Failures untrusted interface because of source MAC address and client
MAC address mismatch.

Client Ifc The number of DHCP release and Deny messages received on

Mismatch the different ports than previously learned.

DHCP Server Msgs | The number of DHCP server messages received on untrusted
ports.

Example

console#show ip dhcp snooping statistics

Interface MAC Verify Client Ifc DHCP Server
Failures Mismatch Msgs Rec"d

Gi1/0/2
Gi1/0/3
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Gil1/0/4
Gil/0/5
Gil/0/6
Gi1/0/7
Gil/0/8
Gil/0/9
Gi1/0/10
Gil/0/11
Gil/0/12
Gi1/0/13
Gil/0/14
Gil/0/15
Gi1/0/16
Gil/0/17
Gil/0/18
Gi1/0/19
Gil/0/20

OO0 000000000000 OoOOoOOoO

OO0 0000000000000 OoOOo

OO0 0000000000000 OoOOo
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DHCPv6 Snooping Commands

Dell EMC Networking N1100-0N/N1500/N2000/N2100-0N/N2200-
ON/N3000-ON/N3100-0ON Series Switches

This section explains the following commands:

clear ipv6 dhep snooping binding ipv6 dhep snooping verify mac-address
clear ipv6 dhep snooping binding ipv6 verify binding

ipv6 dhep snooping ipv0 verify source

ipv6 dhep snooping vlan show ipv6 dhep snooping

ipv6 dhep snooping binding show ipv6 dhep snooping binding

ipv6 dhep snooping database show ipv6 dhep snooping database

ipv6 dhep snooping database write-delay — show ipv6 dhep snooping interfaces

ipv6 dhep snooping limit show ipv6 dhep snooping statistics
ipv6 dhep snooping log-invalid show ipv6 source binding
ipv6 dhep snooping trust show ipv0 verify

- show Ipv6 verify source

clear ipv6 dhcp snooping binding

Use the clear ipv6 dhep snooping binding command to clear all IPv6 DHCP

Snooping entries.

Syntax
clear ipv6 dhep snooping binding {* | interface interface-id}
* *—Clears all snooping bindings.

* interface-id—Clears all snooping bindings on a specified Ethernet
interface.

Default Configuration

This command has no default configuration.

Layer 2 Switching Commands |

366



Command Modes
User Exec, Privileged Exec

User Guidelines

This command has no user guidelines.

Example
(console)#clear ipv6 dhcp snooping binding

clear ipvé dhcp snooping statistics

Use the clear ipv6 dhep snooping statistics command to clear all IPv6 DHCP
Snooping statistics.

Syntax

clear ipv6 dhcp snooping statistics

Default Configuration

This command has no default configuration.

Command Modes
User Exec, Privileged Exec

User Guidelines

The IPv6 snooping statistics are also cleared by the clear counters command.

Example
(console)#clear ipv6 dhcp snooping statistics
ipv6 dhcp snooping

Use the ipv6 dhep snooping command to globally enable [Pv6 DHCP
snooping. Use the no form of the command to globally disable IPv6 DHCP
snooping.
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Syntax
ipv6 dhep snooping
no ipv6 dhep snooping

Default Configuration
By default, DHCP snooping is not enabled.

Command Modes

Global Configuration mode

User Guidelines

The DHCP snooping application processes incoming DIHCP messages. For
RELEASE and DECLINE messages from a DHCPv6 client and
RECONFIGURE messages from a DIHHCPv6 server received on an untrusted
interface, the application compares the receive interface and VLAN with the
client’s interface and VLAN in the bindings database. If the interfaces do not
match, the application logs the event and drops the packet. If configured, for
valid client messages, DHCP snooping additionally compares the source
MAC address to the DHCP client hardware address. If there is a mismatch,
DHCP snooping logs a message and drops the packet. The network
administrator can disable this option using the no ip v6 dhcp snooping verify
mac-address for DHICPv6. DHCP snooping always forwards client messages
on trusted interfaces within the VLAN. If DHCP relay or/and DIHCP server
are enabled simultaneously with DHCP snooping, the DHCP client message
will be sent to the DHCP relay or/and DIHCP server to process further.

Example
console(config)#ipv6 dhcp snooping

ipvé dhcp snooping vian

Use the ipv6 dhep snooping vlan command to globally enable IPv6 DHCP on
a set of VLANs. Use the no form of the command to globally disable IPv6
DHCP snooping on a set of VLANS.
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Syntax
ipv6 dhep snooping vlan vlan-list
no ipv6 dhep snooping vlan-list

* vlan-list —A single VLAN, one or more VLANSs separated by commas, or
two VLANG separated by a single dash indicating all VLANs between the
first and second inclusive. Multiple VLAN identifiers can be entered
provided that no embedded spaces are contained within the vlan-list.

Default Configuration
By default, DHCP snooping is not enabled on any VLANS.

Command Modes
Global Configuration mode

User Guidelines

DHCP snooping must be enabled on at least one VLAN and globally enabled
to become operational.

Example

console(config)#ipv6 dhcp snooping
console(config)#ipv6 dhcp snooping vlan 5-10,15,30
console(config)#interface Tel/0/1
console(config-if-Tel/0/1)#switchport mode access
console(config-if-Tel/0/1)#switchport access vlan 10
console(config-if-Tel/0/1)#no ipv6 dhcp snooping trust

ipvé dhcp snooping binding

Use the ipv6 dhep snooping binding command to configure a static [Pv6
DHCP snooping binding. Use the no form of the command to remove the
entry from the binding database.

Syntax

ipv6 dhcep snooping binding mac-address vlan vlan-id ip-address interface
{gigabitethernet unit/slot/port | tengigabitethernet unit/slot/port |
fortygigabitethernet unit/slot/port | port-channel port-channel-number}

no ipv6 dhep snooping binding mac-address
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*  mac-address—A valid mac address in standard format.

e vlan-id —A configured VLAN id. (Range 1-4093)

* ip-address—A valid IPv6 address.

* interface-id—A valid Ethernet interface ID in short or long format.

* port-channel-number—A valid port channel identifier.

Default Configuration
By default, no static DHCP bindings are configured.

Command Modes
Global Configuration mode

User Guidelines
Static bindings do not age out of the DIICP binding database.

ipv6 dhcp snooping database

Use the ipv6 dhep snooping database command to configure the persistent
location of the DIICP snooping database. This can be a local or remote file
on a TFTP server.

Syntax
ipv6 dhep snooping database {local | tftp:/hostIP/filename}
no ipv6 dhep snooping database

Default Configuration
By default, the local database is used.

Command Modes
Global Configuration mode
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User Guidelines

The DHCP binding database is persistently stored on a configured external
server or locally in flash, depending on the user configuration. A row-wise
checksum is placed in the text file that is stored on the configured TF'TP
server. On switch startup, the switch reads the text file and uses the contents
to build the DHCP snooping database. If the calculated checksum value
equals the stored checksum, the switch uses the entries from the binding file
and populates the binding database. Checksum failure or a connection
problem to the external configured server causes the switch to lose the
bindings and may cause connectivity loss for hosts if IPSG or DAI is enabled.

ipv6 dhcp snooping database write-delay

Use the ipv6 dhep snooping database write-delay command to configure the
time period between successive writes of the binding database. The binding
database is used to persistently store the DHCP bindings. Use the no form of
the command to return the write delay to the default value.

Syntax
ipv6 dhcep snooping database write-delay seconds
no ipv6 dhep snooping write-delay

* seconds—The period of time between successive writes of the binding
database to persistent storage. (Range 15-86400 seconds.)

Default Configuration
By default, the write delay is 300 seconds.

Command Modes
Global Configuration mode

User Guidelines

The binding database is cached in memory and written to storage every write-
delay seconds.
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ipvé dhcp snooping limit

Use the ipv6 dhep snooping limit command configures an interface to be
diagnostically disabled if the rate of received DHCP messages exceeds the
configured limit. Use the no shutdown command to reenable the interface.
Use the no form of the command to disable diagnostic disabling of the
interface.

Syntax
ipv6 dhcep snooping limit {rate pps [burst interval seconds]}
no ipv6 dhep snooping limit

*  pps—The rate in packets per interval. (Range 0-300.)

* seconds—The time interval over which to measure a burst of packets.
(Range 1-15, default 1 second.)

Default Configuration
By default, DHCP messages do not shut down the interface.

Command Modes

Interface Configuration mode

User Guidelines

The switch hardware rate limits DICP packets sent to the CPU from
snooping enabled interfaces to 512 Kbps.

To prevent DHCP packets from being used in a DoS attack when DHCP
snooping is enabled, the snooping application allows configuration of rate
limiting for received DHCP packets. DHCP snooping monitors the receive
rate on each interface separately. If the receive rate exceeds the configured
limit within the configured interval, DHCP snooping diagnostically disables
the interface. The administrator must perform the no shutdown command
on the affected interface to reenable the interface.
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The administrator can configure the rate and burst interval. Rate limiting is
configured independently on each Ethernet interface and may be enabled on
both trusted and untrusted interfaces. The rate limit is configurable in the
range of 0-300 packets per second and the burst interval in the range of 1-15
seconds.

ipv6é dhcp snooping log-invalid

Use the ipv6 dhep snooping log-invalid command to configure the port to
log invalid received DHCP messages.

Syntax
ipv6 dhep snooping log-invalid
no ipv6 dhep snooping log-invalid

Default Configuration
By default, invalid DHCP messages are not logged.

Command Modes

Interface Configuration mode

User Guidelines

An invalid DHCP message is one that is received on an untrusted interface
that is not a member of the VLAN over which the IP address (and optionally
the MAC address) has been learned. Receiving large number of invalid
messages may be an indication of an attack.

Logging invalid messages can use valuable CPU resources if the switch
receives such messages at a high rate. To avoid allowing the switch to be
vulnerable to a DoS attack, DHCP snooping only logs invalid messages if the
user has enabled logging. Logging is enabled on individual interfaces so that
only messages on interfaces of interest are logged. To further protect the
system, invalid message logging is rate limited to 1 per second.
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ipvé dhcp snooping trust

Use the ipv6 dhep snooping trust command to configure an interface as
trusted. Use the no form of the command to return the interface to the
default configuration.

Syntax
ipv6 dhcep snooping trust
no ipv6 dhep snooping trust

Default Configuration

By default, interfaces are untrusted.

Command Modes

Interface Configuration mode (Ethernet and port-channel)

User Guidelines
Configuring an interface as trusted disables DHCP snooping address
validation checking and exposes the port to IPv6 DHCP DoS attacks.

DHCP snooping must be enabled globally and on the VLAN for which the
port is a member for this command to have an effect. Configuring a port as
trusted indicates that the port is connected to an IPv6 DHCP server or to a
trusted device. Configuring a port as untrusted indicates that the switch
should firewall IPv6 DHCP messages and act as if the port is connected to an
untrusted device.

Use the ipv6 verify source command to disable traffic from untrusted sources
on an interface.

ipv6 dhcp snooping verify mac-address

Use the ipv6 dhep snooping verity mac-address command to enable the
additional verification of the source MAC address with the client hardware
address in the received DICP message.

Syntax
ipv6 dhep snooping verify mac-address
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no ipv6 dhep snooping verify mac-address

Default Configuration
By default, MAC address verification is not enabled.

Command Modes
Global Configuration mode

User Guidelines

DHCP MAC address verification operates on DHCP messages received over
untrusted interfaces. The source MAC address of DHCP packet is different
from the client hardware if:

* A DIICP discovery/request broadcast packet that was forwarded by the
relay agent.

* A DHCP unicast request packet was routed in renew process.

For DHCP servers and relay agents connected to untrusted interfaces, source
MAC verification should be disabled.

DIICP snooping must be enabled on at least one VLAN and globally enabled
to become operational.

Example

console(config)#ipv6 dhcp snooping
console(config)#ipv6 dhcp snooping vlan 5-10,15,30
console(config)#interface tel/0/1
console(config-if-Tel/0/1)#switchport mode access
console(config-if-Tel/0/1)#switchport access vlan 10
console(config-if-Tel/0/1)#no ipv6 dhcp snooping trust
console(config-if-Tel/0/1)#exit

console(config)#ipv6 dhcp snooping verify mac-address

ipv6 verify binding

Use the ipv6 verify binding command to configure a static IP source guard

binding.
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Syntax
ipv6 verify binding mac-address vlan vlan-id ip-address interface interface id
no ipv6 verify binding mac-address vlan vlan-id ip-address interface interface
id

* mac-address —A valid mac address in standard format.

* vlan-id —A configured VLAN id. (Range 1-4093.

* ip-address —A valid IPv6 address.

* interface-id—A valid interface ID in short or long format.

Default Configuration

By default, no static IP Source Guard entries are configured.

Command Modes
Global Configuration mode

User Guidelines

Traffic is filtered based upon the source IPv6 address and VLAN. Use the
switchport port-security command in interface mode to optionally add MAC
address filtering in addition to source IPv6 address filtering. If port security is
enabled, the filtering is based upon IPv6 address, MAC address and VLAN.

ipv6 verify source

Use the ipv6 verify source command to configure an interface to filter (drop)
incoming traffic from sources that are not present in the DHCP binding
database. Use the no form of the command to enable unverified traffic to
flow over the interfaces.

Syntax
ipv6 verify source [port-security|
no ipvb6 verify source

*  port-security — Enables filtering based upon source IP address, VLAN and
MAC address.

Layer 2 Switching Commands | 376



Default Configuration

By default, no sources are blocked.

Command Modes

Interface Configuration mode (Ethernet and port-channel)

User Guidelines

DHCP snooping should be enabled on any interfaces for which ipv6 verify
source is configured. If ipv6 verify source is configured on an interface for
which DHCP snooping is disabled, or for which DHCP snooping is enabled
and the interface is trusted, incoming traffic on the interface is dropped.

Traffic is filtered based on the source IP address and VLAN. When the port-
security keyword is configured, filtering occur based upon source IP address,
VLAN and source MAC address.

IP source guard also interacts with the port security component. Use the port
security command in interface mode to optionally add checking of learned
MAC addresses. When port security is enabled, MAC learning coordinates
with the IP Source Guard component to verify that the MAC address is in the
DIHCP binding database. If it is not, port sccurity is notified that the frame is
in violation of the security policy.

show ipv6 dhcp snooping

Use the show ipv6 dhep snooping command to display the IPv6 DHCP
snooping configuration

Syntax
show ipv6 dhcp snooping

Default Configuration

This command has no default configuration.

Command Modes

User Exec, Privileged Exec (all show modes)
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User Guidelines

This command has no user guidelines.

Example
(console)#show ipv6 dhcp snooping

DHCP snooping is Disabled

DHCP snooping source MAC verification is enabled
DHCP snooping is enabled on the following VLANs:
11 - 30, 40

Interface Trusted Log Invalid Pkts

Gil/0/1 Yes No
Gil/0/2 No Yes
Gil/0/3 No Yes
Gil/0/4 No No
Gil1/0/6 No No

show ipv6 dhcp snooping binding

Use the show ipv6 dhep snooping binding command to display the IPv6
DIICP snooping configuration

Syntax

show ipv6 dhep snooping binding [{static|dynamic}| [interface interface-id
| port-channel port-channel-number| [vlan vlan-id]

*  static—Only show static entries.
* dynamic—Only show dynamic entries.

* interface-id—Limit the display to entries associated with Ethernet
interface-id.

e vlan-id—Limit the display to entries associated with VLAN vlan-id.

* port-channel-number—Limit the display to entries associated with the
identified port channel.

Default Configuration

This command has no default configuration.
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Command Modes

User Exec, Privileged Exec (all show modes)

User Guidelines

There are no user guidelines for this command.

Example
(console)#show ipv6 dhcp snooping binding

Total number of bindings: 2

MAC Address IPv6 Address VLAN Interface Lease time(Secs)
00:02:B3:06:60:80 2000::1/64 10 071 86400
00:0F:FE:00:13:04 3000::1/64 10 071 86400

show ipv6 dhcp snooping database

Use the show ipv6 dhep snooping database command to display IPv6 DHCP
snooping configuration related to database persistency.

Syntax
show ipv6 dhcp snooping database

Default Configuration

This command has no default configuration.

Command Modes

User Exec, Privileged Exec (all show modes)

User Guidelines

This command has no user guidelines.

Example
(console)#show ipv6 dhcp snooping database

agent url: /10.131.13.79:/sail.txt
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write-delay: 5000

show ipv6 dhcp snooping interfaces
Use the show ipv6 dhep snooping interfaces command to show the DHCP

Snooping status of IPv6 interfaces.

Syntax
show ipv6 dhcp snooping interfaces [interface id]

* interface id—A valid Ethernet or port-channel interface.

Default Configuration

There is no default configuration for this command.

Command Modes

User Exec, Privileged Exec (all show modes)

User Guidelines

If no parameter is given, all interfaces are shown.

Example

(console)#show ipv6 dhcp interfaces

Interface Trust State Rate Limit Burst Interval
(pps) (seconds)

Gil/0/1 No 15 1

Gil/0/2 No 15 1

Gil/0/3 No 15 1

show ipv6 dhcp snooping statistics

Use the show ipv6 dhep snooping statistics command to display I[Pv6 dhep
snooping filtration statistics.
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Syntax

show ipv6 dhcp snooping statistics

Default Configuration

This command has no default configuration.

Command Modes

User Exec, Privileged Exec (all show modes)

User Guidelines

The following statistics are displayed.

Parameter

Description

MAC Verify Failures

The number of DHCP messages that got filtered
on an untrusted interface because of the source
MAC address and client hardware address

mismatch.

Client Ifc mismatch

The number of DHCP release and reply messages
received on different ports than the ones they were
learned on previously.

DHCP Server Msgs It represents the number of DHCP server messages
received on Untrusted ports.

Example
(console)#show ipv6 dhcp snooping statistics

Interface MAC Verify Client Ifc DHCP Server

Failures Mismatch Msgs Rec"d

Gil/0/2 0 0 0
Gil/0/3 0 0 0
Gi1/0/4 0 0 0
Gil/0/5 0 0 0
Gil/0/6 0 0 0
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show ipv6 source binding

Use the show ipv6 source binding command to display the IPv6 Source
Guard configurations on all ports, on an individual port, or on a VLAN.

Syntax

show ipv6 source binding [{dhcp-snooping | static}| [interface interface-id]

[vlan vlan-id]
*  dhep-snooping — Displays the DIICP snooping bindings.
* static —Displays the statically configured bindings.

Default Configuration

This command has no default configuration.

Command Modes

User Exec, Privileged Exec (all show modes)

User Guidelines

This command has no user guidelines.

Example
(console)#show ipv6 source binding

MAC Address IP Address Type Vlan Interface
00:00:00:00:00:08 2000::1 dhcpv6-snooping 2 Gil/0/1
00:00:00:00:00:09 3000::1 dhcpv6-snooping 3 Gi1/0/1
00:00:00:00:00:0A 4000::1 dhcpv6-snooping 4 Gil1/0/1

show ipv6 verify

Use the show ipv6 verify command to display the IPv6 Source Guard
configuration on all interfaces or the specified interface.

Syntax

show ipv6 verify [interface if-id]
o if-id—A valid interface ID (Ethernet)
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Default Configuration

There is no default configuration for this command.

Command Modes

User Exec, Privileged Exec (all show modes)

User Guidelines

The filter type is one of the following values:
* ipv6-mac: User has configure MAC address filtering on this interface
* ipv6: IPv6 address filtering is configured on this interface

* N/A: No filtering is configured on the interface

Example
console(config-if-Gil/0/5)#show ipv6 verify

Interface Filter Type

Gil/0/1 ipv6
Gil/0/2 ipv6-mac
Gil/0/3 N/A
Gil/0/4 N/A
Gil/0/5 ipv6-mac
Gil/0/6 N/A
Gil/0/7 N/A
Gil/0/8 N/A
Gil/0/9 N/A

console(config-if-Gil/0/5)#show ipv6 verify interface gil/0/5
Interface Filter Type

Gil/0/5 ipv6-mac

show ipv6 verify source

Use the show ipv6 verity source command to display the IPv6 Source Guard

configurations on all ports.
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Syntax

show ipv6 verify source

Default Configuration

There is no default configuration for this command.

Command Modes

User Exec, Privileged Exec (all show modes)

User Guidelines

If MAC address filtering is not configured on the interface, the MAC Address
field is empty. If port security is disabled on the interface, the MAC Address
field displays permit-all.

The filter type is one of the following:
e ipv6-mac: User has configured MAC address filtering on this interface.

* ipv6: Only IPv6 address filtering is configured on this interface.

Example

show ipv6 verify source

Interface Filter Type IPv6 Address MAC Address Vlan
Gil/0/1 ipv6-mac 2000::1/64 00:02:B3:06:60:80 10
Gil1/0/1 ipv6-mac 3000::1/64 00:0F:FE:00:13:04 10
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Dynamic ARP Inspection

Commands

Dell EMC Networking N1500/N2000/N2100-0N/N2200-0N/N3000-
ON/N3100-0ON Series Switches

Dynamic ARP Inspection (DAI) is a security feature that rejects invalid or
malicious ARP packets. The feature prevents a class of man-in-the-middle
attacks, where an unfriendly station intercepts traffic for other stations by
poisoning the ARP caches of its neighbors. The attacker sends ARP requests
or responses mapping another station IP address to its own MAC address.

DAI drops ARP packets whose sender MAC address and sender IP address do
not match an entry in the DHCP Snooping bindings database.

Commands in this Section

This section explains the following commands:

arp 1p access-list ip arp inspection vlan
clear ip arp inspection statistics permit ip host mac host
1p arp inspection filter show arp access-list

1p arp inspection limit show ip arp inspection
1p arp inspection trust 12 Enabled Disabled

ip arp inspection validate -

arp ip access-list

Use the arp access-list command to create an ARP ACL. It will place the user
in ARP ACL Configuration mode. Use the “no” form of this command to
delete an ARP ACL.

Syntax
arp ip access-list acl-name

no arp ip access-list acl-name
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* acl-name — A valid ARP ACL name (Range: 1-31 characters).

Default Configuration
There are no ARP ACLs created by default.

Command Mode
Global Configuration mode

User Guidelines

There are no user guidelines for this command.

Example
console(config)#arp access-list tierl

clear ip arp inspection statistics

Use the clear ip arp inspection statistics command to reset the statistics for
Dynamic Address Resolution Protocol (ARP) inspection on all VL AN,

Syntax

clear ip arp inspection statistics

Default Configuration

This command has no default configuration.

Command Mode

Privileged Exec mode

User Guidelines

There are no user guidelines for this command.

Example
console#clear ip arp inspection statistics
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ip arp inspection filter

Use the ip arp inspection filter command to configure an ARP ACL to be
used for a single VLAN or a range of VLANS to filter invalid ARP packets. Use
the “no” form of this command to remove the ARP ACL.

Syntax
ip arp inspection filter acl-name vlan vlan-list [static]
no ip arp inspection filter acl-name vlan vlan-list [static]
* acl-name —The name of a valid ARP ACL. (Range: 1-31 characters)

* vlan-list —A list of VLAN identifiers. List separate, non-consecutive
VLAN IDs separated by commas (without spaces). Use a hyphen to
designate a range of IDs. (Range: 1-4093)

Default Configuration
No ARP ACL is configured.

Command Mode

Global Configuration mode

User Guidelines

If the static keyword is given, packets that do not match a permit statement
are dropped without consulting the DHCP snooping bindings.

Example
console(config)#ip arp inspection filter tierl vlan 2-10 static
console(config)#ip arp inspection filter tierl vlan 20-30

ip arp inspection limit
Use the ip arp inspection limit command to configure the rate limit and
burst interval values for an interface.

Contfiguring none for the limit means the interface is not rate limited for
Dynamic ARP Inspection.
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Syntax
ip arp inspection limit {none | rate pps [burst interval seconds]}
no ip arp inspection limit

* none — To set no rate limit.

*  pps — The number of packets per second (Range: 0-300).

* seconds — The number of seconds (Range: 1-15).

Default Configuration
The default rate limit is 15 packets per second.

The default burst interval is 1 second.

Command Mode

Interface Contfiguration (gigabitethernet, port-channel, tengigabitethernet,
fortygigabitethernet) mode

User Guidelines

If ARP packets are received on a port at a rate that exceeds the threshold for a
specified time, that port will be diagnostically disabled. The threshold is
configurable up to 300 pps, and the burst is configurable up to 15s long. The
default is 15 pps and s burst.

Use the no shut command to bring the port back in to service.

Example
console(config-if-Gil/0/1)#ip arp inspection limit none
console(config-if-Gil/0/1)#ip arp inspection limit rate 100 burst interval 2

ip arp inspection trust

The ip arp inspection trust command configures an interface as trusted for
Dynamic ARP Inspection. Use the no form of this command to configure an
interface as untrusted.

Syntax
ip arp inspection trust

no ip arp inspection trust
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Default Configuration

Interfaces are configured as untrusted by default.

Command Mode

Interface Configuration (gigabitethernet, port-channel, tengigabitethernet,
fortygigabitethernet) mode

User Guidelines

ARP responses received on a trusted interface are not checked against the
DHCP snooping bindings. They are entered into the ARP cache without
filtering.

Example
console(config-if-Gil/0/3)#ip arp inspection trust

ip arp inspection validate

Use the ip arp inspection validate command to enable additional validation
checks on received ARP packets.

Syntax

ip arp inspection validate {[src-mac] [dst-mac] [ip]}

no ip arp inspection validate {[src-mac] [dst-mac]| [ip]}
* src-mac—VFor validating the source MAC address of an ARP packet.
* dst-mac—For validating the destination MAC address of an ARP packet.
* ip—For validating the IP address of an ARP packet.

Default Configuration

There is no additional validation enabled by default.

Command Mode
Global Configuration mode
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User Guidelines

By default Dynamic ARP Inspection validates the source MAC address and
source IP address in received ARP responses against the DHCP Snooping
bindings. ARP responses that fail the check are discarded without updating
the ARP cache. This command enables additional validation checks on ARP
response packets before updating the ARP cache. Any combination of checks
is allowed.

Each command invocation overrides the current configuration. For example,
if the existing configuration enables source MAC address and destination
MAC address validation and a command is issued to enable IP address
validation only, the source MAC address and destination MAC address
validations are disabled and IP address validation is enabled. Use the no form
of this command to disable all additional validation checks.

Example

console(config)#ip arp inspection validate src-mac dst-mac ip
console(config)#ip arp inspection validate src-mac ip
console(config)#ip arp inspection validate dst-mac ip
console(config)#ip arp inspection validate ip

ip arp inspection vilan

Use the ip arp inspection vlan command to enable Dynamic ARP Inspection
on a single VLAN or a range of VLANSs. Use the no form of this command to
disable Dynamic ARP Inspection on a single VLAN or a range of VLANG.

Syntax
ip arp inspection vlan vlan-list [logging]
no ip arp inspection vlan vlan-list [logging]

* vlan-list —A list of VLAN identifiers. List separate, non-consecutive
VLAN IDs separated by commas (without spaces). Use a hyphen to
designate a range of IDs. (Range: 1-4093)

* logging — Use this parameter to enable logging of invalid packets.

Default Configuration
Dynamic ARP Inspection is disabled by default.
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Command Mode
Global Configuration mode

User Guidelines

Dynamic ARP Inspection validates the source MAC address and source IP
address in received ARP responses against the DHCP Snooping bindings.
ARP responses that fail the check are discarded without updating the ARP
cache.

Example

console(config)#ip arp inspection vlan 200-300
console(config)#ip arp inspection vlan 200-300 logging

permit ip host mac host

Use the permit ip host mac host command to configure an IP address and
MAC address combination used in ARP packet validation. Use the “no” form
of this command to delete the ARP ACL rule.

Syntax

permit ip host sender-ip mac host sender-mac

no permit ip host sender-ip mac host sender-mac
* sender-ip — Valid IP address used by a host.

* sender-mac —Valid MAC address in combination with the above sender-ip
used by a host.

Default Configuration
There are no ARP ACL rules created by default.

Command Mode
ARP Access-list Configuration mode

User Guidelines

There are no user guidelines for this command.
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Example

console(Config-arp-access-list)#permit ip host 1.1.1.1 mac host
00:01:02:03:04:05

show arp access-list

Use the show arp access-list command to display the configured ARP ACLs
with the rules. Giving an ARP ACL name as the argument would display only
the rules in that ARP ACL.

Syntax

show arp access-list [acl-name]
* acl-name — A valid ARP ACL name (Range: 1-31 characters).

Default Configuration

There is no default configuration for this command.

Command Mode

Privileged Exec, Global Configuration mode and all Configuration submodes

User Guidelines

There are no user guidelines for this command.

Example
console#show arp access-list
ARP access list H2
permit ip host 1.1.1.1 mac host 00:01:02:03:04:05
permit ip host 1.1.1.2 mac host 00:03:04:05:06:07
ARP access list H3
ARP access list H4
permit ip host 2.1.1.2 mac host 00:03:04:05:06:08

show ip arp inspection

Use the show ip arp inspection command to display the Dynamic ARP
Inspection and status.
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Syntax

show ip arp inspection [interfaces [interface-id| | statistics [vlan vlan-list] |
vlan vlan-list]

* interfaces [interface-id|—Display the Dynamic ARP Inspection
configuration on all the DAI enabled interfaces. Giving an interface
argument, it displays the values for that interface only.

* statistics [vlan vlan-list|—Display the statistics of the ARP packets
processed by Dynamic ARP Inspection. Given vlan-list argument, it
displays the statistics on all DAl-enabled VLANs in that range. In the
case of no argument, it lists the summary of the forwarded and dropped
ARP packets.

* vlan vlan-list—Display the Dynamic ARP Inspection configuration on
all the VLANSs in the given VLAN list. It also displays the global
configuration values for source MAC validation, destination MAC
validation and invalid IP validation. List separate, non-consecutive VLAN
IDs separated by commas (without spaces). Use a hyphen to designate a

range of IDs. (Range: 1-4093)

Default Configuration

There is no default configuration for this command.

Command Mode

Privileged Exec mode, Global Configuration mode and all Configuration
submodes

User Guidelines

The following information is displayed for each VLAN when a VLAN range is
supplied:

Field Description
VLAN The VLAN-ID for each displayed row.

DHCP Drops | The number of packets dropped due to DHCP Snooping binding
database match failure.

ACL Drops  |The number of packets dropped due to ARP ACL rule match failure.
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DHCP Permits| The number of packets permitted due to DHCP snooping binding
database match.

ACL Permits | The number of packets permitted due to ARP ACL rule match.
Bad Src MAC | The number of packets dropped due to Source MAC validation

failure.
Bad Dest The number of packets dropped due to Destination MAC validation
MAC failure.

Invalid IP The number of packets dropped due to invalid IP checks.

Example

Following is an example of the show ip arp inspection command.

console#show ip arp inspection

Source MAC Validation................. Disabled

Destination MAC Validation............ Disabled

IP Address Validation................. Disabled

VLAN Configuration Log Invalid ACL Name Static flag
1 Disabled Enabled

Following is an example of the show ip arp inspection interfaces command.

console#show ip arp inspection interfaces

Interface Trust State Rate Limit Burst Interval
(pps) (seconds)

Gil/0/1 Untrusted 15 1

Gi1/0/2 Untrusted 10 10

Following is an example of the show ip arp inspection statistics command.
console#show ip arp inspection statistics
VLAN Forwarded Dropped

10 90 14
20 10 3

console#show ip arp inspection statistics vlan 10,20
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VLAN DHCP ACL
Drops Drops

10 11

20 1

DHCP ACL Bad Src Bad Dest Invalid

Permits Permits MAC MAC 1P
1 65 25 1 1 0
0 8 2 0] 1 1

The following global parameters are displayed when no parameters are given:

Parameter

Description

Source Mac Validation

If Source Mac validation of ARP frame is enabled.

Destination Mac
Validation

If Destination Mac validation of ARP Response frame is
enabled.

IP Address Validation

If IP address validation of ARP frame is enabled.

The following ficlds are

displayed for ecach VLAN:

Field Description

VLAN The VLAN-ID for each displayed row.

Configuration Whether DAL is enabled on the VLAN.

Log Invalid Whether logging of invalid ARP packets is enabled on the
VLAN.

ACL Name ARP ACL Name if configured on the VLAN.

Static flag

If the ARP ACL is configured static on the VLAN.

Example

console#show ip arp inspection vlan 10-12

Source Mac Validation

: Disabled

Destination Mac Validation : Disabled

IP Address Validation : Disabled

Vlan Configuration Log Invalid ACL Name Static flag
10 Enabled Enabled H2 Enabled
11 Disabled Enabled
12 Enabled Disabled
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Ethernet Configuration Commands

Dell EMC Networking N1100-0N/N1500/N2000/N2100-0N/N2200-
ON/N3000-ON/N3100-0ON Series Switches

Dell EMC Networking switches support a variety of configuration options to
optimize network operations. Features such as flow-control and jumbo frames
are supported along with a variety of commands to display traffic statistics as
well as limit the effects of network loops or other network issues.

Jumbo frame technology is employed in certain situations to reduce the task
load on a server CPU and to transmit large amounts of data efficiently. Jumbo
frames technology predominantly appears where certain applications would
benefit from using a larger frame size, e.g. Network File System (NFS). The
larger frame size eliminates some of the need for fragmentation, leading to
greater throughput. The increase in throughput is particularly valuable on
data center servers where the larger frame size increases efficiency of the
system and allows processing of more requests. The Dell EMC Networking
jumbo frames feature extends the standard Ethernet MTU (Max Frame Size)
from 1518 (1522 with VLAN header) bytes to 9216 bytes. However, any device
connecting to the same broadcast domain should support the same or larger
MTU.

Flow control 1s a mechanism or protocol used to temporarily suspend
transmission of data to a device to avoid overloading the device receive path.
Dell EMC Networking switching implements the flow control mechanism
defined in IEEE 802.3 Annexes 31A and 31B (formerly IEEE 802.3x). Dell
EMC Networking switches implement receive flow control only. They never
issue a flow control PAUSE frame when congested, but do respect flow
control PAUSE frames received from other switches. Disabling flow control
causes the switch to ignore received PAUSE frames. Ilow control is enabled
by default for all ports.

Storm control allows for rate limiting of specific types of packets through the
forwarding plane. The administrator can configure the absolute rate in
packets-per-second for the Storm control threshold. Each classified packet
type (broadcast, multicast, or unicast) can be enabled/disabled per port, and
the threshold level at which Storm-Control is active is also configurable per-
port and per-type (as a percentage of interface speed).
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On a storm control enabled interface, if the ingress rate of that type of packet
(L2 broadcast, multicast, or unicast) is greater than the configured threshold
level (as a percentage of port speed or as an absolute packets-per-second rate),
the switch forwarding-plane discards the excess traffic.

The speed command controls interface link speeds and auto-negotiation. If
speed is set to something other than auto, auto-negotiation is disabled on the
interface. Auto-negotiation will link at the highest possible speed supported
on the interface at full duplex.

Commands in this Section

This section explains the following commands:

clear counters show interfaces show storm-control
configuration

dcscription show interfaces counters show storm-control action

default (interface) show interfaces debounce  shutdown

duplex show interfaces description  speed

flowcontrol show interfaces detail switchport protected

interface show interfaces status switchport protected name

interface range show interfaces transceiver  show switchport protected

link debounce time show interfaces trunk show system mtu

rate-limit cpu show statistics system jumbo mtu

show interfaces show statistics switchport -

show interfaces advertise - -

clear counters

Use the clear counters command to clear statistics on an interface.

Syntax
clear counters [vif vif-name | stack-ports | switchport | interface-id|

¢ vyrf-name—The name of the VRF instance on which the command
operates.
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* stack-ports—Clears stack-port statistics.
* switchport—Clear all the interface counters

* interface-id—An Ethernet or port-channel identifier. If specified, counters
are cleared for the individual interface.

Default Configuration

This command has no default configuration.

Command Mode

Privileged Exec mode

User Guidelines

Use of the clear counters command with no parameters indicates that both
switch and all interface statistics are to be cleared. This command clears the
individual component counters. If a port-channel is specified, the command
clears the port channel counters, including the flap counters.

The VRF identified in the parameter must have been previously created or an
error is returned.

Example

In the following example, the counters for port Gil/0/1 are cleared.

console#clear counters gigabitethernet 1/0/1

description

Use the description command in Interface Configuration mode to add a
description to an interface. To remove the description use the no form of this
command.

Syntax
description string
no description

* string— Comment or a description of the port attached to this interface.
(Range: 1 to 64 characters)
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Default Configuration

By default, the interface does not have a description.

Command Mode

Interface Configuration (gigabitethernet, port-channel, tengigabitethernet,
fortygigabitethernet) mode

User Guidelines

This command has no user guidelines.

Example
The following example adds a description to the Ethernet port 5.

console(config)#interface gigabitethernet 1/0/5
console(config-if-Gil/0/5)# description RD_SW#3

default (interface)

Use the default interface command to configure the interface to the defaults.

Syntax
default [interface-id]

* interface-id—An Ethernet or port channel, loopback, tunnel or VLAN
interface identifier.

Default Configuration

This command has no defaults.

Command Mode

Global Configuration mode

User Guidelines

This command returns an Ethernet, port channel, VLAN, tunnel or loopback
interface to the interface defaults as follows:

e Trunk and general mode configuration is removed.
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* The interface is set to access mode using VLAN 1.

*  The port is removed from all access-groups.

* The port is removed from port-channels.

*  Speed/duplex are set to defaults.

*  Spanning tree is enabled.

*  Loop protection, BFD, and UDLD are disabled.

*  Port MAC locking is disabled.

e Static MAC address entries referencing the interface are removed.
*  Private VLAN configuration is removed.

Use of this command may cause the interface to drop the link. This is
particularly true when the port defaults to a 10G fiber port and the installed
transcelver requires auto-negotiation to be enabled.

Command History

Command introduced in version 6.5 firmware.

Example
console(config)#default gil/0/1

duplex

Use the duplex command in Interface Configuration mode to configure the
duplex operation of a given Ethernet interface. To restore the default, use the
no form of this command.

Syntax
duplex {full | half | auto {full | half | both}}
no duplex

* auto—FEnable auto-negotiation for the port and advertise the configured
capabilities.

half—FEnable half-duplex operation.

full—Enable full-duplex operation.

*  both—Enable auto-negotiation of full and half duplex operation.
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Default Configuration

Auto-negotiation is enabled by default on copper ports and for 1000BASE-X
ports.

Command Mode

Interface Configuration (Ethernet) mode

User Guidelines

The duplex command is only available on the Dell EMC Networking N1500,
and N2200 Series switches. Other switch models support full duplex
operation only.

Contfiguration of auto-negotiation or fixed operation is performed by the
speed command. Therefore, the speed command should be issued prior to
setting the duplex configuration or the command may be rejected. IHalf-
duplex is only supported for 10/100 speeds.

Copper ports configured for 1000BASE-T/2500BASE-T speed operate in full
duplex mode only. Fiber ports operate in full duplex mode only, even if

provisioned with an SFP or SFP+DAC cable. Auto-negotiation is required on
1G/2.5G/5G/10G/40G copper ports and 1G fiber ports.

To enable auto-negotiation on a port, and configure the speed or duplex, it is
necessary to enter the speed or duplex command using the auto parameter.
The port will negotiate the medium, speed, and duplex settings with the link
partner.

To disable auto-negotiation on a port, it is necessary to enter the speed
command without using the auto parameter. 10G/40G fiber ports do not
support auto-negotiation and therefore require the operator to enter the
speed command followed by the duplex full command and with the desired
operating bandwidth if not already configured.

Example
The following example configures TenGigabit Ethernet port Te 1/0/5 to auto-
negotiate full and half duplex capability and speed.

console(config)# interface tel/0/5
console(config-if-Tel/0/5)# speed auto 1000 100
console(config-if-Tel/0/5)# duplex auto both
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flowcontrol

Use the flowcontrol command in Global Configuration mode to configure
the flow control. To disable flow control, use the no form of this command.

Syntax
flowcontrol receive {on | off}

no flowcontrol receive

Default Configuration
Flow Control is enabled by default.

Command Mode

Global Configuration and Interface Configuration modes

User Guidelines

Dell EMC Networking switches implement receive flow control only. They
never issue a flow control PAUSE frame when congested, but do respect
received flow control PAUSE frames received from other switches. Disabling
flow control causes the switch to ignore received PAUSE frames.

Interface specific configuration overrides any global configuration.

Changing the flow control setting on a copper port restarts auto-negotiation
and causes a brief link-flap while auto-negotiation occurs. Changing the flow
control setting on a fiber port may cause a brief link flap as the PHY is reset.

Enabling flow control on some ports and not others can lead to excessive
packet loss in situations where some ports on the switch have been paused
and the internal packet buffers are consumed. This situation may cause traffic
loss on other ports that are not congested or flow controlled.

Example
console(config)#flowcontrol receive off
console(config)#flowcontrol receive on
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interface

Use this command to configure parameters for Ethernet and port-channel
interfaces. While in Global Configuration mode, enter the interface
command with a specific interface. To exit to Global Configuration mode,
enter exit. To return to Privileged Exec mode, press Ctrl-Z or enter end.

% Additional forms of the interface command enable configuring VLANS, tunnels, the
loopback interface, the out-of-band interface, and ranges of interfaces. See
interface vlan, interface tunnel, interface loopback, and interface range.

Syntax

interface {gigabitethernet unit/slot/port | port-channel port-channel-number
| tengigabitethernet unit/slot/port | twentyfivegigabitethernet unit/slot/port
| fortygigabitethernet unit/slot/port}

Default Configuration

This command has no default configuration.

Command Mode

Global Configuration, Interface Configuration

User Guidelines

Dell EMC Networking switches implement receive flow control only. They
never issue a flow control PAUSE frame when congested, but will respect
received flow control PAUSE frames received from other switches. Disabling
flow control causes the switch to ignore received PAUSE frames.

Interface specific configuration overrides any global configuration.

Changing the flow control setting on a copper port will restart auto-
negotiation and cause a brief link-flap while auto-negotiation occurs.
Changing the flow control setting on a fiber port may cause a brief link flap as
the PHY is resct.

Enabling flow control on some ports and not others can lead to excessive
packet loss in situations where some ports on the switch have been paused
and the internal packet buffers are consumed. This situation may cause traffic
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loss on other ports that are not congested or flow controlled. See
http://www.icee802.org/3/cm_study/public/september04/thaler_3_0904.pdf
for more information.

Example

The following example enables Gigabit port 2 on stack member 1 for
configuration.

console(config)# interface gigabitethernet 1/0/2

interface range

Use the interface range command in Global Configuration mode to execute a
command on multiple ports at the same time.

% NOTE: An additional form of this command enables configuring a range of VLANS.
See interface range vlan.

Syntax
interface range {interface-range-specifier | interface-type all}

e port-range—A list of valid ports to configure. Separate non-consecutive
ports with a comma and no spaces; use a hyphen to designate a range of
ports. For more detailed information, see Command line parameters are
entered by the user to choose an individual value or range of values for the
specific command. Command line parameters are not syntax or range
checked until the carriage return is entered. In some cases, the user may
need to enter special characters, most often in a string parameter such as a
password or a label. Special characters are one of the following characters
C1S% N &F() _-+=1{[}]:;@""~#]|\<,>./)orablank. In
these cases, it may be necessary to enclose the entire string in double or
single quotes for the command line parser to properly interpret the
parameter.. The command line buffer parses up to the maximum number
of command line characters possible in the port-range parameter.

*  port-type—Shows all interfaces of the specified type.

Default Configuration

This command has no default configuration.
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Command Mode

Global Configuration, Interface Range and Interface modes

User Guidelines

Commands under the interface range context are executed independently on
each active interface in the range. If the command returns an error on one of
the active interfaces, it does not stop executing commands on other active
interfaces.

If a range of interfaces is specified using the dash notation, the beginning
range number (to the left of the hyphen) must be less than or equal to the
last number (to the right of the hyphen).

Example

The following example shows how gigabitethernet ports 5/0/18 to 5/0/20 and
3/0/1 to 3/0/24 are ranged to receive the same command.

console(config)# interface range gigabitethernet 5/0/18-20,Gi3/0/1-24
console(config-if-range)#

The following example shows how all gigabitethernet ports can be configured
at once.

console(config)# interface range gigabitethernet all
console(config-if-range)#

The following examples demonstrate various valid interface ranges:
console(config)#interface range gigabitEthernet 1/0/1-20
console(config)#interface range gil/0/20-48

console(config)#interface range gil/0/1,gil1/0/48

console(config)#interface range gi2/0/1-10,9gi1/0/30
console(config)#interface range gil/0/1-10,9i11/0/30-48

console(config)#interface range gil/0/1,tel/1/1
console(config)#interface range gigabitEthernet 1/0/10,tel/1/2

link debounce time

Use the link debounce time command to configure the debounce timer for
one or multiple interfaces. Use the no form of the command to set the link
debounce time to the default (disabled).
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Syntax
link debounce time [ timeout |
no link debounce time

* timeout—An integer value in the range of 100-5000 milliseconds. The
timeout value must be a multiple of 100.

Default Configuration

Ethernet interfaces do not have debounce enabled by default.

Command Mode

Interface (Ethernet) Configuration mode, Interface Range mode.

User Guidelines

The link bounce time configures a link bounce hysteresis on link loss of link.
Loss of link signal starts a link bounce timer. If the link is restored prior to
expiry of the timer, operation continues and the system is not notified that
that link connectivity has been lost. Hysteresis can be used to mitigate link
flaps caused by bad cabling or partially inserted optics or cables.

The debounce timer resolution is approximately 10 ms. Setting a value will
start the timer when loss of link is detected.

Ports operating at lower speeds may benefit from debounce values larger than
the default. Ports operating over fiber generally do not require larger
debounce times.

Use the show interfaces debounce command to display the link debounce
time or to display the link flap count (the number of notifications sent to the
system that link signal was lost). The link flap count is also displayed by the
show interfaces command (Link Debounce Flaps).

The link debounce counter is cleared by the clear counters command and the
clear counters interface-id command.

In general, a debounce time above 300 ms is recommended for copper
interfaces with link flaps.

Command History

Introduced in version 6.2.0.1 firmware.
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Example
The following example disables the link debounce timer for interface gil/0/1.

switch# conf t
console(config)#interface gil/0/1
console(config-if-Gil/0/1)#no link debounce time

The following example sets the link debounce timer for interface gil/0/1 to
500 ms.

switch# conf t
console(config)#interface gil/0/1
console(config-if-Gil/0/1)#link debounce time 500

rate-limit cpu

Use the rate-limit cpu command to reduce the amount of unknown
unicast/multicast packets forwarded to the CPU. Use the no form of the
command to set the rate limit to the default value.

Syntax
rate-limit cpu direction input pps pps_value
no rate-limit cpu direction input pps

*  pps_value—The packets per second. The range is 5-1024 packets per
second.

Default Configuration
The default ingress rate limit is 512 packets per second.

Command Modes
Global Configuration mode

User Guidelines

Unknown unicast and multicast packets are copied to the CPU on the lowest
priority QoS queue. Unknown packets are those that do not have hardware
forwarding entries. Known unicast/multicast packets are hardware forwarded
and are not queued to the CPU. Control plane packets (c.g. spanning tree
BPDUs) are copied or forwarded to the CPU on higher priority queues.
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The rate limiting for unknown packets occurs on the internal CPU port and
does not affect hardware based tratfic routing/forwarding in any way. Typically,
the switch examines the received packets in software to check if there is a
forwarding entry, create a forwarding entry (e.g., add a L2 MAC address or
ARP response), and then either discard the packet or software forward the
packet (only occurs during the brief transitional period when the system is
actively adding a hardware forwarding entry but the hardware is not yet
updated). Processing delays for higher priority packets may occur when the
internal CPU queue is continually kept busy handling low priority packets.

This command does not affect the rate limits for control plane packets. It is
almost never necessary to use this command to change from the default
value. The use of this command should be restricted to situations in which
moderate to high rates of unknown unicast/multicast are continually sent to
the switch CPU as evidenced by the show process cpu command and where
the ipMapForwardingTask or bemL2X task is showing high CPU usage. This
occurs most frequently in networks where a high number of ARPs are
continually received on untrusted ports, high numbers of L2 stations are
timing out and reappearing or multicast flooding is occurring in the network.
If problems with 1.2, L3 or multicast learning occur after changing this value,
set the rate limit back to the default value and take other steps to correct or
mitigate the underlying network issue directly.

Use the show system internal pktmgr command to show the configured
value.

Example

The following example shows output with higher than normal CPU usage due
to packets copied to the software forwarding task.

console#show process cpu
Memory Utilization Report
status bytes

free 1053933568
alloc 673873920

CPU Utilization:

PID Name 5 Secs 60 Secs 300 Secs
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1129 osapiTimer 0.00% 0.00% 0.01%
1133 _interrupt_thread 0.09% 0.01% 0.00%
1137 bcmCNTR. 0 0.24% 0.31% 0.31%
1142 bcmRX 23.00% 27.01% 18.01%
1147 ipMapForwardingTas 32.97% 37.11% 29.92%
1155 becmLINK. O 0.34% 0.36% 0.36%
1156 cpuUtilMonitorTask 0.09% 0.05% 0.04%
1170 nim_t 0.09% 0.08% 0.07%
1208 dotls_timer_task 0.00% 0.00% 0.01%
1222 snoopTask 0.00% 0.00% 0.01%
1291 RMONTask 0.00% 0.02% 0.03%
1293 boxs Req 0.00% 0.01% 0.01%
Total CPU Utilization 27 .31% 28.97% 31.01%

show interfaces

Use the show interfaces command to list the traffic statistics for one or
multiple interfaces. If no parameter is given, all interfaces are shown.

Syntax

show interfaces [ interface-id |

* interface-id—An Ethernet interface id (for example, a 1G interface) in
standard interface format.

Default Configuration

There 1s no default configuration.

Command Mode

All modes, including Config mode and all config submodes.

User Guidelines

The show interface command shows the actual operational status of the
interface, which is not necessarily the same as the configuration.

Input/output rate statistics are collected every 10 seconds.
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The link status field shows the hardware status followed by the keepalive
status. The hardware status show “Up” when link is detected, “Down” when
no link is detected, “Err-disable” when the port is error-disabled, and “Shut”
when the port is administratively shut down.

The keepalive status shows “None” when keepalives are disabled or the port is
down, “Up” when keepalives are enabled and no loop is detected and “Down”
when keepalives are enabled and a loop is detected. Some example values are:

Link Status - ... ... i Up/Up
Link detected, keepalives enabled, no loop detected

Link Status - ... ..ottt Shut/None
Port is administratively disabled

Link Status - ... ... i Down/None
No link detected
Link Status - ... ... Err-disable/Down

Interface is error disabled due to loop detection
Link Status - ... ..ottt Err-disable/None

The interface is error disabled due to a cause other than loop detection.

The possible causes for error disabled interfaces are:

Term Parameter Description

ARP inspection |arp-inspection  |ARP inspection auto-recovery.

BPDU Guard  |bpduguard BPDU guard auto-recovery.

Broadcast beast-storm Broadcast storm auto-recovery.
Storm

BPDU Storm  |bpdustorm BPDU storm auto-recovery.

Denial of denial-of- Denial of Service auto-recovery.
Service service

DHCP Rate dhep-rate-limit |DHCP rate limit auto-recovery.
Limit

Loop Protection |loop-protect Loop protection auto-recovery.
Port MAC port-security | Port security MAC locking auto-recovery.
Locking
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Term Parameter Description

Multicast mcast-storm Multicast storm auto-recovery.

Storm

SEP Mismatch |sfp-mismatch [ SFP mismatch auto-recovery.

SFP Plus stpplus- SFP+ transceiver inserted in SFP port auto-
Mismatch mismatch recovery.

Spanning Tree

spanning-tree

Spanning-tree auto-recovery.

UDLD

udld

UDLD auto-recovery.

Unicast Storm

ucast-storm

Unicast storm auto-recovery.

Command History

Introduced in version 6.2.0.1 firmware. Updated in version 6.3.0.1 firmware.
Updated in version 6.5 firmware.

Example

The following example shows the output for a 1G interface:

console#show interfaces gil/0/1

Interface Name :
Info :

SOC Hardware
Link Status :

Keepalive Enabled...........

Err-disable Cause :
VLAN Membership Mode:
VLAN Membership:

MTU Size :

Port Mode [Duplex] :

Port Speed :
Link Flaps :

Link Debounce Flaps :
Auto-Negotation Status :
Burned MAC Address :
L3 MAC Address
Sample load interval :
Receive Rate Bits/Sec :
Receive Rate Packets/Sec :
Receive Percent Utilization :
Transmit Rate Bits/Sec :

Transmit Rate Packets/Sec :

None

Trunk Mode
(1),2-3,101-113,813,3232
1518

001E.C9DE.B110
001E.C9DE.B112
300
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Transmit Percent Utilization : ................ 9

Total Packets Received Without Errors.......... 102792
Unicast Packets Receilved. ...... . oiiiiiaaananan 0
Multicast Packets Received..... .. ... .. ........ 102792
Broadcast Packets Received..................... 0
Total Packets Received with MAC Errors......... 0
Jabbers Received. .. ... ... i 0
Fragments/Undersize Received................... 0
Alignment Errors. ... ... ... 0
FCS ErrorsS. .o e e 6]
OVEIFUNS. . i i i imemmmeemmmes 0
Total Received Packets Not Forwarded........... 7
Total Packets Transmitted Successfully......... 147070
Unicast Packets Transmitted.................... 0
Multicast Packets Transmitted.................. 147070
Broadcast Packets Transmitted.................. 0
Transmit Packets Discarded. . ..... .. ... .. ...... 0
Total Transmit Errors. ... ... ... ioaaaaaaa- 0
Total Transmit Packets Discarded............... 0
Single Collision Frames. ... ... iiiiiiiiaaanannn 0
Multiple Collision Frames. ...... ... iiiiaaaanan 0
Excessive Collision Frames..... .. ... .. ........ 0

Time since counters last cleared:

console#show interfaces pol

Intf Ports Ch-Type Hash Min-link Local Prf TX Util RX Util
Pol Active: Tel/0/1, Tel/0/2 Dynamic 7 1 Disabled 432344 83782
utilization is shown in Mbps.

Hash Algorithm Type

- Source MAC, VLAN, EtherType, source module and port Id

- Destination MAC, VLAN, EtherType, source module and port Id

- Source IP and source TCP/UDP port

- Destination IP and destination TCP/UDP port

- Source/Destination MAC, VLAN, EtherType, source MODID/port

- Source/Destination IP and source/destination TCP/UDP port

- Enhanced hashing mode

NOoO oA WNPRP

show interfaces advertise

Use the show interfaces advertise command to display information about
auto-negotiation advertisement. The display includes the local configuration
and link partner advertisement, in addition to the local advertisement.
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Syntax

show interfaces advertise [{gigabitethernet unit/slot/port |
tengigabitethernet unit/slot/port | fortygigabitethernet unit/slot/port}|

Default Configuration

This command has no default configuration.

Command Mode

Privileged Exec mode, Global Configuration mode and all Configuration
submodes

User Guidelines

The priority resolution field indicates the auto-negotiated link speed and
duplex. The clock field indicates whether the local interface has auto-
negotiated to clock master or clock slave. When the link is down, the field will
show No link.

When the link is down, the Oper Peer Advertisement and Priority
Resolution fields will show dashes.

Examples

The following examples display information about auto negotiation
advertisement.

Example #1

console#show interfaces advertise

Port Type Neg Operational Link Advertisement
Gil/0/1 Gigabit - Level Enabled 1000f, 100f, 10f

Gil/0/2 Gigabit - Level Enabled 1000f, 100f, 10f

Gil/0/3 Gigabit - Level Enabled 1000f, 100f, 10F

Gil/0/4 Gigabit - Level Enabled 1000f, 100f, 10f

Gil/0/5 Gigabit - Level Enabled 1000f, 100f, 10f

Gil/0/6 Gigabit - Level Enabled 1000f, 100f, 10F

Example #2

console#show interfaces advertise gil/0/1
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Port: Gil/0/1
Type: Gigabit

- Level

Link State: Down
Auto Negotiation: Enabled
802.3az EEE: Disabled

Clock: Master

10000F 1000f 1000h 100f 100h 10F

Admin Local link Advertisement no yes no yes no
Oper Local link Advertisement no yes no yes no
Oper Peer Advertisement no yes no yes no
Priority Resolution - - - yes -

show interfaces configuration

Use the show interfaces configuration command in User Exec mode to
display the configuration for all configured interfaces.

Syntax

show interfaces configuration [{gigabitethernet unit/slot/port| port-channel
port-channel-number | tengigabitethernet unit/slot/port |
fortygigabitethernet unit/slot/port} ]

Default Configuration

This command has no default configuration.

Command Mode

User Exec mode, Global Configuration mode and all Contiguration

submodes

User Guidelines

The displayed port configuration information includes the following:

Field

Description

Port

The port number.
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Field Description

Description | The port designated IEEE shorthand identifier. For example
1000Base-T refers to 1000 Mbps baseband signaling including both

Tx and Rx transmissions.

Duplex Displays the port Duplex status.
Speed Refers to the port speed.

Neg Describes the Auto-negotiation status.
MTU The Maximum Transmission Unit.

Admin State |Displays whether the port is enabled or disabled.

Example

The following example displays the configuration for all configured
interfaces:

console#show interfaces configuration gigabitethernet 1/0/1

Port Description Duplex Speed Neg MTU Admin
State
Gil/0/1 Full 1000 Auto 1518 Up

show interfaces counters

Use the show interfaces counters command in User Exec mode to display
traffic seen by the interface.

Syntax

show interfaces counters [errors]| [gigabitethernet unit/slot/port | port-
channel port-channel-number | tengigabitethernet unit/slot/port |
fortygigabitethe