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About This Guide Intended Readers

About This Guide

This User Guide provides information for managing JetStream Switches. Please read this
guide carefully before operation.

Intended Readers

This Guide is intended for network managers familiar with IT concepts and network
terminologies.

Conventions

When using this guide, notice that features available in Jetstream Switches may vary by
model and software version. Availability of Jetstream Switches may also vary by region or
ISP. All images, steps, and descriptions in this guide are only examples and may not reflect
your actual experience.

Some models featured in this guide may be unavailable in your country or region. For local
sales information, visit https://www.tp-link.com.

The information in this document is subject to change without notice. Every effort has
been made in the preparation of this document to ensure accuracy of the contents, but
all statements, information, and recommendations in this document do not constitute
the warranty of any kind, express or implied. Users must take full responsibility for their
application of any products.

In this Guide, the following conventions are used:

PoE budget calculations are based on laboratory testing. Actual PoE power budget is not
guaranteed and will vary as a result of client limitations and environmental factors.

The symbol @ stands for Note. Notes contains suggestions or references that helps you
make better use of your device.

m For GUI

Menu Name > Submenu Name > Tab page indicates the menu structure. System >
System Info > System Summary means the System Summary page under the System Info
menu option that is located under the System menu.

Bold font indicates a button, a toolbar icon, menu or menu item.

m ForCLI:

Bold Font An unalterable keyword.

For example: show logging
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Normal Font

I

Italic Font

More Information

A constant (several options are enumerated and only one can be
selected).

For example: no bandwidth {all | ingress | egress}

Iltems in braces {} are required.
Items in square brackets [] are optional.

Alternative items are grouped in braces and separated by vertical bars |.

For example: speed {10| 100 | 1000}

A variable (an actual value must be assigned).

For example: bridge aging-time aging-time

Common combination:

{{en

A least one item in the square brackets must be selected.

For example: bandwidth {[ingress ingress-rate] [egress egress-
ratel}

This command can be used on three occasions:

bandwidth ingress ingress-rate is used to restrict ingress
bandwidth.

bandwidth egress egress-rate is used to restrict egress
bandwidth.

bandwidth ingress ingress-rate egress egress-rate is used to
restrict ingress and egress bandwidth.

More Information

The latest software and documentations can be found at Download Center at
https://www.tp-link.com/support.

The Installation Guide (IG) can be found where you find this guide or inside the package

of the switch.

The authentication information can be found where you find this guide.

Specifications can be found on the product page at https://www.tp-link.com.

To ask questions, find answers, and communicate with TP-Link users or engineers,
please visit https://community.tp-link.com to join TP-Link Community.

Our Technical Support contact information can be found at the Contact Technical
Support page at https://www.tp-link.com/support.
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Accessing the Switch Determine the Management Method

Determine the Management Method

Before building your network, choose a proper method to manage your switch based on
your actual network situation. The switch supports two configuration options: Standalone
Mode or Controller Mode.

@ Note:

Controller Mode is only available on certain devices. To check whether your device supports this
feature, refer to the actual web interface. If Controller Mode is available, there is SYSTEM > Controller
Settings in the menu structure.

m  Controller Mode

If you want to configure and manage a large-scale network centrally, which consists
of mass devices such as access points, switches, and gateways, Controller Mode is
recommended. In Controller Mode, the switch can be centrally configured and monitored
via Omada SDN Controller.

To prepare the switch for Omada SDN Controller Management, refer to Controller Settings
(Only for Certain Devices). For detailed instructions about the network topology in such
situations and how to use Omada SDN Controller, refer to the User Guide of Omada SDN
Controller. The guide can be found on the download center of our official website: https://
www.tp-link.com/support/download/

m Standalone Mode

If you have a relatively small-sized network and only one or just a small number of devices
need to be managed, Standalone Mode is recommended. In Standalone Mode, the switch
can be singly configured and monitored via the GUI (Graphical User Interface, also called
web interface in this text) or via the CLI (Command Line Interface). There are equivalent
functions in the web interface and the command line interface, while web configuration is
easier and more visual than the CLI configuration. You can choose the method according
to their available applications and preference.

This User Guide introduces how to configure and monitor the switch in Standalone Mode.

@ Note:

¢ The GUI and CLI is inaccessible while the switch is managed by a controller. To turn the switch
back to Standalone Mode and access its GUl and CLI, you can forget the switch on the controller
or reset the switch.

o The first time you log in, change the password to better protect your network and devices.
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Accessing the Switch Web Interface Access

2.1

Web Interface Access

You can access the switch's web interface through the web-based authentication.
The switch uses two built-in web servers, HTTP server and HTTPS server, for user
authentication.

The following example shows how to login via the HTTP server.

Login

To manage your switch through a web browser in the host PC:
1) Make sure that the route between the host PC and the switch is available.

2) Launch a web browser. The supported web browsers include, but are not limited to, the
following types:

m |E8.0,9.0,10.0,11.0
m Firefox 26.0, 27.0
m Chrome 32.0, 33.0

3) Enter the switch's IP address in the web browser's address bar. The switch's default IP
addressis 192.168.0.1.

Figure 2-1  Enter the Switch's IP Address in the Browser

£ 19216801 D+

4) Enter the username and password (both admin by default) in the pop-up login window.
Figure 2-2  Login Authentication

Username

< admin

Password

0
g

|:| Remember Me

@ Note:

The first time you log in, change the password to better protect your network and devices.
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2.2

5) The typical web interface displays below. You can view the switch's running status and
configure the switch on this interface.

Figure 2-3  Web Interface

Port Status
= Device Description
S EEmime 2 a6 8] [w0] [12] [14] [16 15' 20| [22] [24
- Daylight Saving Time 1 3 5 i a " 13 15 17 19 2 23 25 26 27 28
User Management
System Info
System Tools
EEE UNIT1
SDM Template System Description: JetStream 24-Port Gigabit Smart Switch with 4 SFP Slots
Time Range Device Name T1600G-28TS
Device Location: SHENZHEN
Contact Information: www.tp-link.com
Hardware Version T1600G-28TS 3.0
Firmware Version 3.0.0 Build 20171128 Rel.52008(s)
Boot Loader Version: TP-LINK BOOTUTIL{v1.0.0)
MAC Address: 00-DA-EB-13-A2-24
System Time: 2006-01-04 07:33:02
Running Time: 2 day - 23 hour - 33 min - 24 sec

Serial Number:

Jumbo Frame: Disabled
SNTP: Enabled
IGMP Snooping Disabled
SNMP: Disabled
Spanning Tree: Disabled
DHCP Relay: Disabled
802.1X Disabled
HTTP Server: Enabled

Save the Configuration File
The switch's configuration files fall into two types: the running configuration file and the
start-up configuration file.

After you perform configurations on the sub-interfaces and click Apply, the modifications
will be saved in the running configuration file. The configurations will be lost when the
switch reboots.

If you need to keep the configurations after the switch reboots, please click = on the
main interface to save the configurations in the start-up configuration file.
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Figure 2-4 Save the Configuration

Save the configuration file?

2.3 Disable the Web Server

You can shut down the HTTP server and HTTPS server to block any access to the web
interface.

Go to SECURITY > Access Security > HTTP Config, disable the HTTP server and click Apply.

Figure 2-5 Shut Down HTTP Server

Global Config
e
Port: | 80 (1-65535)

Go to SECURITY > Access Security > HTTPS Config, disable the HTTPS server and click
Apply.
Figure 2-6 Disbale the HTTPS Server

Global Config

arres

SSL Version 3: ~| Enable

TLS Version 1: ~| Enable

Port: 443 (1-65535)
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2.4

Web Interface Access

Configure the Switch's IP Address and Default Gateway

If you want to access the switch via a specified port (hereafter referred to as the access
port), you can configure the port as a routed port and specify its IP address, or configure
the IP address of the VLAN which the access port belongs to.

m  Change the IP Address
By default, all the ports belong to VLAN 1 with the VLAN interface IP 192.168.0.1.

The following example shows how to change the switch's default access IP address
192.168.0.1.

1) Go to L3 FEATURES > Interface. The default access IP address in VLAN 1 in the
Interface List. Click Edit IPv4 to modify VLAN1's IP address.

Figure 2-7 Change VLAN1's IP Address

Routing Config

IPv4 Routing: ~| Enable

IPv6 Routing: Enable

Interface List

@ Add
Interface 1D IP Address Mode IP Address Subnet Mask Interface Name Status Operation
VLANA Static 182.168.0.100 255.255.255.0 Up e e Jpetai
Total: 1

2) Choose the IP Address Mode as Static. Enter the new access address in the IP

Address field and click Apply. Make sure that the route between the host PC and the
switch's new IP address is available.

Figure 2-8 Specify the IP Address

Modify IPv4 Interface

Interface ID: VLAN1

Admin Status: ~| Enable

Interface Name: | | Optional. 1-16 characters

IP Address Mode: O None (O DHCP O BODOTP

IP Address: | 192.168.0.100 || (Format: 192.168.0.1

Subnet Mask: | 255.255.255.0 | (Format 255.255.255.0

3) Enter the new IP address in the web browser to access the switch.
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Web Interface Access

4) Click - to save the settings.

m  Configure the Default Gateway

The following example shows how to configure the switch’s gateway. By default, the switch
has no default gateway.

1) Go to page L3 FEATURES > Static Routing > IPv4 Static Routing Config. Click &3 Add to
load the following page and configure the parameters related to the switch’s gateway.

Then click Create.

Figure 2-9  Configure the Default Gateway

IPv4 Static Routing

Destination:
Subnet Mask:
Next Hop:

Distance:

Destination

Subnet Mask

Next Hop

Distance

| 0000 | (Format: 10.10.10.0)
| 0000 | |(Format: 255.255.255.0)
| 192.168.0.100 | |Format: 192.168.0.2)

|

1

(Optional. range: 1-255)

o

Specify the destination as 0.0.0.0.
Specify the subnet mask as 0.0.0.0.
Configure your desired default gateway as the next hop's IP address.

Specify the distance as 1.

2) Click - to save the settings.

3) Check the routing table to verify the default gateway you configured. The entry marked
in red box displays the valid default gateway.

Figure 2-10 View the Default Gateway

|Pv4 Routing Information Summary

® Refresh
Protocol Destination Network Next Hop Distance Metric Interface Name
Static 0.0.0.0/24 192.168.0.100 1 0 VLAN1
Connected 192.168.0.0124 192.168.0.100 0 1 VLAN1
Total: 2
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3 Command Line Interface Access

3.1

Users can access the switch's command line interface through the console (only for switch
with console port), Telnet or SSH connection, and manage the switch with the command

lines.

Console connection requires the host PC connecting to the switch's console port directly,
while Telnet and SSH connection support both local and remote access.

The following table shows the typical applications used in the CLI access.

Table 3-1 Method list

Method Using Port Typical Applications

Console Console port (connected Hyper Terminal
directly)

Telnet RJ-45 port CMD

SSH RJ-45 port Putty

Console Login (only for switch with console port)

Follow these steps to log in to the switch via the Console port:
1) Connect the PC or terminal to the Console port on the switch with the serial cable.

2) Start the terminal emulation program (such as the Hyper Terminal) on the PC and
configure the terminal emulation program as follows:

®  Baud Rate: 38400bps
m Data Bits: 8

m  Parity: None

m  Stop Bits: 1

®  Flow Control: None

3) Type the User name and Password in the Hyper Terminal window. The default value for
both of them is admin. Press Enter in the main window and Switch> will appear, which
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indicates that you have successfully logged in to the switch and you can use the CLI
now.

Figure 3-1  CLI Main Window

- ™
&, TP-LINK - HyperTerminal [E=
File Edit View Call Transfer Help
D & 3 D\
-
User: admin
Password:
Switch>
Connected 0:02:08 Auto detect 38400 8-N-1 SCROLL |cAPS NUM  Capture  Print eche
L 3

@ Note:

The first time you log in, change the password to better protect your network and devices.

4) Enter enable to enter the User EXEC Mode to further configure the switch.

Figure 3-2  User EXEC Mode

- ™
&, TP-LINK - HyperTerminal [E=EEE
File Edit View Call Transfer Help
D @& DB
-
User: admin
Password:
Switch>enable
Switch#_
Connected 0:02:08 Auto detect 38400 8-N-1 SCROLL |CcAPS |NUM  Capture  Print echo
L y

@ Note:

In Windows XP, go to Start > All Programs > Accessories > Communications > Hyper Terminal to
open the Hyper Terminal and configure the above settings to log in to the switch.
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3.2 TelnetLogin

The switch supports Login Local Mode for authentication by default.
Login Local Mode: Username and password are required, which are both admin by default.

The following steps show how to manage the switch via the Login Local Mode:

1) Make sure the switch and the PC are in the same LAN (Local Area Network). Click Start
and type in cmd in the Search bar and press Enter.

Figure 3-3  Open the CMD Window

|~’-‘ﬂ1'=1 x | | Shut down | ¥ |

2) Typeintelnet 192.168.0.1 in the CMD window and press Enter.

Figure 3-4  Log In to the Switch

Microsoft Windows [Uersion 6.1.76001
[Copyright (c> 2009 Microsoft Corporation. A1l rights reserved.

m| »

C:~Userssadmin .WIN?-PC>telnet 192.168.0.1

3) Type in the login username and password (both admin by default). Press Enter and you
will enter User EXEC Mode.

Figure 3-5 Enter User EXEC Mode

pesstoncneensix |ser Access Login

User:adnin
Passuord:

Suitch>i2006-81-01 B8:02:54, [Userl/3/Login the CLI by admin on vtyd (192.168.0.208>.

The first time you log in, change the password to better protect your network and devices.

4) Type in enable command and you will enter Privileged EXEC Mode. By default no
password is needed. Later you can set a password for users who want to access the
Privileged EXEC Mode.

Figure 3-6 Enter Privileged EXEC Mode

[ Telnet 192.168.0.1 =ANCl X
User Access Login

User:admin

Passuord:

Switch>#2086-61-01 B8:21:11.[User1-3-Login the CLI by admin on vty@ (192.168.8.208>.

Switch>enable

Switchl,

Now you can manage your switch with CLI commands through Telnet connection.
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3.3

SSH Login

SSH login supports the following two modes: Password Authentication Mode and Key
Authentication Mode. You can choose one according to your needs:

m Password Authentication Mode: Username and password are required, which are both
admin by default.

m  Key Authentication Mode (Recommended): A public key for the switch and a private key
for the client software (PuTTY) are required. You can generate the public key and the
private key through the PuTTY Key Generator.

Before logging in via SSH, follow the steps below to enable SSH on the terminal emulation
program:

Figure 3-7 Enable SSH
@ Telnet 192.168.0.1 [E=R =

User Access Login
User:admin
Password:

Switch>H2006-01-01 B8:1A:27. [User1-3-Login the CLI by admin on uvtyB (192.168.8.288>.

Switch>enable
Switchifconfig

Switch(config>#tip szh server

Switch{config>#_

Password Authentication Mode

1) Open PuTTY and go to the Session page. Enter the IP address of the switch in the Host
Name field and keep the default value 22 in the Port field; select SSH as the Connection
type. Click Open.
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Figure 3-8 Configurations in PuTTY

\| Categary:

(- Teminal

Basic options for your PUuTTY session

Specify the destination you want to connect to

- Keyboard
. Bell

Haost Name (or IP address)

Port

192.168.0.1

22

- Features
= Window

- Appearance
- Behaviour
- Translation
- Selection
- Colours

=+ Connection

- Data

.- Promy

- Telnet

. Rlogin
[-55H

- Serial

Connection type:

) Raw ) Telnet -:-Hlogin ) Serial

Load, save or delete a stored session

Saved Sessions

Default Settings

Load

Save

Delete

Close window on exit:
) Aways (7)) MNever

@ Only on clean exit

Command Line Interface Access

2) Enter the login username and password to log in to the switch, and you can continue to

configure the switch.

Figure 3-9  LogIn to the Switch

EP 192168.0.1 - PUTTY

The first time you log in, change the password to better protect your network and devices.

Key Authentication M

ode

1) Open the PUTTY Key Generator. In the Parameters section, select the key type and
enter the key length. In the Actions section, click Generate to generate a public/private
key pair. In the following figure, an SSH-2 RSA key pair is generated, and the length of

each key is 1024 bits
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Figure 3-10 Generate a Public/Private Key Pair

File Key Conversions Help

Key
No key.

Actions

(Generate a public/private key pair I Generate a key l Generate II

Load an existing private key file Load

Save the generated key Save public key Save private key

Parameters

Type of key to generate: Key type
() S5H-1 (RSA) @ S5H-2 RSA () 55H-2 DSA

Number of bits in a generated key: Key length 2048

@ Note:

¢ The key length should be between 512 and 3072 bits.

. You can accelerate the key generation process by moving the mouse quickly and randomly in
the Key section.
2) After the keys are successfully generated, click Save public key to save the public key
to a TFTP server; click Save private key to save the private key to the host PC.

Figure 3-11 Save the Generated Keys

|EP PuTTV Key Generato

File Key Conversions Help

Ky

Public key for pasting into OpenSSH authaorized_keys file:

sshisa -
AAAAB3INzaC yc2ZEAAAABJOAAADEAGARILEYE NS Db Fin 3Muo HrdLHF 7w BWHN EGE
HeoJzriwndlbpC 7 Dlood Bm Ozl Jo6S R =
+=UVKBEa TWROgOpfBoodu 7P LIEM40cMz0m DC 2 3bhfghg I OMm SmG Mo EYHD
gh¥LbFU3rDx Tjn5nlUCnGle RUKIva YREg SqKHwpsGbZKQIA S/Bgp 1/2Pnfzz 557D -
Key fingerprint: sshssa 2048 cf:11:bc:4b:40:55:50:ef -Ba e4:9d c5:bJca:30:13

Key comment: rsa+teey-20150122

Key passphrase:

Confirm passphrase:

Actions

Generate a public/private key pair

Load an exsting private key file Load

Save the generated key I[ Save public key l" Save private key ]I

Parameters

Type of key to generate:
() 55H-1 (R54) @ S5H-2 RSA () 55H-2 DSA

MNumber of bits in a generated key: 2043

User Guide = 15



Accessing the Switch Command Line Interface Access

3) On Hyper Terminal, download the public key file from the TFTP server to the switch as
shown in the following figure:

Figure 3-12 Download the Public Key to the Switch
W Telnet 192.168.0.1 [EEEEET |

m | »

bescrosessesenssmmsssens User Acess LOgin st

2086 -01-27 B8:86:81.[Userl S~ Login the CLI by admin on vtyd (192.168.8.208>.

[Buitch>enable
[Bwitchiiconf igure

[Buitch{config)#ip ssh download v2 public ip—address 192.168.8.1008
Start to download SSH key file

Download SSH key file OK.

[Buitch{config)

. The key type should accord with the type of the key file. In the above CLI, v1 corresponds to
SSH-1 (RSA), and v2 corresponds to SSH-2 RSA and SSH-2 DSA.

. The key downloading process cannot be interrupted.

4) After the public key is downloaded, open PuTTY and go to the Session page. Enter the
IP address of the switch and select SSH as the Connection type (keep the default value
in the Port field).

Figure 3-13  Configure the Host Name and Connection Type

Fa ™
S o S ==
Category:

= | Session | Basic options for your PUuTTY session

- Ten L.Dglging Specify the destination you want to connect to
Tﬂl’é;:bnard Host Name (or IP address) Port
... Bell 152.168.01 22

] - Features Connection type:
4 =1 Window Raw Telnet Rlogin Seral

Appea!ance Load, save or delete a stored session
- Behawviour
- Tranglation Sawved Sessions
- Selection
-~ Colours Default Settings Load

=I- Connection
-~ Data Save
oy [ S |
- Telnet Delete
- Rlogin
+- S5H
""" Serial Close window on exit:

Always Mewer @ Only on clean exit

About [ COpen l | Cancel |

5) Go to Connection > SSH > Auth. Click Browse to download the private key file to
PuTTY. Click Open to start the connection and negotiation.
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Figure 3-14 Download the Private Key to PUuTTY

f ™
g ==
Category:
& Spssion - Options controling S5H authentication
¢ *~Logging

= Terminal [] Bypass authentication entirely (SSH-2 only)
Iée'ﬁ'bnard Authentication methods
. Be
- Features Attempt authentication using Pageant

= Window [ Attempt TIS or CryptoCard auth (SSH-1)
- Appearance Attempt “keyboard-interactive™ auth (S5H-2)
_I?_eha\la';?.ur Authentication parameters
- Translation =
... Selection 3 [] Allow agent forwanding
.. Colours [*] Mllow attempted changes of usemame in S5H-2

=+ Connection Private key file for authentication:
Eata I D:\Program files\private ppl [ Browse... ]I
- Telnet
. Alogin

=-55H
&
X1 =
About [ Open ] l Cancel ]

6) After negotiation is completed, enter the username to log in. If you can log in without
entering the password, the key authentication completed successfully.

Figure 3-15 Log Into the Switch

@ 192.168.0.1 - PuTTY =NRCN X

T17005-16TS>

The first time you log in, change the password to better protect your network and devices.

3.4 Disable Telnetlogin

You can shut down the Telnet function to block any Telnet access to the CLl interface.

®  Using the GUI:

Go to SECURITY > Access Security > Telnet Config, disable the Telnet function and click
Apply.
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3.5

3.6

Figure 3-16 Disable Telnet login

Telnet Config
Teinet.
Port: 23

® Usingthe CLI:
Switch#configure

Switch(config)#telnet disable

Disable SSH login

You can shut down the SSH server to block any SSH access to the CLl interface.
m  Using the GUI:

Go to SECURITY > Access Security > SSH Config, disable the SSH server and click Apply.

Figure 3-17 Shut down SSH server

Global Config

Protocol V1: +| Enable
Protocol V2: +| Enable
Idle Timeout: 120
Maximum Connections: 5

Part: 22

® Usingthe CLI:
Switch#configure

Switch(config)#no ip ssh server

Copy running-config startup-config

The switch's configuration files fall into two types: the running configuration file and the
start-up configuration file.

After you enter each command line, the modifications will be saved in the running
configuration file. The configurations will be lost when the switch reboots.
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3.7

If you need to keep the configurations after the switch reboots, please use the command
copy running-config startup-config to save the configurations in the start-up
configuration file.

Switch(config)#end

Switch#copy running-config startup-config

Change the Switch's IP Address and Default Gateway

If you want to access the switch via a specified port (hereafter referred to as the access
port), you can configure the port as a routed port and specify its IP address, or configure
the IP address of the VLAN which the access port belongs to.

®  Change the IP Address

By default, all the ports belong to VLAN 1 with the VLAN interface IP 192.168.0.1/24. In
the following example, we will show how to replace the switch's default access IP address
192.168.0.1/24 with 192.168.0.10/24.

Switch#configure
Switch(config)#interface vian 1
Switch(config-if)#ip address 192.168.0.10 255.255.255.0

The connection will be interrupted and you should telnet to the switch's new IP address
192.168.0.10.

C:\Users\Administrator>telnet 192.168.0.10
User:admin

Password:tplink

Switch>enable

Switch#copy running-config startup-config

m  Configure the Default Gateway

In the following example, we will show how to configure the switch's gateway as
192.168.0.100. By default, the switch has no default gateway.

Switch#configure
Switch(config)#ip route 0.0.0.0 0.0.0.0 192.168.0.100 1
Switch(config)#end

Switch#copy running-config startup-config
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1.1

1.2

System

Overview

In System module, you can view the system information and configure the system
parameters and features of the switch.

Supported Features

System Info

You can view the switch's port status and system information, and configure the device
description, system time, and daylight saving time.

User Management

You can manage the user accounts for login to the switch. There are multiple user types
which have different access levels, and you can create different user accounts according
to your need.

System Tools

You can configure the boot file of the switch, backup and restore the configurations,
update the firmware, reset the switch, and reboot the switch.

EEE

EEE (Energy Efficient Ethernet) is used to save power consumption of the switch during
periods of low data activity. You can simply enable this feature on ports to allow power
reduction.

PoE

9 Note:

PoE configuration is only available on certain devices. To check whether your device supports this
feature, refer to the actual web interface. If POE configuration is available, there is SYSTEM > PoE in the
menu structure.

Power over Ethernet (PoE) is a remote power supply function. With this function, the switch
can supply power to the connected devices over twisted-pair cable.

Some devices such as IP phones, access points (APs) and cameras may be located far
away from the AC power source in actual use. PoE can provide power for these devices
without requiring to deploy power cables. This allows a single cable to provide both data
connection and electric power to devices.
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IEEE 802.3af and 802.3at are both PoE standards. The standard process of PoE power
supply contains powered-device discovery, power administration, disconnect detection
and optional power-device power classification.

m PSE

Power sourcing equipment (PSE) is a device that provides power for PDs on the Ethernet,
for example, the PoE switch. PSE can detect the PDs and determine the device power
requirements.

= PD

Powered device (PD) is a device receiving power from the PSE, for example, IP phones and
access points. According to whether PDs comply with IEEE standard, they can be classified
into standard PDs and non-standard PDs. Only standard PDs can be powered via TP-Link
PoE switches.

SDM Template

SDM (Switch Database Management) Template is used to prioritize hardware resources for
certain features. The switch provides three templates which allocate different hardware
resources for different usage, and you can choose one according to your need.

Time Range

With this feature, you can configure a time range. You can use the time range when you
configure other features like ACL.

Controller Settings

9 Note:

Controller Settings is only available on certain devices. To check whether your device supports
this feature, refer to the actual web interface. If Controller Settings is available, there is SYSTEM >
Controller Settings in the menu structure.

With this feature, you can configure your switch to be discovered by Omada SDN Controller
on this page, then it can be managed centrally via Omada SDN Controller.
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System Info Configurations

With system information configurations, you can:
® View the System Summary

m  Configure the Device Description

m  Configure the System Time

m  Configure the Daylight Saving Time

m  Configuring LED (Only for Certain Devices)

2.1 Using the GUI

2.1.1 Viewing the System Summary

Choose the menu SYSTEM > System Info > System Summary to load the System
Summary page. You can view the port status and system information of the switch.

Viewing the Port Status
In the Port Status section, you can view the status and bandwidth utilization of each port.

Figure 2-1  Viewing the System Summary

Port Status

2 4 ] ] 10 12 14 16 18 20 22 24

The following table introduces the meaning of each port status:
Port Status Indication

Indicates the Ethernet port is not connected to a device.
Indicates the Ethernet port is transmitting and receiving data at the highest speed.

Indicates the Ethernet port is transmitting and receiving data, but not at the highest
speed.

Indicates the SFP port is not connected to a device.

Indicates the SFP port is transmitting and receiving data at the highest speed.
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Indicates the SFP port is transmitting and receiving data, but not at the highest speed.

You can move your cursor to a port to view the detailed information of the port.

Figure 2-2  Port Information

Port:1/0/4
Type: Auto RJ45

Speed:  1000M, Full Duplex
Status:  Link Up

Port Information Indication

Port Displays the port number.

Type Displays the type of the port.

Speed Displays the maximum transmission rate and duplex mode of the port.

Status Displays the connection status of the port.

You can click a port to view the bandwidth utilization on this port.

Figure 2-3  Bnadwidth Utilization

Port Status

Bandwidth Utilization (Port:1/0/18)

100% %Utilization
0 60 seconds
Legend: RX TX  —
Current Utilization: RX 0% TX 0%
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RX

TX

Viewing the System Information

System Info Configurations

Displays the bandwidth utilization of receiving packets on this port.

Displays the bandwidth utilization of sending packets on this port.

In the System Info section, you can view the system information of the switch.

Figure 2-4  System Information

System Info

UNITH

System Description:
Device Name:
Device Location:
Contact Information:
Hardware Version:
Firmware Version:
Boot Loader Version:
MAC Address:
System Time:
Running Time:
Serial Number:
Jumbo Frame:
SNTP:

IGMP Snooping:
SNMP:

Spanning Tree:
DHCP Relay:
802.1X:

HTTP Server:
Telnet:

SSH:

System
Description

Device Name

Device Location

Contact
Information

Hardware
Version

JetStream 24-Port Gigabit Smart Switch with 4 SFP Slots
T1600G-28TS

SHENZHEN

www.tp-link.com

T1600G-28TS 3.0

3.0.0 Build 20171011 Rel.72184(s)

TP-LINK BOOTUTIL(v1.0.0)

00-0A-EB-13-A2-24

2006-01-02 10:20:02

1 day - 2 hour - 20 min - 24 sec

Disabled
Enabled
Disabled
Disabled
Disabled
Disabled
Disabled
Enabled
Enabled

Disabled

Displays the system description of the switch.

Settings
Setlings
Settings
Settings
Settings
Settings
Settings
Settings
Settings

Settings

Displays the name of the switch. You can edit it on the Device Description page.

Displays the location of the switch. You can edit it on the Device Description page.

Displays the contact information of the switch. You can edit it on the Device

Description page.

Displays the hardware version of the switch.
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Firmware
Version

Boot Loader
Version

MAC Address
System Time

Running Time
Serial Number

Jumbo Frame

SNTP

IGMP Snooping

SNMP

Spanning Tree

DHCP Relay

802.1x

HTTP Server

Telnet

SSH

System Info Configurations

Displays the firmware version of the switch.

Displays the boot loader version of the switch.

Displays the MAC address of the switch.
Displays the system time of the switch.
Displays the running time of the switch.
Displays the serial number of the switch.

Displays whether Jumbo Frame is enabled. You can click Settings to jump to the
Jumbo Frame configuration page.

Displays whether the switch gets system time from NTP Server. You can click Settings
to jump to the System Time configuration page.

Displays whether IGMP Snooping is enabled. You can click Settings to jump to the
IGMP Snooping configuration page.

Displays whether SNMP is enabled. You can click Settings to jump to the SNMP
configuration page.

Displays whether Spanning Tree is enabled. You can click Settings to jump to the
Spanning Tree configuration page.

Displays whether DHCP Relay is enabled. You can click Settings to jump to the DHCP
Relay configuration page.

Displays whether 802.1x is enabled. You can click Settings to jump to the 802.1x
configuration page.

Displays whether HTTP server is enabled. You can click Settings to jump to the HTTP
configuration page.

Displays whether Telnet is enabled. You can click Settings to jump to the Telnet
configuration page.

Displays whether SSH is enabled. You can click Settings to jump to the SSH
configuration page.
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2.1.2 Configuring the Device Description

Choose the menu SYSTEM > System Info > Device Description to load the following
page.

Figure 2-5 Configuring the Device Description

Device Description

Device Mame: |T1BDUG—23TS | 1-32 characters

Device Location: | SHENZHEN | (1-32¢

System Contact: | wwnw.tp-link.com | (1-32 characters

1) Inthe Device Description section, configure the following parameters.
Device Name Specify a name for the switch.
Device Location Enter the location of the switch.

System Contact Enter the contact information.

2) Click Apply.
2.1.3 Configuring the System Time

Choose the menu SYSTEM > System Info > System Time to load the following page.

Figure 2-6  Configuring the System Time

Time Info

Current System Time: Monday, January 2, 2006 05:21:47
Current Time Source: Manual

Time Config

O Manual @ Get Time from NTP Server (O Synchronize with PC's Clock

Time Zone: | (GMT+08:00) Beijing, Urumgi, Hong Kong, Taipei v
Primary NTP Server: | 133.100.9.2 | Format: 192.168.0.1 or 2001::1
Secondary NTP R

| 139.78.100.163 | (Format: 192.168.0.1 or 2001
Server:
Update Rate: | 12 | nours (1-24

In the Time Info section, you can view the current time information of the switch.
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Current System Displays the current date and time of the switch.
Time

Current Time Displays how the switch gets the current time.
Source

In the Time Config section, follow these steps to configure the system time:
1) Choose one method to set the system time and specify the related parameters.
Manual Set the system time manually.
Date: Specify the date of the system.

Time: Specify the time of the system.

Get Time from Get the system time from an NTP server. Make sure the NTP server is accessible
NTP Server on your network. If the NTP server is on the internet, connect the switch to the
internet first.

Time Zone: Select your local time zone.

Primary Server: Enter the IP Address of the primary NTP server.

Secondary Server: Enter the IP Address of the secondary NTP server. Once the
primary NTP server is down, the EAP can get the system time from the secondary

NTP server.

Update Rate: Specify the interval the switch fetching time from NTP server, which
ranges from 1 to 24 hours.

Synchronize Synchronize the system time with the clock of your currently logged-in host.
with PC's Clock

2) Click Apply.
2.1.4 Configuring the Daylight Saving Time

Choose the menu SYSTEM > System Info > Daylight Saving Time to load the following
page.

Figure 2-7 Configuring the Daylight Saving Time

DST Config

DST Status: ~| Enable

Mode: @® Predefined Mode O Recurring Mode (O Date Mode
Predefined Profile: USA v

Follow these steps to configure Daylight Saving Time:

1) Inthe DST Config section, enable the Daylight Saving Time function.
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2) Choose one method to set the Daylight Saving Time and specify the related
parameters.

Predefined If you select Predefined Mode, choose a predefined DST schedule for the switch.
Mode
USA: Select the Daylight Saving Time of the USA. It is from 2: 00 a.m. on the
Second Sunday in March to 2:00 a.m. on the First Sunday in November.

Australia: Select the Daylight Saving Time of Australia. It is from 2:00 a.m. on the
First Sunday in October to 3:00 a.m. on the First Sunday in April.

Europe: Select the Daylight Saving Time of Europe. Itis from 1: 00 a.m. on the Last
Sunday in March to 1:00 a.m. on the Last Sunday in October.

New Zealand: Select the Daylight Saving Time of New Zealand. It is from 2: 00 a.m.
on the Last Sunday in September to 3:00 a.m. on the First Sunday in April.

Recurring Mode If you select Recurring Mode, specify a cycle time range for the Daylight Saving
Time of the switch. This configuration will be used every year.

Offset: Specify the time to set the clock forward by.

Start Time: Specify the start time of Daylight Saving Time. The interval between
start time and end time should be more than 1 day and less than 1 year(365 days).

End Time: Specify the end time of Daylight Saving Time. The interval between
start time and end time should be more than 1 day and less than 1 year (365 days).

Date Mode If you select Date Mode, specify an absolute time range for the Daylight Saving
Time of the switch. This configuration will be used only one time.

Offset: Specify the time to set the clock forward by.

Start Time: Specify the start time of Daylight Saving Time. The interval between
start time and end time should be more than 1 day and less than 1 year(365 days).

End Time: Specify the end time of Daylight Saving Time. The interval between
start time and end time should be more than 1 day and less than 1 year (365 days).

3) Click Apply.

2.1.5 Configuring LED (Only for Certain Devices)

@ Note:

Configuring LED is only available on certain devices. To check whether your device supports this
feature, refer to the actual web interface. If configuring LED is available, there is SYSTEM > LED On/Off
in the menu structure.
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2.2

2.2.1

System Info Configurations

Choose the menu System > LED On/Off to load the following page. Choose the LED status
and click Apply.

Figure 2-8 Configuring LED On/Off

LED On/Off Config

LED ® On O of

Using the CLI

Viewing the System Summary

On privileged EXEC mode or any other configuration mode, you can use the following
commands to view the system information of the switch:

show interface status [ fastEthernet port | gigabitEthernet port | ten-gigabitEthernet port]

View status of the interface.

port: Enter the number of the Ethernet port.

show system-info

View the system information including System Description, Device Name, Device Location, System
Contact, Hardware Version, Firmware Version, System Time, Run Time and so on.

The following example shows how to view the interface status and the system information
of the switch.

Switch#tshow interface status

Port Status Speed Duplex FlowCtrl Jumbo  Active-Medium

Gi1/0/1  LinkDown N/A N/A N/A Disable Copper
Gi1/0/2 LinkDown N/A N/A N/A Disable Copper

Gi1/0/3  LinkUp 1000M  Full Disable Disable Copper

Switch#show system-info

System Description - JetStream 48-Port Gigabit Smart Switch with 4 SFP Slots
System Name -T1600G-52TS

System Location - SHENZHEN

Contact Information - www.tp-link.com
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Hardware Version -T1600G-52TS 3.0

Software Version -3.0.0 Build 20171129 Rel.38400(s)
Bootloader Version - TP-LINK BOOTUTIL(v1.0.0)

Mac Address - 00-0A-EB-13-23-A0

Serial Number -

System Time -2017-12-1210:10:37

Running Time - 1day-2hour-11min-30sec

2.2.2 Configuring the Device Description

Follow these steps to configure the device description:

Step 1 configure

Enter global configuration mode.

Step 2 hostname [ hostname ]
Specify the system name of the switch.

hostname: Enter the device name. The length of the name ranges from 1 to 32 characters. By
default, it is the model name of the switch.

Step 3 location [ location ]
Specify the system location of the switch.

location: Enter the device location. It should consist of no more than 32 characters. By default,
itis "SHENZHEN".

Step 4 contact-info [ contact-info]
Specify the system contact Information.

contact-info: Enter the contact information. It should consist of no more than 32 characters.
By default, it is "www.tp-link.com”.

Step 5 show system-info

Verify the system information including system Description, Device Name, Device Location,
System Contact, Hardware Version, Firmware Version, System Time, Run Time and so on.

Step 6 end
Return to privileged EXEC mode.

Step 7 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to set the device name as Switch_A, set the location as
BEIJING and set the contact information as https://www.tp-link.com.

Switch#configure
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Switch(config)#hostname Switch_A

Switch(config)#location BEIJING

Switch(config)#contact-info https://www.tp-link.com

Switch(config)#show system-info

System Description - JetStream 24-Port Gigabit Smart Switch with 4 SFP Slots
System Name - Switch_A

System Location - BEIJING

Contact Information - https://www.tp-link.com

Switch(config)#end

Switch#copy running-config startup-config

2.2.3 Configuring the System Time

Follow these steps to configure the system time:

9 Note:
The mode of Synchronize with PC's Clock does not support CLI command.

Step 1 configure

Enter global configuration mode.

Step 2 Use the following command to set the system time manually:
system-time manual time

Configure the system time manually.
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time: Specify the date and time manually in the format of MM/DD/YYYY-HH:MM:SS. The valid
value of the year ranges from 2000 to 2037.

Use the following command to set the system time by getting time from the NTP server.
Ensure the NTP server is accessible. If the NTP server is on the internet, connect the switch to
the internet first.

system-time ntp { timezone } { ntp-server } { backup-ntp-server }{ fetching-rate }
timezone: Enter your local time-zone, which ranges from UTC-12:00 to UTC+13:00.
The detailed information of each time-zone are displayed as follows:

UTC-12:00 —— TimeZone for International Date Line West.

UTC-11:00 —— TimeZone for Coordinated Universal Time-11.

UTC-10:00 —— TimeZone for Hawaii.

UTC-09:00 —— TimeZone for Alaska.

UTC-08:00 —— TimeZone for Pacific Time (US Canada).

UTC-07:00 —— TimeZone for Mountain Time (US Canada).

UTC-06:00 —— TimeZone for Central Time (US Canada).

UTC-05:00 —— TimeZone for Eastern Time (US Canada).

UTC-04:30 —— TimeZone for Caracas.

UTC-04:00 —— TimeZone for Atlantic Time (Canada).

UTC-03:30 —— TimeZone for Newfoundland.

UTC-03:00 —— TimeZone for Buenos Aires, Salvador, Brasilia.

UTC-02:00 —— TimeZone for Mid-Atlantic.

UTC-01:00 — TimeZone for Azores, Cape Verde Is.

uTC —— TimeZone for Dublin, Edinburgh, Lisbon, London.
UTC+01:00 —— TimeZone for Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna.
UTC+02:00 —— TimeZone for Cairo, Athens, Bucharest, Amman, Beirut, Jerusalem.

UTC+03:00 —— TimeZone for Kuwait, Riyadh, Baghdad.

UTC+03:30 —— TimeZone for Tehran.

UTC+04:00 — TimeZone for Moscow, St.Petersburg, Volgograd, Thilisi, Port Louis.
UTC+04:30 —— TimeZone for Kabul.

UTC+05:00 —— TimeZone for Islamabad, Karachi, Tashkent.

UTC+05:30 —— TimeZone for Chennai, Kolkata, Mumbai, New Delhi.

UTC+05:45 —— TimeZone for Kathmandu.

UTC+06:00 —— TimeZone for Dhaka,Astana, Ekaterinburg.

UTC+06:30 —— TimeZone for Yangon (Rangoon).

UTC+07:00 —— TimeZone for Novosibrisk, Bangkok, Hanoi, Jakarta.

UTC+08:00 —— TimeZone for Beijing, Chongging, Hong Kong, Urumgji, Singapore.
UTC+09:00 —— TimeZone for Seoul, Irkutsk, Osaka, Sapporo, Tokyo.

UTC+09:30 —— TimeZone for Darwin, Adelaide.

UTC+10:00 —— TimeZone for Canberra, Melbourne, Sydney, Brisbane.
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Step 4

Step 5
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UTC+11:00 —— TimeZone for Solomon Is., New Caledonia, Vladivostok.
UTC+12:00 — TimeZone for Fiji, Magadan, Auckland, Welington.
UTC+13:00 —— TimeZone for Nuku'alofa, Samoa.

ntp-server: Specify the IP address of the primary NTP server.
backup-ntp-server: Specify the IP address of the backup NTP server.

fetching-rate: Specify the interval fetching time from the NTP server.

Use the following command to verify the system time information.
show system-time

Verify the system time information.

Use the following command to verify the NTP mode configuration information.
show system-time ntp

Verify the system time information of NTP mode.

end
Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to set the system time by Get Time from NTP Server and
set the time zone as UTC+08:00, set the NTP server as 133.100.9.2, set the backup NTP
server as 139.78.100.163 and set the update rate as 11.

Switch#configure

Switch(config)#system-time ntp UTC+08:00 133.100.9.2 139.78.100.163 11

Switch(config)#show system-time ntp

Time zone : UTC+08:00

Prefered NTP server: 133.100.9.2

Backup NTP server: 139.78.100.163

Last successful NTP server: 133.100.9.2

Update Rate: 11 hour(s)

Switch(config)#end

Switch#copy running-config startup-config
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2.2.4 Configuring the Daylight Saving Time

Follow these steps to configure the Daylight Saving Time:

Step 1

Step 2

configure

Enter global configuration mode.

Use the following command to select a predefined Daylight Saving Time configuration:
system-time dst predefined [ USA | Australia | Europe | New-Zealand ]
Specify the Daylight Saving Time using a predefined schedule.

USA | Australia | Europe | New-Zealand: Select one mode of Daylight Saving Time.

USA: 02:00 a.m. on the Second Sunday in March ~ 02:00 a.m. on the First Sunday in November.
Australia: 02:00 a.m. on the First Sunday in October ~ 03:00 a.m. on the First Sunday in April.
Europe: 01:00 a.m. on the Last Sunday in March ~ 01:00 a.m. on the Last Sunday in October.
New Zealand: 02:00 a.m. on the Last Sunday in September ~ 03:00 a.m. on the First Sunday in
April.

Use the following command to set the Daylight Saving Time in recurring mode:

system-time dst recurring { sweek }{ sday }{ smonth }{ stime } { eweek } { eday } { emonth }{
etime } [ offset ]

Specify the Daylight Saving Time in Recuring mode.
sweek: Enter the start week of Daylight Saving Time. There are 5 values showing as follows:
first, second, third, fourth, last.

sday: Enter the start day of Daylight Saving Time. There are 7 values showing as follows: Sun,
Mon, Tue, Wed, Thu, Fri, Sat.

smonth: Enter the start month of Daylight Saving Time. There are 12 values showing as follows:
Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct, Nov, Dec.

stime: Enter the start time of Daylight Saving Time,in the format of HH:MM.

eweek: Enter the end week of Daylight Saving Time. There are 5 values showing as follows:
first, second, third, fourth, last.

eday: Enter the end day of Daylight Saving Time. There are 7 values showing as follows: Sun,
Mon, Tue, Wed, Thu, Fri, Sat.

emonth: Enter the end month of Daylight Saving Time. There are 12 values showing as follows:
Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct, Nov, Dec.

etime: Enter the end time of Daylight Saving Time,in the format of HH:MM.
offset: Enter the offset of Daylight Saving Time. The default value is 60.
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Use the following command to set the Daylight Saving Time in date mode:

system-time dst date { smonth } { sday }{ stime } { syear }{ emonth } { eday }{ etime }{ eyear } [
offset]

Specify the Daylight Saving Time in Date mode.

smonth: Enter the start month of Daylight Saving Time. There are 12 values showing as follows:
Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct, Nov, Dec.

sday: Enter the start day of Daylight Saving Time, which ranges from 1 to 31.

stime: Enter the start time of Daylight Saving Time,in the format of HH:MM.

syear: Enter the start year of Daylight Saving Time.

emonth: Enter the end month of Daylight Saving Time. There are 12 values showing as follows:
Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct, Nov, Dec.

eday: Enter the end day of Daylight Saving Time, which ranges from 1 to 31.
etime: Enter the end time of Daylight Saving Time,in the format of HH:MM.
eyear: Enter the end year of Daylight Saving Time.

offset: Enter the offset of Daylight Saving Time. The default value is 60.

show system-time dst
Verify the DST information of the switch.

end
Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to set the Daylight Saving Time by Date Mode. Set the
start time as 01:00 August 1st, 2017, set the end time as 01:00 September 1st,2017 and
set the offset as 50.

Switch#configure

Switch(config)#system-time dst date Aug 1 01:00 2017 Sep 1 01:00 2017 50

Switch(config)#show system-time dst

DST starts at 01:00:00 on Aug 1 2017

DST ends at 01:00:00 on Sep 12017

DST offset is 50 minutes

DST configuration is one-off

Switch(config)#end

Switch#copy running-config startup-config
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2.2.5 Configuring LED (Only for Certain Devices)

@ Note:

LED configuration is only available on certain devices. To check whether your device supports this
feature, refer to the actual web interface. If LED configuration is available, there is SYSTEM > LED On/
Off in the menu structure.

Follow these steps to configure the LED status:

Step 1 configure

Enter global configuration mode.

Step 2 led {on | off}
Configure the LED status. By default, the LEDs are on.

on | off: Turn on or turn off the LEDs.
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User Management Configurations

With User Management, you can create and manage the user accounts for login to the
switch.

3.1 Using the GUI

There are four types of user accounts with different access levels: Admin, Operator, Power
User and User.

B There is a default Admin account which cannot be deleted. The default username and
password of this account are both admin. You can also create more Admin accounts.

®m [f you create Operator, Power User or User accounts, you need go to the AAA section
to create an Enable Password. If needed, these types of users can use the Enable
Password to change their access level to Admin.

3.1.1 Creating Accounts

Choose the menu SYSTEM > User Management > User Config to load the following page.

Figure 3-1 User Config Page

User Config

&y Add

User ID Username Access Level Operation

1 admin Admin 4

Total: 1

By default, there is a default Admin account in the table. You can click [/ to edit this Admin
account but you cannot delete it.
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You can create new user accounts. Click € Add and the following window will pop up.

Figure 3-2 Adding Account

Username: | | aracters
Access Level: | User v |

Password: | | (6-31 characters
Confirm Password: | | (6-31 characters

[Goree |

Follow these steps to create a new user account.

1) Configure the following parameters:

Username Specify a username for the account. It contains 16 characters at most,
composed of digits, English letters and symbols. No spaces, question
marks and double quotation marks are allowed.

Access Level Select the access level. There are four options provided:

Admin: Admin can edit, modify and view all the settings of different
functions.

Operator: Operator can edit, modify and view most of the settings of
different functions.

Power User: Power User can edit, modify and view some of the settings of
different functions.

User: User can only view the settings without the right to edit or modify.

Password Specify a password for the account. It contains 6-31 alphanumeric
characters (case-sensitive) and symbols. No spaces are allowed.

Confirm Retype the password.
Password

2) Click Create.

3.1.2 Configuring Enable Password

Choose the menu SECURITY > AAA > Global Config to load the following page.

Figure 3-3  Configure Enable Password

Enable Admin
Enable Admin: () Clear Password @® SetPassword
Password: | | (1-31 characters
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3.2

3.2.1

Follow these steps to configure Enable Password:

1) Select Set Password and specify the enable password in the Password field. It should
be a string with 31 characters at most, which can contain only English letters (case-
sensitive), digits and 17 kinds of special characters. The special characters are 1$%’()*,-

J0{Ix
2) Click Apply.

Tips:

The logged-in users can enter the Enable Password on this page to get the administrative
privileges.

Using the CLI

There are four types of user accounts with different access levels: Admin, Operator, Power
User and User.

B There is a default Admin account which cannot be deleted. The default username and
password of this account are both admin. You can also create more Admin accounts.

®m [f you create Operator, Power User or User accounts, you need go to the AAA section
to create an Enable Password. If needed, these types of users can use the Enable
Password to change their access level to Admin.

Creating Accounts

Follow these steps to create an account:

Step 1 configure

Enter global configuration mode.

Step 2 Use the following command to create an account unencrypted or symmetric encrypted.

user name name { privilege admin | operator | power_user | user } password {[ 0 ] password |
7 encrypted-password }

name: Enter a user name for users' login. It contains 16 characters at most, composed of
digits, English letters and symbols. No spaces, question marks and double quotation marks are
allowed.

admin | operator | power_user | user: Specify the access level for the user. Admin can edit,
modify and view all the settings of different functions. Operator can edit, modify and view
mostly the settings of different functions. Power User can edit, modify and view some of the
settings of different functions. User can only view the settings without the right to edit and
modify.

0: Specify the encryption type. 0 indicates that the password you entered is unencrypted, and
the password is saved to the configuration file unencrypted. By default, the encryption type is 0.

password: Enter a password for users' login. It contains 6-31 alphanumeric characters (case-
sensitive) and symbols. No spaces are allowed.
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Step 3

Step 4

Step 5

User Management Configurations

7: Specify the encryption type. 7 indicates that the password you entered is symmetric
encrypted, and the password is saved to the configuration file symmetric encrypted.

encrypted-password: Enter a symmetric encrypted password with fixed length, which you can
copy from another switch’s configuration file. After the encrypted password is configured, you
should use the corresponding unencrypted password to reenter this mode.

Use the following command to create an account MD5 encrypted.

user name name { privilege admin | operator | power_user | user } secret{[ 0] password | 5
encrypted-password }

Create an account whose access level is Admin.

name: Enter a user name for users' login. It contains 16 characters at most, composed of
digits, English letters and symbols. No spaces, question marks and double quotation marks are
allowed.

admin | operator | power_user | user: Specify the access level for the user. Admin can edit,
modify and view all the settings of different functions. Operator can edit, modify and view
mostly the settings of different functions. Power User can edit, modify and view some of the
settings of different functions. User can only view the settings without the right to edit and
modify.

0: Specify the encryption type. 0 indicates that the password you entered is unencrypted, but
the password is saved to the configuration file MD5 encrypted. By default, the encryption type
is 0.

password: Enter a password for users' login. It contains 6-31 alphanumeric characters (case-
sensitive) and symbols. No spaces are allowed.

5: Specify the encryption type. 5 indicates that the password you entered is MD5 encrypted,
and the password is saved to the configuration file MD5 encrypted.

encrypted-password: Enter a MD5 encrypted password with fixed length, which you can copy
from another switch’'s configuration file.

show user account-list
Verify the information of the current users.

end
Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

3.2.2 Configuring Enable Password

Follow these steps to create an account of other type:

Step 1

configure

Enter global configuration mode.
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Step 2

Step 3

Step 4

Step 5

Tips:

User Management Configurations

Use the following command to create an enable password unencrypted or symmetric
encrypted.

enable admin password {[ 0] password | 7 encrypted-password }

Create an Enable Password. It can change the users’ access level to Admin. By default, it is
empty.

0: Specify the encryption type. 0 indicates that the password you entered is unencrypted, and
the password is saved to the configuration file unencrypted. By default, the encryption type is 0.

password: Enter an enable password. It is a string with 31 characters at most, which can
contain only English letters (case-sensitive), digits and 17 kinds of special characters. The
special characters are 1$%!'()*,~./[1_{I}.

7: Specify the encryption type. 7 indicates that the password you entered is symmetric
encrypted, and the password is saved to the configuration file symmetric encrypted.

encrypted-password: Enter a symmetric encrypted password with fixed length, which you can
copy from another switch’s configuration file. After the encrypted password is configured, you
should use the corresponding unencrypted password to reenter this mode.

Use the following command to create an enable password unencrypted or MD5 encrypted.
enable admin secret { [ 0] password | 5 encrypted-password }
Create an Enable Password. It can change the users’ access level to Admin. By default, it is

empty.

0: Specify the encryption type. O indicates that the password you entered is unencrypted, but
the password is saved to the configuration file MD5 encrypted. By default, the encryption type
is 0.

password: Enter an enable password. It is a string with 31 characters at most, which can
contain only English letters (case-sensitive), digits and 17 kinds of special characters. The
special characters are 1$%'()*,-./[1_{I}.

5: Specify the encryption type. 5 indicates that the password you entered is MD5 encrypted,
and the password is saved to the configuration file MD5 encrypted.

encrypted-password: Enter a MD5 encrypted password with fixed length, which you can copy
from another switch's configuration file. After the encrypted password is configured, you
should use the corresponding unencrypted password to reenter this mode.

show user account-list
Verify the information of the current users.

end
Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

The logged-in users can enter the enable-admin command and the Enable Password to
get the administrative privileges.

The following example shows how to create a uesr with the access level of Operator, set
the username as user1 and password as 123, and set the enable password as abc123.

User Guide = 42



Managing System User Management Configurations

Switch#configure

Switch(config)#user name user1 privilege operator password 123
Switch(config)#enable admin password abc123
Switch(config)#show user account-list

Index  User-Name User-Type

1 user1 Operator
2 admin Admin
Switch(config)#end

Switch#copy running-config startup-config
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4.1

411

System Tools Configurations

With System Tools, you can:

Configure the boot file

Restore the configuration of the switch

Back up the configuration file
Upgrade the firmware
Configure DHCP Auto Install
Reboot the switch

Reset the switch

Using the GUI

Configuring the Boot File

System Tools Configurations

Choose the menu SYSTEM > System Tools > Boot Config to load the following page.

Figure 4-1  Configuring the Boot File

Boot Table
) Current Startup Next Startup Current Startup Next Startup
Unit Backup Image Backup Config
Image Image Config Config
v v ‘ v
1 Image_1.bin Image_1.bin Image_2 .bin config1.cfg Config_1.cfg Config_2.cig
Total: 1 1 entry selected. ‘ Cancel m
Restore
Image Table
UNIT1

w Current Startup Image
Image Name:
Software Version:
Flash Version:

w Next Startup Image
Image Name:
Software Version:
Flash Version:

w Backup Image
Image Name:
Software Version:

Flash Version:

image1.bin
3.00

1.3.0

image1.bin
3.00

1.3.0

image2.bin
3.00
1.3.0
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Follow these steps to configure the boot file:

1) In the Boot Table section, select one or more units and configure the relevant

Backup Image

parameters.
Unit Displays the number of the unit.
Current Startup Displays the current startup image.
Image
Next Startup Select the next startup image. When the switch is powered on, it will try to start up
Image with the next startup image. The next startup image and backup image should not

be the same.

Select the backup image. When the switch fails to start up with the next startup
image, it will try to start up with the backup image. The next startup and backup
image should not be the same.

Current Startup Displays the current startup configuration.

Config

Next Startup Specify the next startup configuration. When the switch is powered on, it will try

Config to start up with the next startup configuration. The next startup configuration and
backup configuration should not be the same.

Backup Config Specify the backup configuration. When the switch fails to start up with the next
startup configuration, it will try to start up with the backup configuration. The next
startup and backup configuration should not be the same.

2) Click Apply.

In the Image Table, you can view the information of the current startup image, next startup
image and backup image. The displayed information is as follows:

Image Name Displays the name of the image.
Software Displays the software version of the image.
Version

Flash Version Displays the flash version of the image.

User Guide = 45



Managing System System Tools Configurations

4.1.2 Restoring the Configuration of the Switch
Choose the menu SYSTEM > System Tools > Restore Config to load the following page.
Figure 4-2 Restoring the Configuration of the Switch

Restore Config

Restore the configurations using a saved configuration file.

Target Unit: UNIT1 v

Configuration File: m

Reboot the switch to validate the configuration after the restore is

Follow these steps to restore the current configuration of the switch:

complete.

1) Inthe Restore Config section, select the unit to be restored.
2) Click Browse and select the desired configuration file to be imported.

3) Choose whether to reboot the switch after restoring is completed. Only after the switch
is rebooted will the imported configuration take effect.

4) Click Import to import the configuration file.

9 Note:
It will take some time to restore the configuration. Please wait without any operation.

4.1.3 Backing up the Configuration File

Choose the menu SYSTEM > System Tools > Backup Config to load the following page.

Figure 4-3  Backing up the Configuration File

Backup Config

Back up the current startup configuration file.

Target Unit: UNITH A

In the Config Backup section, select one unit and click Export to export the configuration
file.

9 Note:
It will take some time to export the configuration. Please wait without any operation.
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4.1.4

4.1.5

Upgrading the Firmware

Choose the menu SYSTEM > System Tools > Firmware Upgrade to load the following
page.

Figure 4-4  Upgrading the Firmware

Firmware Upgrade

You can upgrade the firmware of the switch using the new upgrade file.

Firmware Version: 3.0.0 Build 20171011 Rel.72184(s)
Hardware Version: T1600G-28TS 3.0
Image Name: Backup Image

Reboot the switch using the backup image after upgrading is completed.

You can view the current firmware information on this page:

Firmware Version Displays the current firmware version of the system.

Hardware Version Displays the current hardware version of the system.

Image Name Displays the image to upgrade. The operation will only affect the image displayed
here.

Follow these steps to upgrade the firmware of the switch:
1) Click Browse and select the proper firmware upgrade file.

2) Choose whether to reboot the switch after upgrading is completed. Only after the
switch is rebooted will the new firmware take effect.

3) Click Upgrade to upgrade the system.

9 Note:

. It will take some time to upgrade the switch. Please wait without any operation.

o It is recommended to backup your configuration before upgrading.

Configuring DHCP Auto Install (Only for Certain Devices)

@ Note:

DHCP Auto Install is only available on certain devices. To check whether your device supports this
feature, refer to the actual web interface. If DHCP Auto Install is available, there is SYSTEM > System
Tools > DHCP Auto Install in the menu structure.

This feature is used to download configuration files and images from the TFTP server
automatically. It requires a TFTP server and a DHCP server that supports option 67,
125 and 150 on your network. When Auto Install function starts, the switch tries to get
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System Tools Configurations

configuration file name, image file path and TFTP server IP address from the DHCP server,
and then downloads the new image and configuration file form the TFTP server.

Choose the menu SYSTEM > System Tools > DHCP Auto Install to load the following

page.

Figure 4-5 Configuring DHCP Auto Install

DHCP Auto Install

DHCP Auto Install:

Auto Install Persistent Mode:
Auto Save Mode:

Auto Reboot Mode:

Auto Install Retry Count:

Auto Install State:

Enable

Enable

Enable

Enable
1

Stopped

Configure the following parameters and click Apply:

DHCP Auto Install

Auto Install
Persistent Mode

Auto Save Mode

Auto Reboot Mode

Auto Install Retry
Count

Auto Install State

Enable or disable DHCP Auto Install.

Enable or disable Auto Install Persistent Mode. With this mode enabled, the switch
will start Auto Install progress once the switch is rebooted.

Enable or disable Save Mode. With this mode enabled, the downloaded
configuration file will be saved as the startup configuration file, which means that
the downloaded configuration will take effect after the next reboot.

Enable or disable Auto Reboot Mode. With this mode enabled, the switch will
reboot automatically once the auto install process is completed.

Specify how many times the switch can try to get the configuration file or image
file from the TFTP server in one cycle. If the number of tries has reached this
limit, the switch will wait for 10 minutes and start to try to get the files again. This
process will be repeated until the switch succeeds in getting any of the image file
or configuration file, or unless you stop Auto Install manually.

Displays the status of Auto Install process.

For configuration example and detailed instructions, refer to FAQ.

9 Note:

. The switch will obtain a new IP address from the DHCP server during the process of Auto
Install. If you want to access to the switch, you should check the new IP address on the DHCP

server.

¢ If the Auto Install process fails, the switch will restart the process every 10 minutes. You can
stop the process manually.
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4.1.6 Rebooting the switch

There are two methods to reboot the switch: manually reboot the switch and configure
reboot schedule to automatically reboot the switch.

Manually Rebooting the Switch

Choose the menu SYSTEM > System Tools > System Reboot > System Reboot to load
the following page.

Figure 4-6 Manually Rebooting the Switch

System Reboot

Target Unit: All Unit A
Save the current configuration before reboot

Reboot

Follow these steps to reboot the switch:
1) Inthe System Reboot section, select the desired unit.
2) Choose whether to save the current configuration before reboot.

3) Click Reboot.

Configuring Reboot Schedule

Choose the menu SYSTEM > System Tools > System Reboot > Reboot Schedule to load
the following page.

Figure 4-7 Configuring the Reboot Schedule

Reboot Schedule Config

Reboot Schedule: v| Enable
@®  Time Interval: 360
O

Save the current configuration before reboot

Follow these steps to configure the reboot schedule:

1) Enable Reboot Schedule, and select one time schedule for the switch to reboot.

Time Interval Specify a period of time. The switch will reboot after this period. Valid values are
from 1 to 43200 minutes.

To make this schedule recur, you need to click [ElEg to save current configuration
or enable the option Save the current configuration before reboot.
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4.1.7

4.2

4.2.1

Special Time Specify the date and time for the switch to reboot.
Month/Day/Year: Specify the date for the switch to reboot.

Time (HH:MM): Specify the time for the switch to reboot, in the format of HH:MM.

2) Choose whether to save the current configuration before the reboot.

3) Click Apply.

Tips:

To delete the reboot schedule configurations, you can click Delete and the configurations
will be empty.

Reseting the Switch

Choose the menu SYSTEM > System Tools > System Reset to load the following page.
Figure 4-8 Reseting the Switch
System Reset

Target Unit: All Unit A

Maintain the |P Address

Follow these steps to reset the switch:
1) Inthe System Reset section, select the desired unit.
2) Choose whether to maintain the IP address of selected unit when resetting.

3) Click Reset.

After reset, all configurations of the switch will be reset to the factory defaults.

Using the CLI

Configuring the Boot File

Follow these steps to configure the boot file:

Step 1 configure

Enter global configuration mode.
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Step 2

Step 3

Step 4

Step 5

Step 6

System Tools Configurations

boot application filename { image1 | image?2 } { startup | backup }

Specify the configuration of the boot file. By default, image1.bin is the startup image and
image2.bin is the backup image.

image1 | image2: Select the image file to be configured.

startup | backup: Select the property of the image file.

boot config filename { config1 | config2 } { startup | backup }

Specify the configuration of the boot file. By default, config1.cfg is the startup configuration
file and config2.cfg is the backup configuration file.

config1 | config2: Select the configuration file to be configured.

startup | backup: Specify the property of the configuration file.

show boot
Verify the boot configuration of the system.

end
Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to set the next startup image as image1, the
backup image as image?2, the next startup configuration file as config1 and the backup
configuration file as config2.

Switch#configure

Switch(config)#boot application filename image startup

Switch(config)#boot application filename image2 backup

Switch(config)#boot config filename config1 startup

Switch(config)#boot config filename config2 backup

Switch(config)#show boot

Boot config:
Current Startup Image - image2.bin
Next Startup Image - image1.bin
Backup Image -image2.bin

Current Startup Config - config2.cfg

Next Startup Config - config1.cfg
Backup Config - config2.cfg
Switch(config)#end

User Guide = 51



Managing System System Tools Configurations

4.2.2

4.2.3

Switch#copy running-config startup-config

Restoring the Configuration of the Switch

Follow these steps to restore the configuration of the switch:

Step 1 enable

Enter privileged mode.

Step 2 copy tftp startup-config ip-address ip-addr filename name

Download the configuration file to the switch from TFTP server.

ip-addr: Specify the IP address of the TFTP server. Both IPv4 and IPv6 addresses are
supported.

name: Specify the name of the configuration file to be downloaded.

9 Note:
It will take some time to restore the configuration. Please wait without any operation.

The following example shows how to restore the configuration file named file1 from the
TFTP server with IP address 192.168.0.100.

Switch>enable
Switch#copy tftp startup-config ip-address 192.168.0.100 filename file1
Start to load user config file...

Operation OK! Now rebooting system...

Backing up the Configuration File

Follow these steps to back up the current configuration of the switch in a file:

Step 1 enable

Enter privileged mode.

Step 2 copy startup-config tftp ip-address ip-addr filename name

Back up the configuration file to TFTP server.

ip-addr: Specify the IP address of the TFTP server. Both IPv4 and IPv6 addresses are
supported.

name: Specify the name of the configuration file to be saved.

The following example shows how to backup the configuration file named file2 to TFTP
server with IP address 192.168.0.100.

Switch>enable

Switch#copy startup-config tftp ip-address 192.168.0.100 filename file2
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Start to backup user config file...

Backup user config file OK.

4.2.4 Upgrading the Firmware

Follow these steps to upgrade the firmware:

Step 1 enable

Enter privileged mode.

Step 2 firmware upgrade tftp ip-address ip-addr filename name

Upgrade the switch's backup image via TFTP server. To boot up with the new firmware, you
need to choose to reboot the switch with the backup image.

ip-addr: Specify the IP address of the TFTP server. Both IPv4 and IPv6 addresses are
supported.

name: Specify the name of the desired firmware file.

Step 3 Enter Y to continue and then enter Y to reboot the switch with the backup image.

The following example shows how to upgrade the firmware using the configuration file
named file3.bin. The TFTP serveris 190.168.0.100.

Switch>enable

Switch#firmware upgrade tftp ip-address 192.168.0.100 filename file3.bin
It will only upgrade the backup image. Continue? (Y/N):Y
Operation OK!
Reboot with the backup image? (Y/N): Y

4.2.5 Configuring DHCP Auto Install (Only for Certain Devices)

@ Note:

DHCP Auto Install is only available on certain devices. To check whether your device supports this
feature, refer to the actual web interface. If DHCP Auto Install is available, there is SYSTEM > System
Tools > DHCP Auto Install in the menu structure.

This feature is used to download configuration files and images from the TFTP server
automatically. It requires a TFTP server and a DHCP server that supports option 67,
125 and 150 on your network. When Auto Install function starts, the switch tries to get
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configuration file name, image file path and TFTP server IP address from the DHCP server,
and then downloads the new image and configuration file form the TFTP server.

Follow these steps to configure the DHCP Auto Install.

Step 1 configure

Enter global configuration mode.

Step 2 boot autoinstall persistent-mode

Enable the auto install persistent mode. After saving configuration, the switch will start the
Auto Install function automatically during next reboot process.

Step 3 boot autoinstall auto-save

Enable the auto save mode and the switch will save the configuration file downloaded as
startup configuration file automatically.

Step 4 boot autoinstall auto-reboot

Enable the auto reboot mode and the switch will reboot automatically after the auto install
process is completed successfully.

Step 5 boot autoinstall retry-count count

Specify the auto install retry count which ranges from 1 to 3. The default value is 1.

Step 6 boot autoinstall start

Start the Auto Install process and the switch will download the configuration file and the
backup image automatically.

Step 7 end
Return to privileged EXEC mode.

Step 8 copy running-config startup-config

Save the settings in the configuration file.

9 Note:

. The switch will obtain a new IP address from the DHCP server during the process of Auto
Install. If you want to access to the switch, you should check the new IP address on the DHCP
server.

. If the Auto Install process fails, the switch will restart the process every 10 minutes. You can
stop the process manually.

The following example shows how to configure the Auto Install function.
Switch#configure

Switch(config)#boot autoinstall persistent-mode
Switch(config)#boot autoinstall auto-save

Switch(config)#boot autoinstall auto-reboot

Switch(config)#boot autoinstall retry-count 2
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Switch(config)#show boot autoinstall

Auto Insatll Mode......oeervevcccnnnne, Stop
Auto Insatll Persistent Mode........... Enabled
Auto Save Mode........cccocvrenceneereeens Enabled
Auto Reboot Mode........cccovvvnecnnenee Enabled
Auto Insatll Retry Count.................... 2

Auto Insatll sate......cvvevvrrvrenicinens Stopped

4.2.6 Rebooting the Switch

Manually Rebooting the Switch

Follow these steps to reboot the switch:

Step 1 enable

Enter privileged mode.

Step 2 reboot
Reboot the switch.

Configuring Reboot Schedule

Follow these steps to configure the reboot schedule:

Step 1 configure

Enter global configuration mode.

System Tools Configurations
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Step 2 Use the following command to set the interval of reboot:

reboot-schedule in interval [ save_before reboot]

(Optional) Specify the reboot schedule.

interval: Specify a period of time. The switch will reboot after this period. The valid values are
from 1 to 43200 minutes.

save_before_reboot: Save the configuration file before the switch reboots. To make this
schedule recur, you can add this part to the command.

Use the following command to set the special time of reboot:

reboot-schedule at time [ date ] [ save_before_reboot]

(Optional) Specify the reboot schedule.

time: Specify the time for the switch to reboot, in the format of HH:MM.

date: Specify the date for the switch to reboot, in the format of DD/MM/YYYY. The date should
be within 30 days.

save_before_reboot: Save the configuration file before the switch reboots.

If no date is specified, the switch will reboot according to the time you have set. If the time you
set is later than the time that this command is executed, the switch will reboot later the same
day; otherwise the switch will reboot the next day.

Step 3 end
Return to privileged EXEC mode.

Step 4 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to set the switch to reboot at 12:00 on 15/08/2017.
Switch#configure

Switch(config)#reboot-schedule at 12:00 15/08/2017 save_before_reboot

Reboot system at 15/08/2017 12:00. Continue? (Y/N): Y

Reboot Schedule Settings

Reboot schedule at 2017-08-15 12:00 (in 25582 minutes)
Save before reboot: Yes
Switch(config)#end

Switch#copy running-config startup-config
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4.2.7 Reseting the Switch

Follow these steps to reset the switch:

Step 1 enable

Enter privileged mode.

Step 2 reset [ except-ip ]

Reset the switch, and all configurations of the switch will be reset to the factory defaults.

except-ip: To maintain the IP address when resetting the switch, add this part to the command.

Follow these steps to disable the reset function of console port or reset button:

Step 1 configure

Enter global configuration mode.

Step 2 service reset-disable

Disable the reset function of console port or reset button. By default, the reset function is
enabled.

Note: use the no service reset-disable command to enable the reset function of console port.
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5 EEE Configuration

5.1

Choose the menu SYSTEM > EEE to load the following page.

Figure 5-1  Configuring EEE

EEE Config
UNITA
Port Status
v
11011 Disabled -
11012 Disabled
11073 Disabled
110/4 Disabled
110/5 Disabled
1/0/6 Disabled
1007 Disabled
110/ Disabled
110/9 Disabled
110110 Disabled

-

Total: 28 1 entry selected. Cancel Apply

Follow these steps to configure EEE:

1) Inthe EEE Config section, select one or more ports to be configured.
2) Enable or disable EEE on the selected port(s).

3) Click Apply.

Using the CLI

Follow these steps to configure EEE:

Step 1 configure
Enter global configuration mode.

Step 2 interface { fastEthernet port | range fastEthernet port-list | gigabitEthernet port | range
gigabitEthernet port-list | ten-gigabitEthernet port | range ten-gigabitEthernet port-list }

Enter interface configuration mode.

Step 3 eee
Enable EEE on the port.
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Step 4 end
Return to privileged EXEC mode.

Step 5 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to enable the EEE feature on port 1/0/1.
Switch#config

Switch(config)#interface gigabitEthernet 1/0/1

Switch(config-if)#eee

Switch(config-if)#show interface eee

Port EEE status

Gi1/0/1 Enable

Gi1/0/2 Disable

Switch(config-if)#end

Switch#copy running-config startup-config
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6 POE Conflguratlons (Only for Certain Devices)

9 Note:

PoE configuration is only available on certain devices. To check whether your device supports this
feature, refer to the actual web interface. If POE configuration is available, there is SYSTEM > PoE in the
menu structure.

With the PoE feature, you can:
®  Configure the PoOE parameters manually
m  Configure the PoE parameters using the profile

You can configure the PoE parameters one by one via configuring the PoE parameters
manually. You can also set a profile with the desired parameters and bind the profile to the
corresponding ports to quickly configure the PoE parameters.
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6.1 Using the GUI

6.1.1 Configuring the PoE Parameters Manually

Choose the menu SYSTEM > PoE > PoE Config to load the following page.

Figure 6-1 Configuring PoE Parameters Manually

PoE Config
Unit System Power Limit (W) System Power Consumption (W) System Power Remain (W) Operation
Unit1 384.0 0.0 3840 [
Total: 1
Port Config
UNIT |
Power Limit
Port PoE Status PoE Priority Power Limit Value Time Range PoE Profile Power (W)  Currg
(0.1-30.0 W)
‘ v v v v v
1 Enabled Low Class4 30 Mo Limit None 0

2 Enabled Low Class4 30 Mo Limit None 0
3 Enabled Low Class4 30 Mo Limit None 0
4 Enabled Low Class4 30 Mo Limit None 0
5 Enabled Low Class4 30 Mo Limit None 0
6 Enabled Low Class4 30 Mo Limit None 0
7 Enabled Low Class4 30 Mo Limit None 0
3 Enabled Low Class4 30 Mo Limit None 0
9 Enabled Low Class4 30 Mo Limit None 0
10 Enabled Low Class4 30 Mo Limit None 0

[ [

Total: 24 1 entry selected. Cancel m

Follow these steps to configure the basic PoE parameters:

1) Inthe PoE Config section, you can view the current PoE parameters.

System Power Displays the maximum power the PoE switch can supply.
Limit (W)
System Power Displays the real-time system power consumption of the PoE switch.

Consumption (W)

System Power Displays the real-time system remaining power of the PoE switch.
Remain (W)

In addition, you can click [/] and configure the System Power Limit. Click Apply.
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Figure 6-2 Configuring System Power Limit

PoE Config

Unit:
System Power Limit: | 384 W (1-384
[carce | (D
Unit Displays the unit number.

System Power

Limit

Specify the maximum power the PoE switch can supply.

2) In the Port Config section, select the port you want to configure and specify the
parameters. Click Apply.

PoE Status

PoE Priority

Power Limit

Power
Limit Value
(0.1-30.0W)

Time Range

Enable or disable the PoE function for the corresponding port. The port can
supply power to the PD when its status is enable.

Select the priority level for the corresponding port. When the supply power
exceeds the system power limit, the switch will power off PDs on low-priority
ports to ensure stable running of other PDs.

Specify the maximum power the corresponding port can supply. The following
options are provided:

Auto: The switch will allocate a value as the maximum power that the port can
supply automatically.

Class1: The maximum power that the port can supply is 4 W.
Class2: The maximum power that the port can supply is 7 W.
Class3: The maximum power that the port can supply is 15.4 W.
Class4: The maximum power that the port can supply is 30 W.

Manual: You can enter a value manually.

If you select Manual as Power Limit mode, specify a maximum power supply value
in this field.

If you select Class1 to Class4 as Power Limit mode, you can view the maximum
power supply value in this field.

Select a time range, then the port will supply power only during the time range. For
how to create a time range, refer to Time Range Configuration.
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PoE Profile

Power (W)
Current (mA)
Voltage (V)
PD Class

Power Status

PoE Configurations (Only for Certain Devices)

A quick configuration method for the corresponding ports. If one profile is
selected, you will not be able to modify PoE status, PoE priority or power limit
manually. For how to create a profile, refer to Configuring the PoE Parameters
Using the Profile.

Displays the port's real-time power supply.
Displays the port's real-time current.
Displays the port's real-time voltage.
Displays the class the linked PD belongs to.

Displays the port's real-time power status.
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6.1.2 Configuring the PoE Parameters Using the Profile

m  Creating a PoE Profile

Choose the menu SYSTEM > PoE > PoE Profile and click &2 Add to load the following

page.

Figure 6-3 Creating a PoE Profile

PoE Profile Config

Profile Name:

PoE Status:

PoE Priority:

Power Limit:

(@ Enable

() Disable

v

v

=N

Follow these steps to create a PoE profile:

1) Inthe Create PoE Profile section, specify the desired configurations of the profile.

Profile Name

PoE Status

PoE Priority

Power Limit

2) Click Create.

Specify a name for the PoE profile.
Specify the PoE status for the PoE profile.

Specify the priority level for the PoE profile. The following options are provided:
High, Middle and Low. When the supply power exceeds the system power limit,
the switch will power off PDs on low-priority ports to ensure stable running of
other PDs.

Specify the maximum power the port can supply for the PoE profile. The following
options are provided:

Auto: The switch will allocate a value as the maximum power that the port can
supply automatically.

Class1 (4 W): The maximum power that the port can supply is 4 W.
Class2 (7 W): The maximum power that the port can supply is 7 W.
Class3 (15.4 W): The maximum power that the port can supply is 15.4 W.
Class4 (30 W): The maximum power that the port can supply is 30 W.

Manual: Enter a value manually.
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® Binding the Profile to the Corresponding Ports

Choose the menu SYSTEM > PoE > PoE Config to load the following page.

Figure 6-4 Binding the Profile to the Corresponding Ports

PoE Configurations (Only for Certain Devices)

PoE Config
Unit System Power Limit (W) System Power Consumption (W) System Power Remain (W) Operation
Unit1 384.0 0.0 3840 [
Total: 1
Port Config
UNITA |
Power Limit
Port PoE Status PoE Priority Power Limit Value Time Range PoE Profile Power (W)  Currg
(0.1-30.0 W)
BRI SR
1 Enabled Low Class4 30 Mo Limit None 0

2 Enabled Low Class4 30 Mo Limit None 0
3 Enabled Low Class4 30 Mo Limit MNone 0
4 Enabled Low Class4 30 Mo Limit None 0
5 Enabled Low Class4 30 Mo Limit None 0
] Enabled Low Class4 30 Mo Limit None 0
7 Enabled Low Class4 30 Mo Limit None 0
] Enabled Low Class4 30 Mo Limit None 0
9 Enabled Low Class4 30 Mo Limit None 0
10 Enabled Low Class4 30 Mo Limit None 0

[ [

Total: 24 1 entry selected. Cancel m

Follow these steps to bind the profile to the corresponding ports:

1) Inthe PoE Config section, you can view the current POE parameters.

System Power
Limit (W)

Displays the maximum power the PoE switch can supply.

System Power
Consumption (W)

System Power
Remain (W)

Displays the real-time system power consumption of the PoE switch.

Displays the real-time system remaining power of the PoE switch.

In addition, you can click [/] and configure the System Power Limit. Click Apply.
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Figure 6-5 Configuring System Power Limit

PoE Config

Unit: 1
System Power Limit: | 384 W (1-384
(ol | (D
Unit Displays the unit number.
System Power Specify the maximum power the PoE switch can supply.
Limit

2) In the Port Config section, select one or more ports and configure the following two
parameters: Time Range and PoE Profile. Click Apply and the PoE parameters of the
selected PoE Profile, such as PoE Status and PoE Priority, will be displayed in the table.

PoE Status Displays the PoE function for the corresponding port. The port can supply power
to the PD when its status is enable.

PoE Priority Displays the priority level for the corresponding port. When the supply power
exceeds the system power limit, the switch will power off PDs on low-priority
ports to ensure stable running of other PDs.

Power Limit Displays the maximum power the corresponding port can supply.

Power Displays the power limit value.

Limit Value

(0.1-30.0W)

Time Range Select a time range, then the port will supply power only during the time range. For

how to create a time range, refer to Time Range Configuration.

PoE Profile Select the PoE profile for the desired port. If one profile is selected, you will not be
able to modify PoE status, PoE priority or power limit manually.

Power (W) Displays the port's real-time power supply.
Current (mA) Displays the port's real-time current.
Voltage (V) Displays the port's real-time voltage.

PD Class Displays the class the linked PD belongs to.
Power Status Displays the port's real-time power status.
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6.2 Using the CLI

6.2.1 Configuring the PoE Parameters Manually

Follow these steps to configure the basic PoE parameters:

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

configure

Enter global configuration mode.

power inline consumption power-limit

Specify the maximum power the PoE switch can supply globally.

power-limit: Specify the maximum power the PoE switch can supply.

interface { fastEthernet port | range fastEthernet port-list | gigabitEthernet port | range
gigabitEthernet port-list | ten-gigabitEthernet port | range ten-gigabitEthernet port-list }

Enter Interface Configuration mode.
port: Specify the Ethernet port number, for example 1/0/1.
port-list: Specify the list of Ethernet ports, for example 1/0/1-3, 1/0/5.

power inline supply { enable | disable }
Specify the PoE status for the corresponding port.

enable | disable: Enable or disable the PoE function. By default, it is enable.

power inline priority { low | middle | high}
Specify the PoE priority for the corresponding port.

low | middle | high: Select the priority level for the corresponding port. When the supply power
exceeds the system power limit, the switch will power off PDs on low-priority ports to ensure
stable running of other PDs. The default setting is low.

power inline consumption { power-limit | auto | class1 | class2 | class3 | class4 }
Specify the maximum power the corresponding port can supply.

power-limit | auto | class1 | class2 | class3 | class4: Select or enter the maximum power the
corresponding port can supply. The following options are provided: Auto represents that

the switch will allocate the maximum power that the port can supply automatically. Class1
represents 4 W, Class2 represents 7W, Class3 represents 15.4 W and Class4 represents 30 W,
or you can enter a value manually. The value ranges from 1 to 300. It is in the unit of 0.1 watt.
For instance, if you want to configure the maximum power as 5 W, you should enter 50. By
default, it is Class4.

power inline time-range name

Specify a time range for the port. Then the port will supply power only during the time range.
For how to create a time range, refer to Time Range Configuration.

name: Specify the name of the time range.

show power inline

Verify the global PoE information of the system.
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Step 9

Step 10

Step 11

Step 12

PoE Configurations (Only for Certain Devices)

show power inline configuration interface [ fastEthernet { port | port-list } | gigabitEthernet {
port | port-list } | ten-gigabitEthernet { port | port-list }]

Verify the PoE configuration of the corresponding port.

port: Specify the Ethernet port number, for example 1/0/1.

port-list: Specify the list of Ethernet ports, in the format of 1/0/1-3, 1/0/5.

show power inline information interface [ fastEthernet { port | port-list } | gigabitEthernet {
port | port-list } | ten-gigabitEthernet { port | port-list} 1

Verify the real-time PoE status of the corresponding port.
port: Specify the Ethernet port number, for example 1/0/1.

port-list: Specify the list of Ethernet ports, in the format of 1/0/1-3, 1/0/5.

end

Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to set the system power limit as 160 W. Set the priority
as middle and set the power limit as class3 for the port 1/0/5.

Switch#configure

Switch(config)#power inline consumption 160

Switch(config)#interface gigabitEthernet 1/0/5

Switch(config-if)#power inline supply enable

Switch(config-if)#power inline priority middle

Switch(config-if)#power inline consumption class3

Switch(config-if)##show power inline

System Power Limit: 160.0w

System Power Consumption: 0.0w

System Power Remain: 160.0w

Switch(config-if)##show power inline configuration interface gigabitEthernet 1/0/5

Interface PoE-Status PoE-Prio Power-Limit(w) Time-Range  PoE-Profile

Gi1/0/5 Enable Middle Class3 No Limit None

Switch(config-if)#show power inline information interface gigabitEthernet 1/0/5

User Guide = 68



Managing System

PoE Configurations (Only for Certain Devices)

Interface Power(w) Current(mA) Voltage(v) PD-Class Power-Status

Gi1/0/5 1.3 26 53.5 Class 2 ON

Switch(config-if)#end

Switch#copy running-config startup-config

6.2.2 Configuring the PoE Parameters Using the Profile

Follow these steps to configure the PoE profile:

Step 1

Step 2

Step 3

Step 4

configure

Enter global configuration mode.

power inline consumption power-limit

Specify the maximum power the PoE switch can supply globally.

power-limit: Specify the maximum power the PoE switch can supply.

power profile name [ supply { enable | disable } [ priority { low | middle | high } [ consumption {
power-limit | auto | class1 | class2 | class3 | class4}111

Create a PoE profile for the switch. In a profile, the PoE status, PoE priority and power limit
are configured. You can bind a profile to the corresponding port to quickly configure the PoE
function.

name: Specify a name for the PoE profile. It ranges from 1 to 16 characters. If the name
contains spaces, enclose the name in double quotes.

enable | disable: Specify the PoE status for the profile. By default, it is enable.

low | middle | high: Select the priority level for the profile. When the supply power exceeds the
system power limit, the switch will power off PDs on low-priority ports to ensure stable running
of other PDs.

power-limit | auto | class1 | class2 | class3 | class4: Select or enter the maximum power the
corresponding port can supply. The following options are provided: Auto represents that the
switch will assign a value of maximum power automatically. Class1 represents 4W, Class?2
represents 7W, Class3 represents 15.4W and Class4 represents 30W or you can enter a value
manually. The value ranges from 1 to 300. It is in the unit of 0.1 watt. For instance, if you want to
configure the maximum power as 5W, you should enter 50.

interface { fastEthernet port | range fastEthernet port-list | gigabitEthernet port | range
gigabitEthernet port-list | ten-gigabitEthernet port | range ten-gigabitEthernet port-list }

Enter Interface Configuration mode.

port: Specify the Ethernet port number, for example 1/0/1.
port-list: Specify the list of Ethernet ports, for example 1/0/1-3, 1/0/5.
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Step 5 power inline profile name

Bind a PoE profile to the desired port. If one profile is selected, you will not be able to modify
PoE status, PoE priority or power limit manually.

name: Specify the name of the PoE profile. If the name contains spaces, enclose the name in
double quotes.

Step 6 power inline time-range name

Specify a time range for the port. Then the port will supply power only during the time range.
For how to create a time range, refer to Time Range Configuration.

name: Specify the name of the time range.

Step 7 show power profile

Verify the defined PoE profile.

Step 8 show power inline configuration interface [ fastEthernet { port | port-list } | gigabitEthernet {
port | port-list } | ten-gigabitEthernet { port | port-list }]

Verify the PoE configuration of the corresponding port.

port: Specify the Ethernet port number, for example 1/0/1.

port-list: Specify the list of Ethernet ports, in the format of 1/0/1-3, 1/0/5.

Step 9 show power inline information interface [ fastEthernet { port | port-list } | gigabitEthernet {
port | port-list} | ten-gigabitEthernet { port | port-list } ]

Verify the real-time PoE status of the corresponding port.
port: Specify the Ethernet port number, for example 1/0/1.

port-list: Specify the list of Ethernet ports, in the format of 1/0/1-3, 1/0/5.

Step 10 end
Return to privileged EXEC mode.

Step 11 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to create a profile named profile1and bind the profile to
the port 1/0/6.

Switch#configure
Switch(config)#power profile profile1 supply enable priority middle consumption class2
Switch(config)#show power profile

Index Name Status Priority Power-Limit(w)

1 profile1 Enable Middle Class2

Switch(config)#interface gigabitEthernet 1/0/6
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Switch(config-if)#power inline profile profile1
Switch(config-if)##show power inline configuration interface gigabitEthernet 1/0/6

Interface PoE-Status PoE-Prio Power-Limit(w) Time-Range  PoE-Profile

Gi1/0/6 Enable Middle Class2 No Limit profile1
Switch(config-if)#end

Switch#copy running-config startup-config
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SDM Template Configuration

7.1 Using the GUI

Choose the menu SYSTEM > SDM Template to load the following page.
Figure 7-1  Configuring SDM Template

‘DM Template Config

Current Template: Default
MNext Template: Default
Select Next Template: Default A

SDM Template Table

Combined ACL IPv4 Source IPv6 Source
SDM Template IP ACL Rules MAC ACL Rules IPv6 ACL Rules )
Rules Guard Entries Guard Entries
Default 100 80 50 0 253 0
EnterpriseV4 120 84 50 0 253 0
EnterpriseVe 32 32 0 120 0 183

Total: 3

In SDM Template Config section, select one template and click Apply. The setting will be
effective after the switch is rebooted.

Current Template Displays the template currently in effect.

Next Template Displays the template that will be effective after the reboot.
Select Next Select the template that will be effective after the next reboot.
Template

Default: Select the template of default. It gives balance to the IP ACL rules and MAC
ACL rules.

EnterpriseV4: Select the template of enterpriseV4. It maximizes system resources
for IP ACL rules and MAC ACL rules.

EnterpriseV6: Select the template of enterpriseVe. It allocates resources to IPv6
ACL rules.

The Template Table displays the resources allocation of each template.

SDM Template Displays the name of the templates.
IP ACL Rules Displays the number of IP ACL Rules including Layer 3 ACL Rules and Layer 4 ACL
Rules.
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MAC ACL Rules Displays the number of Layer 2 ACL Rules.
Combined ACL Displays the number of combined ACL rules.
Rules

IPv6 ACL Rules Displays the number of IPv6 ACL rules.

IPv4 Source Guard Displays the number of IPv4 source guard entries.

Entries

IPv6 Source Guard Displays the number of IPv6 source guard entries.

Entries

Packet Content Displays the number of packet content ACL rules.

ACL Rules

Note: Packet Content ACL Rules is only available for certain devices.

7.2 Usingthe CLI

Follow these steps to configure the SDM template:

Step 1

Step 2

Step 3

Step 4

Step 5

configure

Enter global configuration mode.

show sdm prefer { used | default | enterpriseV4 | enterpriseVé6 }

View the template table. It will help you determine which template is suitable for your network.
used: Displays the resource allocation of the current template.

default: Displays the resource allocation of the default template.

enterpriseV4: Displays the resource allocation of the enterpriseV4 template.

enterpriseV6: Displays the resource allocation of the enterpriseV6 template.

sdm prefer { default | enterpriseV4 | enterpriseV6 }

Select the template that will be effective after the switch is rebooted.

default: Select the template of default. It gives balance to the IP ACL rules, MAC ACL rules and
ARP detection entries.

enterpriseV4: Select the template of enterpriseV4. It maximizes system resources for IP ACL
rules and MAC ACL rules.

enterpriseV6: Select the template of enterpriseV4. It allocates resources to IPv6 ACL rules.

end
Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.
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The following example shows how to set the SDM template as enterpriseV4.
Switch#config
Switch(config)#show sdm prefer enterpriseV4

"enterpriseV4" template:

number of IP ACL Rules 1120
number of MAC ACL Rules 184
number of IPV6 ACL Rules :0

number of IPV4 Source Guard Entries : 253
number of IPV6 Source Guard Entries : 0
Switch(config)#sdm prefer enterpriseV4
Switch to “enterpriseV4" tempale.

Changes to the running SDM preferences have been stored, but cannot take effect until
reboot the switch.

Switch(config)#end

Switch#copy running-config startup-config
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Time Range Configuration

To complete Time Range configuration, follow these steps:
1) Add time range entries.

2) Configure Holiday time range.

8.1 Using the GUI

8.1.1 Adding Time Range Entries

Choose the menu SYSTEM > Time Range > Time Range Config and click ﬂ} Add to load
the following page.

Figure 8-1 Configuring Time Range
Time-Range Config

Name:

oliday: xclude nclude
Holiday @ Exclud QO Includ

Pericd Time Config

@ Aad
ID Date Day Time Operation
Mo entries in this table.
Total: 0
| Discard | Create

Follow these steps to add time range entries:

1) In the Time-Range Config section, specify a name for the entry and select the Holiday

mode.
Name Specify a name for the entry.
Holiday Select to include or exclude the holiday in the time range.

Exclude: The time range will not take effect on holiday.
Include: The time range will not be affected by holiday.

To configure Holiday, refer to Configuring Holiday.

2) Inthe Period Time Config section, click 9 Add and the following window will pop up.
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Figure 8-2 Adding Period Time

Period Time Config

Date

Time Range Configuration

From

To

Time

Month: Day: Year:
| January - | [ 1 - | | 2000 v |
Month: Day: Year:
| January v | [ 1 v | | 2000 v |

From:

To:

Day of Week

| | (Format: HH-MM)

| | (Format: HH:MM)

[ Mon

[] Tue

[ Wed [] Thu [] Fri

Cancel

Configure the following parameters and click Create:

Date
Time

Day of Week

Specify the start date and end date of this time range.
Specify the start time and end time of a day.

Select days of a week as the period of this time range.

[] Sat

[} Sun

3) Similarly, you can add more entries of period time according to your needs. The final

period time is the sum of all the periods in the table. Click Create.
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Figure 8-3  View Configruation Result

Time-Range Config

Name: | work_time . (1-16 characters)

Holiday: @® Exclude O Include
Y.

Period Time Config

@ Add
O D Date Day Time Operation
January 1, 2017 - November 1, . e Y =
[l 1 2017 Mon, Tue, Wed, Thu,Fri 08:00 - 20:00 D [i]
Total: 1

Discard ]

8.1.2 Configuring Holiday

Choose the menu SYSTEM > Time Range > Holiday Config and click €2 Add to load the
following page.

Figure 8-1 Configuring Holiday

Holiday Config

Holiday Name: | | (1-31 characters)
Start Date Month Day

| January v | | 01 v |
End Date Month Day

| January v | | 01 v |

=0

Configure the following parameters and click Create to add a Holiday entry.

Holiday Name Specify a name for the entry.
Start Date Specify the start date of the Holiday time range.
End Date Specify the end date of the Holiday time range.

Similarly, you can add more Holiday entries. The final Holiday time range is the sum of all
the entries.
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8.2 Usingthe CLI

8.2.1 Adding Time Range Entries

Follow these steps to add time range entries:

Step 1 configure

Enter global configuration mode.

Step 2 time-range name

Create a time-range entry.

name: Specify a name for the entry.

Step 3 holiday { exclude | include }

Include or exclude the holiday in the time range.
exclude: The time range will not take effect on holiday.
include: The time range will not be affected by holiday.

To configure Holiday, refer to Configuring Holiday.

Step 4 absolute from start-date to end-date

Specify the start date and end date of this time range.
start-date: Specify the start date in the format MM/DD/YYYY.

end-date: Specify the end date in the format MM/DD/YYYY.

Step 5 periodic start start-time end end-time day-of-the-week week-day

Specify days of a week as the period of this time range.
start-time: Specify the start end time of a day in the format HH:MM.
end-time: Specify the end time and end time of a day in the format HH:MM.

week-day: Specify the days of week in the format of 1-3, 7. The numbers 1-7 respectively
represent Monday, Tuesday, Wednesday, Thursday, Friday, Saturday and Sunday.

Step 6 show time-range

View the configuration of Time Range.

Step 7 end
Return to privileged EXEC mode.

Step 8 copy running-config startup-config

Save the settings in the configuration file.
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8.2.2

The following example shows how to create a time range entry and set the name as timef1,
holiday mode as exclude, absolute time as 10/01/2017 to 10/31/2017 and periodic time as
8:00 to 20:00 on every Monday and Tuesday:

Switch#config
Switch(config)#time-range time1
Switch(config-time-range)#holiday exclude
Switch(config-time-range)#absolute from 10/01/2017 to 10/31/2017
Switch(config-time-range)#periodic start 08:00 end 20:00 day-of-the-week 1,2
Switch(config-time-range)#show time-range

Time-range entry: 12 (Inactive)

Time-range entry: time1 (Inactive)

holiday: exclude

number of time slice: 1

01-10/01/2017 to 10/31/2017

- 08:00 to 20:00 on 1,2

Switch(config-time-range)#end

Switch#copy running-config startup-config
Configuring Holiday
Follow these steps to configure Holiday time range:

Step 1 configure

Enter global configuration mode.

Step 2 holiday name start-date start-date end-date end-date

Create a holiday entry.
name: Specify a name for the entry.
start-date : Specify the start date in the format MM/DD.

end-date: Specify the end date in the format MM/DD.

Step 3 show holiday

View the configuration of Holiday.

Step 4 end
Return to privileged EXEC mode.
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Step 8 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to create a holiday entry and set the entry name as
holiday1 and set start date and end date as 07/01 and 09/01:

Switch#config

Switch(config)#holiday holiday1 start-date 07/01 end-date 09/01
Switch(config)#show holiday

Index Holiday Name Start-End

1 holiday1 07.01-09.01

Switch(config)#end

Switch#copy running-config startup-config
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9.1

9.1.1

COntl‘Oller SettlngS (Only for Certain Devices)

9 Note:

Controller Settings is only available on certain devices. To check whether your device supports
this feature, refer to the actual web interface. If Controller Settings is available, there is SYSTEM >
Controller Settings in the menu structure.

This feature prepares the switch for Omada SDN Controller Management in either of the
following scenarios:

m |f you are using Omada Cloud-Based Controller, enable Cloud-Based Controller
Management on this page, then you can further add your devices to your Omada Cloud-
Based Controller.

®m [f your switch and Omada SDN Controller are located on the same subnet, the controller
can discover and manage the switch without any controller settings. Otherwise, you
need to inform the switch of the controller's URL/IP address.

Using the GUI

Enabling Cloud-Based Controller Management

Choose the menu SYSTEM > Controller Settings to load the following page. In the Cloud-
Based Controller Managment section, enable Cloud-Based Controller Management and
click Apply. After you add the switch to your Omada Cloud-Based Controller, you can
check the connection status on this page.

Figure 9-1 Enabling Cloud-Based Controller Management

Cloud-Based Controller Management

Connection Status: Disabled

Cloud-Based Controller Management: Enable

Motes:

Controller Inform URL

Inform URL/IP Address:

Motes:
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9.1.2 Configuring Controller Inform URL

Choose the menu SYSTEM > Controller Settings to load the following page. In the
Controller Inform URL section, inform the switch of the controller's URL/IP address, and

click Apply.

Figure 9-1  Configuring Controller Inform URL

Cloud-Based Controller Management

Connection Status: Disabled

Cloud-Based Controller Management: Enable

Motes:

Controller Inform URL

Inform URL/IP Address:

Notes:

9.2 Usingthe CLI

9.2.1 Enabling Cloud-Based Controller Management

Follow these steps to enable cloud-based controller management:

Step 1 configure

Enter global configuration mode.

Step 2 controller cloud-based

Enable cloud-based controller management.

Step 3 show controller

View the controller settings and status.

9.2.2 Configuring Controller Inform URL

Follow these steps to configure controller inform URL:

Step 1 configure

Enter global configuration mode.
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Step 2 controller inform-url [ controller-url | controller-ip ]

Inform the switch of the controller's URL/IP address.

Step 3 show controller

View the controller settings and status.

The following example shows how to inform the switch of the controller whose IP address
is 192.168.1.1:

Switch#config
Switch(config)#controller inform-url 192.168.1.1

Switch(config)#show controller

Cloud-Based Controller Management  : Disabled
Connection Status : Disabled
inform URL/IP Address :192.168.1.1:29810

User Guide = 83



Managing System Example for PoE Configurations

1 O Example for POE Configurations

10.1

10.2

10.3

Network Requirements

The network topology of a company is shown as below. Camera1 and Camera2 work for
the security of the company and cannot be power off all the time. AP1 and AP2 provide the
internet service and only work in the office time.

Figure 10-1  Network Topology
Switch A

Gi1/0/1 Gi1/0/4
Gi1/0/2 Gi1/0/3

S <

Cameral Camera2 AP1 AP2

Configuring Scheme

To implement this requirement, you can set a PoE time-range as the office time, for
example, from 08:30 to 18:00 on work days. Then apply the settings to port 1/0/3 and
1/0/4. Port 1/0/1 and port1/0/2 need to supply power all the time, so the time range
configurations can be left as the default settings here.

Using the GUI

The configurations of port 1/0/4 is similar with the configurations of port 1/0/3. Here we
take port 1/0/3 for example.

1) Choose the menu SYSTEM > Time Range > Time Range Create and click G} Add to
load the following page.
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Figure 10-2 Creating Time Range

Time-Range Config

Mame: | (1-16 characters)

Holiday: @ Exclude O Include
¥

Period Time Config

O D Date Day Time Operation

Mo entries in this table.

Total: 0

Discard

2) Click 0 Add and the following window will pop up. Set Date, Time and Day of Week as
the following figure shows. Click Create.

Figure 10-3  Creating a Periodic Time

Period Time Config

Date
From Month: Day: Year:
| January v | |1 v | | 2017 v |
To Month: Day: Year:
| January v | |1 v | | 2018 v |
Time
From: | 08:30 | (Format. HH:MM)
To: | 18:00 | (Format: HH:MM)
Day of Week
[+ Mon [+] Tue [+ Wed [« Thu [« Fri [] Sat [ Sun

Cancel

3) Specify a name for the time range. Click Create.
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Figure 10-4 Configuring Time Range

Time-Range Config

Name: | OfficeTime (1-16 characters)

Holiday: O Exclude @® Include

Period Time Config

& Add

O ID Date Day Time Operation

January 1, 2017 - January 1, 20
18

Mon, Tue, Wed, Thu, Fri 08:30 - 18:00 EI Tl

| Discard ||

4) Choose the menu SYSTEM > PoE > PoE Config to load the following page. Select port
1/0/3 and set the Time Range as OfficeTime. Click Apply.

Total: 0

Figure 10-5  Configure the Port

PoE Config
Unit System Power Limit (W) System Power Consumption (W) System Power Remain (W) Operation
Unit1 192.0 0.0 192.0 E‘
Total: 1
Port Config
UNIT1 ‘
Power Limit
|:| Port PoE Status POE Priority Power Limit Value Time Range PoE Profile Power (W) Currg
(0.1-30.0 W)
‘ A ‘ A A4 OfficeTime w A
1 Enabled Low Class4 30 No Limit None 0
2 Enabled Low Class4 30 No Limit None 0
3 Enabled Low Class4 30 OfficeTime None 0
4 Enabled Low Clags4 30 No Limit Mone 0
5 Enabled Low Class4 30 No Limit Mone 0
] Enabled Low Class4 30 No Limit None 0
7 Enabled Low Class4 30 No Limit None 0
E] Enabled Low Class4 30 No Limit None 0
9 Enabled Low Class4 30 No Limit None 0
10 Enabled Low Class4 30 No Limit MNone 0
]
Total: 24 1 entry selected. Cancel El

5) Click - to save the settings.
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10.4 Using the CLI

The configurations of Port1/0/4 is similar with the configuration of port 1/0/3. Here we take
port 1/0/3 for example.

1) Create atime-range.
Switch_A#config
Switch_A(config)#time-range office-time
Switch_A(config-time-range)#holiday exclude
Switch_A(config-time-range)#absolute from 01/01/2017 to 01/01/2018
Switch_A(config-time-range)#periodic start 08:30 end 18:00 day-of-the-week 1-5
Switch_A(config-time-range)#exit

2) Enable the PoE function on the port 1/0/3. Specify the basic parameters for the port
1/0/3 and bind the time-range office-time to the port.

Switch_A(config)#tinterface gigabitEthernet 1/0/3
Switch_A(config-if)#power inline supply enable
Switch_A(config-if)#power inline time-range office-time
Switch_A(config-if)#end

Switch_A#copy running-config startup-config

Verify the Configuration

Verify the configuration of the time-range:
Switch_A#tshow time-range
Time-range entry: office-time (Active)
holiday: exclude
number of time slice: 1
01-01/01/2017 t0 01/01/2018
-08:00to 18:000n1,2,3,4,5

Verify the configuration of the PoE basic parameters:

Switch_A#tshow power inline configuration interface gigabitEthernet 1/0/3
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Interface PoE-Status PoE-Prio Power-Limit(w) Time-Range  PoE-Profile

Gi1/0/3 Enable Low Class4 office-time None
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1 1 Appendix: Default Parameters

Default settings of System Info are listed in the following tables.

Table 11-1 Default Settings of Device Description Configuration

Parameter Default Setting

Device Name The model name
of the switch.

Device Location SHENZHEN

System Contact www.tp-link.com
Table 11-2  Default Settings of System Time Configuration

Parameter Default Setting

Time Source Manual

Table 11-3  Default Settings of Daylight Saving Time Configuration

Parameter Default Setting

DST status Disabled

Default settings of User Management are listed in the following table.

Table 11-4  Default Settings of User Configuration

Parameter Default Setting
User Name admin
Password admin
Access Level Admin

Default settings of System Tools are listed in the following table.

Table 11-5  Default Settings of Boot Configuration

Parameter Default Setting
Current Startup Image image1.bin
Next Startup Image image1.bin
Backup Image image2.bin
Current Startup Config config1.cfg
Next Startup Config config1.cfg
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Parameter Default Setting

Backup Config config2.cfg

Default setting of EEE is listed in the following table.

Table 11-6 Default Settings of EEE Configuration
Parameter Default Setting
Status Disabled

(Only for certain devices) Default settings of PoE is listed in the following table.

Table 11-7 Default Settings of PoE Configuration
Parameter Default Setting
PoE Config
System Power Limit (Refer to the actual web interface)
Port Config
PoE Status Enabled
PoE Priority Low

Power Limit (0.1Tw-30.0w) Class 4
Time Range No Limit
PoE Profile None

Profile Config

Profile Name None
PoE Status Enabled
PoE Priority Low
Power Limit Auto

Default settings of SDM Template are listed in the following table.

Table 11-8 Default Settings of SDM Template Configuration
Parameter Default Setting
Current Template ID Default
Next Template ID Default
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Default settings of Time Range are listed in the following table.

Table 11-9 Default Settings of Time Range Configuration
Parameter Default Setting
Holiday Include
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L

1.1

1.2

Physical Interface

Overview
Interfaces are used to exchange data and interact with interfaces of other network devices.
Interfaces are classified into physical interfaces and layer 3 interfaces.

B Physical interfaces are the ports on the switch panel. They forward packets based on
MAC address table.

m Layer 3 interfaces are used to forward IPv4 and IPv6 packets using static or dynamic
routing protocols. You can use Layer 3 interfaces for IP routing and inter-VLAN routing.

This chapter introduces the configurations for physical interfaces.

Supported Features

The switch supports the following features about physical interfaces:

Basic Parameters

You can configure port status, speed mode, duplex mode, flow control and other basic
parameters for ports.

Port Isolation
You can use this feature to restrict a specific port to send packets to only the ports in the
forwarding port list that you configure.

Loopback Detection

This function allows the switch to detect loops in the network. When a loop is detected on
a port or VLAN, the switch will display an alert on the management interface and block the
corresponding port or VLAN according to your configurations.
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2.1

Basic Parameters Configurations

Using the GUI

Choose the menu L2 FEATURES > Switching > Port > Port Config to load the following
page.

Figure 2-1  Configuring Basic Parameters

Port Config
Jumbo: 1918 bytes (1518-9216
| roply
UNIT1 LAGS ‘
Port Type Description Status Speed Duplex Flow Control LAG
‘ hd v A v
1701 Copper Enabled Auto Auto Disabled - -
112 Copper Enabled Auto Auto Disabled -
1003 Copper Enabled Auto Auto Disabled -
11014 Copper Enabled Auto Auto Disabled -
11015 Copper Enabled Auto Auto Disabled -
11016 Copper Enabled Auto Auto Disabled -
107 Copper Enabled Auto Auto Disabled -
1008 Copper Enabled Auto Auto Disabled -
1009 Copper Enabled Auto Auto Disabled -
1/0M10 Copper Enabled Auto Auto Disabled - -
Total: 28 1 entry selected. ‘ Cancel m

Follow these steps to configure basic parameters for the ports:
1) Configure the MTU size of jumbo frames for all the ports, then click Apply.
Jumbo Configure the size of jumbo frames. By default, itis 1518 bytes.
Generally, the MTU (Maximum Transmission Unit) size of a normal frame is 1518

bytes. If you want the switch supports to transmit frames of which the MTU size is
greater than 1518 bytes, you can configure the MTU size manually here.

2) Select one or more ports to configure the basic parameters. Then click Apply.

UNIT/LAGS Click the UNIT number to configure physical ports. Click LAGS to configure LAGs.
Type Displays the port type. Copper indicates an Ethernet port, and Fiber indicates an
SFP port.
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2.2

Description (Optional) Enter a description for the port.

Status

With this option enabled, the port forwards packets normally. Otherwise, the port
cannot work. By default, it is enabled.

Speed Select the appropriate speed mode for the port. When Auto is selected, the
port automatically negotiates speed mode with the neighbor device. The default
setting is Auto. It is recommended to select Auto if both ends of the link support
auto-negotiation.

Duplex Select the appropriate duplex mode for the port. There are three options: Half,
Full and Auto. The default setting is Auto.

Half: The port can send and receive packets, but only one-way at a time.
Full: The port can send and receive packets simultaneously.
Auto: The port automatically negotiates duplex mode with the peer device.
Flow Control With this option enabled, when a device gets overloaded it will send a PAUSE

frame to notify the peer device to stop sending data for a specified period
of time, thus avoiding the packet loss caused by congestion. By default, it is
disabled.

@ Note:

We recommend that you set the ports on both ends of a link as the same speed and duplex mode.

Using the CLI

Follow these steps to set basic parameters for the ports.

Step 1

Step 2

Step 3

configure
Enter global configuration mode.

jumbo-size size

Change the MTU (Maximum Transmission Unit) size to support jumbo frames. The default
MTU size for frames received and sent on all ports is 1518 bytes. To transmit jumbo
frames, you can manually configure MTU size of frames up to 9216 bytes.

size: Configure the MTU size of jumbo frames. The value ranges from 1518 to 9216bytes.

interface { fastEthernet port | range fastEthernet port-list | gigabitEthernet port | range
gigabitEthernet port-list | ten-gigabitEthernet port | ten-range gigabitEthernet port-list |
port-channel port-channel | range port-channel port-channel-list [}

Enter interface configuration mode.
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Step 4

Step 5

Step 6

Step 7

Configure basic parameters for the port:

description string

Give a port description for identification.

string: Content of a port description, ranging from 1 to 16 characters.

shutdown
no shutdown

Use shutdown to disable the port, and use no shutdown to enable the port. When the
status is enabled, the port can forward packets normally, otherwise it will discard the
received packets. By default, all ports are enabled.

speed {10]100| 1000 10000 | auto }
Set the appropriate speed mode for the port.

10110011000 | 10000 | auto: Speed mode of the port. The options are subject to your
actual product. The device connected to the port should be in the same speed and duplex
mode with the port. When auto is selected, the speed mode will be determined by auto-
negotiation.

duplex { auto | full | half }
Set the appropriate duplex mode for the port.

auto | full | half: Duplex mode of the port. The device connected to the port should be in the
same speed and duplex mode with the port. When auto is selected, the duplex mode will be
determined by auto-negotiation.

flow-control

Enable the switch to synchronize the data transmission speed with the peer device,
avoiding the packet loss caused by congestion. By default, it is disabled.

show interface configuration [ fastEthernet port | gigabitEthernet port | | ten-
gigabitEthernet port | port-channel port-channel-id ]

Verify the configuration of the port or LAG.

end
Return to privileged EXEC mode.

copy running-config startup-config
Save the settings in the configuration file.

The following example shows how to implement the basic configurations of port1/0/1,
including setting a description for the port, configuring the jumbo frame, making the port
automatically negotiate speed and duplex with the neighboring port, and enabling the flow-

control:

Switch#configure

Switch#jumbo-size 9216

Switch(config)#interface gigabitEthernet 1/0/1

Switch(config-if)#no shutdown
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Switch(config-if)#description router connection
Switch(config-if)#speed auto

Switch(config-if)#duplex auto

Switch(config-if)#flow-control

Switch(config-if)##show interface configuration gigabitEthernet 1/0/1
Port State Speed Duplex FlowCtrl Description

Gi1/0/1 Enable  Auto Auto Enable  router connection
Switch(config-if}#show jumbo-size

Global jumbo size : 9216

Switch(config-if)#end

Switch#copy running-config startup-config

User Guide = 97



Managing Physical Interfaces Port Isolation Configurations

Port Isolation Configurations

3.1 Using the GUI

Port Isolation is used to limit the data transmitted by a port. The isolated port can only send
packets to the ports specified in its Forwarding Port List.

Choose the menu L2 FEATURES > Switching > Port > Port Isolation to load the following
page.
Figure 3-1 PortIsolation List

Port Isolation List

UNIT1 ® Edit

Port LAG Forwarding Port List

10n - 1/0/1-28,LAG1-14 .
1102 = 1/0/1-28,LAG1-14

11013 - 1/0/1-28,LAG1-14

11074 - 1/0/1-28,LAG1-14

11005 - 1/0/1-28,LAG1-14

1106 - 1/0/1-28,LAG1-14

117 - 1/0/1-28,LAG1-14

1/org - 1/0/1-28,LAG1-14

1109 - 1/0/1-28,LAG1-14

170410 - 1/0/1-28,LAG1-14 -

Total: 28

The above page displays the port isolation list. Click @ Edit to configure Port Isolation on
the following page.
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Figure 3-2 Port Isolation

Port Isolation List

Port

UNITH LAGS

(2 4] 6] [ [ho] [ (] [he] (6] [20] (2] [24] (] [8]
L B2 B B B Bl Bl el T L] [2) (2] [2] 127

[] Select Al

- Selected |_|:| Unselected - Mot Available

Forwarding Port List

UNITA LAGS

(2 4] 6] [ [ho] [ (] [he] (6] [20] (2] [24] (] [8]
L B2 B B B Bl Bl el T L] [2) (2] [2] 127

[] Select Al

- Selected |_|:| Unselected - Mot Available

l Cancel ]

Follow these steps to configure Port Isolation:
1) Inthe Port section, select one or multiple ports to be isolated.

2) In the Forwarding Port List section, select the forwarding ports or LAGs which the
isolated ports can only communicate with. It is multi-optional.

3) Click Apply.

3.2 Usingthe CLI

Follow these steps to configure Port Isolation:

Step 1 configure
Enter global configuration mode.

Step 2 interface { fastEthernet port | range fastEthernet port-list | gigabitEthernet port | range
gigabitEthernet port-list | ten-gigabitEthernet port | ten-range gigabitEthernet port-list |
port-channel port-channel | range port-channel port-channel-list [}

Specify the port to be isolated and enter interface configuration mode.
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Step 3

Step 4

Step 5

Step 6

port isolation { [fa-forward-list fa-forward-list] [gi-forward-list gi-forward-list] [te-
forward-list te-forward-list] [ po-forward-list po-forward-list]}

Add ports or LAGs to the forwarding port list of the isolated port. It is multi-optional.

fa-forward-list / gi-forward-list / te-forward-list: Specify the forwarding Ethernet ports.
po-forward-list: Specify the forwarding LAGs.

show portisolation interface { fastEthernet port | gigabitEthernet port | ten-
gigabitEthernet port | port-channel port-channel }

Verify the Port Isolation configuration of the specified port.

end
Return to privileged EXEC mode.

copy running-config startup-config
Save the settings in the configuration file.

The following example shows how to add ports 1/0/1-3 and LAG 4 to the forwarding list of

port 1/0/5:

Switch#configure

Switch(config)#interface gigabitEthernet 1/0/5

Switch(config-if)#port isolation gi-forward-list 1/0/1-3 po-forward-list 4

Switch(config-if)#show port isolation interface gigabitEthernet 1/0/5

Port

Forward-List

Gi1/0/5 N/A  Gi1/0/1-3,Po4

Switch(config-if)#end

Switch#copy running-config startup-config
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4.1

Loopback Detection Configuration

Using the GUI

To avoid broadcast storm, we recommend that you enable storm control before loopback
detection is enabled. For detailed introductions about storm control, refer to Configuring
QosS.

Choose the menu L2 FEATURES > Switching > Port > Loopback Detection to load the
following page.

Figure 4-1  Configuring Loopback Detection

Loopback Detection

Loopback Detection Status: Enable
Detection Interval: | 30 | seconds (1-1000
Auto-recovery Time: | 90 | seconds (2-100,000
Web Refresh Status: Enable
Web Refresh Interval: 6 seconds (3-100
Apply
Port Config
UNIT1 LAGS ‘ @ Recovery
) Recovery
Port Status Operation Mode Mode Loop Status  Block Status ~ Block VLAN LAG
‘ v ‘ v v
1101 Dizabled Alert Auto - - - — -
11012 Disabled Alert Auto — — - —
11003 Dizabled Alert Auto - — - —
110/4 Disabled Alert Auto — — - —
110/5 Disabled Alert Auto — — - —
110/6 Disabled Alert Auto — — - —
107 Disabled Alert Auto — — - —
110/8 Dizabled Alert Auto - - - —
110/9 Disabled Alert Auto — — - —
11010 Dizabled Alert Auto - — - — .

Follow these steps to configure loopback detection:

1) In the Loopback Detection section, enable loopback detection and configure the
global parameters. Then click Apply.
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Loopback Enable loopback detection globally.
Detection Status

Detection Set the interval of sending loopback detection packets in seconds.
Interval
The valid value ranges from 1 to 1000 and the default value is 30.

Auto-recovery Set the recovery time globally. The blocked port in Auto Recovery mode will

Time automatically be recovered to normal status after the Auto-recovery Time
expires. The value ranges from 2 to 100,000 in seconds, and the default value is
90.

Web Refresh With this option enabled, the switch will refresh the web timely. By default, it is

Status disabled.

Web Refresh If you enabled web refresh status, set the refresh interval in seconds between 3

Interval and 100. The default value is 6.

2) In the Port Config section, select one or more ports to configure the loopback
detection parameters. Then click Apply.

Status Enable loopback detection for the port.

Operation Mode Select the operation mode when a loopback is detected on the port:

Alert: The Loop Status will display whether there is a loop detected on the
corresponding port. It is the default setting.

Port Based: In addition to displaying alerts, the switch will block the port on which
the loop is detected.

VLAN-Based: If aloop is detected in a VLAN on that port, in addition to displaying

alerts, the switch will block that VLAN. The traffic of the other VLANs can still be
normally forwarded by the port.

Recovery Mode If you select Port Based or VLAN-Based as the operation mode, you also need to
configure the recovery mode for the blocked port:

Auto: The blocked port will automatically be recovered to normal status after the
automatic recovery time expires. It is the default setting.

Manual: You need to manually release the blocked port. Click Recovery to
release the selected port.

3) (Optional) View the loopback detection information.

Loop Status Displays whether a loop is detected on the port.
Block Status Displays whether the port is blocked.
Block VLAN Displays the blocked VLANSs.
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4.2 Using the CLI

Follow these steps to configure loopback detection:

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 9

configure
Enter global configuration mode.

loopback-detection
Enable the loopback detection feature globally. By default, it is disabled.

loopback-detection interval interval-time

Set the interval of sending loopback detection packets which is used to detect the loops in
the network.

interval-time: The interval of sending loopback detection packets. The valid values are from
1 to 1000 seconds. By default, the value is 30 seconds.

loopback-detection recovery-time recovery-time

Set the auto-recovery time, after which the blocked port in Auto Recovery mode can
automatically be recovered to normal status.

recovery-time: Specify the detection interval, ranging from 2 to 100,000 seconds. The
default value is 90.

interface { fastEthernet port | range fastEthernet port-list | gigabitEthernet port | range
gigabitEthernet port-list | ten-gigabitEthernet port | ten-range gigabitEthernet port-list |
port-channel port-channel | range port-channel port-channel-list |}

Enter interface configuration mode.

loopback-detection
Enable loopback detection for the port. By default, it is disabled.

loopback-detection config process-mode { alert | port-based | vlan-based } recovery-
mode { auto | manual }

Set the process mode when a loopback is detected on the port. There are three modes:

alert: The switch will only display alerts when a loopback is detected. It is the default setting.

port-based: In addition to displaying alerts, the switch will block the port on which the loop
is detected.

vlan-based: In addition to displaying alerts, the switch will block the VLAN of the port in
which the loop is detected.

Set the recovery mode for the blocked port. There are two modes:

auto: After the recovery time expires, the blocked port will automatically recover to normal
status and restart to detect loops in the network.

manual: The blocked port can only be released manually. You can use the command
'loopback-detection recover’ to recover the blocked port to normal status.

show loopback-detection global
Verify the global configuration of Loopback Detection.
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Step 10 show loopback-detection interface { fastEthernet port | gigabitEthernet port | ten-
gigabitEthernet port | port-channel port-channel }

Verify the Loopback Detection configuration of the specified port.

Step 11 end
Return to privileged EXEC mode.

Step 12 copy running-config startup-config
Save the settings in the configuration file.

The following example shows how to enable loopback detection globally (keep the default
parameters):

Switch#configure
Switch(config)#loopback-detection
Switch(config)#show loopback-detection global
Loopback detection global status : enable
Loopback detection interval : 30s

Loopback detection recovery time : 3 intervals
Switch(config-if)#end

Switch#copy running-config startup-config

The following example shows how to enable loopback detection of port 1/0/3 and set the
process mode as alert and recovery mode as auto:

Switch#configure

Switch(config)#interface gigabitEthernet 1/0/3

Switch(config-if)#loopback-detection

Switch(config-if)#loopback-detection config process-mode alert recovery-mode auto
Switch(config-if)#show loopback-detection interface gigabitEthernet 1/0/3

Port Enable Process Mode Recovery Mode Loopback Block LAG
Gi1/0/3 enable alert auto N/A N/A  N/A
Switch(config-if)#end

Switch#copy running-config startup-config
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5.1

5.1.1

5.1.2

5.1.3

Configuration Examples

Example for Port Isolation

Network Requirements

As shown below, three hosts and a server are connected to the switch and all belong to
VLAN 10. Without changing the VLAN configuration, Host A is not allowed to communicate
with the other hosts except the server, even if the MAC address or IP address of Host A is
changed.

Figure 5-1 Network Topology

Switch

Gi1/0/1

Host A Host B Host C Server
VLAN 10

Configuration Scheme

You can configure port isolation to implement the requirement. Set port 1/0/4 as the only
forwarding port for port 1/0/1, thus forbidding Host A to forward packets to the other
hosts.

Since communications are bidirectional, if you want Host A and the server to communicate
normally, you also need to add port 1/0/1 as the forwarding port for port 1/0/4.

Demonstrated with T1600G-28TS, the following sections provide configuration procedure
in two ways: using the GUI and using the CLI.

Using the GUI

1) Choose the menu L2 FEATURES > Switching > Port > Port Isolation to load the
following page. It displays the portisolation list.

User Guide = 105



Managing Physical Interfaces Configuration Examples

Figure 5-2 Port Isolation List

Port Isolation List

UNT1 | ® et
Port LAG Forwarding Port List
101 - 1/0/1-28 LAG1-14 -
1102 - 1/0/1-28 LAG1-14
103 - 1/0/1-28 LAG1-14
1/0/4 - 1/0/1-28 LAG1-14
1/0/5 - 1/0/1-28 LAG1-14
1/0/6 - 1/0/1-28 LAG1-14
107 - 1/0/1-28 LAG1-14
1/0/8 - 1/0/1-28 LAG1-14
110/9 - 1/0/1-28,LAG1-14
11010 - 1/0/1-28 LAG1-14 -
Total: 28

2) Click Edit on the above page to load the following page. Select port 1/0/1 as the port to
be isolated, and select port 1/0/4 as the forwarding port. Click Apply.

Figure 5-3 Port Isolation Configuration

Port Isolation List

Port

UNIT1 LAGS

(2 (4 (5] (s [ (8] (34 [ [36) (28] (2] (] (58] [
W] e b o] ] (] Be] Or) [s] 2] (=] (] (7]

[] Select Al

- Selected ﬂ Unselected - Mot Available

Forwarding Port List

UNIT1 LAGS

(2| 5] () o] (4] (A4 ] [is) (26 [23] (3] (5] (38
K R Bed B B B e e B e B2 1) 1) 12

[ | Select Al

- Selected ﬂ Unselected - Mot Available

3) Select port 1/0/4 as the port to be isolated, and select port 1/0/1 as the forwarding port.
Click Apply.
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5.1.4

Figure 5-4  Port Isolation Configuration

Port Isolation List

Port

UNIT1 LAGS

)|l (5] (s (6] (%2 (] (6] [fa] (o6 [22] [34] [38] [38]
L R B B R B R e b Bl B E2] f=]

[] selectAn

- Selected EI Unselected - Not Available

Forwarding Port List

UNIT1 LAGS

(2 (4] [9] (8] [36] (%] (] 6] [fe] (56 [22] [24] [58] [38]
E@@@@@@@@@@@@

[] selectAn

- Selectad l—‘;‘—l Unselected - Not Available

4) Click B to save the settings.

Using the CLI

Switch#configure

Switch(config)#interface gigabitEthernet 1/0/1
Switch(config-if)#port isolation gi-forward-list 1/0/4
Switch(config-if)#exit

Switch(config)#interface gigabitEthernet 1/0/4
Switch(config-if)#port isolation gi-forward-list 1/0/1
Switch(config-if)#end

Switch#copy running-config startup-config

Verify the Configuration

Switch#show port isolation interface

Port LAG Forward-List

Gi1/0/1  N/A  Gi1/0/4
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5.2

5.2.1

5.2.2

Gi1/0/2 N/A  Gi1/0/1-28,Po1-14
Gi1/0/3 N/A  Gi1/0/1-28,Po1-14
Gi1/0/4 N/A  Gi1/0/1

Example for Loopback Detection

Network Requirements

As shown below, Switch A is a convergence-layer switch connecting to several access-
layer switches. Loops can be easily caused in case of misoperation on the access-
layer switches. If there is a loop on an access-layer switch, broadcast storms will occur
on Switch A or even in the entire network, creating excessive traffic and degrading the
network performance.

To reduce the impacts of broadcast storms, users need to detect loops in the network via
Switch A and timely block the port on which a loop is detected.

Figure 5-5 Network Topology

Switch A

Management Host

N
‘\& Access-layer Switches

Configuration Scheme

Enable loopback detection on ports 1/0/1-3 and configure SNMP to receive the trap
notifications. For detailed instructions about SNMP, refer to Configuring SNMP & RMON.
Here we introduce how to configure loopback detection and monitor the detection result
on the management interface of the switch.

Demonstrated with T1600G-52TS, the following sections provide configuration procedure
in two ways: using the GUI and using the CLI.
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5.2.3 Using the GUI

1)

2)

3)

4)

Choose the menu L2 FEATURES > Switching > Port > Loopback Detection to load the
configuration page.

In the Loopback Detection section, enable loopback detection and web refresh
globally. Keep the other parameters as default values and click Apply.

Figure 5-6  Global Configuration

Loopback Detection

Loopback Detection Status:

Detection Interval: | 20 | seconds (1-1000
Auto-recovery Time: | 90 | sec 2
Web Refresh Status:

Web Refresh Interval: | 6 | seconds (3-100

[ ooy

In the Port Config section, enable ports 1/0/1-3, select the operation mode as Port
-Based so that the port will be blocked when a loop is detected, and keep the recovery
mode as Auto so that the port will automatically be recovered to normal status after the
auto-recovery time. Click Apply.

Figure 5-7 Port Configuration

Port Config
UNITT LAGS ' @ Recovery
Port Status Operation Mode Ri::z::ry Loop Status  Block Status  Block VLAN LAG
Enable  w | Port Based v | Auto -
1101 Enabled Port Based Auto = = = = -
1/0/2 Enabled Port Based Auto = = = =
1013 Enabled Port Based Auto = = = =
1104 Disabled Alert Auto — - - —
1/0/5 Disabled Alert Auto — - - —
1/0/6 Disabled Alert Auto — - - —
o7 Disabled Alert Auto — - - —
1108 Disabled Alert Auto — - - —
1109 Disabled Alert Auto — - - —
110010 Disabled Alert Auto — - — — -
Total: 28 3 entries selected. ‘ Cancel m

Monitor the detection result on the above page. The Loop status and Block status are
displayed on the right side of ports.
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5.2.4 Using the CLI

1) Enable loopback detection globally and configure the detection interval and recovery
time.

Switch#configure
Switch(config)#loopback-detection
Switch(config)#loopback-detection interval 30

Switch(config)#loopback-detection recovery-time 3

2) Enable loopback detection on ports 1/0/1-3 and set the process mode and recovery
mode.

Switch(config)#interface range gigabitEthernet 1/0/1-3
Switch(config-if-range)#loopback-detection

Switch(config-if-range)#loopback-detection config process-mode port-based
recovery-mode auto

Switch(config-if-range)#end

Switch#copy running-config startup-config

Verify the Configuration
Verify the global configuration:
Switch#tshow loopback-detection global
Loopback detection global status : enable
Loopback detection interval: 30 s

Loopback detection recovery time:90 s

Verify the loopback detection configuration on ports:
Switch#show loopback-detection interface

Port Enable Process Mode Recovery Mode Loopback Block LAG

Gi1/0/1 enable port-based auto N/A N/A N/A
Gi1/0/2 enable port-based auto N/A N/A  N/A
Gi1/0/3 enable port-based auto N/A N/A  N/A
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6 Appendix: Default Parameters

Default settings of Switching are listed in th following tables.
Table 6-1 Configurations for Ports

Parameter

Port Config

Jumbo

Type

Status

Speed

Duplex

Flow Control

Loopback Detection

Loopback Detection Status

Detection Interval

Auto-recovery Time

Web Refresh Status

Web Refresh Interval

Port Status

Operation mode

Recovery mode

Default Setting

1518 bytes

Copper (For RJ45 Ports)

Fiber (For SFP Ports)
Enabled

Auto (For RJ45 Ports)

1000M (For SFP Ports)

Auto (For RJ45 Ports)

Full (For SFP Ports)

Disabled

Disabled

30 seconds

90 seconds

Disabled

6 seconds

Disabled

Alert

Auto

Appendix: Default Parameters
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L

1.1

1.2

LAG

Overview

With LAG (Link Aggregation Group) function, you can aggregate multiple physical ports into
a logical interface, increasing link bandwidth and providing backup ports to enhance the
connection reliability.

Supported Features

You can configure LAG in two ways: static LAG and LACP (Link Aggregation Control
Protocol).

Static LAG

The member ports are manually added to the LAG.

LACP

The switch uses LACP to implement dynamic link aggregation and disaggregation by
exchanging LACP packets with its peer device. LACP extends the flexibility of the LAG
configuration.
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2 LAG Configuration

To complete LAG configuration, follow these steps:

1) Configure the global load-balancing algorithm.
2) Configure Static LAG or LACP.

Configuration Guidelines

Ensure that both ends of the aggregation link work in the same LAG mode. For example,
if the local end works in LACP mode, the peer end should also be set as LACP mode.

Ensure that devices on both ends of the aggregation link use the same number of
physical ports with the same speed, duplex, jumbo and flow control mode.

A port cannot be added to more than one LAG at the same time.
LACP does not support half-duplex links.

One static LAG supports up to eight member ports. All the member ports share the
bandwidth evenly. If an active link fails, the other active links share the bandwidth
evenly.

One LACP LAG supports multiple member ports, but at most eight of them can work
simultaneously, and the other member ports are backups. Using LACP protocol, the
switches negotiate parameters and determine the working ports. When a working port
fails, the backup port with the highest priority will replace the faulty port and start to
forward data.

For the functions like IGMP Snooping, 802.1Q VLAN, MAC VLAN, Protocol VLAN, VLAN-
VPN, GVRP, Voice VLAN, STP, QoS, DHCP Snooping and Flow Control, the member pot
of an LAG follows the configuration of the LAG but not its own. The configurations of
the port can take effect only after it leaves the LAG.

The port enabled with Port Security, Port Mirror, MAC Address Filtering or 802.1X
cannot be added to an LAG, and the member port of an LAG cannot be enabled with
these functions.
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2.1 Using the GUI

2.1.1 Configuring Load-balancing Algorithm

Choose the menu L2 FEATURES > Switching > LAG > LAG Table to load the following
page.

Figure 2-1  Global Config

Global Config
Hash Algorithm: SRC MAC+DSTMAC v
LAG Table
Group 1D Description Members Operation
1 Active LACP - [ [@
Total: 1

In the Global Config section, select the load-balancing algorithm (Hash Algorithm), then
click Apply.

Hash Algorithm Select the Hash Algorithm, based on which the switch can choose the port to forward
the received packets. In this way, different data flows are forwarded on different
physical links to implement load balancing. There are six options:

SRC MAC: The computation is based on the source MAC addresses of the packets.

DST MAC: The computation is based on the destination MAC addresses of the
packets.

SRC MAC+DST MAC: The computation is based on the source and destination MAC
addresses of the packets.

SRC IP: The computation is based on the source IP addresses of the packets.

DST IP: The computation is based on the destination IP addresses of the packets.
SRC IP+DST IP: The computation is based on the source and destination IP
addresses of the packets.

Tips:

®m | oad-balancing algorithm is effective only for outgoing traffic. If the data stream is not
well shared by each link, you can change the algorithm of the outgoing interface.

B Please properly choose the load-balancing algorithm to avoid data stream transferring
only on one physical link. For example, Switch A receives packets from several hosts
and forwards them to the Server with the fixed MAC address, you can set the algorithm
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as "SRC MAC" to allow Switch A to determine the forwarding port based on the source
MAC addresses of the received packets.

Figure 2-2 Hash Algorithm Configuration

3e
I @

Switch A Switch B

Hosts Server

2.1.2 Configuring Static LAG or LACP

For one port, you can choose only one LAG mode: Static LAG or LACP. And make sure both
ends of a link use the same LAG mode.

m  Configuring Static LAG

Choose the menu L2 FEATURES > Switching > LAG > Static LAG to load the following
page.
Figure 2-3  Static LAG

LAG Config

Group ID: | LAG2 v

Description:

1]
T

Port: | | Format-1/0/1_input or choose belo

UNIT1

(2[4 (9] (o) [o] (] () (] (] (2] (2] [24] (28] [2s]
L R R B B B B B B B B B2 BB

ﬂ Selected ﬂ Unselected - Not Available

Follow these steps to configure the static LAG:

1) Select an LAG for configuration.
Group ID Select an LAG for static LAG configuration.
Description Displays the LAG mode.

2) Select the member ports for the LAG. It is multi-optional.
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3) Click Apply.

@ Note:

Clearing all member ports will delete the LAG.

®  Configuring LACP
Choose the menu L2 FEATURES > Switching > LAG > LACP to load the following page.

Figure 2-4 LACP Config

Global Config
System Priority: | 32768 0-65535
Apply
LACP Table
UNITY ‘
Port Status Group ID Port Priarity Mode LAG
‘ v v
1101 Disabled 0 32768 Passive — -
1102 Disabled o 32768 Passive
1103 Disabled 0 32768 Passive
104 Disabled 0 32768 Passive
1/0/5 Disabled 0 32768 Passive
106 Disabled o 32768 Passive
1o Disabled 0 32768 Passive
102 Disabled 0 32768 Passive
1/0/9 Disabled o 32768 Passive
10410 Disabled 0 32768 Passive -
Total: 238 1 entry selected. Cancel m

Follow these steps to configure LACP:

1) Specify the system priority for the switch and click Apply.

System Priority Specify the system priority for the switch. A smaller value means a higher priority.

To keep active ports consistent at both ends, you can set the system priority
of one device to be higher than that of the other device. The device with higher
priority will determine its active ports, and the other device can select its active
ports according to the selection result of the device with higher priority. If the two
ends have the same system priority value, the device with a smaller MAC address
has the higher priority.

2) Select member ports for the LAG and configure the related parameters. Click Apply.
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Group ID

Port Priority
(0-65535)

Mode

Status

2.2 Usingthe CLI

2.2.1 Configuring Load

LAG Configuration

Specify the group ID of the LAG. Note that the group ID of other static LAGs
cannot be set as this value.

The valid value of the Group ID is determined by the maximum number of LAGs

supported by your switch. For example, if your switch supports up to 14 LAGs,
the valid value ranges from 1 to 14.

Specify the Port Priority. A smaller value means a higher port priority.

The port with higher priority in an LAG will be selected as the working port to
forward data, and at most eight ports can work simultaneously. If two ports
have the same priority value, the port with a smaller port number has the higher
priority.

Select the LACP mode for the port.

In LACP, the switch uses LACPDU (Link Aggregation Control Protocol Data Unit)
to negotiate the parameters with the peer end. In this way, the two ends select
active ports and form the aggregation link. The LACP mode determines whether

the port will take the initiative to send the LACPDU. There are two modes:

Passive: The port will not send LACPDU before receiving the LACPDU from the
peer end.

Active: The port will take the initiative to send LACPDU.

Enable the LACP function of the port. By default, it is disabled.

-balancing Algorithm

Follow these steps to configure the load-balancing algorithm:

Step 1 configure

Enter global configuration mode.
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2.2.2

Step 2 port-channel load-balance { src-mac | dst-mac | src-dst-mac | src-ip | dst-ip | src-dst-ip }
Select the Hash Algorithm. The switch will choose the ports to transfer the packets based
on the Hash Algorithm. In this way, different data flows are forwarded on different physical
links to implement load balancing.
src-mac: The computation is based on the source MAC addresses of the packets.

dst-mac: The computation is based on the destination MAC addresses of the packets.

src-dst-mac: The computation is based on the source and destination MAC addresses of
the packets.

src-ip: The computation is based on the source IP addresses of the packets.
dst-ip: The computation is based on the destination IP addresses of the packets.

src-dst-ip: The computation is based on the source and destination IP addresses of the
packets.

Step 3 show etherchannel load-balance

Verify the configuration of load-balancing algorithm.

Step 4 end
Return to privileged EXEC mode.

Step 5 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to set the global load-balancing mode as src-dst-mac:
Switch#configure

Switch(config)#port-channel load-balance src-dst-mac

Switch(config)#show etherchannel load-balance

EtherChannel Load-Balancing Configuration: src-dst-mac

EtherChannel Load-Balancing Addresses Used Per-Protocol:

Non-IP: Source XOR Destination MAC address

IPv4: Source XOR Destination MAC address

IPv6: Source XOR Destination MAC address

Switch(config)#end

Switch#copy running-config startup-config

Configuring Static LAG or LACP

You can choose only one LAG mode for a port: Static LAG or LACP. And make sure both
ends of a link use the same LAG mode.
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LAG Configuration

®  Configuring Static LAG

Follow these steps to configure static LAG:

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

configure

Enter global configuration mode.

interface {fastEthernet port | range fastEthernet port-list | gigabitEthernet port | range
gigabitEthernet port-list | ten-gigabitEthernet port | range ten-gigabitEthernet port-list ]

Enter interface configuration mode.

channel-group num mode on

Add the port to a static LAG.

num: The group ID of the LAG.

show etherchannel num summary
Verify the configuration of the static LAG.

num: The group ID of the LAG.

end

Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to add ports1/0/5-8 to LAG 2 and set the mode as static

LAG:

Switch#configure

Switch(config)#interface range gigabitEthernet 1/0/5-8

Switch(config-if-range)#channel-group 2 mode on

Switch(config-if-range)#show etherchannel 2 summary

Flags: D - down P - bundled in port-channel U-inuse

| - stand-alone H - hot-standby(LACP only) s - suspended

R - layer3 S - layer2 f - failed to allocate aggregator

u - unsuitable for bundling  w - waiting to be aggregated  d - default port

Group Port-channel Protocol Ports

2

Po2(S) - Gi1/0/5(D) Gi1/0/6(D) Gi1/0/7(D) Gi1/0/8(D)

Switch(config-if-range)#end

Switch#copy running-config startup-config
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®  Configuring LACP

Follow these steps to configure LACP:

Step 1 configure

Enter global configuration mode.

Step 2 lacp system-priority pri
Specify the system priority for the switch.
To keep active ports consistent at both ends, you can set the priority of one device to be
higher than that of the other device. The device with higher priority will determine its active
ports, and the other device can select its active ports according to the selection result of

the device with higher priority. If the two ends have the same system priority value, the end
with a smaller MAC address has the higher priority.

pri: System priority. The valid values are from 0 to 65535, and the default value is 32768. A
smaller value means a higher device priority.

Step 3 interface {fastEthernet port | range fastEthernet port-list | gigabitEthernet port | range
gigabitEthernet port-list | ten-gigabitEthernet port | range ten-gigabitEthernet port-list ]

Enter interface configuration mode.

Step 4 channel-group num mode { active | passive }

Add the port to an LAG and set the mode as LACP.

num: The group ID of the LAG.
mode: LAG mode. Here you need to select LACP mode: active or passive.

In LACP, the switch uses LACPDU (Link Aggregation Control Protocol Data Unit) to
negotiate the parameters with the peer end. In this way, the two ends select active ports
and form the aggregation link. The LACP mode determines whether the port will take the
initiative to send the LACPDU.

passive: The port will not send LACPDU before receiving the LACPDU from the peer end.
active: The port will take the initiative to send LACPDU.

Step 5 lacp port-priority pri

Specify the Port Priority. The port with higher priority in an LAG will be selected as the
working port. If two ports have the same priority value, the port with a smaller port number
has the higher priority.

pri: Port priority. The valid values are from 0 to 65535, and the default value is 32768. A
smaller value means a higher port priority.

Step 6 show lacp sys-id
Verify the global system priority.

Step 7 show lacp internal

Verify the LACP configuration of the local switch.

Step 8 end
Return to privileged EXEC mode.
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Step 9 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to specify the system priority of the switch as 2:
Switch#configure

Switch(config)#lacp system-priority 2

Switch(config)#show lacp sys-id

2,000a.eb13.2397

Switch(config)#end

Switch#copy running-config startup-config

The following example shows how to add ports 1/0/1-4 to LAG 6, set the mode as LACP,
and select the LACPDU sending mode as active:

Switch#configure
Switch(config)#interface range gigabitEthernet 1/0/1-4
Switch(config-if-range)#channel-group 6 mode active
Switch(config-if-range)#show lacp internal
Flags: S - Device is requesting Slow LACPDUs

F - Device is requesting Fast LACPDUs

A - Device is in active mode

P - Device is in passive mode
Channel group 6

Port Flags State LACP PortPriority AdminKey Oper Key Port Number Port State

Gi1/0/1 SA Up 32768 0x6 0x4b1 0x1 0x7d
Gi1/0/2 SA  Down 32768 0x6 0 0x2 0x45
Gi1/0/3 SA  Down 32768 Ox6 0 0x3 0x45
Gi1/0/4 SA  Down 32768 0x6 0 Ox4 0x45

Switch(config-if-range)#end

Switch#copy running-config startup-config
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3.1

3.1.1

3.1.2

3.1.3

Configuration Examples

Example for Static LAG

Network Requirements

As shown below, hosts and servers are connected to switch A and switch B, and heavy
traffic is transmitted between the two switches. To achieve high speed and reliability
of data transmission, users need to improve the bandwidth and redundancy of the link
between the two switches.

Figure 3-1 Network Topology

g g i Gi1/0/1 Gi1/0/1
g g Switch A Gi1/0/8 GI/O/8  gyitch B

Hosts Servers

Configuration Scheme

LAG function can bundle multiple physical ports into one logical interface to increase
bandwidth and improve reliability. In this case we can configure static LAG to meet the
requirement.

The overview of the configuration is as follows:

1) Considering there are multiple devices on each end, configure the load-balancing
algorithm as 'SRC MAC+DST MAC".

2) Add ports 1/0/1-8 to a static LAG.

Demonstrated with T1600G-28TS, the following sections provide configuration procedure
in two ways: using the GUI and using the CLI.

Using the GUI

The configurations of switch A and switch B are similar. The following introductions take
switch A as an example.

1) Choose the menu L2 FEATURES > Switching > LAG > LAG Table to load the following
page. Select the hash algorithm as 'SRC MAC+DST MAC'.
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Figure 3-2 Global Configuration

Global Config

Hash Algorithm: SRC MAC+DSTMAC  +

2) Choose the menu L2 FEATURES > Switching > LAG > Static LAG to load the following
page. Select LAG 1 and add ports 1/0/1-8 to LAG 1.

Figure 3-3  System Priority Configuration

LAG Config

Group ID: | LAG1 - |
Description

Port: | 1018

UNIT1

-

Eafy (0] (] (] [e] (6] (2] [2] [26] 6] (28]
m@@@ o | [1] [13] [5] [17] [19 2] [z 5| [

ﬂ Selected 4 Unselected ! Not Available

3) Click (BB to save the settings.

3.1.4 Using the CLI

The configurations of switch A and switch B are similar. The following introductions take
switch A as an example.

1) Configure the load-balancing algorithm as “src-dst-mac”.
Switch#configure

Switch(config)#port-channel load-balance src-dst-mac
2) Add ports 1/0/1-8 to static LAG 1.

Switch(config)#interface range gigabitEthernet 1/0/1-8
Switch(config-if-range)#channel-group 1 mode on
Switch(config-if)#end

Switch#copy running-config startup-config

Verify the Configuration

Switch#show etherchannel 1 summary
Flags: D - down P - bundled in port-channel U-inuse

| - stand-alone H - hot-standby(LACP only) s - suspended
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3.2

3.2.1

3.2.2

R - layer3 S - layer2 f - failed to allocate aggregator
u - unsuitable for bundling  w - waiting to be aggregated  d - default port

Group Port-channel Protocol Ports

1 Po2(S) - Gi1/0/1(D) Gi1/0/2(D) Gi1/0/3(D) Gi1/0/4(D)

Gi1/0/5(D) Gi1/0/6(D) Gi1/0/7(D) Gi1/0/8(D)

Example for LACP

Network Requirements

As shown below, hosts and servers are connected to Switch A and Switch B, and heavy
traffic is transmitted between the two switches. To achieve high speed and reliability
of data transmission, users need to improve the bandwidth and redundancy of the link
between the two switches.

Configuration Scheme

LAG function can bundle multiple physical ports into one logical interface to increase
bandwidth and improve reliability. In this case, we take LACP as an example.

As shown below, you can bundle up to eight physical ports into one logical aggregation
group to transmit data between the two switches, and respectively connect the ports of
the groups. In addition, another two redundant links can be set as the backup. To avoid
traffic bottleneck between the servers and Switch B, you also need to configure LAG on
them to increase link bandwidth. Here we mainly introduce the LAG configuration between
the two switches.

Figure 3-1  Network Topology

Gi1/0/1 Gi1/0/1

Switch A Gi1/0/10 Gi1/0/10

Switch B

Servers

The overview of the configuration is as follows:

1) Considering there are multiple devices on each end, configure the load-balancing
algorithm as 'SRC MAC+DST MAC'.

2) Specify the system priority for the switches. Here we choose Switch A as the dominate
device and specify a higher system priority for it.

3) Add ports 1/0/1-10 to the LAG and set the mode as LACP.
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3.2.3

4)

Specify a lower port priority for ports 1/0/9-10 to set them as the backup ports. When
any of ports 1/0/1-8 is down, the backup ports will automatically be enabled to transmit
data.

Demonstrated with T1600G-52TS, the following sections provide configuration procedure
in two ways: using the GUI and using the CLI.

Using the GUI

The configurations of Switch A and Switch B are similar. The following introductions take
Switch A as an example.

1)

2)

3)

Choose the menu L2 FEATURES > Switching > LAG > LAG Table to load the following
page. Select the hash algorithm as 'SRC MAC+DST MAC".

Figure 3-2  Global Configuration

Global Config

Hash Algorithm: SRC MAC+DSTMAC  +

Choose the menu L2 FEATURES > Switching > LAG > LACP Config to load the
following page. In the Global Config section, specify the system priority of Switch A
as 0 and Click Apply. Remember to ensure that the system priority value of Switch B is
bigger than 0.

Figure 3-3 System Priority Configuration

Global Config

System Priority: 0

Inthe LACP Table section, select ports 1/0/1-10, and respectively set the status, group
ID, port priority and mode for each port as follows.
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3.24

Figure 3-4 LACP Configuration

LACP Table
UNIT1
Port Status Group ID Port Priority Mode LAG
1701 Enabled 1 0 Active
1ror2 Enabled 1 0 Active
11013 Enabled 1 0 Active
1/0/4 Enabled 1 0 Active
1/0/5 Enabled 1 0 Active
11016 Enabled 1 0 Active
107 Enabled 1 0 Active
1/0/8 Enabled 1 0 Active
1/0/9 Enabled 1 1 Active
1010 Enabled 1 2 Active -
Total: 28
4) Click B to save the settings.
Using the CLI

The configurations of Switch A and Switch B are similar. The following introductions take
Switch A as an example.

1)

2)

3)

4)

Configure the load-balancing algorithm as “src-dst-mac”.
Switch#configure

Switch(config)#port-channel load-balance src-dst-mac

Specify the system priority of Switch A as 0. Remember to ensure that the system
priority value of Switch B is bigger than 0.

Switch(config)#lacp system-priority O

Add ports 1/0/1-8 to LAG 1 and set the mode as LACP. Then specify the port priority as
0 to make them active.

Switch(config)#interface range gigabitEthernet 1/0/1-8
Switch(config-if-range)#channel-group 1 mode active
Switch(config-if-range)#lacp port-priority O
Switch(config-if-range)#exit

Add port 1/0/9 to LAG 1 and set the mode as LACP. Then specify the port priority
as 1 to set it as a backup port. When any of the active ports is down, this port will be
preferentially selected to work as an active port.

Switch(config)#interface gigabitEthernet 1/0/9

Switch(config-if)#channel-group 1 mode active
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Switch(config-if)#lacp port-priority 1

Switch(config-if)#exit

Configuration Examples

5) Add port 1/0/10 to LAG 1 and set the mode as LACP. Then specify the port priority as 2

to set it as a backup port. The priority of this port is lower than port 1/0/9.
Switch(config)#interface gigabitEthernet 1/0/10
Switch(config-if)jfchannel-group 1 mode active

Switch(config-if)#lacp port-priority 2

Switch(config-if)j#tend

Switch#copy running-config startup-config

Verify the Configuration

Verify the system priority:

Switch#show lacp sys-id

0,000a.eb13.2397

Verify the LACP configuration:

Switch#show lacp internal

Flags: S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs
A - Device is in active mode

P - Device is in passive mode

Channel group 1

Port

Gi1/0/1
Gi1/0/2
Gi1/0/3
Gi1/0/4
Gi1/0/5
Gi1/0/6
Gi1/0/7
Gi1/0/8

SA
SA
SA
SA
SA
SA
SA
SA

Down
Down
Down
Down
Down
Down
Down

Down

0

o O O O o o o

Ox1
Ox1
Ox1
0x1
0x1
0x1
0x1
0x1

0

o O o o o o o

0x1
0x2
0x3
Ox4
0x5
0x6
Ox7
0x8

Flags State LACP Port Priority Admin Key Oper Key Port Number Port State

0x45
0x45
0x45
0x45
0x45
0x45
0x45
0x45
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Gi1/0/9 SA Down 1 0x1 0 0x9 0x45
Gi1/0/10 SA Down 2 0x1 0 Oxa 0x45
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4 Appendix: Default Parameters

Default settings of Switching are listed in the following tables.

Table 4-1 Default Settings of LAG

Parameter
LAG Table
Hash Algorithm
LACP Config
System Priority
Admin Key
Port Priority
Mode

Status

Default Setting

SRC MAC+DST MAC

32768

32768

Passive

Disabled

Appendix: Default Parameters
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Overview

@ Note:

DDM is only available on certain devices. To check whether your device supports this feature, refer to
the actual web interface. If DDM is available, there is L2 FEATURES > Switching > DDM in the menu
structure.

The DDM (Digital Diagnostic Monitoring) function is used to monitor the status of the SFP
modules inserted into the SFP ports on the switch. The user can choose to shut down
the monitored SFP port automatically when the specified parameter exceeds the alarm
threshold or warning threshold. The monitored parameters include: Temperature, Voltage,
Bias Current, Tx Power and Rx Power.
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2.1

2.1.1

DDM Configuration

To complete DDM configuration, follow these steps:

1) Enable DDM on the SFP port and configure the shutdown condition.

2) Configure the specified value for warning or alarm threshold.

Using the GUI

Configuring DDM Globally

Choose the menu L2 FEATURES > Switching > DDM > DDM Config and select the desired
SFP port to load the following page.

Figure 2-1  Configure DDM Globally

Port Config

Port

1/0125
110126
10iz7
10128

Total: 4

DDM Status Shutdown LAG
w v
Enabled MNone -
Enabled MNone -
Enabled None -
Enabled Mone -

1 entry selected. Cancel Apply

Follow these steps to configure the DDM parameters on SFP ports:

1) In the Port Config section, select one or multiple SFP ports to configure DDM

parameters.
DDM Status

Shutdown

LAG

2) Click Apply.

Enable or disable DDM feature on the SFP port.

Specify whether to shut down the port when the alarm threshold or warning
threshold is exceeded.

Alarm: Shut down the port when the alarm threshold is exceeded.
Warning: Shut down the port when the warning threshold is exceeded.

None: The port will not be shut down even if the alarm threshold or warning
threshold is exceeded. This is the default option.

Displays the LAG number which the port belongs to.
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2.1.2 Configuring the Threshold

@ Note:

The value of threshold parameters should conform to the following rule: High Alarm = High Warning
> Low Warning = Low Alarm.

Choose the menu L2 FEATURES > Switching > DDM > Threshold Config to load the
following page.

m  Configuring the Temperature Threshold

Figure 2-2  Configure Temperature Threshold

Temperature

Bort High Alarm Low Alarm High Warning Low Waming LAG
(-128-127.996 °C) (-128-127.996 °C) (-128-127.996 °C) (-128-127.996 °C)

110725 _
110126 -
10127 -

110128 -

Total: 4 1 entry selected. Apply
Follow these steps to configure DDM's temperature threshold:
1) In the Temperature table, select one or more SFP ports to configure temperature

threshold of the SFP ports.

High Alarm Specify the high temperature threshold for the alarm. When the operating
parameter rises above this value, action associated with the alarm will be taken.
The valid values are from -128 to 127.996.

Low Alarm Specify the low temperature threshold for the alarm. When the operating
parameter falls below this value, action associated with the alarm will be taken.
The valid values are from -128 to 127.996.

High Warning Specify the high temperature threshold for the warning. When the operating
parameter rises above this value, action associated with the warning will be taken.
The valid values are from -128 to 127.996.

Low Warning Specify the low temperature threshold for the warning. When the operating
parameter falls below this value, action associated with the warning will be taken.
The valid values are from -128 to 127.996.

LAG Displays the LAG number which the port belongs to.

2) Click Apply.
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®  Configuring the Voltage Threshold

Figure 2-3  Configure Voltage Threshold

Voltage

Port

11025
110126
10127
1/0/28

Total 4

High Alarm Low Alarm High Warning Low Warning
(0-6.5535 V) (0-6.5535 V) (0-6.5535 V) (0-6.5535 V)

LAG

1 entry selected. Cancel Apply

Follow these steps to configure DDM's voltage threshold:

1) In the Voltage table, select one or more SFP ports to configure voltage threshold on

the SFP ports.

High Alarm

Low Alarm

High Warning

Low Warning

LAG

2) Click Apply.

Specify the high voltage threshold for the alarm. When the operating parameter
rises above this value, action associated with the alarm will be taken. The valid
values are from 0 to 6.5535.

Specify the low voltage threshold for the alarm. When the operating parameter
falls below this value, action associated with the alarm will be taken. The valid
values are from 0 to 6.5535.

Specify the high voltage threshold for the warning. When the operating parameter
rises above this value, action associated with the warning will be taken. The valid
values are from 0 to 6.5535.

Specify the low voltage threshold for the warning. When the operating parameter
falls below this value, action associated with the warning will be taken. The valid
values are from 0 to 6.5535.

Displays the LAG number which the port belongs to.
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®  Configuring the Bias Current Threshold

Figure 2-4 Configure Bias Current Threshold

Bias Current

Bort High Alarm Low Alarm High Warning Low Waming LAG
(0-131 mA) (0-131 mA) (0-131 mA) (0-131 mA)

1/0/25 _
1/0/26 _
110027 _

1/0/28 -
Total: 4 1 entry selected. Apply
Follow these steps to configure DDM's bias current threshold:
1) In the Bias Current table, select one or more SFP ports to configure bias current
threshold on the SFP ports.

High Alarm Specify the high bias current threshold for the alarm. When the operating
parameter rises above this value, action associated with the alarm will be taken.
The valid values are from 0 to 131.

Low Alarm Specify the low bias current threshold for the alarm. When the operating
parameter falls below this value, action associated with the alarm will be taken.
The valid values are from 0 to 131.

High Warning Specify the high bias current threshold for the warning. When the operating
parameter rises above this value, action associated with the warning will be taken.
The valid values are from 0 to 131.

Low Warning Specify the low bias current threshold for the warning. When the operating
parameter falls below this value, action associated with the warning will be taken.
The valid values are from 0 to 131.

LAG Displays the LAG number which the port belongs to.

2) Click Apply.
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®  Configuring the Rx Power Threshold

Figure 2-5 Configure Rx Power Threshold

RX Power
Port High Alarm Low Alarm High Warning
(0-6.5535 mW) (0-6.5535 mW) (0-6.5535 m\W)
11025
1/0/26
11027
110128
Total: 4 1 entry selecied.

Follow these steps to configure DDM's Rx power threshold:

DDM Configuration

Low Warning
(0-6.5535 m\W)

LAG

| cancer [N

1) In the RX Power table, select one or more SFP ports to configure Rx power threshold

on the SFP ports.

High Alarm Specify the high Rx power threshold for the alarm. When the operating parameter
rises above this value, action associated with the alarm will be taken. The valid

values are from 0 to 6.5535.

Low Alarm Specify the low Rx power threshold for the alarm. When the operating parameter
falls below this value, action associated with the alarm will be taken. The valid

values are from 0 to 6.5535.

High Warning Specify the high Rx power threshold for the warning. When the operating
parameter rises above this value, action associated with the warning will be taken.

The valid values are from 0 to 6.5535.

Low Warning Specify the low Rx power threshold for the warning. When the operating
parameter falls below this value, action associated with the warning will be taken.

The valid values are from 0 to 6.5535.

LAG Displays the LAG number which the port belongs to.

2) Click Apply.
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®  Configuring the Tx Power Threshold

Figure 2-6  Configure Tx Power Threshold

TX Power
. High Alarm Low Alarm High Warning
(0-6.5535 mW) (0-6.5535 mW) (0-6.5535 mw)
1/0/25
110426
110027
110428
Total: 4 1 entry selected.

Follow these steps to configure DDM's Tx power threshold:

DDM Configuration

Low Waming
(0-6.5535 mW)

LAG

ool D

1) Inthe TX Power table, select one or more SFP ports to configure Tx power threshold on

the SFP ports.

High Alarm Specify the high Tx power threshold for the alarm. When the operating parameter
rises above this value, action associated with the alarm will be taken. The valid
values are from 0 to 6.5535.

Low Alarm Specify the low Tx power threshold for the alarm. When the operating parameter
falls below this value, action associated with the alarm will be taken. The valid
values are from 0 to 6.5535.

High Warning Specify the high Tx power threshold for the warning. When the operating
parameter rises above this value, action associated with the warning will be taken.
The valid values are from 0 to 6.5535.

Low Warning Specify the low Tx power threshold for the warning. When the operating
parameter falls below this value, action associated with the warning will be taken.
The valid values are from 0 to 6.5535.

LAG Displays the LAG number which the port belongs to.

2) Click Apply.
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2.1.3 Viewing DDM Status

Choose the menu L2 FEATURES > Switching > DDM > DDM Status to load the following
page.

Figure 2-7 View DDM Status

DDM Status

Temperature Bias Current  TX Power RX Power Transmit Loss of
Port Voltage (V) i Data Ready
(°C) (MA) (mw) (mw) Fault signal

10025 = =
10026 - -
1027 - -
10028 - -

Total: 4

In the Port Config table, view the current operating parameters for the SFP modules
inserted into the SFP ports.

Temperature The current temperature of the SFP module inserted into this port.

Voltage The current voltage of the SFP module inserted into this port.

Bias Current The current bias current of the SFP module inserted into this port.

Tx Power The current Tx power of the SFP module inserted into this port.

Rx Power The current Rx power of the SFP module inserted into this port.

Data Ready Indicates whether SFP module is operational. The values are True and False.
Loss of Signal Reports local SFP module signal loss. The values are True and False.

Transmit Fault Reports remote SFP module signal loss. The values are True, False and No Signal.

2.2 Usingthe CLI

2.2.1 Configuring DDM Globally

Follow these steps to enable DDM on specified SFP ports:

Step 1 configure

Enter global configuration mode.

Step 2 interface { fastEthernet port | range fastEthernet port-list | gigabitEthernet port | range
gigabitEthernet port-list | ten-gigabitEthernet port | range ten-gigabitEthernet port-list }

Enter interface configuration mode.
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2.2.2

Step 3

Step 4

Step 5

Step 6

ddm state enable

Enable DDM on this SFP port.

show ddm configuration state

Display the DDM state of the SFP ports.

end

Return to Privileged EXEC Mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to enable DDM status on SFP port 1/0/25:

Switch#configure

Switch(config)#interface gigabitEthernet 1/0/25

Switch(config-if)#ddm state enable

Switch(config-if)#show ddm configuration state

Gi1/0/25

DDM Status Shutdown

Enable None

Switch(config-if)#end

Switch#copy running-config startup-config

Configuring DDM Shutdown

Follow these steps to configure settings for shutting down SFP ports when the alarm
threshold or warning threshold is exceeded:

Step 1

Step 2

Step 3

configure

Enter global configuration mode.

interface { fastEthernet port | range fastEthernet port-list | gigabitEthernet port | range
gigabitEthernet port-list | ten-gigabitEthernet port | range ten-gigabitEthernet port-list }

Enter interface configuration mode.

ddm shutdown { none | warning | alarm }

none: The port will not be shut down if the alarm threshold or warning threshold is exceeded.
warning: Shut down the port when the warning threshold is exceeded.

alarm: Shut down the port when the alarm threshold is exceeded.
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2.2.3

Step 4 show ddm configuration state

Display the DDM state of the SFP ports.

Step 5 end
Return to Privileged EXEC Mode.

Step 6 copy running-config startup-config

Save the settings in the configuration file.

DDM Configuration

The following example shows how to set SFP port 1/0/25 to shut down when the warning

threshold is exceeded.

Switch#configure

Switch(config)#interface gigabitEthernet 1/0/25

Switch(config-if)j#ddm shutdown warning

Switch(config-if)j#show ddm configuration state
DDM Status Shutdown

Gi1/0/25 Enable Warning

Switch(config-if)#end

Switch#copy running-config startup-config

Configuring the Threshold

m  Configuring Temperature Threshold

Follow these steps to configure the threshold of the DDM temperature on the specified

SFP port.
Step 1 configure
Enter global configuration mode.
Step 2 interface { fastEthernet port | range fastEthernet port-list | gigabitEthernet port | range

gigabitEthernet port-list | ten-gigabitEthernet port | range ten-gigabitEthernet port-list }

Enter interface configuration mode.
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Step 3 ddm temperature_threshold { high_alarm | high_warning | low_alarm | low_warning } value

high_alarm: Specify the high threshold for the alarm. When the operating parameter rises
above this value, action associated with the alarm will be taken.

high_warning: Specify the high threshold for the warning. When the operating parameter
rises above this value, action associated with the warning will be taken.

low_alarm: Specify the low threshold for the alarm. When the operating parameter falls
below this value, action associated with the alarm will be taken.

low_warning: Specify the low threshold for the warning. When the operating parameter falls
below this value, action associated with the warning will be taken.

value: Enter the threshold value in Celsius. The valid values are from -128 to 127.996.

Step 4 show ddm configuration temperature

Display the DDM temperature threshold on the SFP ports.

Step 5 end
Return to Privileged EXEC Mode.

Step 6 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to set SFP port 1/0/27's high alarm temperature
threshold as 110 Celsius.

Switch#configure
Switch(config)#interface gigabitEthernet 1/0/27
Switch(config-if)#ddm temperature_threshold high_alarm 110
Switch(config-if)f#show ddm configuration temperature
Temperature Threshold(Celsius) :

High Alarm  Low Alarm High Warning Low Warning
Gi1/0/27 110.000000 -- -- --

Switch(config-if)#end

Switch#copy running-config startup-config
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®  Configuring Voltage Threshold

Follow these steps to configure the threshold of the DDM voltage on the specified SFP

port.

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

configure

Enter global configuration mode.

interface { fastEthernet port | range fastEthernet port-list | gigabitEthernet port | range
gigabitEthernet port-list | ten-gigabitEthernet port | range ten-gigabitEthernet port-list }

Enter interface configuration mode.

ddm voltage_threshold { high_alarm | high_warning | low_alarm | low_warning } value

high_alarm: Specify the high threshold for the alarm. When the operating parameter rises
above this value, action associated with the alarm will be taken.

high_warning: Specify the high threshold for the warning. When the operating parameter
rises above this value, action associated with the warning will be taken.

low_alarm: Specify the low threshold for the alarm. When the operating parameter falls
below this value, action associated with the alarm will be taken.

low_warning: Specify the low threshold for the warning. When the operating parameter falls
below this value, action associated with the warning will be taken.

value: Enter the threshold value in V. The valid values are from 0 to 6.5535.

show ddm configuration voltage

Display the DDM voltage threshold of the SFP ports.

end

Return to Privileged EXEC Mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to set SFP port 1/0/27's high alarm threshold voltage as

5V.

Switch#configure

Switch(config)#interface gigabitEthernet 1/0/27

Switch(config-if)j#ddm viotage_threshold high_alarm 5

Switch(config-if)##show ddm configuration voltage

Voltage Threshold(V) :
High Alarm  Low Alarm High Warning Low Warning
Gi1/0/27 5.000000 -- -- --
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Switch(config-if)#end

Switch#copy running-config startup-config

m  Configuring Bias Current Threshold

Follow these steps to configure the threshold of the DDM bias current on the specified SFP

port.

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

configure

Enter global configuration mode.

interface { fastEthernet port | range fastEthernet port-list | gigabitEthernet port | range
gigabitEthernet port-list | ten-gigabitEthernet port | range ten-gigabitEthernet port-list }

Enter interface configuration mode.

ddm bias_current_threshold { high_alarm | high_warning | low_alarm | low_warning } value

high_alarm: Specify the high threshold for the alarm. When the operating parameter rises
above this value, action associated with the alarm will be taken.

high_warning: Specify the high threshold for the warning. When the operating parameter
rises above this value, action associated with the warning will be taken.

low_alarm: Specify the low threshold for the alarm. When the operating parameter falls
below this value, action associated with the alarm will be taken.

low_warning: Specify the low threshold for the warning. When the operating parameter falls
below this value, action associated with the warning will be taken.

value: Enter the threshold value in mA. The valid values are from 0 to 131.

show ddm configuration bias_current

Display the DDM bias current threshold of the SFP ports.

end

Return to Privileged EXEC Mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to set SFP port 1/0/27's high alarm threshold bias
currentas 120 mA.

Switch#configure

Switch(config)#interface gigabitEthernet 1/0/17

Switch(config-if)#ddm vilotage_threshold high_alarm 120

Switch(config-if)#show ddm configuration bias_current

Voltage Threshold(V) :

High Alarm  Low Alarm High Warning Low Warning

User Guide = 144



Configuring DDM (Only for Certain Devices) DDM Configuration

Gi1/0/27 120.000000 -- -- --

Switch(config-if)#end

Switch#copy running-config startup-config

m  Configuring Rx Power Threshold

Follow these steps to configure the threshold of the DDM Rx power on the specified SFP

port.

Step 1 configure
Enter global configuration mode.

Step 2 interface { fastEthernet port | range fastEthernet port-list | gigabitEthernet port | range
gigabitEthernet port-list | ten-gigabitEthernet port | range ten-gigabitEthernet port-list }
Enter interface configuration mode.

Step 3 ddm rx_power_threshold { high_alarm | high_warning | low_alarm | low_warning } value
high_alarm: Specify the high threshold for the alarm. When the operating parameter rises
above this value, action associated with the alarm will be taken.
high_warning: Specify the high threshold for the warning. When the operating parameter
rises above this value, action associated with the warning will be taken.
low_alarm: Specify the low threshold for the alarm. When the operating parameter falls
below this value, action associated with the alarm will be taken.
low_warning: Specify the low threshold for the warning. When the operating parameter falls
below this value, action associated with the warning will be taken.
value: Enter the threshold value in mW. The valid values are from 0 to 6.5535.

Step 4 show ddm configuration rx_power
Display the DDM rx power threshold on the SFP ports.

Step 5 end
Return to Privileged EXEC Mode.

Step 6 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to set SFP port 1/0/27's high alarm threshold Rx power
as 6 mW.

Switch#configure
Switch(config)#interface gigabitEthernet 1/0/27
Switch(config-if)#ddm rx_power_threshold high_alarm 6

Switch(config-if)j#show ddm configuration rx_power
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Rx Power Threshold(mW) :

Gi1/0/27

High Alarm  Low Alarm High Warning Low Warning
6.000000 -- -- --

Switch(config-if)#end

Switch#copy running-config startup-config

®  Configuring Tx Power Threshold

Follow these steps to configure the threshold of the DDM Tx power on the specified SFP

port.

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

configure

Enter global configuration mode.

interface { fastEthernet port | range fastEthernet port-list | gigabitEthernet port | range
gigabitEthernet port-list | ten-gigabitEthernet port | range ten-gigabitEthernet port-list }

Enter interface configuration mode.

ddm tx_power_threshold { high_alarm | high_warning | low_alarm | low_warning } value

high_alarm: Specify the high threshold for the alarm. When the operating parameter rises
above this value, action associated with the alarm will be taken.

high_warning: Specify the high threshold for the warning. When the operating parameter
rises above this value, action associated with the warning will be taken.

low_alarm: Specify the low threshold for the alarm. When the operating parameter falls
below this value, action associated with the alarm will be taken.

low_warning: Specify the low threshold for the warning. When the operating parameter falls
below this value, action associated with the warning will be taken.

value: Enter the threshold value in mW. The valid values are from 0 to 6.5535.

show ddm configuration tx_power

Display the DDM tx power threshold on the SFP ports.

end

Return to Privileged EXEC Mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to set SFP port 1/0/27's high alarm threshold Tx power

as 6 mW.

Switch#configure
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224

Switch(config)#interface gigabitEthernet 1/0/27

Switch(config-if)#ddm tx_power_threshold high_alarm 6

Switch(config-if)##show ddm configuration tx_power

Tx Power Threshold(mW) :
High Alarm  Low Alarm High Warning Low Warning
Gi1/0/27 6.000000 -- -- --

Switch(config-if)#end

Switch#copy running-config startup-config

Viewing DDM Configuration

Follow these steps to view the DDM configuration.

Step 1

Step 2

Step 3

Step 4

configure

Enter global configuration mode.

show ddm configuration { state | temperature | voltage | bias_current | tx_power | rx_power}

state: Displays the DDM configuration state.

temperature: Displays the threshold of the DDM temperature value.
voltage: Displays the threshold of the DDM voltage value.
bias_current: Displays the threshold of the DDM bias current value.
tx_power: Displays the threshold of the DDM Tx Power value.

rx_power: Displays the threshold of the DDM Rx Power value.

end

Return to Privileged EXEC Mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to view SFP ports’' Rx power threshold.

Switch#configure

Switch(config)#show ddm configuration rx_power

Rx Power Threshold(mW) :
High Alarm  Low Alarm High Warning Low Warning
Gi1/0/27 6.000000 -- -- --
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Gi1/0/28 -- -- -- --

Switch(config)#end
2.2.5 Viewing DDM Status

Follow these steps to view the DDM status, which is the digital diagnostic monitoring status
of SFP modules inserted into the switch's SFP ports.

Step 1 configure

Enter global configuration mode.

Step 2 show ddm status

Displays all the monitoring status of SFP modules.

Step 3 end
Return to Privileged EXEC Mode.

The following example shows how to view SFP ports' DDM status.

Switch#configure

Switch(config)#show ddm status

Temperature(C) Voltage(V) Bias Current(mA) Tx Power(mW)

Rx Power(mW) DataReady RxLos Tx Fault
Gi1/0/27 -- -- -- -
Gi1/0/28 -- -- -- -
Switch(config)#end
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3 Appendix: Default Parameters

Default settings of DDM are listed in the following table.

Table 3-1 Default Settings of DDM

Parameter Default Setting
DDM Status Enabled. All the SFP ports are being monitored.
Shutdown None. The port will not be shut down even if the

alarm or warning threshold is exceeded.
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1.1

1.2

MAC Address Table

Overview

The MAC address table contains address information that the switch uses to forward
packets. As shown below, the table lists map entries of MAC addresses, VLAN IDs and
ports. These entries can be manually added or automatically learned by the switch. Based
on the MAC-address-to-port mapping in the table, the switch can forward packets only to
the associated port.

Table 1-1 The MAC Address Table

MAC Address VLAN ID Port Type Aging Status
00:00:00:00:00:01 1 1 Dynamic Aging
00:00:00:00:00:02 1 2 Static No-Aging

Supported Features

The address table of the switch contains dynamic addresses, static addresses and
filtering addresses. For devices which support security configurations, you can configure
notification traps and limit the number of MAC addresses in a VLAN for traffic safety.

Address Configurations

B Dynamic address

Dynamic addresses are addresses learned by the switch automatically, and the switch
regularly ages out those that are not in use. That is, the switch removes the MAC address
entries related to a network device if no packet is received from the device within the aging
time. And you can specify the aging time if needed.

m Static address

Static addresses are manually added to the address table and do not age. For some
relatively fixed connection, for example, frequently visited server, you can manually set the
MAC address of the server as a static entry to enhance the forwarding efficiency of the
switch.
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B Filtering address

Filtering addresses are manually added and determine the packets with specific source or
destination MAC addresses that will should dropped by the switch.

Security Configurations

@ Note:

Security Configurations are only available on certain devices. To check whether your device supports
this feature, refer to the actual web interface. If Security Configurations are available, there are L2
FEATURES > Switching > MAC Address > MAC Notifications and L2 FEATURES > Switching > MAC
Address > MAC VLAN Security in the menu structure.

m  Configuring MAC Notification Traps

You can configure traps and SNMP (Simple Network Management Protocol) to monitor and
receive notifications of the usage of the MAC address table and the MAC address change
activity. For example, you can configure the switch to send notifications when a new MAC
address is learned, so the administrator knows a new users accesses the network.

® Limiting the Number of MAC Addresses in VLANs

You can configure VLAN Security to limit the number of MAC addresses that can be
learned in specified VLANs. The switch will not learn addresses when the number of
learned addresses has reached the limit, preventing the address table from being used up
by broadcasting packets of MAC address attacks.

User Guide = 152



Managing MAC Address Table MAC Address Configurations

2 MAC Address Configurations

With MAC address table, you can:

2.1

2.1.1

Add static MAC address entries
Change the MAC address aging time
Add filtering address entries

View address table entries

Using the GUI

Adding Static MAC Address Entries

You can add static MAC address entries by manually specifying the desired MAC address
or binding dynamic MAC address entries.

Adding MAC Addresses Manually

Choose the menu L2 FEATURES > Switching > MAC Address > Static Address and click
e Add to load the following page.

Figure 2-1  Adding MAC Addresses Manually

Static Address

MAC Address: | ‘ (Format: 00-00-00-00-00-01

VLAN ID: | | (14004

Port: | ‘ (Format: 1/01, input or choose below)
UNIT1

) 1 o £ e o) ) T i £ ) ) ] ]
DEEDNEEEE R EEE

ﬂ Selected ﬂ Unselected - Mot Available

[Gorce |
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Follow these steps to add a static MAC address entry:

MAC Address Configurations

1) Enter the MAC address, VLAN ID and select a port to bind them together as an address

entry.
MAC Address

VLAN ID

Port

2) Click Create.

®  Binding Dynamic Address Entries

Enter the static MAC address to be added to the static MAC address entry.

Specify an existing VLAN in which packets with the specific MAC address are

received.

Specify a port to which packets with the specific MAC address are forwarded. The

port must belong to the specified VLAN.

After you have added the static MAC address, if the corresponding port number
of the MAC address is not correct, or the connected port (or the device) has been
changed, the switch cannot forward the packets correctly. Please reset the static
address entry appropriately.

If some dynamic address entries are frequently used, you can bind these entries as static

entries.

Choose the menu L2 FEATURES > Switching > MAC Address > Dynamic Address to load

the following page.

Figure 2-2 Binding Dynamic MAC Address Entries

Aging Config

Auto Aging: ~| Enable

Aging Time: 300

Dynamic Address Table

UNIT1

MAC Address
30-B5-C2-BD-04-6E
00-DA-EB-13-23-97
00-0A-EB-13-23-TB
C4-6E-1F-BF-72-51
00-19-56-35-E1-B0

Total: 5

Follow these steps to bind dynamic MAC address entries:

All

VLAN ID

Port
110122
110722
110122
110122
110122

1 entry selected.

Type
Dynamic
Dynamic
Dynamic
Dynamic

Dynamic

Apply

@ Bind @ Delete

Aging Status
Aging
Aging
Aging
Aging

Aging

1) Inthe Dynamic Address Table section, Select your desired MAC address entries.

2) Click Bind, and then the selected entries will become static MAC address entries.
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@— Note:

. In the same VLAN, once an address is configured as a static address, it cannot be set as a
filtering address, and vice versa.

. Multicast or broadcast addresses cannot be set as static addresses.

. Ports in LAGs (Link Aggregation Group) are not supported for static address configuration.

2.1.2 Modifying the Aging Time of Dynamic Address Entries

Choose the menu L2 FEATURES > Switching > MAC Address > Dynamic Address to load
the following page.

Figure 2-3  Modifying the Aging Time of Dynamic Address Entries

Aging Config
Auto Aging: ~| Enable
Aging Time: 300

Follow these steps to modify the aging time of dynamic address entries:

1) Inthe Aging Config section, enable Auto Aging, and enter your desired length of time.

Auto Aging Enable Auto Aging, then the switch automatically updates the dynamic address
table with the aging mechanism. By default, it is enabled.

Aging Time Set the length of time that a dynamic entry remains in the MAC address table after
the entry is used or updated. The valid values are from 10 to 630 seconds, and the
default value is 300.

A short aging time is applicable to networks where network topology changes

frequently, and a long aging time is applicable to stable networks. We recommend
that you keep the default value if you are unsure about settings in your case.

2) Click Apply.
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2.1.3 Adding MAC Filtering Address Entries

Choose the menu L2 FEATURES > Switching > MAC Address > Filtering Address and
click e Add to load the following page.

Figure 2-4  Adding MAC Filtering Address Entries

Filtering Address

MAC Address: | | (Format: 00-00-00-00-00-01

VLAN ID: | | (14004

=0

Follow these steps to add MAC filtering address entries:

1) Enter the MAC Address and VLAN ID.

MAC Address Specify the MAC address to be used by the switch to filter the received packets.
VLAN ID Specify an existing VLAN in which packets with the specific MAC address are
dropped.

2) Click Create.

9 Note:

o In the same VLAN, once an address is configured as a filtering address, it cannot be set as a
static address, and vice versa.

. Multicast or broadcast addresses cannot be set as filtering addresses .

2.1.4 Viewing Address Table Entries

You can view entries in MAC address table to check your former operations and address
information.
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Choose the menu L2 FEATURES > Switching > MAC Address > Address Table and click
@' Search to load the following page.

Figure 2-5 Viewing Address Table Entries

Address Table

E) search ~
MAC Address Format: 00-00-00-00-00-01
VLAN ID 1-4094
Type Dynamic Static Filter
Port
| Clear |
MAC Address VLAN ID Port Type Aging Status
30-B5-C2-BD-20-CC 1 1forg Dynamic Aging
00-0A-EB-13-23-97 1 11078 Dynamic Aging
00-0A-EB-13-23-TB 1 1forg Dynamic Aging
30-B5-C2-BD-20-5C 1 1forg Dynamic Aging
00-0A-EB-13-A2-02 1 1forg Dynamic Aging
C4-6E-1F-BF-72-51 1 110/8 Dynamic Aging
00-19-66-35-E1-BO 1 110/8 Dynamic Aging
Total: 7

2.2 Usingthe CLI

2.2.1 Adding Static MAC Address Entries

Follow these steps to add static MAC address entries:

Step 1 configure

Enter global configuration mode.

Step 2 mac address-table static mac-addr vid vid interface { fastEthernet port | gigabitEthernet
port | ten-gigabitEthernet port }

Bind the MAC address, VLAN and port together to add a static address to the VLAN.
mac-addr: Enter the MAC address, and packets with this destination address received in the
specified VLAN are forwarded to the specified port. The format is xx:xx:xx:xx:xx:xx, for example,
00:00:00:00:00:01.

vid: Specify an existing VLAN in which packets with the specific MAC address are received.

port: Specify a port to which packets with the specific MAC address are forwarded. The port
must belong to the specified VLAN.
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2.2.2

Step 3 end
Return to privileged EXEC mode.

Step 4 copy running-config startup-config

Save the settings in the configuration file.

@ Note:

. In the same VLAN, once an address is configured as a static address, it cannot be set as a
filtering address, and vice versa.

D Multicast or broadcast addresses cannot be set as static addresses.

. Ports in LAGs (Link Aggregation Group) are not supported for static address configuration.

The following example shows how to add a static MAC address entry with MAC address
00:02:58:4f:6¢:23, VLAN 10 and port 1. When a packet is received in VLAN 10 with this
address as its destination, the packet will be forwarded only to port 1/0/1.

Switch#configure

Switch(config)# mac address-table static 00:02:58:4f:6¢:23 vid 10 interface
gigabitEthernet 1/0/1

Switch(config)#show mac address-table static

MAC Address Table
MAC VLAN Port Type Aging
00:02:58:4f:6c:23 10 Gi1/0/1 config static no-aging

Total MAC Addresses for this criterion: 1
Switch(config)#end

Switch#copy running-config startup-config
Modifying the Aging Time of Dynamic Address Entries

Follow these steps to modify the aging time of dynamic address entries:

Step 1 configure

Enter global configuration mode.
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2.2.3

Step 2

Step 3

Step 4

mac address-table aging-time aging-time

Set your desired length of address aging time for dynamic address entries.

aging-time: Set the length of time that a dynamic entry remains in the MAC address table after
the entry is used or updated. The valid values are from10 to 630. Value 0 means the Auto

Aging function is disabled. The default value is 300 and we recommend you keep the default
value if you are unsure.

end
Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to modify the aging time to 500 seconds. A dynamic
entry remains in the MAC address table for 500 seconds after the entry is used or updated.

Switch#configure

Switch(config)# mac address-table aging-time 500

Switch(config)#show mac address-table aging-time

Aging time is 500 sec.

Switch(config)#end

Switch#copy running-config startup-config

Adding MAC Filtering Address Entries

Follow these steps to add MAC filtering address entries:

Step 1

Step 2

Step 3

Step 4

configure

Enter global configuration mode.

mac address-table filtering mac-addr vid vid

Add the filtering address to the VLAN.
mac-addr: Specify a MAC address to be used by the switch to filter the received packets. The
switch will drop packets of which the source address or destination address is the specified

MAC address. The format is xx:xx:xx:xx:xx:xx, for example, 00:00:00:00:00:01.

vid: Specify an existing VLAN in which packets with the specific MAC address will be dropped.

end

Return to privileged EXEC mode.

copy running-config startup-config

Save the settings in the configuration file.

User Guide = 159



Managing MAC Address Table MAC Address Configurations

9 Note:

. In the same VLAN, once an address is configured as a filtering address, it cannot be set as a
static address, and vice versa.

. Multicast or broadcast addresses cannot be set as filtering addresses.

The following example shows how to add the MAC filtering address 00:1e:4b:04:01:5d to
VLAN 10. Then the switch will drop the packet that is received in VLAN 10 with this address
as its source or destination.

Switch#configure
Switch(config)# mac address-table filtering 00:1e:4b:04:01:5d vid 10

Switch(config)#show mac address-table filtering

MAC Address Table
MAC VLAN Port Type Aging
00:1e:4b:04:01:5d 10 filter no-aging

Total MAC Addresses for this criterion: 1
Switch(config)#end

Switch#copy running-config startup-config
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3 Security Configurations

@ Note:

Security Configurations are only available on certain devices. To check whether your device supports
this feature, refer to the actual web interface. If Security Configurations are available, there are L2
FEATURES > Switching > MAC Address > MAC Notifications and L2 FEATURES > Switching > MAC
Address > MAC VLAN Security in the menu structure.

With security configurations of the MAC address table, you can:
m  Configure MAC notification traps

B Limit the number of MAC addresses in VLANs
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3.1 Using the GUI

3.1.1 Configuring MAC Notification Traps

Choose the menu L2 FEATURES > Switching > MAC Address > MAC Notification to load
the following page.

Figure 3-1  Configuring MAC Notification Traps

MAC Notification Global Config

Global Status: Enable
Table Full Notification: Enable
Notification Interval: 1

MAC Notification Port Config

UNIT1
Port Learned Mode Change New MAC Learned
b, v
1101 Disabled Dizabled
102 Disabled Disabled
103 Disabled Disabled
1/0/4 Disabled Disabled
105 Disabled Disabled
1/0/6 Disabled Disablad
1T Disabled Disabled
108 Disabled Disabled
1/0/9 Disabled Disabled
1010 Disabled Disabled

Total: 28 1 entry selected. Cancel

Follow these steps to configure MAC notification traps:

1) In the MAC Notification Global Config section, enable this feature, configure the
relevant options, and click Apply.

Global Status Enable MAC notification feature globally.

Table Full Enable Table Full Notification, and when address table is full, a notification will be
Notification generated and sent to the management host.

Notification Specify the time value of Notification Interval. Notification Interval is the interval at
Interval which the New MAC Learned notifications are continuously sent.

2) Inthe MAC Notification Port Config section, select one or more ports to configure the
notification status. Click Apply.
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Learned Mode Enable Learned Mode Change, and when the learned mode of the specified port
Change is changed, a notification will be generated and sent to the management host.
New MAC Enable New MAC Learned, and when the specified port learns a new MAC
Learned address, a notification will be generated and sent to the management host.

3) Configure SNMP and set a management host. For detailed SNMP configurations, please
refer to Configuring SNMP & RMON.

3.1.2 Limiting the Number of MAC Addresses Learned in VLANs

m  For Certain Devices

Choose the menu L2 FEATURES > Switching > MAC Address > MAC VLAN Security to
load the following page.

Figure 3-2 Configuring the MAC VLAN Security Mode

MAC VLAN Security Config

MAC VLAN Security Mode: @ Drop ) Forward
Apply
MAC VLAN Security Table
@ Add
VLAN ID Max Learned Number Current Learned Number Operation

No entries in this table.

Total: 0

Follow these steps to limit the number of MAC addresses in VLANSs:

1) Inthe MAC VLAN Security Config section, select the security mode for all VLANSs.

Drop Packets with new source MAC addresses in the VLAN will be dropped when the
maximum number of MAC addresses is exceeded.

Forward Packets of new source MAC addresses will be forwarded but the addresses will
not be learned when the maximum number of MAC addresses is exceeded.

2) In the MAC VLAN Security Table section, click Add to load the following page. Enter
the VLAN ID and the Max Learned Number to limit the number of MAC addresses that
can be learned in the specified VLAN.
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Figure 3-3  Limiting the Number of MAC Addresses in VLANs

VLAN Security Config

VLAN ID: | | (1-4004
Max Learned Number: | | (0-16383)

[arce |
VLAN ID Specify an existing VLAN in which you want to limit the number of MAC addresses.
Max Learned Set the maximum number of MAC addresses in the specific VLAN. It ranges from
Number 0to 16383.

You can control the available address table space by setting maximum learned
MAC number for VLANs. However, an improper maximum number can cause
unnecessary floods in the network or a waste of address table space. Therefore,
before you set the number limit, please be sure you are familiar with the network
topology and the switch system configuration.

3) Click Create.

®  For Certain Devices

Choose the menu L2 FEATURES > Switching > MAC Address > MAC VLAN Security and
click Add to load the following page.

Figure 3-4  Limiting the Number of MAC Addresses in VLANs

VLAN Security Config

VLAN ID: | | (1-4094
Max Learned Number: | | (0-16383)
Mode: | Drop v |

==

Follow these steps to limit the number of MAC addresses in VLANSs:

1) Enter the VLAN ID to limit the number of MAC addresses that can be learned in the
specified VLAN.

VLAN ID Specify an existing VLAN in which you want to limit the number of MAC addresses.

2) Enter your desired value in Max Learned Number to set a threshold.
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Max Learned Set the maximum number of MAC addresses in the specific VLAN. It ranges from

Number

Oto 16383.

You can control the available address table space by setting maximum learned
MAC number for VLANs. However, an improper maximum number can cause
unnecessary floods in the network or a waste of address table space. Therefore,
before you set the number limit, please be sure you are familiar with the network
topology and the switch system configuration.

3) Choose the mode that the switch adopts when the maximum number of MAC addresses

in the specified VLAN is exceeded.
Drop Packets with new source MAC addresses in the VLAN will be dropped when the
maximum number of MAC addresses in the specified VLAN is exceeded.
Forward Packets of new source MAC addresses will be forwarded but the addresses will

not be learned when the maximum number of MAC addresses in the specified
VLAN is exceeded.

4) Click Create.

3.2 Usingthe CLI

3.2.1 Configuring MAC Notification Traps

Follow these steps to configure MAC notification traps:

Step 1

Step 2

Step 3

Step 4

Step 5

configure

Enter global configuration mode.

mac address-table notification global-status {enable | disable}

Enable MAC Notification globally.
enable | disable: Enable or disable MAC Notification globally.

mac address-table notification table-full-status [enable | disable]

(Optional) Enable Table Full Notification.
enable | disable: With Table Full Notification enabled, when address table is full, a notification
will be generated and sent to the management host.

mac address-table notification interval time

Specify the time value of Notification Interval. Notification Interval is the interval at which the
New MAC Learned notifications are continuously sent.
time: Specify the Notification Interval in seconds between 1to 1000. By default, itis 1 second.

interface { fastEthernet port | range fastEthernet port-list | gigabitEthernet port | range
gigabitEthernet port-list | ten-gigabitEthernet port | ten-range gigabitEthernet port-list }
Configure notification traps on the specified port.

port/ port-list: The number or the list of the Ethernet port that you want to configure
notification traps.
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Step 6 mac address-table notification {[learn-mode-change enable | disable] [new-mac-learned
enable | disablel}

Enable learn-mode-change, exceed-max-learned, or new-MAC-learned notification traps on
the specified port.

enable | disable:Enable or disable learn-mode-change, exceed-max-learned, or new-MAC-
learned notification traps on the specified port.

learn-mode-change: With learn-mode-change enabled, when the learned mode of the
specified port is changed, a notification will be generated and sent to the management host.
new-mac-learned: With new-mac-learned enabled, when the specified port learns a new MAC
address, a notification will be generated and sent to the management host.

Step 7 end
Return to privileged EXEC mode.

Step 8 copy running-config startup-config

Save the settings in the configuration file.

Now you have configured MAC notification traps. To receive notifications, you need to
further enable SNMP and set a management host. For detailed SNMP configurations,
please refer to Configuring SNMP & RMON.

The following example shows how to enable new-MAC-learned trap on port 1, and set the
interval time as 10 seconds. After you have further configured SNMP, the switch will bundle
notifications of new addresses in every 10 seconds and send to the management host.

Switch#configure

Switch(config)#mac address-table notification global-status enable
Switch(config)#mac address-table notification interval 10

Switch(config)#interface gigabitEthernet 1/0/1

Switch(config-if)f#mac address-table notification new-mac-learned enable
Switch(config-if)#show mac address-table notification interface gigabitEthernet 1/0/1
Mac Notification Global Config

Notification Global Status : enable

Table Full Notification Status: disable

Notification Interval : 10
Port LrnMode Change New Mac Learned
Gi1/0/1 disable enable

Switch(config-if)#end

Switch#copy running-config startup-config
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3.2.2 Limiting the Number of MAC Addresses in VLANs

m  For Certain Devices

Follow these steps to limit the number of MAC addresses in VLANS:

Step 1 configure

Enter global configuration mode.

Step 2 mac address-table vlan-security mode {drop | forward}
Specify the VLAN security mode for all the VLANSs.

drop | forward: The mode that the switch adopts when the maximum number of MAC
addresses in the specified VLAN is exceeded.

drop: Packets of new source MAC addresses in the VLAN will be dropped when the maximum
number of MAC addresses in the specified VLAN is exceeded.

forward: Packets of new source MAC addresses will be forwarded but the addresses not
learned when the maximum number of MAC addresses in the specified VLAN is exceeded.

Step 3 mac address-table vlan-security vid vid max-learn num

Configure the maximum number of MAC addresses in the specified VLAN and select a mode
for the switch to adopt when the maximum number is exceeded.

vid: Specify an existing VLAN in which you want to limit the number of MAC addresses.
num: Set the maximum number of MAC addresses in the specific VLAN. It ranges from 0 to
16383.

Step 4 end
Return to privileged EXEC mode.

Step 5 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to limit the number of MAC addresses to 100 in VLAN
10, and configure the switch to drop packets of new source MAC addresses when the limit
is exceeded.

Switch#configure
Switch(config)#mac address-table vian-security mode drop
Switch(config)#mac address-table vlan-security vid 10 max-learn 100

Switch(config)#show mac address-table vlan-security vid 10

Vlanld Max-learn  Current-learn Status
10 100 0 Drop
Switch(config)#end

Switch#copy running-config startup-config
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m  For Certain Devices

Follow these steps to limit the number of MAC addresses in VLANS:

Step 1 configure

Enter global configuration mode.

Step 2 mac address-table security vid vid max-learn num {drop | forward}

Configure the maximum number of MAC addresses in the specified VLAN and select a mode
for the switch to adopt when the maximum number is exceeded.

vid: Specify an existing VLAN in which you want to limit the number of MAC addresses.

num: Set the maximum number of MAC addresses in the specific VLAN. It ranges from 0 to
16383.

drop | forward: The mode that the switch adopts when the maximum number of MAC
addresses in the specified VLAN is exceeded.

drop: Packets of new source MAC addresses in the VLAN will be dropped when the maximum
number of MAC addresses in the specified VLAN is exceeded.

forward: Packets of new source MAC addresses will be forwarded but the addresses not
learned when the maximum number of MAC addresses in the specified VLAN is exceeded.

Step 3 end
Return to privileged EXEC mode.

Step 4 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to limit the number of MAC addresses to 100 in VLAN
10, and configure the switch to drop packets of new source MAC addresses when the limit
is exceeded.

Switch#configure
Switch(config)#mac address-table security vid 10 max-learn 100 drop

Switch(config)#show mac address-table security vid 10

Vlanld Max-learn  Current-learn Status
10 100 0 Drop
Switch(config)#end

Switch#copy running-config startup-config
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4 Example for Security Configurations

4.1

4.2

Network Requirements

Several departments are connected to the company network as shown in Figure 4-1. Now
the Marketing Department that is in VLAN 10 has network requirements as follows:

m  Free the network system from illegal accesses and MAC address attacks by limiting the
number of access users in this department to 100.

B Assist the network manager supervising the network with notifications of any new
access users.

Figure 4-1  The Network Topology

Gi1/0/1

Gi1/0/2

Marketing Department R&D Department
VLAN 10 VLAN 30

Configuration Scheme

VLAN Security can be configured to limit the number of access users and in this way to
preventillegal accesses and MAC address attacks.

MAC Notification and SNMP can be configured to monitor the interface which is used by
the Marketing Department. Enable the new-MAC-learned notification and the SNMP, then
the network manager can get notifications when new users access the network.

Demonstrated with T2600G-28TS, this chapter provides configuration procedures in two
ways: using the GUI and using the CLI.
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4.3 Using the GUI

Example for Security Configurations

1) Choose the menu L2 FEATURES > Switching > MAC Address > MAC VLAN Security
and click Add to load the following page. Set the maximum number of MAC address in

2)

3)

VLAN 10 as 100, choose drop mode and click Create.

Figure 4-2  Configuring VLAN Security

VLAN Security Config

VLAN ID: | 10 | 14004
Max Leamed Number | 100 | 0-16383
Mode: | Drop v |

oo |

Choose the menu L2 FEATURES > Switching > MAC Address > MAC Notification to
load the following page. Enable Global Status, set notification interval as 10 seconds,
and click Apply. Then, enable new-mac-learned trap on port 1/0/2 and click Apply.

Figure 4-3  Configuring New-MAC-learned Traps

MAC Notification Global Config

Global Status:
Table Full Notification: Enable
Neotification Interval: || 10 || seconds (1-1000

MAC Notification Port Config

UNIT1
Port Learned Mode Change New MAC Learned
¥ | Enable - I
1101 Disabled Disabled =
11072 Disabled Enabled
11013 Disabled Disabled
1/0/4 Disabled Disabled
1/0/5 Disabled Disabled
11016 Disabled Disabled
17 Disabled Disabled
1/0/8 Disabled Disabled
1/0/9 Disabled Disabled
1010 Disabled Disabled "
Total: 28 1 entry selected. | Cancel

Click [EIEH to save the settings.

4) Enable SNMP and set a management host. For detailed SNMP configurations, please

refer to Configuring SNMP & RMON.
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4.4 Usingthe CLI

1) Set the maximum number of MAC address in VLAN 10 as 100, and choose drop mode.
Switch#configure
Switch(config)#mac address-table security vid 10 max-learn 100 drop

2) Configure the new-MAC-learned trap on port 1/0/2 and set notification interval as 10
seconds.
Switch(config)l#mac address-table notification global-status enable
Switch(config)l#mac address-table notification interval 10
Switch(config)#interface gigabitEthernet 1/0/2
Switch(config-if)j#mac address-table notification new-mac-learned enable
Switch(config-if)#end
Switch#copy running-config startup-config

3) Configure SNMP and set a management host. For detailed SNMP configurations, please
refer to Configuring SNMP & RMON.

Verify the Configurations

Verify the configuration of VLAN Security.
Switch#show mac address-table security vid 10

Vlanld Max-learn Current-learn  Status

Verify the configuration of MAC Notification on port 1/0/2.
Switch#show mac address-table notification interface gigabitEthernet 1/0/2

Port LrnMode Change New Mac Learned

Gi1/0/2 disable enable
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5 Appendix: Default Parameters

Default settings of the MAC Address Table are listed in the following tables.

Table 5-1
Parameter
Static Address Entries
Dynamic Address Entries

Filtering Address Entries

Table 5-2
Parameter
Auto Aging

Aging Time

Table 5-3
Parameter
Global Status
Table Full Notification
Notification Interval

Learned Mode Change
Notification

Exceed Max Learned
Notification

New MAC Learned Notification

Entries in the MAC Address Table

Default Setting
None
Auto-learning

None

Default Settings of Dynamic Address Table

Default Setting
Enabled

300 seconds

Default Settings of MAC Notification

Default Setting
Disabled
Disabled

1 Second

Disabled

Disabled

Disabled
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Configuring 802.1Q VLAN Overview

1 Overview

VLAN (Virtual Local Area Network) is a network technique that solves broadcasting issues
in local area networks. It is usually applied in the following occasions:

B To restrict broadcast domain: VLAN technique divides a big local area network into
several VLANSs, and all VLAN traffic remains within its VLAN. It reduces the influence of
broadcast traffic in Layer 2 network to the whole network.

B To enhance network security: Devices from different VLANs cannot achieve Layer 2
communication, and thus users can group and isolate devices to enhance network
security.

B For easier management: VLANs group devices logically instead of physically, so devices
in the same VLAN need not be located in the same place. It eases the management of
devices in the same work group but located in different places.
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2 802.1Q VLAN Configuration

To complete 802.1Q VLAN configuration, follow these steps:

1) Configure the VLAN, including creating a VLAN and adding the desired ports to the
VLAN.

2) Configure port parameters for 802.1Q VLAN.
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2.1 Using the GUI

2.1.1 Configuring the VLAN

Choose the menu L2 FEATURES > VLAN > 802.1Q VLAN > VLAN Config and click e Add
to load the following page.

Figure 2-1  Configuring VLAN

VLAN Config

VLAN ID; | 2-4004, format: 2,4-5,8

VLAN Name: | 1-16 characters

Untagged Ports

Port: | Format: 1/0/1, input or choose below
UNITH LAGS
| . —
(2] [4] [6] 8] |'m‘J (2] [4] [%6] (18] [20] [22] [24] %] [28
| Select All ) '
24 Bt e e el i) el el el [Beliieedl [l
- Selected |i Unselected - Not Available
Tagged Ports
Port: Format: 1/0M, input or choose below
UNIT1 LAGS
— L .
27 04 [ (3] O] 2] () (6] (8] 0] (2] (4] (3] (58]
| Select All
LEEHEEEEEEEE EE

. Selected |-'_‘— Unselected ‘ Not Available

==

Follow these steps to configure VLAN:

1) Enter a VLAN ID and a description for identification to create a VLAN.

VLAN ID Enter a VLAN ID for identification with the values between 2 and 4094.
VLAN Name Give a VLAN description for identification with up to 16 characters.

2) Select the untagged port(s) and the tagged port(s) respectively to add to the created
VLAN based on the network topology.
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Untagged port

Tagged port

3) Click Apply.

802.1Q VLAN Configuration

The selected ports will forward untagged packets in the target VLAN.

The selected ports will forward tagged packets in the target VLAN.

2.1.2 Configuring Port Parameters for 802.1Q VLAN

Choose the menu L2 FEATURES > VLAN > 802.1Q VLAN > Port Config to load the

following page.

Figure 2-2  Configuring the Port

Port Config
UNIT1 |
Port PVID Ingress Checking s Bt LAG Details
Types
v -
[} 1004 1 Enabied Admit All Details i
1102 1 Enabied Admit All Details
103 1 Enabied Admit All Detalls
1/064 1 Enabled Admit Al - Dietails
1105 1 Enabled Admit All Details
1106 1 Enabled Admit Al Details
107 1 Enabled Admit All = Details
11003 1 Enabled Admit All Details
109 1 Enabled Admit All Details
11010 1 Enabied Admit All Details g
Total: 28 1 entry selected Cancel m

Select a port and configure the parameters. Click Apply.

PVID

Ingress Checking

Acceptable Frame
Types

Set the default VLAN ID of the port. Valid values are from 1 to 4094. It is used
mainly in the following two ways:

When the port receives an untagged packet, the switch inserts a VLAN tag to the
packet based on the PVID.

Enable or disable Ingress Checking. With this function enabled, the port will
accept the packet of which the VLAN ID is in the port's VLAN list and discard
others. With this function disabled, the port will forward the packet directly.

Select the acceptable frame type for the port and the port will perform this
operation before Ingress Checking.

Admit All: The port will accept both the tagged packets and the untagged
packets.

Tagged Only: The port will accept the tagged packets only.
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LAG Displays the LAG (Link Aggregation Group) which the port belongs to.

Details Click the Details button to view the VLANs to which the port belongs.

2.2 Usingthe CLI

2.2.1 Creatinga VLAN

Follow these steps to create a VLAN:

Step 1 configure

Enter global configuration mode.

Step 2 vlan vian-list

When you enter a new VLAN ID, the switch creates a new VLAN and enters VLAN
configuration mode; when you enter an existing VLAN ID, the switch directly enters VLAN
configuration mode.

vlan-list: Specify the ID or the ID list of the VLAN(s) for configuration. Valid values are from 2
to 4094, for example, 2-3,5.

Step 3 name descript
(Optional) Specify a VLAN description for identification.
descript: The length of the description should be 1 to 16 characters.

Step 4 show vlan [ id vian-list ]

Show the global information of the specified VLAN(s). When no VLAN is specified, this
command shows global information of all 802.1Q VLANSs.

vlan-list: Specify the ID or the ID list of the VLAN(s) to show information. Valid values are
from 1 to 4094.

Step 5 end
Return to privileged EXEC mode.

Step 6 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to create VLAN 2 and name it as RD:
Switch#configure

Switch(config)#vlan 2

Switch(config-vlan)#name RD

Switch(config-vlan)#show vlan id 2
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VLAN Name Status Ports

2 RD active
Switch(config-vlan)#end

Switch#copy running-config startup-config

2.2.2 Adding the Port to the Specified VLAN

Follow these steps to add the port to the specified VLAN:

Step 1 configure

Enter global configuration mode.

Step 2 interface {fastEthernet port | range fastEthernet port-list | gigabitEthernet port | range
gigabitEthernet port-list | ten-gigabitEthernet port | range ten-gigabitEthernet port-list |
port-channel port-channel-id | range port-channel port-channel-list}

Enter interface configuration mode.

Step 3 switchport general allowed vlan vian-list { tagged | untagged }
Add ports to the specified VLAN.

vlan-list: Specify the ID or ID list of the VLAN(s) that the port will be added to. The ID ranges
from 1 to 4094.

tagged | untagged: Select the egress rule for the port.

Step 4 show interface switchport [fastEthernet port | gigabitEthernet port | ten-gigabitEthernet
port | port-channel lag-id]

Verify the information of the port.

Step 5 end
Return to privileged EXEC mode.

Step 6 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to add the port 1/0/5 to VLAN 2, and specify its egress
rule as tagged:

Switch#configure
Switch(config)#interface gigabitEthernet 1/0/5

Switch(config-if)#switchport general allowed vlan 2 tagged
Switch(config-if}#show interface switchport gigabitEthernet 1/0/5
Port Gi1/0/5:

PVID: 2
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Acceptable frame type: All
Ingress Checking: Enable
Member in LAG: N/A

Link Type: General
Member in VLAN:

802.1Q VLAN Configuration

Vlan Name Egress-rule

1
2

System-VLAN Untagged

Tagged

Switch(config-if)#end

Switch#copy running-config startup-config

2.2.3 Configuring the Port

Follow these steps to configure the port:

interface {fastEthernet port | range fastEthernet port-list | gigabitEthernet port | range
gigabitEthernet port-list | ten-gigabitEthernet port | range ten-gigabitEthernet port-list |
port-channel port-channel-id | range port-channel port-channel-list}

Configure the PVID of the port(s). By default, itis 1.
vlan-id: The default VLAN ID of the port with the values between 1 and 4094.

Enable or disable Ingress Checking. With this function enabled, the port will accept the
packet of which the VLAN ID is in the port's VLAN list and discard others. With this function
disabled, the port will forward the packet directly.

Select the acceptable frame type for the port and the port will perform this operation before

all: The port will accept both the tagged packets and the untagged packets.
tagged: The port will accept the tagged packets only.

Step 1 configure
Enter global configuration mode.
Step 2
Enter interface configuration mode.
Step 3 switchport pvid vian-id
Step 4 switchport check ingress
Step 5 switchport acceptable frame {all | tagged}
Ingress Checking.
Step 6 end
Return to privileged EXEC mode.
Step 7 copy running-config startup-config

Save the settings in the configuration file.
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The following example shows how to configure the PVID of port 1/0/5 as 2, enable the

ingress checking and set the acceptable frame type as all:

Switch#configure
Switch(config)#interface gigabitEthernet 1/0/5
Switch(config-if)#switchport pvid 2
Switch(config-if)#switchport check ingress
Switch(config-if)#switchport acceptable frame all
Switch(config-if)#show interface switchport gigabitEthernet 1/0/5
Port Gi1/0/5:

PVID: 2

Acceptable frame type: All

Ingress Checking: Enable

Member in LAG: N/A

Link Type: General

Member in VLAN:

Vlan Name Egress-rule

1 System-VLAN Untagged
Switch(config-if)#end

Switch#copy running-config startup-config
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3 Configuration Example

3.1 Network Requirements

m  Offices of Department A and Department B in the company are located in different
places, and some computers in different offices connect to the same switch.

B |tis required that computers can communicate with each other in the same department
but not with computers in the other department.

3.2 Configuration Scheme

® Divide computers in Department A and Department B into two VLANSs respectively so
that computers can communicate with each other in the same department but not with
computers in the other department.

B Terminal devices like computers usually do not support VLAN tags. Add untagged ports
to the corresponding VLANSs and specify the PVID.

B The intermediate link between two switches carries traffic from two VLANs
simultaneously. Add the tagged ports to both VLANSs.
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3.3

3.4

Network Topology

The figure below shows the network topology. Host A1 and Host A2 are in Department A,
while Host B1 and Host B2 are in Department B. Switch 1 and Switch 2 are located in two
different places. Host A1 and Host B1 are connected to port 1/0/2 and port 1/0/3 on Switch
1 respectively, while Host A2 and Host B2 are connected to port 1/0/6 and port 1/0/7 on

Switch 2 respectively. Port 1/0/4 on Switch 1 is connected to port 1/0/8 on Switch 2.
Figure 3-1  Network Topology

VLAN 10

Host A1 Host A2

Gi1/0/2 Gi1/0/6

Gi1/0/8

Switch 1 Switch 2

Gi1/0/4

Gi1/0/3 Gi1/0/7

VLAN 20

Host B1 Host B2

Demonstrated with T1600G-28TS, the following sections provide configuration procedure
in two ways: using the GUI and using the CLI.

Using the GUI

The configurations of Switch 1 and Switch 2 are similar. The following introductions take
Switch 1 as an example.
1) Choose the menu L2 FEATURES > VLAN > 802.1Q VLAN > VLAN Config and

click 9 Add to load the following page. Create VLAN 10 with the description of
Department_A. Add port 1/0/2 as an untagged port and port 1/0/4 as a tagged port to

VLAN 10. Click Create.
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Figure 3-2 Creating VLAN 10 for Department A

VLAN Config

VLAN ID: | 10 [| (2-4004, format: 2,4-5,8

WLAN Name: | Department_A I (1-16 characters)

Untagged Ports

Port: | 1102 (Format: 1/0/1, input or choose below)

UNIT1 LAGS

ol (=1 (5 (5 (e i 1 0 9 0 (8 (8 £

[] Select Al
0 3 (3 20 [ [ [ () [ (el P (3] (] [
- Selected m Unselected - Not Available

Tagged Ports

Port: | 1/0/4 (Format: 1/0v1, input or choose below)

UNIT1 LAGS

| 2 [l e £ e B A e O 5 (] 05 3 O

[] SelectAl

CEEDEEEEOEEE B
. Selected ﬂ Unselected . Not Available

2) Choose the menu L2 FEATURES > VLAN > 802.1Q VLAN > VLAN Config and

click e Add to load the following page. Create VLAN 20 with the description of
Department_B. Add port 1/0/3 as an untagged port and port 1/0/4 as a tagged port to
VLAN 20. Click Create.
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Figure 3-3 Creating VLAN 20 for Department B

VLAN Config

VLAN ID: | 20 | (2-4094, format. 2,4-5,8)

WVLAN Name: | Department_B | (1-16 characters

Untagged Ports

Port: | 103 | (Format: 1/0/1, input or choose below)

UNIT1 LAGS

(2] [+ (6] (o] (] [a] [4] [fe] [] (o8] (2] [24] [36] (5]

[ SelectAll
G (M50 7 Co] ) (8] 5] 7] (8] (2] (3] [] (7]
LT LT . . Lt T LT T Lt LT
- Selected r —I Unselected - Not Available
Tagged Ports
Port | 1/0/4 (Format: 1/0/1, input or choose below)
UNIT1 LAGS
1 Tl L ._.. L LIl "L (| T L LI L 1 L1 (M | L
L2 IEI 6 | [8] o] [12] [a] [e] [18] [20] [22] [24] %] [28]
Select All

NEEOEEEEDEEE B

- Selected "-] Unselected - Not Available

| Cancel ‘

3) Choose the menu L2 FEATURES > VLAN > 802.1Q VLAN > Port Config to load the
following page. Set the PVID of port 1/0/2 as 10 and click Apply. Set the PVID of port
1/0/3 as 20 and click Apply.
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3.5

Figure 3-4 Specifying the PVID for the Ports

Port Config
UNITA
Port PVID Ingress Checking ECER . LAG Details
Types
_20_ d '__. '.
1101 1 Enabled Admit All — Details
o2 10 Enabled Admit All —_
11013 20 Enabled Admit All — Details
1104 1 Enabled Admit All i etails
1105 1 Enabled Admit All —
1/0/6 1 Enabled Admit All s Details
107 1 Enabled Admit All —
1/0/8 1 Enabled Admit All — Details
1/0/9 1 Enabled Admit All -
1/0/10 1 Enabled Admit All

- |

o Details
Total: 28 1 entry selected Cancel | Apply |

4) Click = to save the settings.

Using the CLI

The configurations of Switch 1 and Switch 2 are similar. The following introductions take
Switch 1 as an example.

1)

2)

Create VLAN 10 for Department A, and configure the description as Department-A.
Similarly, create VLAN 20 for Department B, and configure the description as
Department-B.

Switch_1#configure

Switch_1(config)#vlan 10
Switch_1(config-vlan)#name Department-A
Switch_1(config-vlan)#exit
Switch_1(config)#vlan 20
Switch_1(config-vlan)#name Department-B

Switch_1(config-vlan)#exit

Add untagged port 1/0/2 and tagged port 1/0/4 to VLAN 10. Add untagged port 1/0/3
and tagged port 1/0/4 to VLAN 20.

Switch_1(config)#interface gigabitEthernet 1/0/2
Switch_1(config-if)#switchport general allowed vian 10 untagged

Switch_1(config-if)#exit
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Switch_1(config)#interface gigabitEthernet 1/0/3
Switch_1(config-if)#switchport general allowed vlan 20 untagged
Switch_1(config-if)#exit

Switch_1(config)#interface gigabitEthernet 1/0/4
Switch_1(config-if)#switchport general allowed vlan 10 tagged
Switch_1(config-if)#switchport general allowed vlan 20 tagged

Switch_1(config-if)#exit
3) Setthe PVID of port 1/0/2 as 10, and set the PVID of port 1/0/3 as 20.

Switch_1(config)#interface gigabitEthernet 1/0/2
Switch_1(config-if)#tswitchport pvid 10
Switch_1(config-if)#exit
Switch_1(config)#interface gigabitEthernet 1/0/3
Switch_1(config-if)ftswitchport pvid 20
Switch_1(config-if)#end

Switch_1#copy running-config startup-config

Verify the Configurations

Verify the VLAN configuration:
Switch_1#show vlan

VLAN Name Status Ports

1 System-VLAN active Gi1/0/1, Gi1/0/2, Gi1/0/3, Gi1/0/4,
Gi1/0/5, Gi1/0/6, Gi1/0/7, Gi1/0/8,
Gi1/0/9, Gi1/0/10, Gi1/0/11, Gi1/0/12,
Gi1/0/13, Gi1/0/14, Gi1/0/15, Gi1/0/16,
Gi1/0/17, Gi1/0/18, Gi1/0/19, Gi1/0/20,
Gi1/0/21, Gi1/0/22, Gi1/0/23, Gi1/0/24,
Gi1/0/25, Gi1/0/26, Gi1/0/27, Gi1/0/28

10 Department-A active Gi1/0/2, Gi1/0/4

20 Department-B active Gi1/0/3, Gi1/0/4
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Primary Secondary Type

Verify the VLAN configuration:

Ports

Switch_1(config)#show interface switchport

Port

Gi1/0/1
Gi1/0/2
Gi1/0/3
Gi1/0/4
Gi1/0/5

LAG
N/A
N/A
N/A
N/A
N/A

Type

General
General
General
General

General

PVID Acceptable frame type

10
20

All
All
All
All
All

Configuration Example

Ingress Checking

Enable
Enable
Enable
Enable

Enable
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4 Appendix: Default Parameters

Default settings of 802.1Q VLAN are listed in the following table.

Table 4-1 Default Settings of 802.1Q VLAN

Parameter Default Setting
VLANID 1

PVID 1

Ingress Checking Enabled

Acceptable Frame Types Admit All
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Configuring MAC VLAN Overview

L

Overview

VLAN is generally divided by ports. It is a common way of division but isn't suitable for
those networks that require frequent topology changes. With the popularity of mobile
office, at different times a terminal device may access the network via different ports. For
example, a terminal device that accessed the switch via port 1 last time may change to
port 2 this time. If port 1 and port 2 belong to different VLANSs, the user has to re-configure
the switch to access the original VLAN. Using MAC VLAN can free the user from such a
problem. It divides VLANs based on the MAC addresses of terminal devices. In this way,
terminal devices always belong to their MAC VLANs even when their access ports change.

The figure below shows a common application scenario of MAC VLAN.

Figure 1-1  Common Application Scenario of MAC VLAN

Server A Server B
VLAN 10 VLAN 20
Switch 3
Switch 1 Switch 2
. Laptop A .
Meeting Room 1 Meeting Room 2
Laptop B

Two departments share all the meeting rooms in the company, but use different servers
and laptops. Department A uses Server A and Laptop A, while Department B uses Server
B and Laptop B. Server A is in VLAN 10 while Server B is in VLAN 20. It is required that
Laptop A can only access Server A and Laptop B can only access Server B, no matter which
meeting room the laptops are being used in. To meet this requirement, simply bind the MAC
addresses of the laptops to the corresponding VLANs respectively. In this way, the MAC
address determines the VLAN each laptop joins. Each laptop can access only the server in
the VLAN it joins.
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2 MAC VLAN Configuration

To complete MAC VLAN configuration, follow these steps:
1) Configure 802.1Q VLAN.

2) Bind the MAC address to the VLAN.

3) Enable MAC VLAN for the port.

Configuration Guidelines

When a port in a MAC VLAN receives an untagged data packet, the switch will first check
whether the source MAC address of the data packet has been bound to the MAC VLAN.
If yes, the switch will insert the corresponding tag to the data packet and forward it within
the VLAN. If no, the switch will continue to match the data packet with the matching rules
of other VLANs (such as the protocol VLAN). If there is a match, the switch will forward
the data packet. Otherwise, the switch will process the data packet according to the
processing rule of the 802.1 Q VLAN. When the port receives a tagged data packet, the
switch will directly process the data packet according to the processing rule of the 802.1 Q
VLAN.

2.1 Using the GUI

2.1.1 Configuring 802.1Q VLAN

Before configuring MAC VLAN, create an 802.1Q VLAN and set the port type according to
network requirements. For details, refer to Configuring 802.1Q VLAN.

2.1.2 Binding the MAC Address to the VLAN

Choose the menu L2 FEATURES > VLAN > MAC VLAN and click 9 Add to load the
following page.

Figure 2-1  Creating MAC VLAN

MAC VLAN Config

MAC Address: | | (Format: 00-00-00-00-00-01

Description: | | 1-8 characters

WLAN: @® ID O Name

| Cancel | Create
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Follow these steps to bind the MAC address to the 802.1Q VLAN:

1) Enter the MAC address of the device, give it a description, and enter the VLAN ID to
bind it to the VLAN.

MAC Address Enter the MAC address of the device in the format of 00-00-00-00-00-01.

Description Give a MAC address description for identification with up to 8 characters.

VLAN ID/Name Enter the ID number or name of the 802.1Q VLAN that will be bound to the MAC
VLAN..

2) Click Create.

@ Note:

One MAC address can be bound to only one VLAN.

2.1.3 Enabling MAC VLAN for the Port

By default, MAC VLAN is disabled on all ports. You need to enable MAC VLAN for your
desired ports manually.

Choose the menu L2 FEATURES > VLAN > MAC VLAN to load the following page.
Figure 2-2  Enabling MAC VLAN for the Port

Port Enable

UNIT1 LAGS

(2 [ (s (8] [] [ (] [fe] [ (] (%] [24] [56] [38]
[ B3] L i) el o] (3] [el] O] (8] 2] (2] (=] [7]

Select All

El Selected El Unselected - Not Available

MAC VLAN Config

@ Add

1D MAC Address Description VLAN ID VLAN Mame Operation

Mo entries in this table.

Total: 0

In the Port Enable section, select the desired ports to enable MAC VLAN, and click Apply.

@ Note:

The member port of an LAG (Link Aggregation Group) follows the configuration of the LAG and not its
own. The configurations of the port can take effect only after it leaves the LAG.
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2.2 Usingthe CLI

2.2.1 Configuring 802.1Q VLAN

Before configuring MAC VLAN, create an 802.1Q VLAN and set the port type according to
network requirements. For details, refer to Configuring 802.1Q VLAN.

2.2.2 Binding the MAC Address to the VLAN

Follow these steps to bind the MAC address to the VLAN:

Step 1 configure

Enter global configuration mode.

Step 2 mac-vlan mac-address mac-addr vlan vian-id [description descript]

Bind the MAC address to the VLAN.
mac-addr: Specify the MAC address of the device in the format of XX:XX:XX:XX:XX:XX.
vlan-id: Enter the ID number of the 802.1Q VLAN that will be bound to the MAC VLAN.

descript: Specify the MAC address description for identification, with up to 8 characters.

Step 3 show mac-vlan { all | mac-address mac-addr | vlan vian-id }

Verify the configuration of MAC VLAN.

vid: Specify the MAC VLAN to be displayed.

Step 4 end
Return to privileged EXEC mode.

Step 5 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to bind the MAC address 00:19:56:8A:4C:71 to VLAN 10,
with the address description as Dept.A.

Switch#configure
Switch(config)#mac-vlan mac-address 00:19:56:8a:4c:71 vlan 10 description Dept.A

Switch(config)#show mac-vlan vian 10

MAC-Addr Name VLAN-ID
00:19:56:8A:4C:71  Dept.A 10
Switch(config)#end

User Guide = 194



Configuring MAC VLAN MAC VLAN Configuration

Switch#copy running-config startup-config

2.2.3 Enabling MAC VLAN for the Port
Follow these steps to enable MAC VLAN for the port:

Step 1 configure

Enter global configuration mode.

Step 2 interface {fastEthernet port | range fastEthernet port-list | gigabitEthernet port | range
gigabitEthernet port-list | ten-gigabitEthernet port | range ten-gigabitEthernet port-list |
port-channel port-channel-id | range port-channel port-channel-list}

Enter interface configuration mode.

Step 3 mac-vlan

Enable MAC VLAN for the port.

Step 4 show mac-vlan interface

Verify the configuration of MAC VLAN on each interface.

Step 5 end
Return to privileged EXEC mode.

Step 6 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to enable MAC VLAN for port 1/0/1.
Switch#configure

Switch(config)#interface gigabitEthernet 1/0/1
Switch(config-if)j#mac-vian

Switch(config-if)j#show mac-vlan interface

Port  STATUS

Gi1/0/1 Enable

Gi1/0/2 Disable

Switch(config-if)#end

Switch#copy running-config startup-config
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3.1

3.2

Configuration Example

Network Requirements

Two departments share all the meeting rooms in the company, but use different servers
and laptops. Department A uses Server A and Laptop A, while Department B uses Server B
and Laptop B. Server Aisin VLAN 10 while Server Bis in VLAN 20. It is required that Laptop
A can only access Server A and Laptop B can only access Server B, no matter which
meeting room the laptops are being used in. The figure below shows the network topology.

Figure 3-1  Network Topology

Server B
VLAN 20

Server A
VLAN 10

Gi1/0/5

Switch 3

Switch 1 Switch 2

Gi1/0/1 Gi1/0/1

) Laptop A )
Meeting Room 1  00-19-56-8A-4C-71 Meeting Room 2

Laptop B
00-19-56-82-3B-70

Configuration Scheme

You can configure MAC VLAN to meet this requirement. On Switch 1 and Switch 2, bind the
MAC addresses of the laptops to the corresponding VLANs respectively. In this way, each
laptop can access only the server in the VLAN it joins, no matter which meeting room the
laptops are being used in. The overview of the configuration is as follows:

1) Create VLAN 10 and VLAN 20 on each of the three switches and add the ports to the
VLANSs based on the network topology. For the ports connecting the laptops, set the
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egress rule as Untagged; for the ports connecting to other switch, set the egress rule
as Tagged.

2) On Switch 1 and Switch 2, bind the MAC addresses of the laptops to their
corresponding VLANSs, and enable MAC VLAN for the ports.

Demonstrated with T1600G-28TS, the following sections provide configuration procedure
in two ways: using the GUI and using the CLI.

3.3 Using the GUI

m  Configurations for Switch 1 and Switch 2
The configurations of Switch 1 and Switch 2 are similar. The following introductions take
Switch 1 as an example.

1) Choose the menu L2 FEATURES > VLAN > 802.1Q VLAN > VLAN Config and click

€2 Add to load the following page. Create VLAN 10, and add untagged port 1/0/1 and
tagged port 1/0/2 to VLAN 10. Click Create.
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Figure 3-2 Creating VLAN 10

VLAN Config

VLAN ID: | 10 || 24004, format: 2,4-5,8)

VLAN Name: | Department_A | (1-16 characters)

Untagged Ports

Port: | 101 | (Format: 1/0M1, input or choose below)

UNIT1 LAGS

(2 (4] [&7 (3] [A] (2] (] [ie] (] (3] (] [24]
W] Le) L] Ted Tl D] =] [ D] T2 ] T[] [

[ | Select All

- Selected l_I:I Unselected - Not Available

Tagged Ports

Port: | 1/0/2 | (Format: 1/0M1, input or choose below)

UNIT1 LAGS

88| (] [ (50 (O] [ (] [ie] (] (3] (5] [34]
L Bl Bed T2 Ted Tl D] =] ] D] T2 T [ T

[] Select Al

- Selected l—i—l Unselected - Not Available

2) Choose the menu L2 FEATURES > VLAN > 802.1Q VLAN > VLAN Config and click

e Add to load the following page. Create VLAN 20, and add untagged port 1/0/1 and
tagged port 1/0/2 to VLAN 20. Click Create.
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Figure 3-3 Creating VLAN 20

VLAN Config

VLAN ID: [20 || 24004, format: 2.4.5.8)

VLAN Name: | Department_B | (1-16 characters)

Untagged Ports

Port: | 17011 | (Format: 1/0/1, input or choose below)

UNIT1 LAGS

(2 (4] 05 s Cho] [ (4] Che] (] [20] (2] [24]
M e EE ] EEE EE

[] Select All

- Selected ﬂ Unselected - Not Available

Tagged Ports

Part: | 1/042 | (Format: 1/0/1, input or choose below)

UNITA LAGS

] e e e (e (] (B (2 (5] (E (s
LR EEEEEE EE

[ | Select All

- Selected ﬂ Unselected - Mot Available

Cancel

3) Choose the menu L2 FEATURES > VLAN > MAC VLAN and click e Add to load the
following page. Specify the corresponding parameters and click Create to bind the

MAC address of Laptop A to VLAN 10 and bind the MAC address of Laptop B to VLAN
20.

Figure 3-4 Creating MAC VLAN

MAC VLAN Config

MAC Address: | 00-19-56-8A-4C-T1 | (Format: D0-00-00-00-00-01)
Description: | PCA | (1-8 characters)
VLAN: ® ID (O Name

| 10

(1-4094)

Cancel

4) Choose the menu L2 FEATURES > VLAN > MAC VLAN to load the following page. In the
Port Enable section select port 1/0/1 and click Apply to enable MAC VLAN.
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Figure 3-5 Enabing MAC VLAN for the Port

Port Enable

UNIT1 LAGS

(2 [ [o [%] (o] (] (] (] [ [58] [22] [54] [26] (%]
W) L2 e B Ll ol [l e 7 ] (] 2] ) ()

Select All

ﬂ Selected ﬂ Unselected - Not Available

Apply
MAC VLAN Config
@ Add
D MAC Address Description VLAN ID VLAN Name Operation
1 00-19-56-8a-4c-71 PCA 10 Department-A 4 1T}
2 00-19-56-82-3b-70 PCB 20 Department-B D o
Total: 2

5) Click - to save the settings.

m  Configurations for Switch 3

1) Choose the menu L2 FEATURES > VLAN > 802.1Q VLAN > VLAN Config and click

9 Add to load the following page. Create VLAN 10, and add untagged port 1/0/4 and
tagged ports 1/0/2-3 to VLAN 10. Click Create.
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Figure 3-6 Creating VLAN 10

Configuration Example

VLAN Config

VLAN ID: |10 || 2-4092, format: 2.4-5.5)
VLAN Name: | Departmant A | (1-16 characters)
Untagged Ports
Port 04 | (Format: 41011, nput or choose beiow)
UNIT1 LAGS
| GGG s s e e

Tagged Ports

L R Bed B R B e B B B ] 1

- Selected ﬂ Unselected - Not Available

=] 7]

Port:

[] Select All

| 102-3

| (Format: 1/0/1, input or choose below)

]

[

UNIT1 LAGS

Ce [T [fo] [ (4] 6] [ia] (50] (] [24]
Led [ T [ [e] el Tl B 2] 1]

- Selected ﬂ Unselected - Mot Available

(=] 7]

2) Click Create to load the following page. Create VLAN 20, and add untagged port 1/0/5
and tagged ports 1/0/2-3 to VLAN 20. Click Create.
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3.4

Figure 3-7 Creating VLAN 20

VLAN Config

VLAN ID: | 20 | 24004, format: 2.45,8)

WVLAN Name: | Department_B | (1-16 characters)

Untagged Ports

Port: | 1/0/5 | (Format: 1/0/1, input or choose below)

UNITA LAGS

(2 (4] (9] [ [fe] (%] (] [fe] (] (3] (] [34]
@@E@@@@@@@@ =] 7]

[ | Select All

- Selected ﬁ Unselectad - Not Available

Tagged Ports

Port: | 1/0/2-3 | (Format: 1/0/1, input or choose below)

UNITA LAGS

B8+ (% (7 [fo) (%] (] [fe] ] (3] (2] [34]
L Mt L B T B Lel [e ] D] [ ] (2] (][]

[ | Select All

- Selected I—:—I Unselected - Not Available

el

3) Click - to save the settings.

Using the CLI

m  Configurations for Switch 1 and Switch 2

The configurations of Switch 1 and Switch 2 are the same. The following introductions take
Switch 1 as an example.

1) Create VLAN 10 for Department A and create VLAN 20 for Department B.
Switch_1#configure
Switch_1(config)#vlan 10
Switch_1(config-vlan)#name deptA

Switch_1(config-vlan)#exit
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2)

3)

1)

2)

Switch_1(config)#vlan 20
Switch_1(config-vlan)#name deptB

Switch_1(config-vlan)#exit

Add tagged port 1/0/2 and untagged port 1/0/1 to both VLAN 10 and VLAN 20. Then
enable MAC VLAN on port 1/0/1.

Switch_1(config)#interface gigabitEthernet 1/0/2
Switch_1(config-if)f#tswitchport general allowed vlan 10,20 tagged
Switch_1(config-if)#exit

Switch_1(config)#interface gigabitEthernet 1/0/1
Switch_1(config-if)f#switchport general allowed vlan 10,20 untagged
Switch_1(config-ifffmac-vian

Switch_1(config-if)#exit

Bind the MAC address of Laptop A to VLAN 10 and bind the MAC address of Laptop B
to VLAN 20.

Switch_1(config)#mac-vlan mac-address 00:19:56:8A:4C:71 vlan 10 description PCA
Switch_1(config)#mac-vlan mac-address 00:19:56:82:3B:70 vlan 20 description PCB
Switch_1(config)#end

Switch_1#copy running-config startup-config

Configurations for Switch 3

Create VLAN 10 for Department A and create VLAN 20 for Department B.
Switch_3#configure

Switch_3(config)#vlan 10

Switch_3(config-vlan)#name deptA

Switch_3(config-vlan)#exit

Switch_3(config)#vlan 20

Switch_3(config-vlan)#name deptB

Switch_3(config-vlan)#exit
Add tagged port 1/0/2 and port 1/0/3 to both VLAN 10 and VLAN 20.

Switch_3(config)#interface gigabitEthernet 1/0/2
Switch_3(config-if)#switchport general allowed vlan 10,20 tagged

Switch_3(config-if)#exit
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Switch_3(config)#interface gigabitEthernet 1/0/3
Switch_3(config-if)#switchport general allowed vlan 10,20 tagged

Switch_3(config-if)#exit
3) Add untagged port 1/0/4 to VLAN 10 and untagged port 1/0/5 to VLAN 20.

Switch_3(config)#interface gigabitEthernet 1/0/4
Switch_3(config-if)#switchport general allowed vlan 10 untagged
Switch_3(config-if)#exit

Switch_3(config)#interface gigabitEthernet 1/0/5
Switch_3(config-if)#switchport general allowed vlan 20 untagged
Switch_3(config-if)#end

Switch_3#copy running-config startup-config
Verify the Configurations

m  Switch 1

Switch_1#show mac-vlan all

MAC Add Name VLAN-ID
00:19:56:8A:4C:71 PCA 10
00:19:56:82:3B:70 PCB 20

m Switch 2

Switch_2#show mac-vlan all

MAC Address Description VLAN
00:19:56:8A:4C:71 PCA 10
00:19:56:82:3B:70 PCB 20

m  Switch 3

Switch_3#show vlan
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10
20

System-VLAN

DeptA

DeptB

Configuration Example

Status Ports
active Gi1/0/1, Gi1/0/2, Gi1/0/3, Gi1/0/4,
Gi1/0/5, Gi1/0/6, Gi1/0/7, Gi1/0/8
active Gi1/0/2, Gi1/0/3, Gi1/0/4
active Gi1/0/2, Gi1/0/3, Gi1/0/5
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4 Appendix: Default Parameters

Default settings of MAC VLAN are listed in the following table.

Table 4-1 Default Settings of MAC VLAN

Parameter

MAC Address

Description

VLAN ID

Port Enable

Default Setting

None

None

None

Disabled

Appendix: Default Parameters
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Configuring Protocol VLAN Overview

Overview

Protocol VLAN is a technology that divides VLANs based on the network layer protocol.
With the protocol VLAN rule configured on the basis of the existing 802.1Q VLAN, the
switch can analyze specific fields of received packets, encapsulate the packets in specific
formats, and forward the packets with different protocols to the corresponding VLANS.
Since different applications and services use different protocols, network administrators
can use protocol VLAN to manage the network based on specific applications and
services.

The figure below shows a common application scenario of protocol VLAN. With protocol
VLAN configured, Switch 2 can forward IPv4 and IPv6 packets from different VLANSs to the
IPv4 and IPv6 networks respectively.

Figure 1-1  Common Application Scenario of Protocol VLAN

IPv4 Internet IPv6 Internet

IPv4 Hosts IPv6 Hosts
VLAN 10 VLAN 20
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2 Protocol VLAN Configuration

To complete protocol VLAN configuration, follow these steps:
1) Configure 802.1Q VLAN.
2) Create protocol template.

3) Configure Protocol VLAN.
Configuration Guidelines

B You can use the IP, ARP, RARP, and other protocol templates provided by TP-Link
switches, or create new protocol templates.

® |n a protocol VLAN, when a port receives an untagged data packet, the switch will first
search for the protocol VLAN matching the protocol type value of the packet. If there
is a match, the switch will insert the corresponding VLAN tag to the data packet and
forward it within the VLAN. Otherwise, the switch will forward the data packet to the
default VLAN based on the PVID (Port VLAN ID) of the receiving port. (If MAC VLAN is
also configured, the switch will first process Protocol VLAN, then MAC VLAN.) When
the port receives a tagged data packet, the switch will directly process the data packet
according to the processing rule of the 802.1 Q VLAN.

2.1 Using the GUI

2.1.1 Configuring 802.1Q VLAN

Before configuring protocol VLAN, create an 802.1Q VLAN and set the port type according
to network requirements. For details, refer to Configuring 802.1Q VLAN.
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2.1.2 Creating Protocol Template

Choose the menu L2 FEATURES > VLAN > Protocol VLAN > Protocol Template to load
the following page.

Figure 2-1 Check the Protocol Template

Protocol Template Config

@ Add
ID Template Name Protocol Type
1 P Ethernet Il 0800
2 ARP Ethemet Il 0306
3 RARP Ethemet Il 3035
4 IPX SNAP
5 AT SNAP
Total: 5

Follow these steps to create a protocol template:

1) Check whether your desired template already exists in the Protocol Template Config
section. If not, click e Add to create a new template.

Figure 2-2 Creating a Protocol Template

Protocol Template Config

Template Mame: | | (1-8 characters
Frame Type: @ Ethemnet Il ) SNAP O LLC
Ether Type: | | (4 hexadecimal integers, 0600-FFFF)

K==

Template Name Give a protocol name to identify the protocol template.

Frame Type Select the frame type of the new protocol template.

Ethernet ll: A common Ethernet frame format. Select to specify the Frame Type
by entering the Ether Type.

SNAP: An Ethernet 802.3 frame format based on IEEE 802.3 and IEEE 802.2 SNAP.
Select to specify the Frame Type by entering the Ether Type.

LLC: An Ethernet 802.3 frame format based on IEEE 802.3 and IEEE 802.2 LLC.
Select to specify the Frame Type by entering the DSAP and SSAP.

Ether Type Enter the Ethernet protocol type value for the protocol template. It is available
when Ethernet Il and SNAP is selected. It is the Ether Type field in the frame and
is used to identify the data type of the frame.
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2.1.3

DSAP Enter the DSAP value for the protocol template. It is available when LLC is
selected. It is the DSAP field in the frame and is used to identify the data type of
the frame.

SSAP Enter the SSAP value for the protocol template. It is available when LLC is
selected. It is the SSAP field in the frame and is used to identify the data type of
the frame.

2) Click Create.

@ Note:

A protocol template that is bound to a VLAN cannot be deleted.

Configuring Protocol VLAN

Choose the menu L2 FEATURES > VLAN > Protocol VLAN > Protocol VLAN Group and
click €9 Add to load the following page.

Figure 2-3  Configure the Protocol VLAN Group

Protocol VLAN Group Config

Template Name: | - |

WVLAN: @® VLANID O VLAN Name

VLAN ID: | | (1-4094)

802.1p Priority: | 0 v |

Port: | | (Format: 1/0M. input or choose below)
UNIT1 LAGS

(27 [0 o] [ [ (2] [34] ('] (8] (0] (5] [24] [36] [
L R B B B B e O B B B B

Select All

- Selected ﬂ Unselected - Not Available
=0

Follow these steps to configure the protocol group:

1) Inthe Protocol Group Config section, specify the following parameters.
Template Name Select the previously defined protocol template.

VLAN ID/Name Enter the ID number or name of the 802.1Q VLAN that will be bound to the
Protocol VLAN.
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2.2

2.2.1

2.2.2

802.1p Priority Specify the 802.1p priority for the packets that belong to the protocol VLAN. The
switch will determine the forwarding sequence according this value. The packets
with larger value of 802.1p priority have the higher priority.

2) Select the desired ports. Click Create.

@ Note:

The member port of an LAG (Link Aggregation Group) follows the configuration of the LAG and not its
own. The configurations of the port can take effect only after it leaves the LAG.

Using the CLI

Configuring 802.1Q VLAN

Before configuring protocol VLAN, create an 802.1Q VLAN and set the port type according
to network requirements. For details, refer to Configuring 802.1Q VLAN.

Creating a Protocol Template

Follow these steps to create a protocol template:

Step 1 configure

Enter global configuration mode.

Step 2 protocol-vian template name protocol-name frame { ether_2 ether-type type | snap
ether-type type | lic dsap dsap_type ssap ssap_type }

Create a protocol template.
protocol-name: Specify the protocol name with 1 to 8 characters.

type: Enter4 hexadecimal numbers as the Ethernet protocol type for the protocol template.
Itis the Ether Type field in the frame and is used to identify the data type of the frame.

dsap_type: Enter 2 hexadecimal numbers as the DSAP value for the protocol template. It is
the DSAP field in the frame and is used to identify the data type of the frame.

ssap_type: Enter 2 hexadecimal numbers as the SSAP value for the protocol template. It is
the SSAP field in the frame and is used to identify the data type of the frame.

Step 3 show protocol-vlan template

Verify the protocol templates.

Step 4 end
Return to Privileged EXEC Mode.

Step 5 copy running-config startup-config

Save the settings in the configuration file.
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The following example shows how to create an IPv6 protocol template:
Switch#configure

Switch(config)#protocol-vlan template name IPv6 frame ether_2 ether-type 86dd
Switch(config)#show protocol-vian template

Index  Protocol Name Protocol Type

1 P Ethernetll ether-type 0800
2 ARP Ethernetll ether-type 0806
3 RARP Ethernetll ether-type 8035
4 IPX SNAP ether-type 8137
5 AT SNAP ether-type 809B
6 IPv6 Ethernetll ether-type 86DD
Switch(config)#end

Switch#copy running-config startup-config

2.2.3 Configuring Protocol VLAN

Follow these steps to configure protocol VLAN:

Step 1 configure

Enter global configuration mode.

Step 2 show protocol-vlan template

Check the index of each protocol template.

Step 3 protocol-vilan vlan vid priority priority template index
Bind the protocol template to the VLAN.
vid : Enter the ID number of the 802.1Q VLAN that will be bound to the Protocol VLAN.
priority : Specify the 802.1p priority for the packets that belong to the protocol VLAN. The
switch will determine the forwarding sequence according this value. The packets with larger

value of 802.1p priority have the higher priority.

index : Specify the protocol template index.

Step 4 show protocol-vlan vlan

Check the protocol VLAN index (entry-id) of each protocol group.
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Step 5

Step 6

Step 7

Step 8

interface {fastEthernet port | range fastEthernet port-list | gigabitEthernet port | range
gigabitEthernet port-list | ten-gigabitEthernet port | range ten-gigabitEthernet port-list |
port-channel port-channel-id | range port-channel port-channel-list}

Enter interface configuration mode.

protocol-vlan group entry-id

Add the specified port to the protocol group.

entry-id: Protocol VLAN index.

end

Return to Privileged EXEC Mode.

copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to bind the IPv6 protocol template to VLAN 10 and add
port 1/0/2 to protocol VLAN:

Switch#configure

Switch(config)#show protocol-vian template

Index

Protocol Name Protocol Type

IP Ethernetll ether-type 0800
ARP Ethernetll ether-type 0806
RARP Ethernetll ether-type 8035
IPX SNAP ether-type 8137
AT SNAP ether-type 809B
IPv6 Ethernetll ether-type 86DD

Switch(config)#protocol-vlan vlan 10 priority 5 template 6

Switch(config)#show protocol-vian vian

Index

Protocol-Name VID  Priority Member

IPv6 10 0

Switch(config)#interface gigabitEthernet 1/0/2

Switch(config-if)#protocol-vian group 1

Switch(config-if)#show protocol-vian vian
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Index Protocol-Name VID Priority Member

1 IPv6 10 5 Gi1/0/2
Switch(config-if)#end

Switch#copy running-config startup-config
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3.1

3.2

Configuration Example

Network Requirements

A company uses both IPv4 and IPv6 hosts, and these hosts access the IPv4 network
and IPv6 network respectively via different routers. It is required that IPv4 packets are
forwarded to the IPv4 network, IPv6 packets are forwarded to the IPv6 network, and other
packets are dropped.

The figure below shows the network topology. The IPv4 host belongs to VLAN 10, the IPv6
host belongs to VLAN 20, and these hosts access the network via Switch 1. Switch 2 is
connected to two routers to access the IPv4 network and IPv6 network respectively. The
routers belong to VLAN 10 and VLAN 20 respectively.

Figure 3-1  Network Topology

IPv4 Internet IPv6 Internet

Router 2

Router 1

Gi1/0/2 Gi1/0/3

VLAN 10 VLAN 20
Switch 2
Switch 1

Gi1/0/2
YLAN 20

Gi1/0/1
VLAN 10

IPv4 Host IPv6 Host

Configuration Scheme

You can configure protocol VLAN on port 1/0/1 of Switch 2 to meet this requirement.
When this port receives packets, Switch 2 will forward them to the corresponding VLANs
according to their protocol types. The overview of the configuration on Switch 2 is as
follows:

User Guide = 216



Configuring Protocol VLAN Configuration Example

1) Create VLAN 10 and VLAN 20 and add each port to the corresponding VLAN.

2) Use the IPv4 protocol template provided by the switch, and create the IPv6 protocol
template.

3) Bind the protocol templates to the corresponding VLANs to form protocol groups, and
add port 1/0/1 to the groups.

For Switch 1, configure 802.1Q VLAN according to the network topology.

Demonstrated with T1600G-28TS, this chapter provides configuration procedures in two
ways: using the GUI and using the CLI.
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3.3 Using the GUI

m  Configurations for Switch 1

1) Choose the menu L2 FEATURES > VLAN > 802.1Q VLAN > VLAN Config and click

e Add to load the following page. Create VLAN 10, and add untagged port 1/0/1 and
untagged port 1/0/3 to VLAN 10. Click Create.

Figure 3-2  Create VLAN 10

VLAN Config

VLAN ID: (10 | | 24004, format: 2,458

VLAMN Name: | IPv4 | (1-16 characters)

Untagged Ports

Port: | 1/0/1,1/003 | (Format: 1/0M1, input or choose below)

UNIT1 LAGS

[ 09 O ) ) [ (0 () ) ) ()
WD EREERERE B

[] Select Al

- Selected ﬂ Unselected - Mot Available

Tagged Ports

Port: | | (Format: 1/0/1, input or choose below)

UNITH LAGS

(2 [ (9] (e [io] (2] (] [Ae] (58] [58] [22] [24]
L Bed Bed B Bed Bl Bl B B Bl el 1B [ [

[] Select Al

- Selected ﬁ Unselected - Not Available

Cancel
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Configuration Example

2) Click e Add to load the following page. Create VLAN 20, and add untagged ports
1/0/2-3 to VLAN 20. Click Create.

Figure 3-3 Create VLAN 20

VLAN Config

VLAN ID: | 20 || 24094, format 2.4-5.8)
VLAN Name: | IPv6 || ¢1-16 cnaracters)
Untagged Ports
Port | 1023 | (Format: 11011, input or choose below)
UNITA LAGS
I | Fl s e s e e

Tagged Ports

L e L R b Bl sl Ll Gs ] ] 1)

- Selected ﬂ Unselected - Mot Available

=] 7]

Port:

] Select All

| | (Format: 1/0/1, input or choose below)

UNIT1 LAGS

(27 (4] [6] (57 [he] (A (5] [Ge] [ia] [56] [22] [24]
L Ll [ Bed T Bl s e G 2] 1]

- Selected ﬂ Unselected - Not Available

(=] 7]

3) Click - to save the settings.
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m  Configurations for Switch 2

1) Choose the menu L2 FEATURES > VLAN > 802.1Q VLAN > VLAN Config and click

0 Add to load the following page. Create VLAN 10, and add tagged port 1/0/1 and
untagged port 1/0/2 to VLAN 10. Click Create.

Figure 3-4  Create VLAN 10

VLAN Config

Configuration Example

VLAN ID: |10 || 2-4092, format- 2.4-5.5)
VLAN Name: | 1Pva |} c1-16 characters)
Untagged Ports
Port: | o2 | (Format: 17011, input or choose below)
UNITA LAGS
Co [l e e G e e e

Tagged Ports

Ll R B [ Fe L] Gl s Gr) O] (2] (2]
- Selected ﬂ Unselected - Not Available

(=] 7]

Port:

[] Select Al

|. 1/01 | (Format: 1/0f1, input or choose below)

UNITH LAGS

(2] (4] [&] [ (][] (5] (%] [da] (50] [2] (2]

W e Le] [ Ted [l [l ] Tl Be] 2] 1]

- Selected ﬂ Unselectad - Not Available

(=] 7]
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Configuration Example

2) Click ﬂ Add to load the following page. Create VLAN 20, and add tagged port 1/0/1
and untagged port 1/0/3 to VLAN 20. Click Create.

Figure 3-5 Create VLAN 20

VLAN Config

VLAN ID: |20 || 24094, format 2.4-5.2)
VLAN Name: | IPv6 || (1-16 characters)
Untagged Ports
Port: LK | (Format 11011, input or choose beiow)
UNIT1 LAGS
T 6 i 0 Y O 1 £

Tagged Ports

O | e 2 e B ) G ) O (] [

- Selected I—:—I Unselected - Not Available

=] [

Port:

[] Select All

| 1/01 | (Format: 1/0/1, input or choose below)

UNIT1 LAGS

(2 [+ (%] (3] [6] (2] (4] (%] (6] (0] (5] [24]

WL L] B B Ll Bl s B B B B

- Selected I—';‘—I Unszelected - Mot Available

(=] 7]
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Configuration Example

3) Choose the menu L2 FEATURES > VLAN > 802.1Q VLAN > Port Config to load the
following page. Set the PVID of port 1/0/2 and port 1/0/3 as 10 and 20 respectively .

Click Apply.

Figure 3-6 Port Configuration

Port Config

UNIT1

Port

Ingress Checking

Acceptable Frame
Types

LAG

Details

v

1700

112

17013

17104

1105

1106

v

1108

1109

/010

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Admit All

Admit All

Admit All

Admit All

Admit All

Admit All

Admit All

Admit All

Admit All

Admit All

Details

Details

Details

Details

Details

Details

Details

Details

Details

Details

-

Total: 28

1 entry selected.

‘ Cancel ‘ Apply |

4) Choose the menu L2 FEATURES > VLAN > Protocol VLAN > Protocol Template and

5)

click 9 Add to load the following page. Enter IPv6 in the protocol name, select the
Ethernet Il frame type, enter 86DD in the Ether Type field, and click Create to create

the IPv6 protocol template.

Tips: The IPv4 protocol template is already provided by the switch. You only need to
create the IPv6 protocol template.

Figure 3-7 Create the IPv6 Protocol Template

Protocol Template Config

Template Name: | IPv6 || (1-8 characters
Frame Type: @ Ethernet Il O SNAP O LLC
Ether Type: | B6DD | 4 hexadecimal integers, 0600-FFFF

oo

Choose the menu L2 FEATURES > VLAN > Protocol VLAN > Protocol VLAN Group

and click 9 Add to load the following page. Select the IP protocol name (that is the
IPv4 protocol template), enter VLAN ID 10, select port 1, and click Create. Select the

IPv6 protocol name, enter VLAN ID 20, select port 1, and click Create.
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Figure 3-8  Configure the IPv4 Protocol Group

Protocol VLAN Group Config

Configuration Example

Template Name: | I=] - |
VLAN: @ VLANID O VLAN Nanfe
VLAN ID- | 10 | (1-4094)
802.1p Priority: 0 v |
Port: | 1101 | (Format: 1/0/1, input or choose below)

UNIT1 LAGS

L]

e [2] [e] [o] [&] [10] [12] [1¢] [3e] [1e] [=0] [22] [2¢] [25] [2¢]

E@@@@@@@@@@@@
-Selected

Figure 3-9 Configure the IPv6 Protocol Group

Protocol VLAN Group Config

ﬂ Unselected - Mot Available

Cancel

=)

Template Name: | IPv6 v |

WLAN: @ VLANID O VLAN Narfe

VLAN ID: |20 || 14009

802.1p Priority: | 0 v |

Port: | 10 | (Format: 1/0M1, input or choose below)
UNIT1 LAGS

(2 (4] [ (0 (] () [5d] (o) (58] (6] (2] [34] [38] (8]
= (2] 2 e B ) B ) () () () () [

- Selected

[] Select All

ﬂ Unselected - Not Available

6) Click - to save the settings.
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3.4 Usingthe CLI

1)

Configurations for Switch 1

Create VLAN 10 and VLAN 20.
Switch_1#configure
Switch_1(config)#vlan 10
Switch_1(config-vlan)#name IPv4
Switch_1(config-vlan)#exit
Switch_1(config)#vlan 20
Switch_1(config-vlan)#name IPv6

Switch_1(config-vlan)#exit

Configuration Example

2) Adduntagged port 1/0/1 to VLAN 10. Add untagged port 1/0/2 to VLAN 20. Add untagged

1)

port 1/0/3 to both VLAN10 and VLAN 20.

Switch_1(config)#interface gigabitEthernet 1/0/1
Switch_1(config-if)#switchport general allowed vian 10 untagged
Switch_1(config-if)#exit

Switch_1(config)#interface gigabitEthernet 1/0/2
Switch_1(config-if)itswitchport general allowed vlan 20 untagged
Switch_1(config-if)#exit

Switch_1(config)#interface gigabitEthernet 1/0/3
Switch_1(config-if)#switchport general allowed vlan 10,20 untagged
Switch_1(config-if)#end

Switch_1#copy running-config startup-config

Configurations for Switch 2
Create VLAN 10 and VLAN 20.

Switch_2#configure
Switch_2(config)#vlan 10
Switch_2(config-vlan)#name IPv4
Switch_2(config-vlan)#exit
Switch_2(config)#vlan 20
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2)

3)

4)

Switch_2(config-vlan)#name IPv6

Switch_2(config-vlan)#exit

Add tagged port 1/0/1 to both VLAN 10 and VLAN 20. Specify the PVID of untagged
port 1/0/2 as 10 and add it to VLAN 10. Specify the PVID of untagged port 1/0/3 as 20
and add it to VLAN 20.

Switch_2(config)#tinterface gigabitEthernet 1/0/1
Switch_2(config-if)#switchport general allowed vlan 10,20 tagged
Switch_2(config-if)#exit

Switch_2(config)#interface gigabitEthernet 1/0/2
Switch_2(config-if)#switchport pvid 10
Switch_2(config-if)#switchport general allowed vlan 10 untagged
Switch_2(config-if)#exit

Switch_2(config)#interface gigabitEthernet 1/0/3
Switch_2(config-if)#switchport mode general
Switch_2(config-if)#tswitchport pvid 20
Switch_2(config-if)itswitchport general allowed vlan 20 untagged
Switch_2(config-if)#exit

Create the IPv6 protocol template.
Switch_2(config)#protocol-vlan template name IPv6 frame ether_2 ether-type 86dd
Switch_2(config)#show protocol-vian template

Index Protocol Name Protocol Type

1 IP Ethernetll ether-type 0800
2 ARP Ethernetll ether-type 0806
3 RARP Ethernetll ether-type 8035
4 IPX SNAP ether-type 8137
5 AT SNAP ether-type 809b
6 IPv6 Ethernet Il ether-type 86dd

Configure the protocol groups.
Switch_2(config)#protocol-vlan vlan 10 priority O template 1

Switch_2(config)#protocol-vian vlan 20 priority O template 6
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5) Add port 1/0/1 to the protocol groups.

Configuration Example

Switch_2(config)#show protocol-vilan vian

Index Protocol-Name VID

1 IP 10

2 IPv6 20

Member

Switch_2(config)#interface gigabitEthernet 1/0/1

Switch_2(config-if)#protocol-vian group 1

Switch_2(config-if)#protocol-vian group 2

Switch_2(config-if)#exit

Switch_2(config)#end

Switch_2#copy running-config startup-config

Verify the Configurations

m Switch 1
Verify 802.1Q VLAN configuration:

Switch_1#show vlan

VLAN Name Status

1 System-VLAN active

10 IPv4 active

20 IPve active
®m Switch 2

Verify 802.1Q VLAN configuration:

Switch_2#show vlan

Ports

Gi1/0/1, Gi1/0/2, Gi1/0/3, Gi1/0/4

Gi1/0/25, Gi1/0/26, Gi1/0/27, Gi1/0/28

Gi1/0/1, Gi1/0/3
Gi1/0/2, Gi1/0/3
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VLAN Name Status Ports

1 System-VLAN active Gi1/0/1, Gi1/0/2, Gi1/0/3, Gi1/0/4

Gi1/0/25, Gi1/0/26, Gi1/0/27, Gi1/0/28
10 IPv4 active Gi1/0/1, Gi1/0/2
20 IPv6 active Gi1/0/1, Gi1/0/3

Verify protocol group configuration:

Switch_2#show protocol-vlan vian

Index Protocol-Name VID Priority Member
1 IP 10 0 Gi1/0/1
2 IPv6 20 0 Gi1/0/1
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4 Appendix: Default Parameters

Default settings of Protocol VLAN are listed in the following table.

Table 4-1 Default Settings of Protocol VLAN

Parameter Default Setting
1 IP Ethernet Il ether-type 0800
2 ARP Ethernet Il ether-type 0806
Protocol Template Table 3 RARP  Ethernetll ether-type 8035
4 IPX SNAP ether-type 8137
5 AT SNAP ether-type 809B

Appendix: Default Parameters
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L

1.1

VLAN-VPN

Overview

@ Note:

VLAN VPN is only available on certain devices. To check whether your device supports this feature,
refer to the actual web interface. If VLAN VPN is available, there is L2 FEATURES > VLAN > VLAN VPN
in the menu structure.

VLAN-VPN (Virtual Private Network) is an easy-to-implement layer 2 VLAN technology, and
it is usually deployed at the edge of the ISP (Internet Service Provider) network.

With VLAN-VPN, when forwarding packets from the customer network to the ISP network,
the switch adds an outer tag to the packets with outer VLAN ID. Thus, packets can be
transmitted through ISP networks with double VLAN tags. In the ISP network, packets
are forwarded according to the outer VLAN tag (VLAN tag of the ISP network), while the
inner VLAN tag is treated as part of the payload. When forwarding packets from the ISP
network to the customer network, the switch remove the outer VLAN tag of the packets.
Thus, packets are forwarded according to the inner VLAN tag (VLAN tag of the customer
network) in the customer network.

The following figure shows the typical application scenario of VLAN-VPN. To realize the
communication between two customer VLANs across the ISP network, you can configure
VLAN-VPN at the ISP edge switches to allow packets from customer VLAN 100 and VLAN
200 to be forwarded through the ISP network with the outer tag of VLAN 1050.

Figure 1-1  Application Scenario of VLAN-VPN
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1.2

Supported Features

The VLAN-VPN function includes: basic VLAN-VPN and flexible VLAN-VPN (VLAN
mapping).

Basic VLAN-VPN

All packets from customer VLANs are encapsulated with the same VLAN tag of the ISP
network, and sent to the ISP network. Additionally, you can set the TPID (Tag Protocol
Identifier) for compatibility with devices in the ISP network.

Flexible VLAN-VPN

You can configure different VLANs in the customer network to map to different VLANSs in
the ISP network.

When the switch receives a packet with the customer network tag, the switch will check
the VLAN Mapping List. If a match is found, the switch encapsulates the packet with the
corresponding VLAN tag of the ISP network, and forwards it to the corresponding port. If
no match is found, the switch process the packet in rules of MAC VLAN, Protocol VLAN and
802.1Q VLAN. For untagged packets, the switch directly processes them in rules of MAC
VLAN, Protocol VLAN and 802.1Q VLAN.
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2 Basic VLAN-VPN Configuration

To complete the basic VLAN-VPN configuration, follow these steps:
1) Configure 802.1Q VLAN.

2) Configure NNI ports and UNI ports.

3) Enable VLAN-VPN globally.

Configuration Guidelines

m The TPID preset by the switch is 0x8100. If the devices in the ISP network do not
support this value, you should change it to ensure VLAN-VPN packets sent to the ISP
network can be recognized and forwarded by devices of other manufacturers.

B You can go to 802.1Q VLAN section to specify the Ingress Checking feature according
to your needs. If the Ingress Checking is enabled, the port will perform this operation
first then process the packets based on the VLAN-VPN configuration. If Ingress
Checking is disabled, the port will process the packets directly based on the VLAN-VPN
configuration.

2.1 Using the GUI

2.1.1 Configuring 802.1Q VLAN

Before configuring VLAN-VPN, create 802.1Q VLAN add ports to corresponding VLANs
and configure Ingress Checking on ports according to your needs. For details, refer to
Configuring 802.1Q VLAN.
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2.1.2 Configuring Basic VLAN-VPN

Basic VLAN-VPN Configuration

Choose the menu L2 FEATURES > VLAN > VLAN VPN > VPN Config to load the following

page.
Figure 2-1 Basic VPN Configuration
Global Config
VLAN VPN: Enable
=
Port Config
UNIT1 AGS ‘
Port Port Role TPID Missdrop Use Inner Priority
v v
140N 8100 Disabled Disabled -
1/0r2 3100 Disabled Disabled
14053 3100 Disabled Disabled
1/0r4 2100 Disabled Disabled
11015 2100 Disabled Disabled
1106 2100 Disabled Disabled
107 2100 Disabled Disabled
11053 2100 Disabled Disabled
1/0r9 2100 Disabled Disabled
1/0/10 3100 Disabled Disabled .
Total: 28 1 entry selectad. | Cancel m

Follow these steps to configure the basic VLAN-VPN parameters:

1) Inthe Global Config section, enable VLAN VPN globally, and click Apply.

VLAN VPN

Enable the VLAN VPN function globally.

2) Inthe VPN Port Config section, select on or more ports and configure the corresponding
parameters. Click Apply.

Port Role

Select the port role that will take effect in the VLAN-VPN function.

NNI: NNI ports are usually connected to the ISP network, and the packets
forwarded by these port have outer VLAN tags.

UNI: UNI ports are usually connected to the customer network. The outer VLAN

tags will be added or removed when the packets are forwarded by the UNI port.

Note:

The direct shift between ports modes UNI and NNI is not supported. To switch from

the current mode to another mode, you can change the port role to “--" first.

User Guide = 233



Configuring VLAN-VPN (Only for Certain Devices) Basic VLAN-VPN Configuration

2.2

2.2.1

2.2.1

TPID Specify the value of TPID. TPID is a field of VLAN tag and is modified to make the
double tagged packets identifiable to devices from different vendors.

Missdrop Enable the Missdrop feature. This option only can take effect on tagged packets.
With Missdrop enabled, the tagged packets that don't match the VLAN Mapping
entries will be dropped.

Note:

For T2600G-28TS/T2600G-28MPS/T2600G-28SQ/T2600G-52TS, Missdrop can
only be enabled on UNI ports.

For T2600G-18TS, Missdrop can only be enabled on NNI ports.

Use Inner Enable this function and the switch will determine the forwarding sequence of the
Priority packets according to the 802.1p priority of the inner VLAN tag.

Itis available only when the port role is UNI.

@ Note:

¢ The PVID of the UNI port should be specified as the VLAN ID of the ISP VLAN.

. The member port of an LAG (Link Aggregation Group) follows the configuration of the LAG and
not its own. The configurations of the port can take effect only after it leaves the LAG.

Using the CLI

Configuring 802.1Q VLAN

Before configuring VLAN-VPN, create 802.1Q VLAN, add ports to corresponding VLANs
and configure Ingress Checking on ports according to your needs. For details, refer to
Configuring 802.1Q VLAN.

Configuring Basic VLAN-VPN

Follow these steps to configure basic VLAN-VPN:

Step 1 configure

Enter global configuration mode.

Step 2 dot1qg-tunnel
Enable the VLAN-VPN feature globally.

Step 3 interface {fastEthernet port | range fastEthernet port-list | gigabitEthernet port | range
gigabitEthernet port-list | ten-gigabitEthernet port | range ten-gigabitEthernet port-list |
port-channel port-channel-id | range port-channel port-channel-list}

Enter interface configuration mode.
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Step 4 switchport dot1qg-tunnel mode { nni | uni}
Select the port role that will take effect in the VLAN-VPN function.

nni : NNI ports are usually connected to the ISP network, and the packets forwarded by
these port have outer VLAN tags.

uni : UNI ports are usually connected to the customer network. The outer VLAN tags will be
added or removed when the packets are forwarded by the UNI port.

Note:

The direct shift between ports modes uni and nni is not supported. To switch from the current
mode to another mode, you can use no switchport dot1qg-tunnel mode to disable the current
mode.

Step 5 switchport dot1qg-tunnel tpid tpid
Specify the value of TPID. TPID is a field of VLAN tag and is modified to make the double
tagged packets identifiable to devices from different vendors.

tpid: Enter the IPID for the port. It must be 4 Hex integers. By default, it is 8100.

Step 6 switchport dot1qg-tunnel missdrop

Enable the Missdrop feature. This option only can take effect on tagged packets. With
Missdrop enabled, the tagged packets that don't match the VLAN Mapping entries will be
dropped. By default, it is disabled.

Note:
For T2600G-28TS/T2600G-28MPS/T2600G-28SQ/T2600G-52TS, Missdrop can only be
enabled on UNI ports.

For T2600G-18TS, Missdrop can only be enabled on NNI ports.

Step 7 switchport dot1qg-tunnel use_inner_priority

Enable this function and the switch will determine the forwarding sequence of the packets
according to the 802.1p priority of the inner VLAN tag. By default, it is disabled.

Itis available only when the port mode is UNI.

Step 8 show dot1qg-tunnel
Verify the global configuration of VLAN-VPN.

Step 9 show dot1qg-tunnel interface

Verify the interface configuration of basic VLAN-VPN.

Step 10 end
Return to privileged EXEC mode.

Step 11 copy running-config startup-config

Save the settings in the configuration file.
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The following example shows how to enable the VLAN-VPN feature globally, set port 1/0/1
of switch as the UNI port and 1/0/2 as the NNI port:

Switch#configure

Switch(config)#dot1qg-tunnel
Switch(config)#interface gigabitEthernet 1/0/1
Switch(config-if)#switchport dot1qg-tunnel mode uni
Switch(config-if)#exit

Switch(config)#interface gigabitEthernet 1/0/2
Switch(config-if)##switchport dot1qg-tunnel mode nni
Switch(config-if)#show dot1g-tunnel

VLAN-VPN Mode: Enabled

Mapping Mode: Disabled
Switch(config-if)#show dot1q-tunnel interface

Port Type Tpid Use Inner Priority LAG

Gi1/0/1 UNI  0x8100 Disable N/A
Gi1/0/2 NNI  0x8100 Enable N/A

Switch(config-if)#end

Switch#copy running-config startup-config
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Flexible VLAN-VPN Configuration

To complete the flexible VLAN-VPN configuration, follow these steps:
1) Configure 802.1Q VLAN and basic VLAN-VPN.
2) Configure VLAN mapping.

Configuration Guidelines

m  Before you start, configure 802.1Q VLAN and the basic VLAN-VPN.

B You can specify the PVID of the UNI port according to your needs. The untagged
packets and the tagged packets that don't the VLAN mapping entry may be added the
outer VLAN tag with this PVID according to your configuration.

3.1 Using the GUI

Choose the menu L2 FEATURES > VLAN > VLAN VPN > VLAN Mapping to load the
following page.

Figure 3-1 Enable Flexible VLAN-VPN

Global Config

VLAN Mapping: Enable

VLAN Mapping Config

@ Add

SP VLAN - ;
Index Port CWVLANID CVLANName SPVLANID Name Description Operation

Mo entries in this table.

Total: 0

Follow these steps to configure flexible VLAN-VPN:
1) Inthe Global Config section, enable VLAN mapping globally and click Apply.

2) In the VLAN Mapping Config section, click G} Add to load the following page.
Configure the following parameters.
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Figure 3-2 Create VLAN Mapping Entry

VLAN Mapping Config
Port | | (Format: 1/0/1)

CVLAN: @ 1D O Name
| | (1-4004)
SP VLAN: @® ID (O Name
| | (1-4094)
Description: | | (Optional. 1-16 characters)
‘ Cancel ‘ Create
Port For some devices, choose a UNI port to enable VLAN mapping. For other devices,

choose a NNI port to enable VLAN mapping.

C VLAN Specify the customer VLAN of the UNI port by entering the VLAN ID or VLAN
Name.

SP VLAN Specify the ISP VLAN of the UNI port by entering the VLAN ID or VLAN Name.

Description Give a description to identify the VLAN Mapping.

3) Click Create.

3.2 Usingthe CLI

Follow these steps to configure flexible VLAN-VPN:

Step 1 configure

Enter global configuration mode.

Step 2 dot1g-tunnel mapping
Enable VLAN mapping globally.

Step 3 interface {fastEthernet port | range fastEthernet port-list | gigabitEthernet port | range
gigabitEthernet port-list | ten-gigabitEthernet port | range ten-gigabitEthernet port-list |
port-channel port-channel-id | range port-channel port-channel-list}

For some devices, choose a UNI port to enable VLAN mapping. For other devices, choose a
NNI port to enable VLAN mapping.
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Step 4 switchport dot1qg-tunnel mapping c-vlan sp-vlan [ descript ]
Set VLAN mapping entries for the specified port.

c vlan' Enter VLAN ID of the customer network.
sp vian: Enter VLAN ID of the ISP network.

descript: Give a description to identify the VLAN Mapping.

Step 5 end
Return to privileged EXEC mode.

Step 6 copy running-config startup-config

Save the settings in the configuration file.

The following example shows how to enable VLAN mapping and set a VLAN mapping entry
named mapping1 on port 1/0/3 to map customer network VLAN 15 to ISP network VLAN
1040:

Switch#configure
Switch(config)#dot1qg-tunnel mapping
Switch(config)#show dot1q-tunnel

VLAN-VPN Mode: Enabled

Mapping Mode: Enabled
Switch(config)#interface gigabitEthernet 1/0/3
Switch(config-if)#switchport dot1qg-tunnel mapping 15 1040 mapping1
Switch(config-if)#show dot1q-tunnel mapping
Port C-VLAN SP-VLAN  Name
Gi1/0/3 15 1040 mapping
Switch(config-if)#end

Switch#copy running-config startup-config
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4 Configuration Examples

4.1

4.1.1

Example for Basic VLAN VPN

Network Requirements

A company has two stations, and the computers belong to VLAN 100 and VLAN 200
respectively. The ISP VLAN is VLAN 1050 and the TPID adopted by the ISP network is
0x9100.

The two stations need to communicate with each other through the ISP network. And it is
required that the traffic from VLAN 100 and VLAN 200 should be transmitted in VLAN 1050.

Figure 4-1  Network Topology

NNI Port
i1/0/1

MNI Port

Switch 1 Switch 2

Gi1/0/2
UNI Port

Gi1/0/2 Gi1/0/1

I PRI PP P
I PP P IP P

200 VLAN 100 VLAN 200 VLAN 100

4.1.2 Configuration Scheme

To meet the requirement that all the traffic from VLAN 100 and VLAN 200 should be
transmitted through VLAN 1050, users can configure basic VLAN VPN on Switch 1 and
Switch 2 to allow packets sent with double VLAN tags, and thus ensure the communication
between them. The general configuration procedure is as follows:

Here we only introduce the configuration schemes on switch 1 and switch 3, for the
configurations on switch 2 are the same as those on switch 1, and the configurations on
switch 4 are the same as those on switch 3.
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1) Configure 802.1Q VLAN on switch 1. The parameters are shown below:
VLAN 100 VLAN 200 VLAN 1050 PVID

Port 1/0/1 - - Tagged Keep the
default value

Port 1/0/2 Tagged Tagged Untagged 1050

2) Configure 802.1Q VLAN on switch 3. The parameters are shown below:

VLAN 100 VLAN 200 PVID
Port 1/0/1 Untagged - 100
Port 1/0/2 - Untagged 200
Port 1/0/3 Tagged Tagged Keep the

default value

3) Configure VLAN VPN on switch 1. Set port 1/0/1 as NNI port and port 1/0/2 as UNI port;
configure the TPID as 0x9100.

Demonstrated with T2600G-28TS, this chapter provides configuration procedures in two

ways: using the GUI and using the CLI.

4.1.3 Using the GUI

®  Configuring Switch 1:

1) Goto L2 FEATURES > VLAN > 802.1Q VLAN to create VLAN 100, VLAN 200 and VLAN
1050. Configure the egress rule of port 1/0/2 in VLAN 100 and VLAN 200 as Tagged,
and in VLAN 1050 as Untagged; Configure the egress rule of port 1/0/1 in VLAN 1050
as Tagged.
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Figure 4-2 Create VLAN 100

VLAN Config

VLAM D:

WVLAN Name:

Untagged Ports

[ 100

J (2-4094, format: 2,4-5,8)

[ C_VLAN100

| (1-16 characlers)

Configuration Examples

Port:

[ Select Al

Tagged Ports

Poit

[ Select Al

0] 03] (5 (7] 090 [ [%] [Ge] O] (6] G (3] (B8] (=]
R EEEEEEE

- Selected

BRI

(4] 03 0% (7] [0 (] (] (e O] O] (24 (3] (8] (&)

J (Formai: 17001, input or choose below)

LINIT1 LAGS

—'_—| Unselected - Mot Available

l (Fodmal. 100, inpul of Chidoge Dalow)

UINITH LAGE

WCe Ced B3 Dol (2 [ (o] L) () (2] (] (2] [=)

(o) [
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Figure 4-3 Create VLAN 200

VLAN Config

VLAN ID: 200 | | 24094, tormat: 2,4.5,2)
VLAN Name: " c_VLAN200 | |c1-16 cnaracters;
Untagged Ports
Port: | J (Format: 1f0¥1, input or choose below)
LINITH LAGS
. FHEPrfFFAEGEEEEEE @
elec
(2] (5] (&) (3] () () (3] (] () () (2] [36] (3] (2]
- Selected —'_—| Unselected - Not Available
Tagged Ports
Port - 1iof2 l (Foamatl. 17071, input o choose below)
LIMIT1 LAGS
B (] [37 57 (7] [ [ (W] (el O] O8] [ [380 [3%8] [
Y BmmErEmEEEEEEEE
e | [
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Figure 4-4 Create VLAN 1050

Configuration Examples

VLAN Config

VLAN ID l 1050 . (2-4094. format 2,4-5,6)
VLAM Mama: | SP_VLAN1050 haractar:
Untagged Ports
Paoit | 112 - (Format 11, inpul of Choose Delo
LINITA LAGS
n 8 8 Le® L e e e O W ] Y [ Lm g
V]3] 5] (7] o] [v] 3] [as] 7] 9] [21] [23] [ [27]
Select All ' o . o '
[ | [ 28
| 7] [e] (3] [o] 2] (8] (] (] (=] [2] (4] [38] [28]
ﬁ Salactad |-'_—| Unzelactad - Mot Avallania
Tagged Ports
Part | 10 {Format 1/, input or choose helow)
LINITA LAGS
L 1 L1 e o A o O ol O o O o O T e O W 1
“!3 [5 7] [9 n] 3] [s] [w] 9] [21] [23] [28 [27]
Salect Al : . .
2] [#] [&] [8] 0] (2] (4] [ [e] (3] 2] [=] [3] [28]

2) Go to L2 FEATURES > VLAN > Port Config to set the PVID as 1050 for port 1/0/2 and
leave the default vaule 1 for port 1/0/1.

Figure 4-5 Configuring PVID

Fort Config
UNIT1 AGE

AECEplaDII‘-_‘ Frame

Part FVID Ingress Checking LAG Dedails
Types

1050 - L
| 1TV 1 Enabiad Admn Al — Details
| [/ U2 1050 | Enabled Admi Al B Details

3) Go to L2 FEATURES > VLAN > VLAN VPN > VPN Config, enable VLAN VPN globally;
set port 1/0/1 as NNI port and port /1/0/2 as UNI port. Specify the TPID of port 1/0/1 as

9100.
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Figure 4-6 Enabling VLAN VPN Globally and Configuring the Ports

Global Config

Paort Config
LINITA
Port Part Role TRID Missdrop
101 NN 2100 Disebiad
12 UN 8100 Dsabied
1003 = 2100 Disabied

4) Click - to save the settings.

m  Configuring Switch 3:

Configuration Examples

Use Inner Prionty
DOisabled
Disanled

Disabled

1) Go to L2 FEATURES > VLAN > 802.1Q VLAN to create VLAN 100 and VLAN 200.
Configure the egress rules of port 1/0/1 in VLAN 100 as Untagged; egress rules of port
1/0/2 in VLAN 200 as Untagged; egress rule of port 1/0/3 in VLAN 100 and VLAN 200 as

Tagged.
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Figure 4-7 Creating VLAN 100
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Figure 4-8 Creating VLAN 200

VLAN Config
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2) Go to L2 FEATURES > VLAN > Port Config to set the PVID as 100 for port 1/0/1 and

200 for port 1/0/2.

Figure 4-9 Configuring PVID

Port Config

UNITH AGS
Port PVID Ingress Checking SR LAG Detalls
Types

1101 100 Enabiled Admit All Details =
U2 20 Enabled Admit All — Details
11v3 1 Enabled Admit Al Detaik

3) Click - to save the settings.

4.1.4 Using the CLI

The configurations of Switch 1 and Switch 2 are similar. The following introductions take
Switch 1 as an example.

1) Create VLAN 1050, VLAN 100 and VLAN 200.

Switch_1#configure
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2)

3)

4)

1)

Switch_1(config)#vlan 1050
Switch_1(config-vlan)#name SP_VLAN
Switch_1(config-vlan)#exit
Switch_1(config)#vlan 100
Switch_1(config-vlan)#name C_VLAN100
Switch_1(config-vlan)#exit
Switch_1(config)#vlan 200
Switch_1(config-vlan)#name C_VLAN200

Switch_1(config-vlan)#exit

Add port 1/0/1 to VLAN 1050 as tagged port, modify PVID as 1050, set the port as NNI
port and specify the TPID as 9100.

Switch_1(config)#interface gigabitEthernet 1/0/1
Switch_1(config-if)#switchport general allowed vlan 1050 tagged
Switch_1(config-if)#switchport pvid1050
Switch_1(config-if)#switchport dot1g-tunnel mode nni

Switch_1(config-if)#switchport dot1g-tunnel tpid 9100
Switch_1(config-if)#exit

Add port 1/0/2 to VLAN 1050 as untagged port, and add it to VLAN 100 and VLAN 200 as
tagged port. Modify PVID of the port as 1050. Set the port as the UNI port.

Switch_1(config)#interface gigabitEthernet 1/0/2
Switch_1(config-if)#switchport general allowed vlan 1050 untagged
Switch_1(config-if)f#tswitchport general allowed vlan 100,200 tagged
Switch_1(config-if)#switchport pvid 1050
Switch_1(config-ifitswitchport dot1g-tunnel mode uni

Switch_1(config-if)#exit
Enable VLAN VPN globally

Switch_1(config)#dot1g-tunnel
Switch_1(config)#end

Switch_1#copy running-config startup-config

Configuring Switch 3
Create VLAN 100 and VLAN 200.
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Switch_3#configure
Switch_3(config)#vlan 100
Switch_3(config-vlan)#name C_VLAN100
Switch_3(config-vlan)#exit
Switch_3(config)#vlan 200
Switch_3(config-vlan)#name C_VLAN200

Switch_3(config-vlan)#exit

2) Add port 1/0/1 to VLAN 100 and port 1/0/2 to VLAN 200 as untagged ports; add port
1/0/3 to VLAN 100 and VLAN 200 as tagged ports. Configure the PVID as 100 for port
1/0/1 and 200 for port 1/0/2.

Switch_3(config)#interface gigabitEthernet 1/0/1
Switch_3(config-if)jtswitchport general allowed vlan 100 untagged
Switch_3(config-if)#tswitchport pvid 100

Switch_3(config-if)#exit

Switch_3(config)#interface gigabitEthernet 1/0/2
Switch_3(config-if)itswitchport general allowed vlan 200 untagged
Switch_3(config-if)#switchport pvid 200

Switch_3(config-if)#exit

Switch_3(config)#interface gigabitEthernet 1/0/3
Switch_3(config-if)#switchport general allowed vlan 100,200 tagged
Switch_3(config-if)#end

Switch_3#copy running-config startup-config

Verify the VLAN VPN Configurations on Switch 1
Verify the configurations of global VLAN VPN:

Switch_3#show dot1g-tunnel
VLAN VPN Mode: Enabled

Mapping Mode: Disabled

Verify the configurations of VPN up-link port and VPN port:

Switch_3#show dot1qg-tunnel interface
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Port Type Tpid Use Inner Priority LAG
Gi1/0/1  NNI 0x9100 Disable N/A
Gi1/0/2  UNI 0x8100 Enable N/A
Gi1/0/3 NONE 0x8100 Disable N/A
Gi1/0/4 NONE 0x8100 Disable N/A

Verify the port configuration:

Switch_3#show interface switchport gigabitEthernet 1/0/1
Port Gi1/0/1:

PVID: 1050

Acceptable frame type: All

Ingress Checking: Enable

Member in LAG: N/A

Link Type: General

Member in VLAN:

Vian Name Egress-rule
1 System-VLAN Untagged
1050 SP_VLAN Tagged

Switch_3#show interface switchport gigabitEthernet 1/0/2
Port Gi1/0/2:

PVID: 1050

Acceptable frame type: All

Ingress Checking: Enable

Member in LAG: N/A

Link Type: General

Member in VLAN:
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Vian Name Egress-rule
1 System-VLAN Untagged
100 C_VLAN100 Tagged
200 C_VLAN200 Tagged
1050 SP_VLAN Untagged

4.2 Example for Flexible VLAN VPN

4.2.1 Network Requirements

A company has two stations, and the computers belong to VLAN 100 and VLAN 200
respectively. The ISP VLAN is VLAN 1050 and VLAN 1060, and the TPID adopted by the ISP
network is 0x9100.

The two stations need to communicate with each other through the ISP network. And it
is required that the traffic from VLAN 100 should be transmitted in VLAN 1050, while the
traffic from VLAN 200 should be transmitted in VLAN 1060.

Figure 4-10 Network Topology

MMl Port
i1/041

MNMNI Port

Swatch 1 Switch 2

Switch 3

49 99 98 &
49 99 99 &S

VLAM 200 VLAM 100 VLAM 200 WLAM 100

4.2.2 Configuration Scheme
To meet the requirement that all the traffic from VLAN 100 and VLAN 200 need to be

transmitted through different ISP VLANSs, users can configure flexible VLAN VPN on Switch
1 and Switch 2 to map VLAN 100 to VLAN 1050 and VLAN 200 to VLAN 1060, so packets
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4.2.3

from VLAN 100 and VLAN 200 will be transmitted through VLAN 1050 and VLAN 1060
respectively.

Here we only introduce the configuration scheme on Switch 1 and Switch 3, for the
configurations on Switch 2 are the same as that on Switch 1, and the configurations on
Switch 4 are the same as that on Switch 3.

1) Configure 802.1Q VLAN on Switch 1. The parameters are shown below:

VLAN 100 VLAN 200 VLAN 1050 VLAN 1060
Port 1/0/1 - - Tagged Tagged
Port 1/0/2 Tagged Tagged Untagged Untagged

2) Configure 802.1Q VLAN on Switch 3. The parameters are shown below:

VLAN 100 VLAN 200 PVID
Port 1/0/1 Untagged - 100
Port 1/0/2 - Untagged 200
Port 1/0/3 Tagged Tagged Keep the

default value

3) Configure VLAN VPN on Switch 1. Set port 1/0/1 as NNI port and port 1/0/2 as UNI port;
configure the TPID as 0x9100; map VLAN 100 to VLAN 1050 and VLAN 200 to VLAN
1060.

Demonstrated with T2600G-28TS, this chapter provides configuration procedures in two
ways: using the GUI and using the CLI.

Using the GUI

®  Configuring Switch 1:

1) Go to L2 FEATURES > VLAN > 802.1Q VLAN to create VLAN 100, VLAN 200, VLAN
1050 and VLAN 1060. Configure the egress rule of port 1/0/2 in VLAN 100 and VLAN
200 as Tagged, and Untagged in VLAN 1050 and VLAN 1060; Configure the egress rule
of port 1/0/1 in VLAN 1050 and VLAN 1060 as Tagged.
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Figure 4-11 Create VLAN 100
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Figure 4-12 Create VLAN 200

VLAN Config
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Figure 4-13 Create VLAN 1050
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Figure 4-14 Create VLAN 1060

VLAN Config
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2) Go to L2 FEATURES > VLAN > VLAN VPN > VPN Config, enable VLAN VPN globally;
set port 1/0/1 as NNI port and port /1/0/2 as UNI port. Specify the TPID of port 1/0/1 as
9100.

Select All

] [37

Figure 4-15 Enabling VLAN VPN Globally and Configuring the Ports

Global Config

wan e

Apply
Port Config
UNIT1 ‘ LAGS
Part Part Role TPID Missdrop Use Inner Priarity
1o NI 9100 Dizabled Dicabled +
12 UNI 8100 Disabled Disabled
or3 - 8100 Disabled Disabled

3) Go to L2 FEATURES > VLAN > VLAN VPN > VLAN Mapping, enable VLAN Mapping
globally. Then configure VLAN mapping for the UNI port 1/0/2.
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Figure 4-16  Mapping VLAN 100 to VLAN 1050

VLAN Mapping Config

Part:

Select All
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Cancel

Figure 4-17 Mapping VLAN 200 to VLAN 1060

VLAN Mapping Config

Port:

Select All

C VLAN:

SP VLAN:
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4) Click - to save the settings.

m  Configuring Switch 3:

11072
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| (Optional. 1-16 characters)

1) Go to L2 FEATURES > VLAN > 802.1Q VLAN to create VLAN 100 and VLAN 200.
Configure the egress rules of port 1/0/1 in VLAN 100 as Untagged; egress rules of port
1/0/2 in VLAN 200 as Untagged; egress rule of port 1/0/3 in VLAN 100 and VLAN 200 as

Tagged.
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Figure 4-18 Creating VLAN 100
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Figure 4-19 Creating VLAN 200
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2) Go to L2 FEATURES > VLAN > Port Config to set the PVID as 100 for port 1/0/1 and

200 for port 1/0/2.

Figure 4-20 Configuring PVID

Port Config

UNITH AGS
Port PVID Ingress Checking e LAG Detalls
Types

1101 100 Enabiled Admit All Details =
U2 20 Enabled Admit All — Details
11v3 1 Enabled Admit Al Detaik

3) Click - to save the settings.

4.2.4 Using the CLI

m  Configuring Switch 1
1) Create VLAN 100, VLAN 200, VLAN 1050 and VLAN 1060.

Switch_1#configure
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2)

3)

4)

Switch_1(config)#vlan 1050
Switch_1(config-vlan)#name SP_VLAN1050
Switch_1(config-vlan)#exit
Switch_1(config)#vlan 1060
Switch_1(config-vlan)#name SP_VLAN1060
Switch_1(config-vlan)#exit
Switch_1(config)#vlan 100
Switch_1(config-vlan)#name C_VLAN100
Switch_1(config-vlan)#exit
Switch_1(config)#vlan 200
Switch_1(config-vlan)#name C_VLAN200

Switch_1(config-vlan)#exit

Add port 1/0/1 to VLAN 1050 and VLAN 1060 as tagged port, set the port as NNI port and
specify the TPID as 9100.

Switch_1(config)#interface gigabitEthernet 1/0/1
Switch_1(config-if)#switchport general allowed vlan 1050,1060 tagged
Switch_1(config-if)#switchport dot1g-tunnel mode nni

Switch_1(config-if)ftswitchport dot1g-tunnel tpid 9100
Switch_1(config-if)#exit

Add port 1/0/2 to VLAN 1050 and VLAN 1060 as untagged port, and add it to VLAN 100
and VLAN 200 as tagged port. Set the port as the UNI port.

Switch_1(config)#interface gigabitEthernet 1/0/2
Switch_1(config-if)jtswitchport general allowed vlan 1050,1060 untagged
Switch_1(config-if)f#switchport general allowed vlan 100,200 tagged
Switch_1(config-ifitswitchport dot1g-tunnel mode uni

Switch_1(config-if)#exit

Enable VLAN mapping. Map VLAN 100 to VLAN 1050 and VLAN 200 to VLAN 1060 for
port 1/0/2.

Switch_1(config)#dot1g-tunnel mapping
Switch_1(config)#interface gigabitEthernet 1/0/2
Switch_1(config-if)ftswitchport dot1g-tunnel mapping 100 1050 mapping

Switch_1(config-ifi#tswitchport dot1g-tunnel mapping 200 1060 mapping
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Switch_1(config-if)#exit
5) Enable VLAN VPN globally

Switch_1(config)#dot1g-tunnel
Switch_1(config)#end

Switch_1#copy running-config startup-config

m  Configuring Switch 3
1) Create VLAN 100 and VLAN 200.

Switch_3#configure
Switch_3(config)#vlan 100
Switch_3(config-vlan)#name C_VLAN100
Switch_3(config-vlan)#exit
Switch_3(config)#vlan 200
Switch_3(config-vlan)#name C_VLAN200

Switch_3(config-vlan)#exit

2) Add port 1/0/1 to VLAN 100 and port 1/0/2 to VLAN 200 as untagged ports; add port
1/0/3 to VLAN 100 and VLAN 200 as tagged ports. Configure the PVID as 100 for port
1/0/1 and 200 for port 1/0/2.

Switch_3(config)#tinterface gigabitEthernet 1/0/1
Switch_3(config-if)#switchport general allowed vian 100 untagged
Switch_3(config-if)#switchport pvid 100

Switch_3(config-if)#exit

Switch_3(config)#interface gigabitEthernet 1/0/2
Switch_3(config-if)#switchport general allowed vlan 200 untagged
Switch_3(config-if)#tswitchport pvid 200

Switch_3(config-if)#exit

Switch_3(config)#interface gigabitEthernet 1/0/3
Switch_3(config-if)#switchport general allowed vlan 100,200 tagged
Switch_3(config-if)#end

Switch_3#copy running-config startup-config
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5 Appendix: Default Parameters

Default settings of VLAN VPN are listed in the following table.

Table 5-1 Default Settings of VLAN VPN

Parameter Default Setting
Global VLAN VPN Disabled

Port Role None

Global TPID 0x8100
Missdrop Disabled

Use Inner Priority Disabled
VLAN Mapping Disabled
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Configuring GVRP Overview

L

Overview

GVRP (GARP VLAN Registration Protocol) is a GARP (Generic Attribute Registration
Protocol) application that allows registration and deregistration of VLAN attribute values
and dynamic VLAN creation.

Without GVRP operating, configuring the same VLAN on a network would require manual
configuration on each device. As shown in Figure 1-1, Switch A, B and C are connected
through trunk ports. VLAN 10 is configured on Switch A, and VLAN 1 is configured on
Switch B and Switch C. Switch C can receive messages sent from Switch A in VLAN 10 only
when the network administrator has manually created VLAN 10 on Switch B and Switch C.

Figure 1-1  VLAN Topology

Switch B

VLAN 10

Switch A Switch C

The configuration may seem easy in this situation. However, for a larger or more complex
network, such manual configuration would be time-consuming and fallible. GVRP can be
used to implement dynamic VLAN configuration. With GVRP, the switch can exchange
VLAN configuration information with the adjacent GVRP switches and dynamically create
and manage the VLANSs. This reduces VLAN configuration workload and ensures correct
VLAN configuration.

Figure 1-2  GVRP Topology

Switch 3 Switchn
VLAN 10-20 VLAN 10-20
Switch 1 Switch 2
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2 GVRP Configuration

To complete GVRP configuration, follow these steps:
1) Create a VLAN.
2) Enable GVRP globally.

3) Enable GVRP on each port and configure the corresponding parameters.

Configuration Guidelines

To dynamically create a VLAN on all ports in a network link, you must configure the same
static VLAN on both ends of the link.

We call manually configured 802.1Q VLAN as static VLAN and VLAN created through GVRP
as dynamic VLAN. Ports in a static VLAN can initiate the sending of GVRP registration
message to other ports. And a port registers VLANs only when it receives GVRP messages.
As the messages can only be sent from one GVRP participant to another, two-way
registration is required to configure a VLAN on all ports in a link. To implement two-way
registration, you need to manually configure the same static VLAN on both ends of the link.

As shown in the figure below, VLAN registration from Switch A to Switch C adds Port 2 to
VLAN 2. And VLAN registration from Switch C to Switch A adds Port 3 to VLAN 2.

Figure 2-1

Dynamic VLAN 2

Switch B

Static VLAN 2 Static VLAN 2

Switch A Switch C

Similarly, if you want to delete a VLAN from the link, two-way deregistration is required. You
need to manually delete the static VLAN on both ends of the link.
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2.1

Using the GUI

GVRP Configuration

Choose the menu L2 FEATURES > VLAN > GVRP > GVRP Config to load the following

page.

Figure 2-1  GVRP Config

GVRP
GVRP: Enable
| Apply
Port Config
UNITT LAGS
. . LeaveAll Timer Join Timer (20-  Leave Timer (60-
ID  Port Status Registration (1000-30000 1000 3000 LAG
Mode centiseconds) centiseconds) centiseconds)
-]
1 1/0/1 Disabled Normal 1000 20 60 -

2 14012 Disabled Normal 1000 20 60

3 14073 Disabled Normal 1000 20 &0

4 11074 Disabled Normal 1000 20 60

5 1005 Disabled Normal 1000 20 &0

6 14076 Disabled Normal 1000 20 60

7 107 Disabled Normal 1000 20 60

3 1078 Disabled Normal 1000 20 60

9 1/0/9 Disabled Normal 1000 20 60

10 1010 Disabled Normal 1000 20 60 .

Total: 28 1 entry selected. Cancel m

Follow these steps to configure GVRP:

1) Inthe GVRP section, enable GVRP globally, then click Apply.

2) In the Port Config section, select one or more ports, set the status as Enable and
configure the related parameters according to your needs.

Port

Status

Registration
Mode

Select the desired port for GVRP configuration. It is multi-optional.

Enable or disable GVRP on the port. By default, it is disabled.

Select the GVRP registration mode for the port.

Normal: In this mode, the port can dynamically register and deregister VLANSs,
and transmit both dynamic and static VLAN registration information.

Fixed: In this mode, the port is unable to dynamically register and deregister
VLANSs, and can transmit only the static VLAN registration information.

Forbidden: In this mode, the port is unable to dynamically register and deregister
VLANS, and can transmit only the information of VLAN 1.
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LeaveAll Timer When a GARP participant is enabled, the LeaveAll timer will be started. When

(centisecond) the LeaveAll timer expires, the GARP participant will send LeaveAll messages to
request other GARP participants to re-register all its attributes. After that, the
participant restarts the LeaveAll timer.

The timer ranges from 1000 to 30000 centiseconds and should be an integral
multiple of 5. The default value is 1000 centiseconds.

Join Timer Join timer controls the sending of Join messages. A GVRP participant starts the

(centisecond) Join timer after sending the first Join message. If the participant does not receive
any response, it will send the second Join message when the Join timer expires
to ensures that the Join message can be sent to other participants.

The timer ranges from 20 to 1000 centiseconds and should be an integral
multiple of 5. The default value is 20 centiseconds.

Leave Timer The Leave timer controls attribute deregistration. A participant will send a Leave

(centisecond) message if it wants other participants to deregister some of its attributes. The
participant receiving the message starts the Leave timer. If the participant does
not receive any Join message of the corresponding attribute before the Leave
timer expires, the participant deregisters the attribute.

The timer ranges from 60 to 3000 centiseconds and should be an integral
multiple of 5. The default value is 60 centiseconds.

LAG Displays the LAG the portisin.

3) Click Apply.

@ Note:

. The member port of an LAG follows the configuration of the LAG and not its own. The
configurations of the port can take effect only after it leaves the LAG.

. The egress rule of the ports that are dynamically added to the VLAN is tagged.
. The egress rule of the fixed ports should be tagged.

¢ When setting the timer values, make sure that the values are within the required range. The
configuration value for LeaveAll timer should be greater than or equal to ten times the Leave
timer value. The value for Leave timer should be greater than or equal to two times the Join
timer value.

2.2 Using the CLI

Step 1 configure

Enter Global Configuration Mode.

Step 2 gvrp
Enable GVRP globally.
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Step 3 interface {fastEthernet port | range fastEthernet port-list | gigabitEthernet port | range
gigabitEthernet port-list | ten-gigabitEthernet port | range ten-gigabitEthernet port-list |
port-channel port-channel-id | range port-channel port-channel-list}

Enter interface configuration mode.

Step 4 gvrp
Enable GVRP on the port.
Step 5 gvrp registration { normal | fixed | forbidden }

Configure the GVRP registration mode for the port. By default, it is normal.

normal: In this mode, the port can dynamically register and deregister VLANs, and transmit
both dynamic and static VLAN registration information.

fixed: n this mode, the port is unable to dynamically register and deregister VLANs, and can
transmit only the static VLAN registration information.

forbidden: In this mode, the port is unable to dynamically register and deregister VLANS,
and can transmit only information of VLAN 1.

Step 6 gvrp timer { leaveall | join | leave } value

Set the GARP timers according to your needs.

leaveall: When a GARP participant is enabled, the LeaveAll timer will be started. When the
LeaveAll timer expires, the GARP participant will send LeaveAll messages to request other
GARP participants to re-register all its attributes. After that, the participant restarts the
LeaveAll timer.

join: Join timer controls the sending of Join messages. A GVRP participant starts the Join
timer after sending the first Join message. If the participant does not receive any response,
it will send the second Join message when the Join timer expires to ensures that the Join
message can be sent to other participants.

leave: The Leave timer controls attribute deregistration. A participant will send a Leave
message if it wants other participants to deregister some of its attributes. The participant
receiving the message starts the Leave timer. If the participant does not receive any Join
message of the corresponding attribute before the Leave timer expires, the participant
deregisters the attribute.

value: Set a value for the timer. It should be an integral multiple of 5. For LeaveAll timer,
the valid values are from 1000 to 30000 centiseconds and the default value is 1000
centiseconds. For Join timer, the valid values are from 20 to 1000 centiseconds and the
default value is 20 centiseconds. For Leave timer, the valid values are from 60 to 3000
centiseconds and the default value is 60 centiseconds.

Step 7 show gvrp global
Verify the global configurations of GVRP.

Step 8 show gvrp interface [ fastEthernet port | gigabitEthernet port | ten-gigabitEthernet port
| port-channel port-channel-id ]

Verify the GVRP configuration of the specified port or LAG.
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Step 9 end
Return to privileged EXEC mode.

Step 10 copy running-config startup-config

Save the settings in the configuration file.

@ Note:

o The member port of an LAG follows the configuration of the LAG and not its own. The
configurations of the port can take effect only after it leaves the LAG.

. The egress rule of the ports dynamically added to the VLAN is tagged.
. The egress rule of the fixed port should be tagged.

. When setting the timer values, make sure that the values are within the required range. The
configuration value for LeaveAll timer should be greater than or equal to ten times the Leave
timer value. The value for Leave timer should be greater than or equal to two times the Join
timer value.

The following example shows how to enable GVRP globally and on port 1/0/1, configure the
GVRP registration mode as fixed and keep the values of timers as default:

Switch#configure

Switch(config)#gvrp

Switch(config)#interface gigabitEthernet 1/0/1
Switch(config-if)#gvrp

Switch(config-if)#gvrp registration fixed
Switch(config-if)#show gvrp global

GVRP Global Status

Enabled

Switch(config-if)# show gvrp interface gigabitEthernet 1/0/1
Port Status Reg-Mode LeaveAll Joinin Leave LAG
Gi1/0/1 Enabled Fixed 1000 20 60 N/A
Switch(config-if)#end

Switch#copy running-config startup-config
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Configuration Example

3.1 Network Requirements

Department A and Department B of a company are connected using switches. Offices of
one department are distributed on different floors. As shown in Figure 3-1, the network
topology is complicated. Configuration of the same VLAN on different switches is required
so that computers in the same department can communicate with each other.

Figure 3-1 Network Topology

Dept. A: VLAN 10 Dept. A: VLAN 10
Switch 1 Switch 3

Gi1/0/1 Gi1/0/1

Gi1/0/2 Gi1/0/2

Switch 5 Switch 6

Gi1/0/1

Gi1/0/3 Gi1/0/3

Gi1/0/1 Gi1/0/1

Switch 2 Switch 4
Dept. B: VLAN 20 Dept. B: VLAN 20

3.2 Configuration Scheme

To reduce manual configuration and maintenance workload, GVRP can be enabled to
implement dynamic VLAN registration and update on the switches.

When configuring GVRP, please note the following:

B The two departments are in separate VLANs. To make sure the switches only
dynamically create the VLAN of their own department, you need to set the registration
mode for ports on Switch 1-4 as Fixed to prevents dynamic registration and
deregistration of VLANs and allow the port to transmit only the static VLAN registration
information.

®  To configure dynamic VLAN creation on the other switches, set the registration mode
of the corresponding ports as Normal to allow dynamic registration and deregistration
of VLANSs.
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3.3

Demonstrated with T1600G-28TS, the following sections provide configuration procedure
in two ways: using the GUI and using the CLI.

Using the GUI

GVRP configurations for Switch 3 are the same as Switch 1, and Switch 4 are the same as
Switch 2. Other switches share similar configurations.

The following configuration procedures take Switch 1, Switch 2 and Switch 5 as examples.

m  Configurations for Switch 1

1) Choose the menu L2 FEATURES > VLAN > 802.1Q VLAN > VLAN Config and click

e Add to load the following page. Create VLAN 10 and add tagged port 1/0/1 to it.
Click Create.

Figure 3-2 Create VLAN 10

VLAN Config

VLAN ID: | 10 || (2-4004, format: 2,4-5,2)

WVLAN Name: | Department_A | (1-16 characters)

Untagged Ports

Port: | | (Format: 1/0/1, input or choose below)

UNITH LAGS

(2 [+ (&7 [3] (] (2] [4] [e] [i8] (30] (5] [24]
L R Bed [ R el [l Tel el L] ] =] (=] [

Select All

- Selected l_I:I Unselected - Mot Available

Tagged Ports

Port: | 11001 | (Format: 1/0/1, input or choose below)

UNITH LAGS

(2] (4] [&] [ (%] (] [4] [Ge] (58] (58] (28] [54]
M R EEEEEEE EE

Select All

- Selected |_I:| Unselected - Not Available

‘ Cancel ‘
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Configuration Example

2) Choose the menu L2 FEATURES > VLAN > GVRP to load the following page. Enable
GVRP globally, then click Apply. Select port 1/0/1, set Status as Enable, and set
Registration Mode as Fixed. Keep the values of the timers as default. Click Apply.

Figure 3-3 GVRP Configuration

GVRP
[ oo ]
Port Config
UNITA ‘ LAGS
- LeaveAll Timer  Join Timer (20-  Leave Timer (60-
D Port Status Registration (1000-30000 1000 3000 LAG
Mode centiseconds) centiseconds) centiseconds)
Enable v ‘ Fixed v
1 1/0M1 Enabled Fixed 1000 20 a0 -
2 11072 Disabled MNormal 1000 20 a0
3 11073 Disabled MNormal 1000 20 a0
4 1/0/4 Disabled MNormal 1000 20 a0
5 1105 Disabled MNormal 1000 20 a0
[i] 1106 Disabled Normal 1000 20 &0
7 1107 Disabled MNormal 1000 20 a0
a8 110/8 Disabled MNormal 1000 20 a0
L] 1/0/9 Disabled Normal 1000 20 &0
10 1/0/10 Disabled MNormal 1000 20 a0 -

Total: 28

1 entry selected.

Cancel |

3) Click - to save the settings.

m  Configurations for Switch 2

1) Choose the menu L2 FEATURES > VLAN > 802.1Q VLAN > VLAN Config and click

0 Add to load the following page. Create VLAN 20 and add tagged port 1/0/1 to it.
Click Create.
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Figure 3-4 Create VLAN 20

VLAN Config

VLAN ID:

VLAN Name:

Untagged Ports

|20

| (2-4094, format: 2,4-5 8)

|. Department_B | (1-16 characters)

Configuration Example

Port:

[] SelectAll

Tagged Ports

| (Format: 1/0/1, input or choose below)

EX
KN

UNITA LAGS

(4 (67 [5] [] [f2] (] [e] [18] [58] [22] [24]
e bed [ [ad B B el Bed L] 2] [22]

- Selected l—';'—l Unselected - Mot Available

(=] 7]

Port:

[] SelectAll

| 1/0i1 | (Format: 1/0/1, input or choose below)

(2]

UNITA LAGS

(4 (67 [5] [] [f2] (] [e] [18] [58] [22] [24]
e bed [ [ad B B el Bed L] 2] [22]

- Selected l—';'—l Unselected - Mot Available

(=] 7]

Cancel

2) Choose the menu L2 FEATURES > VLAN > GVRP to load the following page. Enable
GVRP globally, then click Apply. Select port 1/0/1, set Status as Enable, and set
Registration Mode as Fixed. Keep the values of the timers as default. Click Apply.
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Figure 3-5 GVRP Configuration

Configuration Example

GVRP
GVRP:
[ o ]
Port Config
UNIT1 ‘ LAGS
. i LeaveAll Timer Join Timer (20- Leave Timer (60-
1D Port Status Registration (1000-30000 1000 3000 LAG
Mode centiseconds) centiseconds) centiseconds)
Enable v ‘ Fixed
1 11001 Enabled Fixed 1000 20 60 — .

2 1102 Disabled Mormal 1000 20 60

3 1103 Disabled Mormal 1000 20 60

4 104 Disabled MNormal 1000 20 60

5 1105 Disabled Mormal 1000 20 60

] 1106 Disabled Mormal 1000 20 60

7 107 Disabled Normal 1000 20 &0

8 1108 Disabled Mormal 1000 20 60

g 110/9 Disabled Mormal 1000 20 60

10 1/0M10 Disabled Mormal 1000 20 &0 -

Total: 28 1 entry selected. Cancel |

3) Click - to save the settings.

m  Configurations for Switch 5

1) Choose the menu L2 FEATURES > VLAN > GVRP to load the following page. Enable
GVRP globally, then click Apply. Select ports 1/0/1-3, set Status as Enable, and keep
the Registration Mode and the values of the timers as default. Click Apply.
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Figure 3-6  GVRP Configuration

GVRP
Port Config
UNITH ‘ LAGS
) . LeaveAll Timer Join Timer (20-  Leave Timer (60-
1D Port Status Registration (1000-30000 1000 3000 LAG
Mode centiseconds) centiseconds) centiseconds)
Enable v v
1 1/0/1 Enabled Normal 1000 20 60 .
2 11012 Enabled Normal 1000 20 60
3 14013 Enabled Normal 1000 20 60
4 1/0/4 Disabled Normal 1000 20 60
5 1/0/5 Disabled Normal 1000 20 60
6 1/0/6 Disabled Normal 1000 20 60
7 14017 Disabled Normal 1000 20 60
3 1/0/8 Disabled Normal 1000 20 60
g 1/0/9 Disabled Normal 1000 20 60
10 1010 Disabled Normal 1000 20 60 .
Total: 28 3 entries selectad. Cancel ‘ Apply |

2) Click - to save the settings.

3.4 Usingthe CLI

GVRP configuration for Switch 3 is the same as Switch 1, and Switch 4 is the same as
Switch 2. Other switches share similar configurations.

The following configuration procedures take Switch 1, Switch 2 and Switch 5 as examples.

m  Configurations for Switch 1

1) Enable GVRP globally.
Switch_1#configure

Switch_1(config)#gvrp
2) Create VLAN 10.

Switch_1(config)#vlan 10
Switch_1(config-vlan)#name Department_A

Switch_1(config-vlan)#exit

3) Add tagged port 1/0/1 to VLAN 10. Enable GVRP on the port and set the registration
mode as Fixed.
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1)

2)

Switch_1(config)#interface gigabitEthernet 1/0/1
Switch_1(config-if)#switchport general allowed vlan 10 tagged
Switch_1(config-if)#gvrp

Switch_1(config-if)#gvrp registration fixed
Switch_1(config-if)#end

Switch_1#copy running-config startup-config

Configurations for Switch 2

Enable GVRP globally.
Switch_2#configure

Switch_2(config)#gvrp
Create VLAN 20.

Switch_2(config)#vlan 20
Switch_2(config-vlan)#name Department_B

Switch_2(config-vlan)#exit

Configuration Example

3) Add tagged port 1/0/1 to VLAN 20. Enable GVRP on the port and set the registration

1)

2)

mode as Fixed.

Switch_2(config)#interface gigabitEthernet 1/0/1
Switch_2(config-if)#switchport general allowed vlan 20 tagged
Switch_2(config-if)#gvrp

Switch_2(config-if)#gvrp registration fixed
Switch_2(config-if)#end

Switch_2#copy running-config startup-config

Configurations for Switch 5

Enable GVRP globally.
Switch_5#configure

Switch_5(config)#gvrp
Enable GVRP on ports 1/0/1-3.

Switch_5(config)#interface range gigabitEthernet 1/0/1-3
Switch_5(config-if-range)#gvrp

Switch_5(config-if-range)#end
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Switch_5#copy running-config startup-config
Verify the Configuration

m  Switch 1
Verify the global GVRP configuration:
Switch_1#show gvrp global
GVRP Global Status

Enabled

Verify GVRP configuration for port 1/0/1:
Switch_1#show gvrp interface

Port Status Reg-Mode LeaveAll Joinin Leave LAG

Gi1/0/1 Enabled  Fixed 1000 20 60 N/A
Gi1/0/2 Disabled Normal 1000 20 60 N/A
m  Switch 2

Verify the global GVRP configuration:
Switch_2#show gvrp global
GVRP Global Status

Enabled

Verify GVRP configuration for port 1/0/1:
Switch_2#show gvrp interface

Port Status Reg-Mode LeaveAll Joinin Leave LAG

Gi1/0/1 Enabled  Fixed 1000 20 60 N/A
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Gi1/0/2 Disabled Normal 1000

m Switch5
Verify global GVRP configuration:
GVRP Global Status

Enabled

Verify GVRP configuration for ports 1/0/1-3:
Switch_5#show gvrp interface

Port Status Reg-Mode LeaveAll

Gi1/0/1 Enabled Normal 1000
Gi1/0/2 Enabled Normal 1000
Gi1/0/3 Enabled Normal 1000
Gi1/0/4 Disabled Normal 1000

20

Joinln

60

N/A

LAG

N/A
N/A
N/A
N/A

Configuration Example
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4 Appendix: Default Parameters

Default settings of GVRP are listed in the following tables.

Table 4-1 Default Settings of GVRP

Parameter

Global Config
GVRP

Port Config
Status
Registration Mode
LeaveAll Timer
Join Timer

Leave Timer

Default Setting

Disabled

Disabled

Normal

1000 centiseconds
20 centiseconds

60 centiseconds

Appendix: Default Parameters
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Configuring Private VLAN (Only for Certain Devices) Overview

1 Overview

@ Note:

Private VLAN is only available on certain devices. To check whether your device supports this feature,
refer to the actual web interface. If Private VLAN is available, there is L2 FEATURES > VLAN > Private
VLAN in the menu structure.

Common large networks such as ISP networks generally isolate users by VLANs. However,
with the increasing number of users, upper-layer devices have to create large amount
of VLANs to manage all the users. According to IEEE 802.1Q protocol, each upper-
layer device can create no more than 4094 VLANs, which means upper-layer devices in
backbone networks will face shortage of VLANs. By creating primary VLAN and secondary
VLAN, private VLAN is an effective solution to this problem.

Based on 802.1Q VLAN, private VLAN pairs a secondary VLAN with a primary VLAN. A
primary VLAN can pair with more than one secondary VLANs to compose several private
VLANSs. In a private VLAN, Layer 2 isolation can be achieved between end users with
secondary VLANSs, while upper-layer devices only need to recognize primary VLANSs, which
solves the problem of VLAN shortage. Meanwhile, private VLAN resolves the conflicts
triggered when users' need of VLANs is different from what the ISP can provide.

The network models of traditional VLAN and private VLAN are shown in Figure 1-1 and
Figure 1-2 respectively. In the network model of traditional VLAN, isolation between users
is achieved by creating VLAN2, VLAN3 and VLANA4. In this case, the upper-layer device,
Switch A, needs to recognize 3 VLANs including VLANZ2, VLAN3 and VLANA4.

Figure 1-1  Topology of Traditional VLAN

Switch A

Switch B
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If private VLAN is configured on Switch B, Switch A only needs to recognize primary VLAN,
VLANS5; and end users can be isolated by secondary VLANs, VLAN2, VLAN3 and VLANA4,
saving VLAN resources for Switch A.

Figure 1-2  Topology of Private VLAN

VLANS
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2 Private VLAN Configurations

2.1

Using the GUI

9 Note:

If you need to create a private VLAN with existing VLANSs, delete all member ports of the existing
VLANSs before creating the private VLAN.

Choose the menu L2 FEATURES > VLAN > Private VLAN and click e Add to load the
following page.

Figure 2-1  Configuring Private VLAN

Private VLAN Config

Primary VLAN: | | (2-4004)
Secondary VLAN: | | (2-4094, format: 2,4-5,8)
Secondary VLAN Type: @ Community O Isolated

Promiscuous Ports

Port: | . (Format: 1/0M1, input or choose below)

UNIT1 LAGS

Csoean D000 [T 8 O 8] (8] (A7) [0 (B4 (3] (8] (o7
L2d LA bed B ol Ll L] e Led L] (2] D) L) (28]

- Selected |_I;L| Unselected - Not Available

Host Ports

Port: (Format: 1/0M1, input or choose below)

UNIT1 LAGS

O suem L 1050 [7] 0o (4] (] (5 [ (58] [54] (3] (28] (or
L2 B e o e ] R Bl e ) [ T ]

- Selected |_I:| Unselected - Not Available
Cancel Create
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1) Enter the IDs of Primary VLAN and Secondary VLAN, and select Secondary VLAN Type.

Primary VLAN Enter an ID for Primary VLAN. A primary VLAN can pair with more than one
secondary VLANs to compose several private VLANSs.

Secondary Enter an ID or an ID list for Secondary VLAN. A secondary VLAN can pair with only

VLAN one primary VLAN to compose one private VLAN. To avoid long response time of
the switch, you are recommended to create less than 10 secondary VLANs at a
time.

Secondary Select the Secondary VLAN Type.

VLAN Type

Isolated: Select this option and users in the same isolated VLAN cannot
communicate with each other.

Community: Select this option and users in the same community VLAN can
communicate with each other.

2) Select promiscuous ports and host ports to be added to the private VLAN.

Promiscuous Select promiscuous ports to be added to the VLAN. The port type of up-link port

Ports in a primary VLAN must be Promiscuous. This type of port is used to connect
upper-layer devices or connect the switch with other switches. The PVID of this
portisits primary VLAN ID and the egress rule is untagged.

Host Ports Select host ports to be added to the VLAN. The port type of down-link port in
a secondary VLAN must be Host. This type of port is used to connect to end
users and shield information from upper-layer devices. The PVID of this port is its
secondary VLAN ID and the egress rule is untagged.

3) Click Create.

9 Note:

When configuring the up-link port, you only need to add the port to one private VLAN and set the
port type as Promiscuous. The switch will automatically add the port to private VLANs with the
same primary VLAN.

2.2 Usingthe CLI

2.2.1 Creating Private VLAN

9 Note:

If you need to create a private VLAN with existing VLANSs, delete all member ports of the existing
VLANSs before creating the private VLAN.

Follow these steps to create Private VLAN:

Step 1 configure

Enter global configuration mode.
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Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Step 10

Step 11

Step 12

vlan vian-list
Specify Primary VLAN ID, and enter VLAN configuration mode.

vlan-list: Specify the ID or the ID list of the VLAN(s) for configuration. The ID ranges from 2
to 4094, for example, 2-3,5.

private-vlan primary

Specify the VLAN to be the primary VLAN.

exit

Exit VLAN configuration mode.

vilan vian-list
Specify Primary VLAN ID, and enter VLAN configuration mode.

vlan-list: Specify the ID or the ID list of the VLAN(s) for configuration. The ID ranges from 2
to 4094, for example, 2-3,5.

private-vlan { community | isolated }

Specify the VLAN to be the secondary VLAN, and configure the secondary VLAN type.
community: Set the secondary VLAN type as Community. Users in the same isolated VLAN
cannot communicate with each other.

isolated: Set the secondary VLAN type as Isolated. Users in the same community VLAN can
communicate with each other.

exit

Exit VLAN configuration mode.

vlan vian-id

Specify the primary VLAN ID, and enter VLAN configuration mode.

private-vlan association vian-list

Specify the ID or the ID list of the secondary VLAN(s) to pair with this primary VLAN.
To avoid long response time of the switch, you are recommended to pair less than 10
secondary VLANs with the primary VLAN at a time.

vlan-list: Specify the ID or the ID list of the secondary VLAN(s).

show vlan private-vlan

Verify configurations of private VLAN.

end

Return to Privileged EXEC Mode.

copy running-config startup-config

Save the settings in the configuration file.
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2.2.2

The following example shows how to create primary VLAN 6 and secondary VLAN 5, set
the secondary VLAN type as community, and pair primary VLAN 6 with secondary VLAN 5
as a private VLAN.

Switch#configure

Switch(config)#vlan 6
Switch(config-vlan)#private-vlan primary
Switch(config-vlan)#exit
Switch(config)#vlan 5
Switch(config-vlan)#private-vlan community
Switch(config-vlan)#exit
Switch(config)#vlan 6
Switch(config-vlan)#private-vlan association 5
Switch(config-vlan)#exit
Switch(config)#show vlan private-vian

Primary Secondary Type Ports

6 5 Community
Switch(config)#end

Switch#copy running-config startup-config

Configuring the Up-link Port

Follow these steps to add up-link ports to Private VLAN:

Step 1 configure

Enter global configuration mode.

Step 2 interface {fastEthernet port | range fastEthernet port-list | gigabitEthernet port | range
gigabitEthernet port-list | ten-gigabitEthernet port | range ten-gigabitEthernet port-list |
port-channel port-channel-id | range port-channel port-channel-list}

Enter interface configuration mode.

Step 3 switchport private-vlan promiscuous

Configure the port type as Promiscuous. The port type of up-link port in a primary VLAN
must be Promiscuous. This type of port is used to connect upper-layer devices or connect
the switch with other switches. The PVID of this port is its primary VLAN ID.
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Step 4 switchport private-vlan mapping primary-vilan-id secondary-vlan-id

Add the specified port(s) to the private VLAN.

primary-vlan-id: Specify the ID of the primary VLAN. The ID ranges from 2 to 4094.
secondary-vilan-id: Specify the ID of the secondary VLAN. The ID ranges from 2 to 4094.

Step 5 show vlan private-vlan
Verify configurations of private VLAN.
Step 6 show vlan private-vilan interface [fastEthernet port | gigabitEthernet port | ten-
gigabitEthernet port | port-channel lag-id]
Verify private VLAN configurations of ports.
port: Specify the ID of the port to show information.

lag-id: Specify the ID of the LAG to show information.

Step 7 end
Return to Privileged EXEC Mode.

Step 8 copy running-config startup-config

Save the settings in the configuration file.

9 Note:

When configuring the up-link port, you only need to add the port to one private VLAN and set the
port type as Promiscuous. The switch will automatically add the port to private VLANs with the
same primary VLAN.

The following example shows how to configure the port type of port 1/0/2 as Promiscuous,
and add it to the private VLAN composed of primary VLAN 6 and secondary VLAN 5.

Switch#configure

Switch(config)#interface gigabitEthernet 1/0/2
Switch(config-if)#switchport private-vlan promiscuous
Swtich(config-if)#switchport private-vlan mapping 6 5
Switch(config-if)#exit

Switch(config)#show vlan private-vian

Primary Secondary Type Ports

6 5 Community Gi1/0/2
Switch(config)#show vlan private-vian interface gigabitEthernet 1/0/2

Port type
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Gi1/0/2 Promiscuous

Switch(config)#end

Switch#copy running-config startup-config

2.2.3 Configuring the Down-link Port

Follow these steps to add down-link ports to Private VLAN:

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

configure

Enter global configuration mode.

interface {fastEthernet port | range fastEthernet port-list | gigabitEthernet port | range
gigabitEthernet port-list | ten-gigabitEthernet port | range ten-gigabitEthernet port-list |
port-channel port-channel-id | range port-channel port-channel-list}

Enter interface configuration mode.

switchport private-vlan host

Configure the port type as host. The port type of down-link port in a secondary VLAN must
be Host. This type of port is used to connect to end users and shield information from
upper-layer devices. The PVID of this port is its secondary VLAN ID.

switchport private-vlan host-association primary-vlan-id secondary-vlan-id vlantype

Add the specified port(s) to the private VLAN.

primary-vlan-id: Specify the ID of the primary VLAN. The ID ranges from 2 to 4094.
secondary-vilan-id: Specify the ID of the secondary VLAN. The ID ranges from 2 to 4094.
vlantype: Specify the secondary VLAN type, either community or isolated.

show vlan private-vlan

Verify configurations of private VLAN.

show vlan private-vlan interface [fastEthernet port | gigabitEthernet port 